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Abstract- Cancer remains a leading cause of 

morbidity and mortality worldwide, necessitating 

advancements in early detection and accurate 

diagnosis to improve patient outcomes. Artificial 

Intelligence (AI)-based systems have emerged as 

transformative tools in oncology, leveraging 

machine learning (ML) and deep learning (DL) 

algorithms to enhance diagnostic accuracy, reduce 

human error, and facilitate personalized treatment 

strategies. This systematic review explores current 

trends and future prospects in AI-driven cancer 

diagnosis, highlighting key technologies, data 

sources, performance metrics, challenges, and 

innovations. AI technologies, including 

convolutional neural networks (CNNs), transformer-

based models, and radiomics, have demonstrated 

remarkable efficacy in analyzing medical imaging 

modalities such as MRI, CT scans, and 

histopathological slides. Additionally, AI models 

integrate multi-omics data, electronic health records 

(EHRs), and real-time biosensor data to improve 

diagnostic precision. Performance evaluation 

metrics, including accuracy, sensitivity, specificity, 

and AUC-ROC, play a crucial role in validating AI 

models against traditional diagnostic methods. 

Despite its potential, AI implementation in cancer 

diagnosis faces challenges such as data 

standardization, model interpretability, and 

regulatory compliance (HIPAA, GDPR). Bias in AI 

models and the need for explainable AI remain 

critical concerns for clinical adoption. However, 

advancements in federated learning, predictive 

analytics, and AI-powered precision oncology are 

expected to address these limitations, fostering trust 

and integration into healthcare workflows. Future 

research should focus on enhancing AI-human 

collaboration, ensuring data security, and refining 

deep learning architectures for greater diagnostic 

efficiency. As AI continues to evolve, it holds 

immense promise in revolutionizing cancer 

diagnostics, ultimately improving early detection, 

reducing healthcare costs, and enabling more 

effective treatment planning. This review provides a 

comprehensive analysis of AI-driven cancer 

diagnostic systems, emphasizing their transformative 

role and the future trajectory of AI applications in 

oncology. 

 

Indexed Terms- Artificial intelligence, Cancer 

diagnosis, AI-powered precision oncology, Review 

 

I. INTRODUCTION 

 

Cancer remains one of the most pressing global health 

challenges, contributing to significant morbidity and 

mortality worldwide (Gbadegesin et al., 2022). 

According to the World Health Organization (WHO), 

cancer is responsible for nearly 10 million deaths 

annually, with projections indicating a steady increase 

in cases due to aging populations, environmental 

factors, and lifestyle changes. The economic burden of 

cancer is also substantial, affecting healthcare 

systems, economies, and families across the globe. 

The complexity of cancer arises from its diverse 

subtypes, genetic variations, and unpredictable 

progression, making accurate detection and timely 

intervention critical for improving patient outcomes 

(Bristol-Alagbariya et al., 2022; Adewoyin, 2022). 
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Early and accurate diagnosis is a cornerstone of 

effective cancer treatment and management. Detecting 

cancer in its initial stages significantly increases 

survival rates and improves the efficacy of therapeutic 

interventions (Ozobu rt al., 2022). Traditional 

diagnostic methods, such as histopathology, 

radiology, and biomarker analysis, rely on expert 

interpretation, which can be time-consuming and 

prone to human error. Moreover, disparities in 

healthcare access and variability in diagnostic 

accuracy pose additional challenges (Matthew et al., 

2021). The need for more efficient, reliable, and 

scalable diagnostic solutions has led to the integration 

of Artificial Intelligence (AI) into oncology. 

AI has revolutionized cancer detection and diagnosis 

by enhancing the accuracy, speed, and efficiency of 

existing methodologies. Machine learning (ML) and 

deep learning (DL) algorithms have demonstrated 

remarkable potential in analyzing complex medical 

data, identifying patterns, and improving diagnostic 

precision (Ige et al., 2022; Ajayi and Akerele, 2022). 

AI-powered systems are now capable of processing 

medical images, genomic data, and clinical records, 

thereby assisting healthcare professionals in making 

data-driven decisions. Convolutional neural networks 

(CNNs), for instance, have achieved expert-level 

performance in identifying abnormalities in 

radiological images, while transformer-based models 

are advancing pathology and genomic analysis. These 

technologies help reduce diagnostic errors, improve 

workflow efficiency, and facilitate personalized 

treatment strategies (Collins et al., 2022). 

The objective of this, is to explore the current trends 

and future prospects of AI-based systems in cancer 

diagnosis. This includes an in-depth review of AI 

technologies utilized in oncology, their integration 

with various diagnostic modalities, and their impact on 

early detection. Additionally, this examines challenges 

related to data quality, model interpretability, 

regulatory compliance, and ethical concerns. Future 

directions in AI-driven cancer diagnostics, including 

advancements in federated learning, multi-modal AI 

models, and real-time predictive analytics, will also be 

discussed (Hamza et al., 2022). By analyzing existing 

literature and real-world implementations, this aims to 

provide a comprehensive overview of how AI is 

transforming cancer diagnosis and shaping the future 

of oncology. Understanding these advancements will 

aid researchers, clinicians, and policymakers in 

adopting AI-driven solutions that enhance diagnostic 

accuracy, optimize healthcare delivery, and ultimately 

improve patient outcomes. 

II. METHODOLOGY 

The PRISMA (Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses) 

methodology was followed to ensure a structured and 

transparent approach to reviewing the literature on 

artificial intelligence-based systems for cancer 

diagnosis. A systematic search was conducted across 

multiple electronic databases, including PubMed, 

IEEE Xplore, Scopus, and Google Scholar, to identify 

relevant peer-reviewed articles published in the last 

decade. The search strategy incorporated a 

combination of keywords and Boolean operators, such 

as "Artificial Intelligence," "Machine Learning," 

"Deep Learning," "Cancer Diagnosis," "Medical 

Imaging," and "Predictive Analytics." 

Eligibility criteria were established to include studies 

that specifically examined AI-driven approaches for 

cancer detection, classification, and diagnosis. 

Articles that focused on model development, 

performance evaluation, and clinical applications were 

considered, while studies that lacked empirical 

validation, review articles without original data, and 

non-English publications were excluded. The initial 

search retrieved a large set of studies, which were then 

screened for relevance based on titles and abstracts. 

Duplicates were removed, and full-text articles were 

assessed against the inclusion and exclusion criteria. 

Data extraction was performed using a standardized 

approach, capturing key information such as study 

objectives, AI methodologies used, dataset 

characteristics, performance metrics, and clinical 

validation outcomes. A PRISMA flowchart was 

constructed to illustrate the study selection process, 

detailing the number of records identified, screened, 

excluded, and included in the final analysis. The 

synthesis of the selected studies focused on comparing 

different AI techniques, highlighting advancements in 

model accuracy, interpretability, and integration with 

clinical workflows. 



© AUG 2022 | IRE Journals | Volume 6 Issue 2 | ISSN: 2456-8880 

IRE 1703782          ICONIC RESEARCH AND ENGINEERING JOURNALS 342 

By adhering to the PRISMA framework, this 

systematic review provides a comprehensive and 

unbiased evaluation of the role of artificial intelligence 

in cancer diagnosis, identifying key trends, challenges, 

and future research directions. 

2.1 AI Technologies in Cancer Diagnosis 

Artificial Intelligence (AI) has revolutionized cancer 

diagnosis by enhancing the accuracy, efficiency, and 

speed of detection. With advancements in machine 

learning (ML) and deep learning (DL), AI-driven 

systems are now capable of analyzing complex 

medical data, from imaging to genomic profiling, 

enabling early detection and personalized treatment 

plans (Bristol-Alagbariya et al., 2022). This explores 

the role of AI in cancer diagnosis, focusing on ML and 

DL approaches, AI applications in medical imaging, 

and AI-driven histopathology and genomic analysis. 

Machine learning techniques, particularly supervised 

and unsupervised learning, have significantly 

contributed to cancer detection. In supervised 

learning, AI models are trained using labeled datasets 

where input variables (such as medical images or 

genomic data) are mapped to known cancerous or non-

cancerous outcomes (Charles et al., 2022). This 

approach is widely used in diagnostic tools, where 

models learn to differentiate malignant from benign 

tumors. Unsupervised learning, on the other hand, 

enables AI to detect patterns in unlabeled data, aiding 

in patient stratification and the discovery of novel 

cancer subtypes. Among deep learning techniques, 

Convolutional neural networks (CNNs) have gained 

prominence in medical imaging analysis. CNNs 

process large amounts of imaging data, identifying 

minute details in radiological scans that may be 

imperceptible to the human eye (Jahun et al., 2021; 

Bidemi et al., 2021). These networks extract 

hierarchical features from images, allowing for 

accurate tumor classification, segmentation, and 

prediction of cancer progression.  

Another emerging AI technique is Transformer-based 

models, which have demonstrated remarkable 

performance in histopathological image interpretation 

(Adepoju et al., 2022). These models use self-attention 

mechanisms to analyze large pathology images, 

capturing intricate tissue patterns that indicate 

malignancy. Transformer-based architectures, such as 

Vision Transformers (ViTs), outperform traditional 

CNNs in tasks like tumor grading and tissue 

classification, making them a promising tool in digital 

pathology. Medical imaging plays a crucial role in 

cancer diagnosis, and AI-driven technologies have 

significantly enhanced imaging-based detection 

methods. Radiomics, a field that extracts quantitative 

features from medical images, is now integrated with 

AI-powered radiology to improve cancer detection 

(Dirlikov et al., 2021). AI algorithms analyze radiomic 

features from MRI, CT scans, and PET scans, 

identifying tumor heterogeneity and predicting 

treatment responses. In MRI and CT scans, AI 

applications have streamlined cancer detection by 

automating image segmentation and lesion 

characterization (Ige et al., 2022). AI models trained 

on vast imaging datasets can distinguish between 

normal and abnormal tissues, reducing false positives 

and improving diagnostic confidence. In 

mammography, AI-powered tools assist radiologists 

in identifying early-stage breast cancer, increasing the 

accuracy of screening programs. Positron emission 

tomography (PET) scans also benefit from AI 

advancements, where deep learning models improve 

lesion detection and metabolic activity assessment. 

AI-based segmentation techniques help in delineating 

tumor boundaries with high precision, aiding 

oncologists in treatment planning (Atta et al., 2021; 

Adepoju et al., 2022). These innovations reduce the 

workload on radiologists while ensuring consistent 

and reproducible cancer diagnoses. 

Histopathology, the microscopic examination of tissue 

samples, is critical for cancer diagnosis. AI-driven 

digital pathology has transformed histopathological 

analysis by automating slide scanning, feature 

extraction, and abnormality detection (Adepoju et al., 

2022). Deep learning models, particularly CNNs and 

Transformers, analyze whole-slide images to classify 

cancer grades, detect mitotic figures, and predict 

patient prognosis. Digital pathology powered by AI 

reduces diagnostic variability among pathologists and 

enables high-throughput cancer screening. AI is also 

reshaping genomic analysis, paving the way for 

precision oncology. AI-driven models analyze 

genomic sequencing data to identify cancer-associated 

mutations, guiding personalized treatment strategies. 

By integrating multi-omics data (including DNA, 

RNA, and proteomic profiles), AI enhances biomarker 
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discovery and patient-specific therapeutic 

recommendations. Machine learning algorithms 

predict tumor behavior based on genetic signatures, 

enabling oncologists to select targeted therapies with 

higher efficacy. 

AI technologies have significantly advanced cancer 

diagnosis through machine learning, deep learning, 

medical imaging analysis, and genomic profiling 

(Akinade et al., 2022). From CNNs improving 

radiological assessments to Transformer-based 

models enhancing histopathological interpretations, 

AI is reshaping cancer diagnostics with unprecedented 

accuracy and efficiency. The integration of AI with 

radiomics, digital pathology, and precision medicine 

holds great potential for early detection and 

personalized treatment. Continued research and 

clinical validation will further refine AI-driven cancer 

diagnosis, ultimately improving patient outcomes and 

revolutionizing oncology care (Ajayi and Akerele, 

2022). 

2.2 Data Sources and Integration for AI-Based Cancer 

Diagnosis 

Artificial Intelligence (AI) has emerged as a 

transformative force in cancer diagnosis, leveraging 

diverse data sources to enhance predictive accuracy 

and early detection (Egbuonu et al., 2022). The 

integration of AI with Electronic Health Records 

(EHRs), multi-omics data, wearable devices, and 

telemedicine has revolutionized oncology by 

providing comprehensive patient insights as shown in 

figure 1. This explores the significance of these data 

sources and their integration into AI-driven cancer 

diagnostic systems. 

 

Figure 1: Data Sources and Integration for AI-Based 

Cancer Diagnosis 

Electronic health records (EHRs) serve as a rich 

repository of patient health information, including 

medical history, laboratory test results, imaging 

reports, and treatment records (Adegoke et al., 2022). 

AI models trained on EHR data can analyze patient 

demographics, symptoms, and risk factors to detect 

patterns indicative of cancer development. Machine 

learning algorithms utilize structured clinical data to 

generate risk scores, aiding in early diagnosis and 

prognosis prediction. 

Natural language processing (NLP) techniques further 

enhance AI’s ability to extract meaningful information 

from unstructured clinical notes, pathology reports, 

and radiology descriptions (Opia et al., 2022). By 

standardizing and integrating EHR data, AI systems 

can offer decision-support tools for oncologists, 

helping them identify high-risk patients and 

recommend personalized treatment strategies. 

However, challenges such as missing data, 

interoperability issues, and privacy concerns must be 

addressed to maximize the potential of EHR-driven AI 

models. 

The advent of multi-omics research has provided 

deeper insights into cancer pathophysiology. AI-

driven models integrate genomic, proteomic, and 

metabolomic data to uncover molecular signatures 

associated with different cancer types. Genomics, AI 

analyzes next-generation sequencing (NGS) data to 

identify genetic mutations, copy number variations, 

and chromosomal abnormalities linked to oncogenesis 

(Matthew et al., 2022). This allows for the detection 

of cancer susceptibility genes and the development of 

targeted therapies. Proteomics, machine learning 

algorithms process protein expression data to identify 

cancer-specific biomarkers, aiding in early diagnosis 

and drug discovery. Deep learning models analyze 

mass spectrometry data to detect aberrant protein 

patterns that indicate tumor progression. 

Metabolomics. AI-driven metabolomic analysis 

assesses metabolic alterations in cancer patients. By 

examining metabolite profiles in blood, urine, and 

tissue samples, AI models can differentiate between 

malignant and benign conditions, facilitating non-

invasive cancer screening. Integrating multi-omics 

data with AI not only enhances diagnostic accuracy 

but also enables precision oncology, where treatment 

plans are tailored based on a patient’s unique 
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molecular profile (Adepoju et al., 2022). However, 

challenges such as data standardization, computational 

complexity, and ethical concerns regarding genetic 

data privacy remain key hurdles. 

Wearable technologies and biosensors provide 

continuous, real-time monitoring of physiological and 

biochemical parameters, offering a proactive approach 

to cancer detection. AI-driven analysis of wearable 

device data allows for early identification of subtle 

health changes that may indicate malignancies 

(Govender et al., 2022). Changes in autonomic 

nervous system activity can serve as early indicators 

of cancer-related fatigue or metabolic alterations. AI 

models analyze fluctuations in glucose metabolism 

and oxygen levels, which may signal tumor growth. 

Advanced biosensors detect specific cancer 

biomarkers in blood samples, facilitating non-invasive 

liquid biopsies for early detection. AI-powered 

wearable devices offer significant advantages, 

including remote patient monitoring, early disease 

detection, and reduced dependence on hospital visits. 

However, ensuring the reliability, accuracy, and 

security of real-time data remains a major challenge 

for widespread clinical adoption. 

Telemedicine has emerged as a crucial component of 

modern healthcare, especially in oncology, where 

timely diagnosis and follow-up care are essential 

(Adepoju et al., 2022). AI-powered telemedicine 

platforms enable remote consultations, second 

opinions, and diagnostic support, bridging the gap 

between patients and oncologists. Patients can upload 

diagnostic scans (e.g., mammograms, CT scans) to 

cloud-based AI systems that analyze images for 

cancerous lesions and provide instant feedback to 

clinicians. Digital pathology platforms equipped with 

AI tools assist pathologists in analyzing tissue samples 

remotely, reducing diagnostic turnaround time. AI-

powered chatbots offer symptom assessment and 

triage services, directing patients to appropriate 

oncological care. By integrating AI with telemedicine, 

healthcare systems can expand cancer diagnostic 

services to remote and underserved populations 

(Collins et al., 2022). However, challenges such as 

data security, regulatory compliance, and the need for 

high-quality telecommunication infrastructure must be 

addressed. The integration of diverse data sources, 

including EHRs, multi-omics data, wearable devices, 

and telemedicine, has revolutionized AI-based cancer 

diagnosis. By leveraging these data streams, AI-driven 

systems enhance diagnostic accuracy, enable 

personalized treatment, and improve patient outcomes. 

Despite challenges related to data quality, privacy, and 

computational demands, ongoing advancements in AI 

and data integration will continue to shape the future 

of oncology, making cancer detection more accessible 

and efficient worldwide (Tomassoni et al., 2013; 

Adelodun et al., 2018). 

2.3 Performance Evaluation of AI Models in Cancer 

Detection 

Artificial Intelligence (AI) has revolutionized cancer 

detection by providing more accurate, efficient, and 

scalable diagnostic solutions (Matthew et al., 2021). 

However, evaluating the performance of AI models is 

critical to ensuring their reliability and clinical 

applicability. Various metrics and validation 

techniques are employed to assess AI models, often 

comparing them to traditional diagnostic methods. 

This explores key performance metrics, benchmarking 

against conventional techniques, and validation 

strategies for AI-based cancer detection. 

Evaluating AI models in cancer detection requires a 

robust set of performance metrics that account for 

accuracy, reliability, and clinical utility. Accuracy, the 

proportion of correctly classified cancer cases (both 

malignant and benign) out of the total cases (Jahun et 

al., 2021). While accuracy is a useful metric, it can be 

misleading when dealing with imbalanced datasets, 

where one class (e.g., benign cases) dominates. 

Precision (Positive Predictive Value), the proportion 

of true positive cancer cases among all cases classified 

as positive by the AI model. High precision indicates 

a low false positive rate, reducing unnecessary 

biopsies and treatments. Recall (Sensitivity), the 

proportion of actual cancer cases that the AI model 

correctly identifies. High recall ensures that fewer 

cancer cases go undetected, which is crucial for early-

stage detection. F1-score, the harmonic means of 

precision and recall, balancing the trade-off between 

false positives and false negatives. It is particularly 

useful when data is imbalanced, ensuring both 

specificity and sensitivity are accounted for. 

Area under the curve – receiver operating 

characteristic (AUC-ROC) measures the ability of an 
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AI model to distinguish between cancerous and non-

cancerous cases at various threshold levels. A high 

AUC value (close to 1) indicates that the model 

effectively differentiates between malignant and 

benign cases. This metric is crucial for comparing 

different AI models and optimizing classification 

thresholds in clinical settings. Sensitivity (True 

Positive Rate), measures how effectively the model 

identifies cancer cases (Austin-Gabriel et al., 2021). A 

highly sensitive model minimizes false negatives, 

ensuring that most cancer cases are detected early. 

Specificity (True Negative Rate), determines how well 

the model classifies non-cancerous cases. High 

specificity is important to prevent overdiagnosis and 

unnecessary treatments. Achieving an optimal balance 

between sensitivity and specificity is crucial in AI-

based cancer detection, as missing a cancer diagnosis 

(false negative) can be life-threatening, while 

overdiagnosis (false positive) can lead to unnecessary 

psychological distress and medical interventions. 

AI models must demonstrate superior or at least 

comparable performance to traditional cancer 

diagnostic methods before clinical adoption (Hussain 

et al., 2021). Key comparisons include; AI models, 

especially deep learning-based algorithms, have 

shown comparable or even superior accuracy in 

detecting tumors in mammography, MRI, and CT 

scans. Studies have reported that AI can match 

radiologists in breast cancer detection while 

significantly reducing reading time.  AI-driven digital 

pathology enhances tissue sample evaluation, 

increasing diagnostic consistency and efficiency. AI-

powered models can process vast histopathological 

datasets more rapidly than human pathologists while 

reducing observer variability. AI enhances genomic 

and proteomic data analysis, providing personalized 

cancer risk assessments. Unlike traditional biomarker-

based methods that rely on predefined markers, AI can 

uncover novel biomarker patterns using multi-omics 

integration. AI integration in large-scale cancer 

screening programs has demonstrated potential in 

improving early cancer detection, especially in lung, 

breast, and colorectal cancers (Adepoju et al., 2022). 

These AI-assisted screenings often outperform 

traditional statistical models in predicting cancer risk. 

While AI models offer numerous advantages, they 

must be rigorously validated and subjected to 

regulatory scrutiny before clinical implementation. 

Figure 2: Model Validation Techniques 

To ensure generalizability and robustness, AI models 

must undergo thorough validation before deployment. 

The most widely used validation techniques include as 

shown in figure 2 above; K-fold cross-validation, the 

dataset is split into K subsets, where the model is 

trained on K-1 folds and tested on the remaining fold. 

This process is repeated K times, ensuring that each 

sample is used for testing exactly once. This technique 

mitigates overfitting and improves model reliability. 

Stratified cross-validation, Maintains the same class 

distribution across training and testing sets, preventing 

bias in imbalanced datasets common in oncology (Ike 

et al., 2021). 

While cross-validation ensures internal consistency, 

external validation is essential to assess an AI model’s 

performance on independent datasets from different 

institutions or geographic regions. AI models 

validated on diverse, real-world datasets demonstrate 

better generalizability and clinical applicability. 

Multi-center validation, AI models trained on data 

from one hospital may not generalize well to another. 

Multi-center validation tests the model on datasets 

from different hospitals to ensure robustness 

(Tomassoni et al., 2018). Prospective validation, AI 

models should be tested on real-time, prospective 

patient data to evaluate performance in a clinical 

workflow. AI models should be benchmarked against 

established cancer risk prediction models like the Gail 

Model for breast cancer or the Lung-RADS system for 

lung cancer screening to demonstrate added value. The 

performance evaluation of AI models in cancer 

detection is crucial for their clinical adoption and 

reliability. Metrics such as accuracy, precision, recall, 

F1-score, AUC-ROC, sensitivity, and specificity 

provide quantitative measures of model effectiveness. 

Benchmarking AI models against radiologists, 

histopathologists, and traditional biomarker-based 
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methods ensures their clinical relevance. Furthermore, 

rigorous cross-validation and external validation 

strategies enhance model generalizability and 

robustness. As AI continues to evolve, improving 

performance evaluation methods will be essential for 

integrating AI-driven cancer diagnostics into routine 

clinical practice. 

2.4. Challenges and Limitations of AI-Based Cancer 

Diagnosis 

Artificial intelligence (AI) has significantly 

transformed cancer diagnosis, offering improvements 

in speed, accuracy, and efficiency (Kuo et al., 2019). 

However, despite its potential, AI-based cancer 

diagnosis faces numerous challenges and limitations 

that hinder its widespread clinical adoption. Key 

concerns include data quality and standardization, 

model interpretability and trustworthiness, ethical and 

regulatory compliance, bias and fairness, and 

integration challenges with existing healthcare 

infrastructure. 

One of the primary challenges in AI-based cancer 

diagnosis is the availability and quality of data. AI 

models require vast amounts of high-quality, well-

annotated data to function effectively. However, 

medical datasets are often fragmented, incomplete, or 

inconsistent, leading to reduced model reliability. 

Cancer datasets frequently suffer from class 

imbalance, where certain cancer types are 

overrepresented while others are underrepresented 

(Elujide et al., 2021). This imbalance can lead to AI 

models being biased toward more common cancer 

types, reducing their ability to detect rare cancers 

accurately. Many clinical datasets contain missing 

values, particularly in electronic health records 

(EHRs). AI models trained on incomplete data may 

fail to generalize well, leading to poor diagnostic 

accuracy. Different healthcare institutions use varied 

imaging protocols, data formats, and labeling 

methods, making it difficult to train AI models on 

heterogeneous datasets. The lack of universal data-

sharing standards further complicates model 

development and validation across multiple 

institutions (Olamijuwon, 2020). Efforts to improve 

data harmonization, annotation consistency, and 

standardization are essential to enhancing AI’s 

effectiveness in cancer diagnosis. 

AI models, especially deep learning approaches like 

Convolutional neural networks (CNNs) and 

transformer-based models, often function as "black 

boxes," meaning their decision-making process is not 

easily interpretable. This lack of transparency limits 

clinical trust and adoption. Clinicians require clear 

justifications for AI-driven diagnoses (Oyedokun, 

2019). If an AI model detects cancer but cannot 

explain its reasoning, physicians may hesitate to rely 

on its recommendations. Healthcare regulatory bodies 

require AI models to be explainable and auditable 

before they can be used in clinical practice. Black-box 

AI models struggle to meet these requirements, 

delaying their approval. AI models may produce high-

confidence yet incorrect predictions, leading to 

potential misdiagnoses. Without proper 

interpretability mechanisms, it becomes difficult to 

correct such errors. Developing explainable AI (XAI) 

methods, such as saliency maps, attention 

mechanisms, and feature importance analysis, can 

help improve trust in AI-driven cancer diagnosis. 

The integration of AI into cancer diagnostics raises 

serious ethical and legal challenges, particularly 

concerning patient privacy, data security, and 

informed consent. Key regulations such as the Health 

Insurance Portability and Accountability Act (HIPAA) 

in the U.S. and the General Data Protection Regulation 

(GDPR) in Europe impose strict guidelines on the 

handling of medical data. AI models require access to 

vast amounts of patient data, raising concerns about 

unauthorized access, data breaches, and re-

identification risks (Oladosu et al., 2021). Ensuring 

compliance with HIPAA and GDPR regulations is 

essential to protecting patient confidentiality. Patients 

must be fully informed about how their medical data 

is used for AI training. Many AI applications currently 

lack transparency in data usage policies. If an AI 

model makes an incorrect diagnosis leading to patient 

harm, determining legal liability remains a complex 

issue. Regulatory frameworks for AI accountability in 

healthcare are still evolving. To address these 

concerns, secure AI architectures, federated learning, 

and differential privacy techniques must be 

implemented to ensure ethical AI deployment. 

AI models can inherit and amplify biases present in 

training datasets, leading to disparities in cancer 

diagnosis across different populations. Bias in AI-



© AUG 2022 | IRE Journals | Volume 6 Issue 2 | ISSN: 2456-8880 

IRE 1703782          ICONIC RESEARCH AND ENGINEERING JOURNALS 347 

driven cancer diagnosis arises from; Many AI models 

are trained on Western-centric datasets, which may not 

generalize well to underrepresented ethnic groups 

(Agho et al., 2021). AI models may perform poorly in 

low-resource settings where access to high-quality 

imaging and healthcare data is limited. If historical 

diagnostic data reflects past medical biases, AI models 

may reinforce existing disparities rather than 

correcting them. To improve fairness, AI models must 

undergo bias auditing, fairness testing, and inclusion 

of diverse datasets covering multiple ethnicities, 

genders, and socioeconomic backgrounds 

(Nwaozomudoh et al., 2021). 

Deploying AI-based cancer diagnostic tools within 

current healthcare systems presents significant 

integration challenges. Many hospitals and clinics use 

legacy EHR systems that are not optimized for AI 

integration. Standardizing EHR-AI interfaces is 

necessary for seamless interoperability. AI-driven 

cancer diagnosis requires high computational power, 

which may not be available in smaller hospitals or 

low-resource settings. AI tools must be designed to 

complement rather than disrupt existing clinical 

workflows. Many radiologists and oncologists remain 

skeptical about AI replacing traditional diagnostic 

methods. AI should act as a decision-support tool 

rather than a replacement for human expertise (Odio et 

al., 2021). Encouraging clinician-AI collaboration 

through hybrid diagnostic models is key to successful 

implementation. Healthcare institutions must invest in 

AI infrastructure, clinician training, and robust 

validation frameworks to ensure smooth AI adoption. 

While AI holds great promise in enhancing cancer 

diagnosis, several challenges and limitations must be 

addressed before widespread clinical adoption. Data 

quality, model interpretability, ethical and regulatory 

compliance, bias mitigation, and healthcare 

integration remain significant hurdles. Overcoming 

these challenges requires improved data 

standardization, explainable AI methods, robust 

privacy frameworks, fairness auditing, and seamless 

EHR integration (Dienagha et al., 2021). By 

addressing these limitations, AI-based cancer 

diagnostics can achieve greater accuracy, equity, and 

trustworthiness, ultimately improving early cancer 

detection and patient outcomes. 

2.5 Future Directions and Innovations in AI for 

Cancer Diagnosis 

Artificial intelligence (AI) has revolutionized cancer 

diagnosis, enabling early detection, improved 

accuracy, and personalized treatment strategies 

(Oluokun, 2021). As AI continues to evolve, emerging 

advancements promise to further enhance its 

capabilities in oncology. Key future directions include 

the development of explainable AI, AI-powered 

precision oncology, privacy-preserving federated 

learning, predictive analytics, and AI-human 

collaboration as shown in figure 3. These innovations 

aim to overcome existing limitations while improving 

diagnostic efficiency and clinical outcomes. Deep 

learning has significantly improved cancer diagnosis, 

particularly in medical imaging, histopathology, and 

genomic analysis. However, a critical challenge 

remains: the “black-box” nature of deep learning 

models, which limits their interpretability and trust in 

clinical settings. Future research focuses on 

explainable AI (XAI) to enhance transparency and 

trustworthiness. Techniques like Grad-CAM 

(Gradient-weighted Class Activation Mapping) 

highlight key regions in medical images that 

contribute to an AI model’s decision, making it easier 

for clinicians to interpret AI-driven diagnoses. Hybrid 

models, such as attention-based transformers and case-

based reasoning models, aim to provide human-like 

explanations for AI decisions. (Adewoyin, 2021) 

Many healthcare regulatory bodies, including FDA 

and EMA, are advocating for AI systems with 

interpretable decision-making processes, driving 

innovation in XAI-powered diagnostic tools. By 

incorporating explainability and interpretability into 

AI models, clinicians can better understand how AI 

diagnoses cancer, leading to more informed decision-

making and improved patient trust (Akinade et al., 

2021’ Elujide et al., 2021). 

AI is paving the way for precision oncology, where 

treatment plans are tailored to individual patients 

based on their genetic, molecular, and clinical profiles. 

Future AI-driven innovations in this field include; AI 

models will integrate genomic, transcriptomic, 

proteomic, and metabolomic data to predict patient-

specific treatment responses. AI-powered models will 

help forecast how tumors will respond to various 

therapies, optimizing chemotherapy, immunotherapy, 
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and targeted therapy regimens. AI will facilitate real-

time treatment adjustments based on tumor evolution, 

improving long-term patient survival rates (Hassan et 

al., 2021). These advancements will transform cancer 

care from a one-size-fits-all approach to a highly 

individualized treatment paradigm, improving 

efficacy and reducing unnecessary treatments. 

One of the biggest challenges in AI-driven cancer 

diagnosis is data privacy and security, as patient data 

is highly sensitive and protected under regulations 

such as HIPAA and GDPR. Federated learning (FL) is 

emerging as a privacy-preserving AI approach that 

allows multiple institutions to train AI models 

collaboratively without sharing raw patient data. 

Instead of transferring patient data, FL trains AI 

models locally at different hospitals and shares only 

model updates, protecting patient privacy (Ajayi and 

Akerele, 2021). By leveraging FL, AI models can 

learn from diverse datasets across different hospitals, 

improving generalizability and robustness. FL aligns 

with data protection regulations, enabling global AI 

research without compromising patient 

confidentiality. The widespread adoption of federated 

learning will accelerate AI-driven cancer diagnostics 

while maintaining ethical and legal compliance, 

fostering trust in AI-powered healthcare (Tomassoni 

et al., 2013). 

Figure 3: Future Directions and Innovations in AI for 

Cancer Diagnosis 

AI is increasingly being utilized for predictive 

analytics, which enables early cancer detection, risk 

assessment, and proactive intervention strategies 

(Tayebati et al., 2013). Future AI models will 

incorporate AI will analyze long-term patient data 

from electronic health records (EHRs), wearable 

sensors, and imaging scans to detect subtle 

precancerous changes before symptoms appear. AI-

driven risk models will classify patients based on 

genetic predisposition, lifestyle factors, and clinical 

history, enabling targeted screening programs. AI-

integrated biosensors and wearable devices will 

provide continuous health tracking, enabling early 

warning systems for high-risk patients. By shifting 

cancer detection from a reactive to a proactive 

approach, predictive AI will enhance early 

intervention efforts, reducing mortality rates and 

improving long-term patient outcomes. 

AI is not intended to replace oncologists and 

radiologists but to serve as an augmentative tool that 

enhances clinical decision-making (Nasuti et al., 

2008). Future innovations in AI-human collaboration 

will focus on; Decision support systems (DSS), AI-

driven DSS will assist clinicians by analyzing complex 

medical data, providing second opinions, and flagging 

potential diagnostic errors. Combining human 

expertise with AI insights will improve diagnostic 

accuracy and reduce false positives/negatives. Future 

AI tools will feature natural language processing 

(NLP) interfaces, allowing doctors to query AI models 

in plain language, improving usability and 

accessibility. AI-driven simulation platforms will help 

train oncologists and radiologists by mimicking real-

world diagnostic scenarios, improving skill 

development. By promoting a synergistic relationship 

between AI and healthcare professionals, AI-human 

collaboration will enhance diagnostic confidence, 

reduce workload, and improve patient care. The future 

of AI in cancer diagnosis is poised for transformative 

advancements (Tayebati et al., 2013). Explainable AI, 

personalized oncology, federated learning, predictive 

analytics, and AI-human collaboration will drive more 

accurate, ethical, and accessible cancer diagnostics. 

These innovations will enable earlier detection, 

improved treatment personalization, and enhanced 

clinical decision-making, ultimately leading to better 

patient outcomes and reduced cancer mortality rates 

(Tomassoni et al., 2012; Alli and Dada, 2021). 

Continued research, regulatory alignment, and 

interdisciplinary collaboration will be crucial in 

realizing the full potential of AI-driven cancer 

diagnostics in the coming years. 
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CONCLUSION 

Artificial intelligence (AI) has emerged as a 

transformative force in cancer diagnosis, offering 

advancements in medical imaging, histopathology, 

and genomic analysis. Key findings from this review 

highlight how AI-driven approaches, particularly 

machine learning (ML) and deep learning (DL), have 

enhanced diagnostic accuracy, efficiency, and early 

detection rates. Technologies such as Convolutional 

Neural Networks (CNNs), transformer-based models, 

and radiomics have demonstrated superior 

performance in analyzing complex medical data, while 

AI-integrated electronic health records (EHRs) and 

multi-omics data have improved personalized 

treatment strategies. Furthermore, federated learning 

presents a promising solution for privacy-preserving 

AI training in healthcare. 

The potential impact of AI in cancer diagnosis is 

profound. By reducing diagnostic errors, enabling 

early detection, and streamlining workflows, AI can 

significantly improve patient outcomes and survival 

rates. AI-powered predictive analytics and risk 

stratification models enhance proactive screening 

efforts, while AI-driven personalized treatment 

planning fosters precision oncology, ensuring tailored 

therapeutic interventions. However, interpretability, 

regulatory compliance, and data standardization 

remain critical challenges that must be addressed to 

ensure AI’s widespread adoption in clinical settings. 

Future research should focus on developing 

explainable AI (XAI) models to enhance transparency 

and clinician trust. Additionally, efforts should be 

directed toward AI-human collaboration frameworks, 

where AI serves as a decision-support tool rather than 

a replacement for medical professionals. Standardized 

datasets and ethical AI frameworks should be 

prioritized to ensure fairness, reproducibility, and 

regulatory alignment. AI is reshaping oncology by 

enhancing diagnostic precision, optimizing 

workflows, and advancing personalized medicine. As 

AI technologies evolve, a collaborative, 

interdisciplinary approach will be essential to 

maximize their potential while ensuring ethical, 

reliable, and equitable implementation in cancer 

diagnosis and treatment. 
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