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Abstract- 10T allows the worldwide concept of
intelligent  cities. Smart homes, intelligent
agriculture, intelligent environment, intelligent
health, smart governance etc are all types of smart
cities. In addition, 10T is also used in industries
such as petroleum mining, gas mining, and
production units. 10T boosts productivity, optimizes
costs, optimizes human resources, forecasts
maintenance and offers human life a lot of comfort.
With more and more heterogeneous devices and
data processing, security concerns are increasing.
The main reasons for preventing loT from
flourishing are security and privacy issues. We will
develop a machine learning based model to detect
and predict vulnerabilities. This will be implemented
in Java. We will also propose a block chain based
security model, which will be a comprehensive
mitigation plan for various vulnerabilities. Existing
mitigation plans discuss about a particular
vulnerability or attack. But our proposed model will
cover maximum possible vulnerabilities.

Indexed Terms- Internet of Things (loT),
Vulnerability, Threat, Attack, Mitigation Plan

l. INTRODUCTION

Industrial revolution occurred before 200 years prior,
to expand the efficiency, which prompts quicken the
economy. When mechanical forces replaced human
and creature muscle power. Internet came into
existence in 1950, which relies upon networking and
communication so as to expand the efficiency and
supported worldwide economy obviously superior to
mechanical upset. The next revolution that will drive
another string to build the productivity is Internet of
Things (10T). Haller defined IoT as: “A world where
physical objects are seamlessly integrated into the
information network and where the physical objects
can become active participants in the business
process”.  [1-12]. The exceptionally  quick
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development  of  Internet-associated  gadgets,
extending from basic sensors to cloud servers, has
created the paradigm the Internet of Things. The
closeness between all 10T objects is the capacity to
associate with the Internet and trade information. The
system availability highlight permits controlling
articles remotely over the current system foundation,
bringing about more incorporation with this present
reality and less human intercession.

The 10T changes objects from being ancient to smart
by applying its basic advances, for example,
pervasive computing, correspondence capacities,
Internet conventions, and applications [13-33].
Consolidating things with sensors, hardware, and
connectors made them more intelligent and getting
increasingly open to us, which bring about better
human lives, offer more accommodation, wellbeing,
security, and proficient use of characteristic assets.
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Figure 1: Internet of Things [10T]
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Figure 2: Basic building Blocks of loT

In above figure 2, Sensors are a lot of diodes
equipped for detecting natural physical boundaries,
for example, temperature, pressure .Sensors are
responsible for acquisition of data. They can be
configured to collect data continuously. Sensors are
capable of capturing humidity, temperature, motion
and many more. 10T platform is a middleware. Many
quality IoT platforms are available now a day’s such
as- Microsoft Azure 10T and AWA 1oT. Actual data
is stored in cloud server. In cloud, data analytics
applications are applied and relevant data is shared
with stakeholders using mobile applications[34-54].

1. RESEARCH BACKGROUND AND
RELATED WORK

This section presented the related work for machine
learning and Blockchain as follows:

2.1 Machine Learning (MI)

Machine Learning could be considered a
development from Al since it mixes Al heuristics
with cutting edge measurable investigation. Al
endeavors to let PC programs find out about the
information they study, with the end goal that
projects settle on various choices dependent on the
qualities of the contemplated information, utilizing
measurements for major ideas, and including further
developed Al heuristics and calculations to
accomplish its objectives. Information mining is best
portrayed as the association of recorded and late
improvements in measurements, Al, what's more, Al.
These strategies are utilized together to examine
information and find recently concealed patterns or
examples inside. Information mining is finding
expanding acknowledgment in science and business
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regions that need to dissect a lot of information to
find slants that they couldn't in any case find.
Classification algorithms can be found at the heart of
a great number of machine learning tasks.
Classification can be applied to all data types,
whether simple or complex, like numerical, nominal,
categorical, boolean, trees, time series and graphs etc.
The process of classifying comes under the predictive
method [55-65].

2.2 Blockchain

A block chain [5] is a decentralized, passed on and
opens mechanized record that is used to record trades
transversely over various PCs so any included record
can't be balanced retroactively, without the difference
in all resulting blocks. This empowers the individuals
to affirm and audit trades self-sufficiently and
tolerably monetarily. A block chain database is
supervised freely using a common framework and an
appropriated time-venturing worker. They are
confirmed by mass collaboration powered by total
individual issues. Such an arrangement empowers
vivacious work process where individuals' weakness
regarding data security is fringe. The use of a block
chain empties the typical for unfathomable
reproducibility from a propelled asset.

Block chains are utilized to improve the account and
sharing of budgetary exchange data, which can be
found as far as sped up, diminished procedural cost,
less exchange blunders, expanded general security,
and a decentralized methodology [77-85] . This
decentralized technique expels a main issue of
framework disappointment and weakness to cyber
attacks. The primary thought behind block chain
utilization in virtual budgetary exchanges is that the
wallet of every client isn't halfway spared; rather, it is
made sure about by putting away the record of
exchanges between clients in a block chain.

Arsalon Mohsen Nia et al., 2016[89-101] gives an
inside and out examination of potential assaults and
weaknesses. Mohamed Abomhara et al., 2014 [102-
105] gave security dangers and difficulties in Internet
of Things. They likewise tended to that there are four
interconnected segments, in particular individuals,
article, equipment and programming, which speaks
with one another over untrusted private system. Cart
[106-110] gave an insightful and inside and out
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investigation of future problems in loT. Salim
ELBOUANANI [111-125] demonstrated that there is
at present no norm or system which covers all
security perspectives in the Internet of Things. They
found that confirmation is a genuine test in 1oT.

Krishna Kanth Gupta et al., 2016 [126-130]
anticipated that there will be 25 billion 10T gadgets
by 2020. They likewise recognized difficulties in
Internet of Things. Gurpreet Singh Matharu et al.,
2014 explained that interoperability; normalization
and security are the regions which require a ton of
examination so web of things can flourish. HuiSuo et
al.,2012 introduced encryption based methodology
to enhance security features in loT solutions. C.
Fligel et al.,2009 [131-135] introduced a review over
a portion of the specialized provokes that should be
defeated to assemble such system. L. Atzori et
al.,2012 promoted the idea of using loT in social
platforms.

IEEE range 2014 established java as the prominent
design tool for loT solutions. World financial
gathering modern web overview, 2014 set up a more
clear comprehension of the extraordinary chances
and new dangers emerging from the Industrial
Internet. Hammi et al.,2018 proposed a unique
decentralized framework called air pockets of trust,
which guarantees a powerful recognizable proof and
verification of gadgets. Authors in  proposed
different block chain based solutions for loT
ecosystem. Javaid et al., 2018 introduced a PUF and
blockchain based arrangement called BlockPro for
information provenance and information
respectability for secure 10T conditions. M. Anwer et
al.,2020 proposed course of action of different
masters' procedures of Block chain to make loT
check and discussion about their limitations.

Authors in discussed various security pitfalls in
encryption techniques used for different loT
solutions.  Arbitrary number generators have
generally been a critical wellspring of weakness
.Stephen Checkoway et al.,2014 introduced the new
PRNG algorithm. it was speedy. Yu et al., 2015
introduced distinctive known feeble gadgets to
encounter DDOS attack. Zhang et al.,2015 showed
by various authorities a noteworthy perspective in
IoT landscape. Authorsin  played out a wide
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examination on the powerless 10T devices, including
thousands of interesting contraptions. A large portion
of them were transparently accessible by methods for
the Internet requiring no unmistakable evidence.

A study sets out a short outline of the nuts and bolts
Machine Learning and its standards and calculations
Submissions. We'll begin with a more extensive
machine definition Study and afterward consolidating
various types of getting the hang of including
Methods administered and uncontrolled, and
profound learning Perfect standards. We'll examine
usage in the remainder of the paper Machine learning
calculations in various territories including design
Recognition, sensor systems, identification of
irregularities and the Internet ofThings (loT), and
checking of wellbeing.

Another study features a system that incorporates the
Internet of Things ( 10T) and some generally utilized
Al calculations to make a prescient model that can be
utilized to gauge indoor temperature of shrewd
structures. This prescient model was prepared to
build up practicality to a totally new dataset utilizing
on-line learning system. To approve the
methodology, the paper leads a Machine Learning
put together test with respect to recorded genuine
sensor data[131]. The paper at that point recommends
that the accompanying procedure ought to be
incorporated into an 10T design dependent on Edge
Computing to empower the structure to work in a
vitality productive manner.

I1l.  SIGNIFICANCE & VALUE OF TOPIC

This section contains a brief description different
application of 10T[132].

e Smart Healthcare

Incorporating 10T innovations with clinical gadgets
help steady remote observing for patients and old
individuals [134]. This unrest in treatment and
conclusion of ailment improve the early recognizing
of afflictions for instance pacemakers coordinated
with 10T innovation take into account continuous
information of patient’s cardiovascular readings to be
made accessible to clinical professionals. Permitting
them to be quickly get relevant information if a
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surprising heart action is identified by the loT
gadgets [135].

e Wearable Devices

It is little canny gadgets implanted with sensors and
remote network utilized for wellbeing and movement
observing like shrewd watches, wellness groups and
brilliant glasses, which encourage individuals to
screen their wellbeing and exercises for the duration
of the day [136]. Other intriguing applications are for
helping incapacitated individuals, for instance, the
associated insoles which assist daze with peopling in
route by giving them the bearings through detecting
rather than screen route as their shoes vibrate to the
ideal heading. Likewise, it is utilized for recognizable
proof and security purposes like the distinguishing
proof identifications, in any case, unapproved access
to 10T wearable gadgets may make danger wellbeing
like unapproved access to the associated insoles also,
thinking about close to home protection, as these
gadgets gather and store information which makes
them an objective for aggressors and malwares.

e Smart Homes and Smart Cities

Smart home is transforming you normal home
machines into keen and insightful gadgets
empowering remote control and the executives of the
framework through the web [137]. In smart homes
appliances, for example, fridge, clothes washer,
lights, air conditioners, web camera, door lock and so
on can be remotely controlled making life less
difficult and progressively agreeable [138]. Security
breaks could be perilous, envision criminal hacks to
the digital lock and enters home successfully. Also
these gadgets continue recording your propensities,
conduct, and exercises which could be a genuine
danger to individual protection. In any case, such risk
should be protected by following a proper risk
mitigation plan.

e Smart Agriculture

With little sensors and actuators, farmers can screen
the soil and yields wellbeing to have more harvest
profitability, and keep up proficient utilization of
assets like water at a lesser expense [139]. A superior
comprehension of the plant development models and
having the information ashore conditions and
atmosphere fluctuation will essentially increment
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horticultural efficiency by staying away from the
wrong cultivating conditions. Security assaults on
sensors or actuator on field compromising the corps
creation, wrong detected information about the
temperature, stickiness, soil dampness influences the
water stream on irrigators which legitimately
influence the harvests creation.

e Smart Transportation and Connected Cars
Intelligent  infrastructure  permits  consistent
correspondence between vehicles, cloud, and traffic
checking place for more secure, helpful and
progressively proficient travel. Smart transportation
offers types of assistance, for example, traffic
checking, live condition, traffic signal control, and
real time navigation [140]. Be that as it may, in the
vehicular system, vehicles are associated with one
another in a specially appointed way. Every vehicle
goes about as a hub in a system which can trade data
by speaking with different vehicles (vehicle-to-
vehicle) or speaks with the side-street canny
framework for better dynamic and staying away from
the congested driving conditions at times of heavy
traffic.

e Energy Management

One of the significant objectives of 10T is better
usage of energy and decreasing energy theft. By
breaking down the information of energy we can
recognize the key energy shoppers, feature energy
wastage and give us capability to predict the energy
demand [141]. A case of light at homes, avenues, and
structures utilizing sensors these lights respond
progressively to changes in the general condition in
this way, we accomplish an extraordinary energy
saving [142-144].

IV. RESEARCH GAP

Following gaps are identified during literature

survey:

e |t is found that authentication is a real challenge
in 10T. The fact behind this is that appropriate
authentication infrastructure is not available in
loT .

o Distribution of keys is another challenge .

e Security is the biggest worry for most industries.
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e Man in Middle assault is a serious problem
because of the architecture .

e DDOS attack is also a major problem with loT
network. But a universal mitigation plan is not
available.

e Vulnerability in 10T device is a dangerous issue.
It is needed to be classified and predicted .
Vulnerable device is a real threat to 10T network.
Such Devices are required to be identified .

V. RESEARCH OBJECTIVES

e To identify security attributes of 10T

e To identify security threats and vulnerabilities
related to Internet of Things.

e Design, implementation and validation of
vulnerabilities classification and prediction model

o Development of block chain based remedial
action plan to mitigate vulnerabilities in 10T
network.

VI. PROPOSED METHODOLOGY &
IMPLEMENTATION

The proposed methodology will comprise of three
main phases. These phases are described in brief as
follows:

Phase 1: Identification of information security threats
in IoT network

A Systematic literature review will be conducted to
identify different security threats , attacks and
vulnerabilities in 10T .

Phase 2: Development of Vulnerability Classification
and Prediction Model

we will develop a machine learning based
classification model to classify and predict
vulnerabilities. This will be implemented in Java.
10T-23 data set will be used [142].

Phase 3: Development of Vulnerability Mitigation
Plan

we will propose a theoretical security model. This
model will contain mitigation of all identified
vulnerabilities using block chain, machine learning
and some other techniques. This model will be
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compared theoretically with other models on the
basis of some parameters.
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