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Abstract — Distributed ledger technologies are in
path to disrupt economic interactions across markets.
The aim of this project is to identify inefficiencies of
the current crowdfunding market and address them
by combining smart contracts with smart property in
a trustworthy decentralized application built on
Ethereum. The focus is made on services provided by
crowdfunding intermediaries in order to analyze
their implementation on blockchains and to design a
decentralized application. This methodology points
out the potential of crowdfunding decentralized
applications to lower market inefficiencies by
bypassing third parties and easing trade on
secondary markets.

Indexed Terms — Blockchain, Campaign,
Crowdfunding, Hashing, Request-Approval, Smart
Contracts

l. INTRODUCTION

The practice of funding a project or some kind of
venture by raising money from lots of people,
especially using the internet, is known as
crowdfunding [5]. In today's world where all of us are
connected through the power of the internet,
crowdfunding is one of the most creative and helpful
innovations of our time. It helps people gather funds
for various number of reasons, ranging from natural
disasters like floods and earthquakes to setting up local
businesses or startups. It brings communities together
for a common cause.

Usually, crowdfunding apps have limited security
measures, so investors risk their money by supporting
startups. Fraudulent actions like false claims about
reached milestones or even released products, and in

IRE 1704204

some cases, lead to substantial monetary losses. As
soon as a startup gets needed financing, it can
disappear from the platform with all its creators’
funds. Our motivation behind creating this project is to
build more transparent communication between
investors and startups to avoid such fraudulent acts [2].
In simple terms, we aim to create a secure platform
where funds can be raised without the fear of any fraud
or malpractice. This is where Blockchain comes in
handy. Blockchain is a decentralized distributed ledger
that is used to record all the transactions across many
systems so that the information cannot be altered
subsequently [4].

This paper is structured as follows: Section Il provides
details on Blockchain. Section 111 explains the process
of Hashing. In Section IV the details about smart
contracts have been provided; Section V explains the
methodology followed by conclusion and references.

1. LITERATURE SURVEY

A. Crowdfunding and Venture Capital: Substitutes or
Complements?

The authors in this paper, basically attempt to study
the dynamics of crowdfunding and if venture
capitalists and the investors of crowdfunding are
complimentary in nature [20].

B. Lemmings in the Crowd: Success and failure of
crowdfunding platforms

In this paper, the author tries to analyze the
determinants which make a business a success or a
failure, especially the crowdfunding platforms [21].
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C. Crowdfunding Smart Contract Security and
Challenges

In this paper, the author walks us through the different
security and challenges that we might come across
during and after the implementation of Crowdfunding
platform using Blockchain [22].

D. How Blockchain is Revolutionizing Crowdfunding
In this paper, the author explains the limitations of
crowdfunding platforms and the benefits of
blockchain technology and how it is the future of
crowdfunding owing to the ease and transparency of
this model [23].

E. Implementation of a Crowdfunding Decentralized
Application on Ethereum Master Thesis

In this thesis, the author identifies the inefficiencies of
the crowdfunding market and addresses them by
combining smart contracts with smart property in a
trustless decentralized application built on Ethereum.
The focus is made on services pro- vided by
crowdfunding intermediaries to analyze their
implementation on blockchains and to design a
decentralized application [24].

F. Blockchain-Based Crowdfunding

In this paper, the authors try to explain how a
crowdfunding platform which was acting as an
intermediary before will only provide the technology
and name is its own crypto currency which will act as
a medium of transaction and exchange. Fundraisers
will generate their own currency and everyone on the
network will be notified about the project. Funders
will buy this crypto currency to claim its share in the
project and can withdraw any time by selling the
currency and losing the share in a project or
transferring it to another project [25].

I1l.  BLOCKCHAIN

A distributed database or ledger that is shared among
the nodes of a computer network is known as
Blockchain. Blockchain works as a database that
stores information and tracks transactions
electronically in a digital format. Blockchain
maintains a secure and decentralized track record of
transactions. The specialty of Blockchain is that it is
secure and maintains fidelity throughout the record.
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Due to this specialty, it is easier to entrust sensitive
information through Blockchain Technology.

Information in Blockchain is stored together in groups
known as Blocks. Blocks are structures that have a set
of information stored inside them. Blocks have storage
features that allow them to be linked to the previous
block, thereby forming a chain of Blocks, hence the
name Blockchain [3]

IV.  NEED OF BLOCKCHAIN

In our project, we make major use of Blockchain to
overcome the challenges in the current system. Some
of the reasons for using Blockchain are as follows: -

A. Decentralization

The decentralization aspect of blockchain makes it one
of the hottest technologies to use currently in the tech
world because it helps achieve greater and fairer
service by transferring control from a centralized
authority to a distributed network [1]. Decentralized
networks aim to increase the level of trust that
participants must place in one another and reduce their
ability to establish dominance over one another in
ways that may degrade the functionality of the
network.

B. Reduced Fees

Most traditional crowdfunding platforms take a
significant part of funds that campaign creators raise
during their campaign. But Blockchain never engages
with intermediaries in financial transactions, so it
makes crowdfunding much more economical for
creators [8].

C. Transparency

Traditional crowdfunding apps have weak security
measures, so contributors usually risk their money by
supporting campaigns. These fraudulent actions lead
to substantial monetary losses. As soon as a startup
gets needed financing, it can disappear from the
platform with all its creators’ funds. Smart contracts
help people identify both sides of the transaction, so
there is a lesser probability of fraud. The technology
builds up a more transparent communication between
campaign creators and contributors, so blockchain-
enabled crowdfunding projects have higher efficiency

[7]1.
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D. Speed

With rare exceptions, even those crypto transactions
which are slow can be considered fast as compared to
other traditional payment methods which may take
hours or even days because most blockchain
transactions are completed in minutes.

V. HASHING

The process of sending an input string of variable
length to a mathematical function known as hash
function, thereby resulting in an output of static length
is known as hashing [9]. Most cryptocurrencies use a
hashing algorithm. For example, in the case of
Ethereum, it uses Keccak-256 in a consensus engine
called Ethash [6]. A hash function is only
cryptographically secure if it has the following
properties: -

A. Large Output Space

Hash collision can be found via a brute force search,
for which checking as many inputs as the hash
function has possible outputs is required.

B. Deterministic

What being deterministic means here is that, for any
given input a hash function should always give the
same result.

C. Preimage Resistance
For a hash value vy, it is difficult to find a message x
such that y = hash(k, x)

D. Collision Resistant

If there are two inputs X and Y, it is tough to find a
hash value such that hash(k, X) = hash(k, Y) where k
is the key value.

VI.  SMART CONTRACT

A smart contract automates the execution of an
agreement between buyer and seller by writing
everything directly into lines of code. Therefore, it
helps in informing all the participants about the
outcome without the involvement of a third-party [10].
They also execute a workflow, by executing the next
set of instruction when some conditions are met.

Smart contracts work by using “if/when...then...”
conditions that are written into code on a Blockchain.
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A network of computer systems carries out the actions
when these predetermined conditions have been
verified and met. These actions mostly include
releasing funds to the appropriate parties, registering a
vehicle, sending notifications, or issuing a ticket. The
Blockchain is then updated when the transaction is
completed. That means the transaction cannot be
changed, and only parties who have been granted
permission can see the results.

VIl. METHODOLOGY

A. Tools and Technology Used

For writing smart contracts, we have used Solidity
language [14]. To carry out different transactions,
every client needs to have a cryptocurrency wallet like
Metamask [11] installed. For the Ethereum
development environment, we have used Hardhat [15]
which will allow us to compile and run our smart
contracts on a development network. Ethers.js library
and assertion library Chai are used with the testing
framework to make our smart contract tests easy to
write and read. As for the frontend, we have used
Next.js [12] which is a framework built on top of
React. The application state is managed and
centralized with the help of Redux [18]. The Web3.js
library [13] is used alongside Next.js in front-end code
for creating a web3 client. The user interface is
controlled using Tailwind.css [17].

B. Architecture

Fig. 1. represents the architecture of our
Crowdfunding application. This shows how our web
application with Solidity as our backend works. All the
smart contracts that interact with the Ethereum
blockchain are written in Solidity language [14]. We
have also used Hardhat [15], which is an Ethereum
development environment, along with the Chai
assertion library to perform various tests on our smart
contracts.

We are using Nextjs [12] as our frontend, a
framework built on top of React, to serve our
JavaScript content to the browser. When a user
performs a transaction, they do not reach the server,
instead the Ethereum application running inside the
web browser uses web3 and communicates with
Metamask [11], then Metamask creates a transaction
and signs it with the user's private key and sends that
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transaction to the Ethereum network. These
transactions can be tracked at Etherescan [16] to
provide transparency of the whole process. These
public and private keys will never be sent to the server
because you can never ask for your user’s private keys.
So, here the client has more power and privacy.

Cryptocurrency Wallet

Ethereum
s g Connect Send data back Blockchain
£ ol 4

Metamask Client

L s Write data to blockchain
to browser

Frontend Receive query data Smart Contracts Testing
Framework

| | B[]

Read Nextys Solidity Hardhat  Chai

Fig -1: System Architecture of Crowdfunding
Application

C. Proposed System

An Ethereum based smart contract is a cryptographic
box which stores information, processes inputs, writes
outputs and is only accessible to the outside if certain
predefined conditions are met and the contracts in
Ethereum are written in a special language called
solidity. In practice, Ethereum allows for an easy
implementation of such smart contracts and in addition
Ethereum offers developers online compilers of
solidity code. Smart contracts are written in such a way
that the entire amount funded by the contributors will
safely be kept in smart contracts so that no one can
modify it or steal it. The amount will not be given
directly to the campaign creator rather it will be held
in the smart contract itself.
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Fig -2: High Level Overview of System
Implementation

The following are the 6 modules that our application

takes care of:

1. Wallet Connect: It is required for a user to have a
cryptocurrency wallet (e.g., Metamask) to interact
with our application. Initially, when a user visits
our decentralized crowdfunding application, their
cryptocurrency wallet is connected, after which the
user can perform various transactions.

2. Campaign Creation: A user can create a campaign
by providing necessary details such as campaign
title, campaign description, target contribution
amount, minimum contribution amount and
deadline. A small amount of gas fee is charged for
every transaction that takes place. Therefore, for
every change that needs to happen in the
blockchain, we need to provide some amount of
money to make that transaction a valid one. After
a couple of seconds, when the transaction is
completed, a new block is added to the Ethereum
blockchain with the contract address. The Home
Page then also displays this newly created
campaign, with which the user as well as the
contributor can interact.

3. Contributions: Donors can browse through our
application to search for campaigns they might be
interested in. Once a donor finds a campaign that
they like, they can support that campaign by
contributing some amount of ether. Then, a
Metamask pop up appears confirming the
transaction. This donor now becomes a Backer for
that campaign and plays a part in deciding whether
the vendor is allowed access to the funds raised so
far.

4. Withdrawal Request: When a vendor wishes to
withdraw a certain amount of ether from the pool
of money raised so far for their campaign, he must
first create a withdrawal request. This request must
be approved by at least half of the total backers of
that campaign. If the 50% voting criteria is not met,
the vendor cannot withdraw the funds and has to
wait for the rest of the backers to vote.

5. Approval: When a vendor makes a request for
spending money, all the backers will be notified
about the Withdrawal Request. So, the backer
needs to approve the request if he wants. One
contributor can give a single vote, i.e., one
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approval per backer. A backer can showcase their
approval by clicking on the “Vote” button next to
the campaign that the vendor has asked the
Withdrawal Request for. This will then make a
transaction, charging a small gas fee and it will add
a block to the blockchain.

6. Finalize Campaign: If the vendor can reach the
50\% approval mark, it means that at least half the
backers trust and support the campaign and are
comfortable with the vendor making the spending
request. The ether will be directly transmitted to
the verified vendor. In the case where the target
contribution amount is not reached, the project will
be terminated. All the transactions that have taken
place will be stored in the blockchain to provide
transparency of the whole process.

1. Create new campaign
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Smart Contract

2. Contribute to
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Vendor
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funds if 50% of
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Withdrawal Request 4. Contributors vote to
approve the spending
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Fig -3: User Flow of the Crowdfunding Application

D. Deployment

First, we loaded the local blockchain created by
Hardhat to test and deploy our smart contract. Our
local test node was started with npx hardhat node, and
this process was continuously run when we deployed
our smart contract.

The Crowdfunding instance was then deployed to the
Hardhat test network and the address of the deployed
Crowdfunding contract was console logged in the
terminal using the command npx hardhat run
scripts/deploy.js --network localhost.

The Crowdfunding application was then started by
navigating into the client directory (which contains our
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frontend code) and running the command npm run dev.
The application was hosted on localhost:3000.

VIII. RESULTS

After designing the architecture, we made a simple
wireframe of our application and implemented it. Then
we tested the Web-app, made a few adjustments, and
deployed our application. The screenshots of our
prototype are given below.
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Fig -4: Campaign Creation Form
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Fig -6: Vendor Creating a Withdrawal Request for 10
ETH
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CONCLUSION

In this paper, we have realized that integrating
blockchain  technology with  the traditional
crowdfunding platform has helped eradicate the many
weaknesses present in normal crowdfunding processes
by creating a decentralized platform to remove the
concept of central authority thereby eliminating the
need for intermediaries, providing transparency of
transactions, making it affordable for campaign
creators to launch their campaign due to low gas fees,
improving the security measures to prevent fraudulent
actions from taking place and increasing the speed of
transactions since each transaction takes only a couple
of minutes to complete.

Blockchain technology keeps evolving and advancing
as the days go by. With the introduction of initial coin
offerings (ICOs) [19], our application has a lot of
scope for improvement. Blockchain is still very new in
the tech industry and the world is still adapting to it.
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