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Abstract- The Big Data is boosting up in every field 

of research, and it has almost no untouched area. 

Thus, the Big Data has taken further strides in 

data-intensive computing field to boost up the 

performance of the organizations. The Big Data 

Analytics (BDA) is logical analysis of very large 

scale dataset to gain insight and facts of the 

analyzed data sets. In addition, the BDA is used in 

the Big Data Security field for several reasons. 

Moreover, the Big Data analytics is merged with Big 

Data Security which results in another research 

direction, called Big Data Security Analytics 

(BDSA). The BDSA poses several research issues 

and challenges. In this paper, we present a study 

report on Big Data Security Analytics. 

 

Indexed Terms- Big Data, Big Data Security, 

challenges, Big Data Security 

 

I. INTRODUCTION 

 

The dataset known as "Big Data" is enormous, and 

what's more, its size is continually expanding as more 

and more information is added to it. The unchecked 

expansion of data may become a problem for certain 

companies and organisations. Besides, firms are 

acquiring more data in spite of the fast expansion of 

their data warehouse. The corporation views these 

data as assets, and they are used to drive revenue for 

the business. However, Big Data is concerned with 

giving value to data that has been discarded as being 

worthless via the use of Big Data analytics (BDA) 

[1]. Big Data helps to generate more money by 

extracting value from the data that is collected and 

analysing it. As a result, big data analytics is quickly 

becoming a force to be reckoned with in the research 

arena across a wide range of disciplines [2]. Logical 

analysis is performed on a very high volume of 

datasets as part of the BDA process. The BDA is 

used in a wide variety of domains. The BDA's scope 

extends beyond the confines of the study of 

computing itself and includes other fields as well. 

Because of this, the BDA in inter-disciplinary 

research is an excellent opportunity for academics, 

professionals in industry, and other practitioners. 

Moreover, the Big Data analytics is gaining 

acceptance unbelievably large region. Therefore, Big 

Data Security Analytics also arises. Many prospects 

for study have opened up to us as a result of the 

convergence of big data analytics and big data 

security. 

 

Big data and cyber security are two areas that have 

taken on a growing amount of significance over the 

course of the last few years. The term "big data" 

refers to the enormous quantity of data that is 

produced on a daily basis, while "cyber security" 

refers to the practise of guarding this data against 

unauthorised access, theft, and other forms of 

criminal activity. The convergence of these two 

industries gives rise to a number of difficulties, but 

there are also a variety of approaches that may be 

taken to overcome these difficulties. 

 

The Big Data Security (BDS) [3], [4], [5], [6] and 

Big Data Analytics (BDA) [7], are merged to form 

Big Data Security Analytics (BDSA). As a direct 

result of this, ensuring the safety of a very large-scale 

system is now much simpler. Moreover, the data are 

gathered in a daily basis in IT organization to dump 

the data in the data warehouse. After some time, the 

data were useful. The data warehouse stores very 

huge collections of data, each of which includes a 

variety of security-related details that are quite 

helpful to the security system. For example, the 

activities of users are recorded in the log files. As a 

result of this, the Big Data Security Analytics 

presents the research community with a once-in-a-

lifetime opportunity to mine the breach from the 

extensive data set. 

 

The Big Data Security Analytics (BDSA) initiative 

calls for the capacity to analyse and manage 
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enormous datasets. The BDSA places an emphasis on 

the following fundamental aspects:-  

 

Anomaly detection- The anomaly detection includes 

fraud detection, vulnerability and intrusion detection 

[8].  

 Misuse detection- For instance, DDOS.  

 Real-time monitoring- For Instance, security 

alarms 

 Prediction- The prediction includes possibility 

analysis, and prediction of an event.  

 Prevention- The security prevention is a prior 

security preventive measure to be taken care of. 

However, the prevention takes place after security 

attacks.  

 

The huge amount and diversity of data, together with 

their exponential rate of expansion, are the primary 

challenges posed by big data [9]. Certain 

organisations gather an enormous quantity of 

information that is pertinent to security [10]. The 

organisations go through the discarded data in search 

of incidents connected to data security. Alongside the 

proliferation of Big Data for a variety of applications 

comes a rise in data-driven information security. 

Forensics, intrusion detection, fraud detection, and 

anomaly detection are some examples of detecting 

technologies. Any system that may connect to the 

Internet is susceptible to attack [11], and it is 

absolutely necessary to take precautions in order to 

protect the system. Mondek et al. place a strong 

emphasis on the importance of defence security 

systems. The defence security system must be 

operated with the greatest caution in order to 

safeguard their expansive system. Additionally, via 

the use of Big Data Security Analytics, the defence 

security system investigates the potential weaknesses 

of any system. In this article, we will discuss the 

most recent developments in Big Data Security 

Analytics[12]. 

 

Challenges: 

 Big data contains vast amounts of information, 

which makes it difficult to handle, analyse, and 

keep safe. This presents a number of challenges. 

 The fact that data may originate from a broad 

variety of sources and in a variety of forms 

makes it difficult to guarantee that it is accurate 

and that it has not been tampered with. 

 The speed at which data is created and 

processed makes it difficult to keep up with 

possible dangers in real time. This is due to the 

fact that the speed at which data is generated 

and processed[13]. 

 The complexity of the systems: The dangers 

posed to computer networks are growing more 

advanced, necessitating the use of sophisticated 

computer systems and algorithms to identify 

and stop them[14]. 

 The following are possible solutions:  

 Make use of sophisticated analytics: The 

analysis of big data may assist uncover trends 

and spot abnormalities, both of which might be 

signs of a potential breach in cyber security. The 

use of machine learning algorithms may also 

assist in identifying possible risks and 

automatically responding to them. 

 Strengthen the protection of personal data It is 

crucial to data's confidentiality and integrity that 

it be managed and stored in a secure manner. 

The protection of data may be assisted by the 

use of encryption, access limits, and monitoring. 

 Make use of security solutions that are hosted in 

the cloud. Cloud-based solutions may provide 

scalability and flexibility, making it simpler to 

manage and safeguard massive amounts of 

data[15]. 

 Raise the level of awareness as well as the level 

of training: Cyber security risks are not confined 

to the IT department alone; rather, each 

employee has to be made aware of the possible 

dangers and taught to recognise and avoid them. 

 Adopt a risk management strategy. 

Organisations should carry out frequent risk 

assessments to detect possible threats and 

vulnerabilities, and then prioritise security 

measures in accordance with the results of those 

assessments[16]. 

 In conclusion, the convergence of big data and 

cyber security presents a number of obstacles; 

nevertheless, there are solutions available to 

solve these problems. Some of the methods in 

which organisations may maintain the security 

and integrity of their big data include the 

implementation of advanced analytics, the 
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enhancement of data privacy, the utilisation of 

cloud-based security solutions, the increase of 

awareness and training, and the adoption of a 

risk management strategy[17]. 

 

II. OBJECTIVE 

 

1. The Study The Big Data Is Boosting Up In Every 

Field Of Research. 

2. The Study The BDSA Poses Several Research 

Issues And Challenges. 

 

III. BIG DATA 

 

The term "Big Data" refers to a large amount of data 

that includes many different datasets and grows at an 

exponential rate. The traditional database system is 

unable to manage very large datasets; hence, the Big 

Data paradigm has come into being. The enormous 

dataset presents a number of challenges when it 

comes to storing, processing, and managing it [18]. 

Big Data is comprised of several different data kinds, 

which are pieced together to create the massive 

amount of data [19]. As a direct result of this, the 

data warehouses are more susceptible to having their 

security compromised. [20] Structured data, semi-

structured data, and unstructured data are the three 

primary categories of data. [21] Unstructured data 

may be in any form. It's interesting to note that 90% 

of Big Data are sorts of unstructured data. The 

petabyte is no longer a unit of measurement used by 

Big Data[22]. 

 

IV. BIG DATA SECURITY 

 

Concerns about users' right to privacy and data 

protection pose the greatest threat posed by big data. 

The problem is that analytics engineers are changing 

the personal data or the unauthorised data in order to 

provide erroneous findings[23]. This is a hurdle. Due 

to the fact that Big Data is a compilation of a huge 

number of interconnected data sets, it requires its 

own security to prevent unauthorised access. 

 

V. BIG DATA SECURITY ANALYTICS 

 

The purpose of Big Data security analytics (BDSA) 

is to provide a complete and current picture of IT 

operations; as a result, choices based on data and 

made in a timely manner are produced by security 

analytics . The big data analytics both contribute to 

the reshaping of the security intelligence and provide 

possibilities for the agencies that deal with security 

and intelligence. The surroundings of information 

security are comprised of massive dispersed systems 

that exist in both physical and virtual realms. 

Information security is of the highest significance in 

business settings since it has a direct impact on the 

availability and continuity of services, and as a result, 

customer satisfaction. In order for the security teams 

to be effective, they need to stay current with the 

most recent developments in the technology, 

practises, and controls that are used in their industry. 

Any gadget that can connect to the internet is at risk 

of being attacked by malicious actors. As a result, 

storing data associated with security in preparation 

for pre-analytical, analytical, and post-analytical 

assessments (real-time or post hoc forensic analysis) 

is an absolute need. Big Data Analytics is used to 

manage the enormous amount of data.The statistics 

are transformed into revenue. As a result, data are 

quickly becoming the new oil in the current 

information technology sectors. As a result, the 

Cloud Security Alliance places a strong emphasis on 

the following security data: [24]- 

 

Acquiring a vast quantity of data from a variety of 

sources, including external sources like vulnerability 

databases 

  Conducting further in-depth analyses on the 

available data.  

 Offering a unified perspective of the information 

that pertains to security.  

 The ability to do real-time analysis on streaming 

data 

 

The data are produced in a variety of text encodings 

at varying speeds, also dependent on circumstances 

external to the system such as day and night[25]. The 

analytics around security concerns in the 

infrastructure of modern businesses are a classic 

example of a big-data challenge that calls for big-data 

solutions. The users essentially have two alternatives 

available to them in order to get insights and handle 

the vast amounts of data that have been recorded: 
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1. Admit that the rules of the game are fair and 

begin developing solutions that are very 

complicated.  

2. Make an effort to alter the guidelines and reduce 

the complexity of the issue as much as you can. 

 

The findings of the first study lead to a considerable 

reduction in the complexity of major issues, which, 

as a consequence, leads to an improvement in the 

effectiveness, reliability, and capacities of security 

defence solutions[26]. Database management systems 

that are scalable and highly accessible, such as 

MongoDB, ElasticSearch, and Apache Hadoop, 

among others, are able to store massive volumes of 

heterogeneous data in a distributed way, allowing for 

complicated off-line analysis to be performed using 

dispersed data[27]. In addition to this, they allow for 

the incorporation of more compact datasets that may 

be analysed online in real time[28]. To put it simply, 

1. The activities of online analysis should pick data 

that is relevant and important.  

2. The collecting of all relevant data that is 

accessible, particularly from dispersed storage 

systems, is a prerequisite for forensic 

examination.  

3. The off-line analysis is carried out in the 

background, in a manner that is fully automated. 

 

There is an urgent demand for security solutions that 

can deliver continually growing analytic output in the 

form of AI that is reliable and intelligible for upper 

corporate management as well as technical 

professionals in order to assist rapid decision 

making[29]. The following is how Chen et al. 

outlines the goal of the BDSA: [30]- 

  Mining and grouping of criminal association 

rules  

 Analysis of criminal networks  

 Analysis of spatial-temporal relationships 

  Visualisation of spatial-temporal relationships  

 Multilingual text analytics for security  

 An investigation of affect and sentiment for the 

sake of security 

 Investigation and Assignment of Responsibility 

for Cyber attacks 

 

 

 

VI. SECURITY DIAGNOSTIC ANALYTICS 

 

The application of security diagnostic analytics may 

either lead to the discovery of something or the 

determination of why something occurred[31]. By 

promoting a product or anything else via social 

media, for instance, a company may evaluate the 

number of posts, mentions, followers, fans, page 

views, and reviews, among other metrics, in order to 

gather information about how they compare to their 

rivals[32]. The data obtained from the online 

platforms are then compiled into a single perspective, 

allowing for an analysis of both the successful and 

unsuccessful strategies [33]. The phrase "security 

diagnostic analytics" most often refers to the use of 

data discovery tools and visualisation, in which data 

is used for the purpose of determining patterns[34]. It 

is useful in determining the elements that have a 

direct or indirect impact on the bottom line[35]. 

 

VII. PREDICTIVE SECURITY ANALYTICS 

 

The use of predictive security analytics enables the 

prediction and prevention of potential attacks based 

on the contextual analysis of data gathered from a 

variety of security devices and systems included 

inside Big Data[36]. The data are then turned into 

vital information and insights that can be put into 

practise by using both this gathering and the use of 

predictive analytics[37]. The processing of predictive 

analytics does, however, call for high-end 

computational resources. Computing that is data-

intensive demands a significant amount of processing 

power and storage space[38]. The integration of an 

appropriate approach, such as machine learning 

processes, with predictive analytics is what it takes to 

get the desired outcomes[39]. 

 

VIII. SECURITY DECISION ANALYTICS 

 

The approach that handles significant choices in a 

formal way is known as security decision 

analytics[40]. This methodology assists in locating, 

representing, and evaluating significant parts of 

decisions, as well as providing appropriate 

recommendations for those who are in charge of 

making such decisions[41].The end objective is to get 

actionable insights from the analysed data in order to 

successfully implement the security solution[42]. The 
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security decision analytic framework provides the 

decision maker with assistance in methodically 

thinking about the goals and preferences, as well as 

the structure and uncertainty in the issue, and 

modelling numerically these, together with other 

significant components of the problem and their 

interrelationships[43]. 

 

IX. USER BEHAVIORAL SECURITY 

ANALYTICS 

 

User Behavioural Security Analytics refers to the 

process of monitoring, collecting, and analysing 

information on user actions[44]. These patterns and 

insights are uncovered so that evidence of an 

intruder, insider threat, and unsafe behaviour on the 

network may be identified. In addition, since it 

focuses on behaviour, the UBSA is able to detect 

assaults that circumvent threat intelligence and raise 

an alarm on harmful behaviour at an early stage in 

the attack, which enables security measures to swiftly 

react. The UBSA places a strong emphasis on the 

system's and network's perimeter[45]. The system 

does an evaluation of how the users' actions will 

affect the system. When it comes to resources that are 

less sensitive, the effect is significantly reduced.This 

system takes into account the behaviour of the entity 

in addition to the behaviour of the user. Because of 

this, the system now has access to a new section 

known as User Behaviour and Entity security 

Analytics (UBESA). The UBESA provides assistance 

to the organisation in addressing anomalies that may 

be posed by potential risk[46]. 

 

X. BIG DATA SECURITY ANALYTICS AS A 

SERVICE 

 

In the information technology industry, the security 

problem has become increasingly urgent to address in 

tandem with the expansion of network infrastructure 

and utilisation. And because to the benefits offered 

by BDSA, the big data security analytics as a service 

may now consider expanding into other areas of 

research and development[47]t. As the old adage 

goes, "with great power comes great responsibility," 

and businesses who provide BDSA as a service need 

to be aware of the potential dangers that might occur 

during implementation. The Big Data Security 

Architecture as a Service (BDSA as a Service) is an 

essential component of Big Data security over the 

paradigm of cloud computing. The pay-as-you-go 

concept is made possible by the cloud paradigm of 

BDSA[48]. As a consequence, the price of BDSA 

drops by a significant amount[49]. As well as the 

company's end users, the service provider reaped 

significant advantages from the provision of BDSA 

as a Service. The provision of BDSA as a Service 

paves the way not only for the creation of potentially 

very large income from security analytics but also for 

its provision. Therefore, the BDSA as a Service will 

be the next paradigm-shifting innovation [50]. 

 

CONCLUSION 

 

Big Data encompasses a broad area of the study field; 

yet, there are many sectors that have not yet begun to 

use Big Data to improve the functioning of a system. 

When data are gathered from a wide variety of 

sources, their reliability for research purposes is 

compromised. For this reason, the lion's share of the 

money generated by the IT industry comes from big 

data security. In order to handle and analyse data in 

the most effective manner, analytics are collaborating 

with Big Data security. The security of big data is 

presently a subject of intense interest in the research 

and development sector. Computing that is data-

intensive presents new problems for study in the field 

of security. The overwhelming amount of data is one 

of the most significant problems with BDSA. The 

enormous data made the job of ensuring the security 

a tough and difficult one. Additionally, BDSA makes 

it simpler to research weaknesses, which means that 

breaching a security system is likewise made less 

difficult by its use. On the other hand, the BDSA is 

able to find the weaknesses in a system. As a 

consequence, the BDSA is used often in modern 

times. The BDSA helps improve the identification of 

abuse as well as anomalies. As a result of this, there 

is a need for BDSA as a Service in order to bring 

down the cost of analysis. 
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