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Abstract- People and organizations are now more
vulnerable to external attacks due to increased
Internet use. In fact, most of the information
systems, spyware, viruses, social engineering etc. It
is affected by cybercrime in the form of various
forms of malicious attack, such as The need for a
more intuitive and automated system-level
approach. It is the starting point of this study, which
aims to determine the general characteristics of the
security of an information system. In this article, we
take our EAS-SGR framework designed to address
security issues in IT governance systems and apply
it to practice in cyberspace, with a focus on
cybercrime. Our mission is to help governments,
businesses and others reduce their vulnerabilities to
acceptable levels by implementing a cybersecurity
action plan.

Indexed Terms- Knowledge safety, Cybernetics
safety, Hedirectory

I INTRODUCTION

The terms “cybersecurity” and "cybersecurity" are
similar but not completely interchangeable.
Information security, as commonly understood, refers
to the ability of an organization to secure the flow of
information across its many departments, while
cybersecurity refers to the ability to protect a user's
assets and the environment in which they work to
protect them from outside intruders. . one].
Cybersecurity has become a global concern lately and
all countries have started creating programs about
their involvement in cyber issues. At the same time,
information security goes to great lengths to
implement overall security goals . These goals
include maintaining availability, integrity and
confidentiality while ensuring accountability and
auditability. While the definitions are somewhat
comparable, the scope of each is different and
increasingly broader than the others [2].
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The structure of our contribution will be as follows:
In the first section, we provide an overview of the
current state of technology, focusing on the impact of
cybersecurity on governments and businesses [3].
Next, we will discuss the huge financial damage
caused by cybersecurity breaches . In the next
section, we will provide a summary of some of the
countermeasures used in the cybersecurity industry.
In the second part of our talk, we will look at the key
differences between information security governance
and cybersecurity [4]. Next, we will review the new
EAS-SGR-based framework and show how it will
help us develop a cybersecurity action plan [5].

e SITUATIONFROMHEART
Information about the security of computer networks
around the world

According to the majority of published articles, the
importance of cyber security has increased
significantly in recent years [6]. We are aware that
many countries have adopted a system of security
policies, tools and precautions to best prepare for the
worst  possible situation in cyberspace [7].
Cyberspace is an integral part of our daily lives; It is
a high-speed network of wireless signals and local
area networks installed in public facilities such as
schools, hospitals, hotels, and government offices
[8,9] The governments of some countries have made
statements showing their awareness on this issue.
According to President Obama , "the cyber threat is
one of the most serious national security and
economic problems we face as a nation" and
"America's economic prosperity in the 21st century
will depend on cybersecurity[10]".

The main goal of each country is to reduce the
damage caused by cyber attacks and to make our
systems more resilient to the impact of cyber attacks
and events. Even high-level government officials can
be affected by these problems [11]. For example,
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during the G20 summit, several diplomats
accidentally infected their computers with malware
when they clicked on a virus search email containing
pictures of Carla Bruni-Sarkozy, who had previously
served as the First Lady of France . [12].

We continue to observe that some officials still have
insufficient knowledge of cybersecurity [13]. The
main purpose of this document is to provide users
with more information about the current state of
information security in cyberspace.

e cyberneticsSafetyTo follow(Casualties)

"We must take steps to better defend ourselves
against this threat,” said Leon Panetta, who serves as
the US Secretary of Defense [14]. Hacking and
identity theft are only symptoms of a much larger
problem that has the potential to escalate into a major
attack on the United States. The American public
should realize this [15].

Cyberattacks have been likened to storms in that they
can destroy a city's critical infrastructure and bring an
entire country to its knees. The weight of the losses is
great because they came in the name of the nation.
Additionally, Catherine Lotrionte of Georgetown
University estimates that the annual transnational
losses from intellectual property theft are
approximately $300 billion [16].

Considering that one-third of the world's population
is highly interconnected through various platforms,
the impact of this issue on our nation will be
enormous [17]. The lives of a significant number of
people worldwide living in rural areas have the
potential to be greatly improved by cyberspace [18].
People who are currently underrepresented online
may be part of the next generation of Internet users.
The Internet itself is neutral; however, what we do
while connected may not be neutral and may be the
source of cyber attacks and other negative effects of
using the service [19].

There is a significant amount of sensitive information
stolen from businesses and governments around the
world; these thefts are committed by organized
networks and also by other nations [20].

Key questions for the future of cyberspace are, first,
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whether we need to create an approach that ensures
the security and reliability of the Internet for our
countries, and second, how we can ensure online
security for our employees and their activities.
without compromising openness, one of the most
important advantages of the internet [22]. These are
the two questions considered most important for the
future path of cyberspace.

Informative context: IT security preventive measures

FORWonderfulAreafromcountriesWITHstartedinvest
mentlnsidecyberneticsprecisionEastconsideredaspect

DangerForherIinformation systems and networks [23].
In this context, in 2011, the United States appointed a
cyberspace coordinator named Harold Schmidt.

The field of cyber security covers a wide range of
information and consists of a wide variety of
disciplines [24]. Cyber security competitions are
currently held all over the world and one of them is
known as Cyber Security Challenge UK. Participants
do not need to have any technical knowledge to join
the company; However, common sense, logic, and
the ability to identify and understand risk are
essential assets. The primary purpose of these
challenges is to test a wide variety of skills, but they
all often share the same general themes, requiring
participants to have an inquisitive nature, the ability
to "think the unthinkable,” and the ability to follow
through in general. aim. , request. Aim at all costs
[25].

Due to the sensitive information currently stored on
our computers and servers, numerous standards have
been established to help users and IT professionals
protect the important information they hold [26].
These standards were developed in response to
sensitive information currently stored on our
computers and servers.

Many studies have been done in different parts of the
world, and each has followed in the footsteps of the
governments of the world's most powerful nations.
Today, the vast majority of people are aware of this,
thanks to research guided by the hierarchical models
of the network, its applications and potential risks
[27].

Researchers look at potential cybersecurity
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vulnerabilities from different angles. The Royal
Institute of Technology (KTH) is hosting an ongoing
research project that has resulted in the development
of a cybersecurity tool [28]. CySeMoL is an acronym
that stands for Cyber Security Modeling Language .
It is both a modeling language and a software
application that can be used for cyber security
analysis in businesses. Users will be able to model
their architecture using CySeMoL [29], which is the
main focus of the program . Users can also predict
the probability that certain cyberattacks will be
effective. For calculations to be enforceable,
customers only need to describe their system
architecture (e.g., services, operating systems,
networks, and users) and specify their characteristics
(e.g., whether encryption is used and software is
updated accordingly). ) [31]. It has 102 features and
32 feature links in addition to its 22 features. In fact,
it allows performing information security studies of
enterprise architectures without requiring significant
prior information security knowledge from the
modeler. However, the model is still in the prototype
stage and researchers are still working hard to expand
its functionality to include time estimates for various
attacks, web application attacks, and network
vulnerability analysis. Further research has been done
to develop a methodology that provides a method to
automatically verify the correctness of cybersecurity
applications using a formal, model-based hierarchical
analysis of the network, its applications, and potential
attacks [33]. This method represents a method for
automatically verifying the accuracy of cybersecurity
applications using a formal analysis based on the
hierarchical models of the network, its applications,
and potential attacks.

None of these studies use proven frameworks or
techniques or build a hybrid model with multi-agent
systems to add some intelligence to the processes
under consideration. None of this happens. Therefore,
in our cybersecurity strategy, we aim to create a
robust complex that helps  organizations,
governments and institutions protect the critical
information systems they manage [34].

e INFORMATION SECURITY AND CYBER
GOVERNANCESAFETY

Since cybersecurity is such a broad field of study, we

found it necessary to compile a list of some key
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concepts to gain a deeper understanding of the
subject. To talk about the connection between ISG
and cybersecurity, we need to create the concept of
governance. Governance is the process of
maintaining an effective institutional structure and
the definition of the word can be found here [35].
Some important concepts related to governance are:

e basic idea

o the goal of the project

e transparency

e equity capital

o Responsibility

e company responsibility

These recommendations must be respected and
followed, as every organization needs a clear vision
of each of the tasks its employees must perform [36].
Only then can a company hope to achieve its business
goals. Instead, the company's work team should
communicate openly with each other and take
responsibility for the consequences of their actions.

e Information Safety
Information security is considered the most valuable
asset due to its well-known qualities such as
Confidentiality, Integrity and Availability (CIA) [37].
In today's world, these criteria are not sufficient to
address the nonsensical vulnerability circulating on
the internet in terms of cybersecurity; however, the
CIA's triangle model is no longer an acceptable
response to the ever-changing environment of the IT
industry." Therefore, we need to add new parameters
such as accountability and auditing, and when this is
done, CIAAA [38] Here is the definition of what add-
ons:

e The condition for liability is that all activities
performed by a company can be specifically
attributed to that company. Indeed, any action or
inaction of an employee can be linked to it.

e Auditing: Auditing security-related events is an
important part of identifying and recovering from
vulnerabilities and attacks.

Information Safety Governance ( ISG)

ISG stands for Information Security and Corporate
Governance and is a term used to describe the
intersection of the two [39]. We are in a better
position to deal with potential threats as we add
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accountability procedures and controls to the CIA's

capabilities . Mark Brown, director of information

security and risk assessment at Ernest and Young,
was commissioned in 2013 to conduct an assessment

of the company's use of information technology [40].

This review was conducted under the direction of

Ernest and Young. The result of the investigation is

as follows:

o 85% of respondents believe information security
does not meet their business needs

e 88% of respondents saw an increase in the
number of external threats.

e 57% of respondents say the number of insider
threats is increasing

e 61% of respondents cite lack of funds as the main
obstacle.

e 57% of organizations think their information
security resources lack the necessary skills.

e 62% of organizations do not link information
security to corporate architecture or business
processes.

e 38% do not match the organization's risk appetite

Yet all cybersecurity researchers and professionals
are doing everything they can to prevent risks from
slowing or even hindering the way organizations
achieve their business goals. As a matter of fact, this
situation is still considered as the biggest obstacle in
front of enterprises [41]. At the same time, the scope
and scope of attacks continues to increase,
penetrating even deeper into information systems in
search of highly sensitive data.

Based on this analysis, we need to take a more
thoughtful approach to managing IT risks and cyber
security threats, as well as develop a new framework
that helps IT administrators protect their systems and,
more importantly, prevent them from being
compromised. cybercriminal activities can be used.
[42], which has recently become the center of the
security industry.

e Cyber security data

While most people have only a limited understanding
of the dangers posed by cybercriminals, the real
impact of computer systems is enormous. Last year,
93% of large organizations and 87% of small
businesses in the UK reported experiencing a
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cyberattack. These numbers should serve as a wake-
up call as they are impressive and disturbing. The
Secure Government Intranet Gateway (GSI) blocks
more than 33,000 malicious emails from entering the
secure government network each month. They are
likely to contain advanced malware or links to
websites that contain it. Every month, more and more
spam and malicious emails, especially less advanced
ones, are successfully avoided. With the costs of a
cybersecurity breach expected to range from
£450,000 to £850,000 for large UK companies and
between £35,000 and £65,000 for smaller companies,
we must look for new ways to defend business and
make the world more resilient to cyberattacks and
cybercrime [43] .

¢ NEW METHODOLOGY

In recent years, new computer security standards
have been developed in response to the increasingly
common practice of storing sensitive information on
computers connected to the Internet. In fact, much
work that was once done by hand is now done by a
computer [44].

An architect or engineer usually sets a target security
level before working on a system design [45]. This
goal can be achieved by identifying and applying the
operational criteria set out in each of the objectives
and taking these actions with an appropriate "quality
level".

Therefore, we have chosen to implement multi-agent
systems that can provide the necessary intelligence to
our framework to be able to adapt to various
conditions, including cybersecurity [46].

multi agentsystem

Before proceeding to define a multi-agent system,
you must first go through the process of defining an
agent. An agent can be defined as a physical entity
that can move autonomously, adapt to its
environment, and communicate with other agents in
these contexts [47].

organization defines the system's ability to perform
tasks autonomously and respond to events. The
organization of a system defines its ability to perform
autonomous tasks and spontaneously respond to
environmental events [48].
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Our architecture must be able to both decide and
react to situations . To meet this global criterion, the
architecture must have the following properties[ 49]:

Programmability: A viable control system cannot
be set up for a single environment and cannot
have a single job pre-programmed to the finest
detail. You should be able to perform many tasks
described at an abstract level. It shouldn't be
difficult to combine functions depending on the
job.

change both the job at hand and his behavior
according to the current goal and accepted
practice scenario .

Reactivity: the architecture must be able to
accommodate events of limited duration
consistent with the precise and effective
achievement of its objectives (including its
security). These constraints must be compatible
with the architecture’s ability to safely achieve its
goals. Maintain Consistent Behavior: To maintain
consistent behavior, the system's responses to
cyberattacks must be driven by the goals of its
activity.

Reliability: The system must use redundant
processing to be reliable. To achieve robustness it
will be necessary to decentralize control to some
degree .

Extensibility: Adding additional features and
developing new tasks should be a simple process.
Learning skills are a very important consideration
in this context; Architecture should be designed to
enable learning capabilities.

As we observe here, an interesting relationship can be

identified between the desirable features of our
strategy to solve cybersecurity problems and the
behavior of agent-based systems: Cybersecurity
Agent-based techniques for creating software and
algorithms have received a great deal of academic
attention in recent years and are increasingly used
in the design of complex systems. This interest
can be attributed to the fact that multi-agent
methods are easier to understand and apply than
traditional approaches. This approach has led to
an increase in the number of complex systems
built using agent-based techniques.

Agents rely on their personal experience and
knowledge of the environment, as well as
information obtained through interaction with the

environment and other factors, when making
decisions.

e It results from adopting a local perspective in
decision making while maintaining independence
from the centralized form of control .

e Due to the distributed nature of this approach, it
also offers a degree of fault tolerance. This
includes problems from the software/hardware
system itself as well as from the wider
environment.

e Self-organization and complex behaviors can be
represented by multi-agent systems even if the
individual strategies of all individuals in the
system are fairly simple.

e Agents are free to exchange information in any
agreed  language  within  the  system's
communication protocol settings. Two examples
of such languages are Knowledge Query
Manipulation Language (KQML) and Agent
Communication Language (ACL) developed by
FIPA .

illustrates the reasons for our decision to use an
agent-based framework [ 50]:

Criteria Agent approach Object approach
Basic Unit Apeat Object

Unit state

Commanication paradigm | Peerpeer

Communication mode

APl

Comneunication type Local (mabile) « remene (static

Methed constraints Honesty, consistency, ¢t

Message type Speech Acts (ACL)

Mobility

Inberitance

Intelligence

FIGURE 1.agentfocus on the other side article Come
closer

Our preference is for intelligent, autonomous,
enterprise-grade, communicating multi-agent
systems, as well as systems that mapping
demonstrates and validates with these properties.
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e To apply Forcy bernetics Safety make a plan
Companies make every effort to ensure the security
of their information systems at the highest level and
The purpose of the framework is to define which
aspects of safety expertise should be included and
which can be outsourced. It will consider all aspects
of hazards and threats to help organizations develop
an information security strategy that limits risk.

In our most recent work, we looked at a framework
made up of four different multi-agent systems. The
following sections provide a brief overview of each
of these multi-agent systems.

e Security Controllers MAS (Multi-Agent System):
It consists of three agents in total. The first
representative is the person responsible for
compiling a list of rules and regulations that a
company operating in a particular country must
follow to avoid legal trouble. The second officer
outlined the company's business objectives and
emphasized the importance of security to ensure
the company's assets are protected and its data
remains confidential; this contributes to the
success of the company in achieving its corporate
goals. The third party is responsible for collecting
the remaining threats, which could potentially be
the source of an attack on the information system.
This multi-agent system depends on a knowledge
base to function properly.

o Definition of SMA controls: The first tool helps
define the information system's security policy
that needs to be modified according to business
objectives and business drivers. This is necessary
to ensure system security. Compliance with this
policy at all times is essential to protect the
organization . The second agent should accept the
general catalog of controls and will include a list
of preventive actions that should be taken to
support the policy.

e MAS Risk Management — This multi-agent
system manages all parts of the risk management
process, including risk identification and
assessment, risk processing, risk acceptance, risk
reporting and review, and auditors. These
components also include risk communication .

e MAS Metrics Management: This multi-agent is
responsible for implementing security measures,
executing an action plan, sharing results, and
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preparing reports. Also, report generation is the
responsibility of this multi-agent system.

The highest level of our architecture is represented by
the interface agent. According to the overall mission,
you should establish a set of goals or missions
(business objectives) for activities.

but we aim to change it to apply to cyber security.
The procedures to follow to create a defensive barrier
against cyber attacks and cybercrime in general are
listed in Table | shown below.

TABLE 1. ACTION MAKING A PLAN FOR
CYBERSAFETY

Part of the multi-

Definition
agent system

MAS safety  [Follow the rules and laws set for
controllers  the Internet.

MAS safety  [Emphasize cybersecurity as a
controllers management priority by design

MAS safety  Set up a monitor for attacks on
controllers  lyour computer's security.

SAM definition (Create a privacy protocol for

checks employees.
SAM definition |Address cybersecurity issues .
checks

/A cybersecurity policy that
operates in an international
context

SAM definition
checks

Discuss various cybersecurity
SAM definition policies, opportunities and

checks measures.
SAM risk Cyber incidents need to be
prevented, then detected and then
management
evaluated.
. Developin r rity an
Samrigk  Developing a cybersecurity and
privacy-sensitive identity
management .
management vision and strategy,
SAM risk Face the S|tuat!on and determine
how to accept it.
management

Manage MAS (Create a plan to respond to any

metrics cybersecurity incident.
Manage MAS  [Establish permanent benchmarks
metrics for performance evaluation.

Manage MAS  Reporting intruders and potential
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metrics cyber attacks to senior
management is a strategic
responsibility.

Manage MAS |Cybersecurity check against
metrics current attacks

define roles and tasks and delegate certain tasks to
each manager and supervisor. In fact, according to
MAS's definition of control, we are required to
appoint an information security policy officer who
shares responsibility with others.

TABLE 2.TEAM _MEMBERS

Roles Responsibility

Manages the cybersecurity
assessment process,
coordinates activities, and
plans a report using feedback
from all team members.

Responsible for IT
security assessment

Performs technical

system administrator .
Y maintenance of the system.

Understands the technical
components of the system but
was not involved in the
creation of the system.

technical evaluator

is responsible for the
operation of the system or the
quality of the services
provided. You know the
general purpose of the system,
but you do not know the
details.
Accept the leadership role and
responsibility of the system.

Owner of a systems
company

technical owner

responsibility rests with top

General manager
management.

information security Responsible for security

manager policies and objectives.

The influence of cyberspace is almost everywhere
and on everyone. Therefore, Annex Il and the
Information Security Governance Responsibility
function require the assignment of roles and
responsibilities to project owners within the
organization as well as those responsible for risk
management .
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How agents work together and communicate with
each other through their environments is shown in the
figure below, Figure 2.

Intemational and Local
Policies and Controls

Local and Intemational
laws and regulations

Environment

FIGURE 2Collaboration and knowledge sharing
within MAS groups within an organization

highlights the importance of using multi-agent
systems to create collaborative teamwork to
successfully overcome the challenges of cybercrime .
In fact, the work carried out by the team must
conform and comply with the rules and regulations of
the local and foreign communities .

CONCLUSION

In this article, we talk about a big problem that most
of the world's nations are facing now and will
continue to face in the years to come, and that
problem is cybercrime. As part of our discussion, we
examine the field of cybercrime and highlight the
challenges of cybersecurity . Indeed, this obstacle
seems difficult and almost impossible for most
nations to overcome. Instead, researchers apply
various countermeasures to prevent or reduce the
negative effects of cyber attacks.
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