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Abstract- The purpose of this study is to compile
information regarding "'5G & Beyond" wireless
technology trends, innovations and development,
network deployment, governance and geopolitics,
global  spectrum policy perspectives  for
policymakers, and societal benefits that will fuel a
new generation of applications that will disrupt
markets globally, thereby producing products,
processes, and services that are superior over the
course of the next decade and accelerating
economic growth and security . Because the
network is such an integral part of our daily lives,
it is necessary to ensure the safety of all of its users
as well as its components and services. In recent
years, the security threat environment of 5G has
greatly grown as a result of the exceptional
development in both the diversity of services and
the quantity of devices. This expansion has led to
an increase in the overall size of the threat
environment. Therefore, security solutions, even if
they have not yet been implemented, need to be
envisioned in advance in order to deal with the
multiple dangers posed by a variety of services, new
technologies, and more user information that is
available via the network. This is necessary in
order to deal with the numerous threats posed by a
variety of services, new technologies, and more
user information that is accessible via the network.
This article proposes potential solutions to the
problems with security that have been identified, as
well as potential solutions to the problems that
have already been identified. In addition to this, it
offers an overview of the 5G network itself,
explains the security flaws that are present in new
technological concepts that will be embraced by
5G, and covers the threat environment that 5G
networks operate in.

Indexed Terms- Wireless, Communication,
Networks5G, Beyond
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I INTRODUCTION

The International Telecommunications Union (ITU)
is a worldwide organization that was established in
1865 and has its headquarters in Geneva,
Switzerland at the present day. Our mission is to
create a global network that is accessible to all
people, irrespective of the location in which they
reside or the amount of money they own; this is our
primary purpose. As part of an effort to establish
global governance for the wireless industry, the
International Telecommunications Union (ITU) was
developed as a one-of-a-kind platform for global
public-private cooperation.[1] This effort will
compare the development of wireless markets
around the world in order to offer insight into the
process by which standards are formed in free
markets in the absence of regulatory designations.
The goal of this endeavor is to provide insight into
the process. The World Telecommunication Policy
Forum (WTPF) is a platform that enables
policymakers from all over the world to meet and
discuss policy concerns relating to wireless
technologies, networks, and services in order to
develop a common perspective regarding how these
issues should be addressed in order to benefit society
as a whole.J2] The goal of the World
Telecommunication Policy Forum (WTPF) is to
develop a consensus regarding how these issues
should be addressed in order to benefit society as a
whole. The World Telecommunication Policy
Forum's (WTPF) overarching objective is to reach
an international accord over the manner in which
these concerns ought to be handled so that society
can reap the benefits of doing so. The term "5G &
Beyond" is used in the context of this research to
refer to the fact that regardless of whether it's with
5G, 6G, 7G/7.5G, or another "G" wireless
technology and/or network, the speeds will be
incredibly fast with ultra-low latency as the key
driver of empowering the Internet of Everything
(IoE), as well as eXtended Reality (XR) services for
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telemedicine, haptics, brain-computer interfaces,
intelligent robotic Radio frequency communication,
more commonly referred to as wireless
communication, is becoming an increasingly
prevalent method of communication.[3,4] This
strategy is also getting more cost-effective while
simultaneously becoming more socially meaningful.
The consistent march of technical innovation and
improvement over the course of a number of
decades has made it feasible for new generations of
wireless technology to be introduced at regular
intervals throughout the course of several decades.
As a result of the fact that these technologies are
utilized by billions of people all over the world,
possibilities have presented themselves to explore
the legal system that governs the management and
appropriation of the spectrum.[5] The rules that
oversee the wireless sector are a convoluted jumble,
and the authorities put in a lot of effort to make sure
that spectrum is utilized properly. This is done so
that society as a whole may benefit to the greatest
degree possible from the good impacts that spectrum
utilization has. Regulators have the ability to foster
an atmosphere inside the mobile industry that is
conducive to innovative thinking and healthy
competition by following to international standards
and regulatory best practices and adopting such
practices themselves. There is a possibility that the
mobile sector may benefit from this atmosphere.
The interests of customers are prioritised within this
atmosphere. The "5G & Beyond" networks are
going to be significantly influenced by the key
variables that originate from the business sector and
society.[6,7] The transition to an economy that is
based on the sale of data will give rise to challenges
over data ownership, as well as the need to use ever-
higher frequencies with fewer radio ranges, and the
growing importance of networks, which will lead to
an increase in network sharing and play a significant
role in shaping the paradigm of telecom
operators.[8] These challenges and needs will all
arise as a result of the transition to an economy that
is based on the sale of data. The shift toward a data-
driven economy will bring about all of these
difficulties and requirements, and it will do so as a
direct outcome of the change. In contrast to the
existing wireless ecosystem, the role of "5G &
Beyond" stakeholders is going to be subject to
continuous change, and as a result of this
comparison, new roles are going to develop over the
course of time.[9,10] It is up to one hundred times
quicker than 4G, it is able to link one thousand times
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as many Internet of Things (loT) and Internet of
Medical Things (IoMT) devices as 4G can, and it is
more responsive than 4G by a factor of five. "5G &
Beyond" wireless networks are making it feasible to
have self-driving cars, which may then be used for
environmentally friendly logistics and
transportation. Artificial intelligence (Al) that is
dispersed over the network makes this feasible.
Connectivity that is always on and everywhere will
make it possible for innovation to occur in every
facet of society. Because of this, it will be feasible
for all facets of society to improve the public's
safety, cut down on waste, and raise the bar for the
quality of our environment[11] The newly
emerging problems that need special attention in the
context of always-on ubiquitous connectivity
provided by "5G & Beyond" are as follows: (i)
consumer trust and protection; (ii) content
regulation; (iii) data and privacy protection; (iv)
freedom of expression; (v) digital identity and
divide; (vi) human rights; and (vii) the socio-ethical
impacts. 6G technology is only getting off the
ground at this point. The majority of the efforts that
researchers are devoting to finding a quantum world
that is suitable for 6G at the moment are being
directed toward this pursuit. Whoever is successful
in putting into practice the 6G paradigm first will
emerge triumphant in the struggle for preeminence
in global technological development.[12,13] This
will go down in history as the most earth-shattering
battle that has ever taken place. The 6G archetype
has the capability of offering backward and forward
compatibility with 5G and 7G/7.5G respectively,
integrating terrestrial wireless with satellite
communication systems as well as space roaming
for global ubiquitous mobile network coverage, and
as a result, creating a strategic competitive
advantage that offers virtually Internet of
Everything (loE) for everybody.[14,15] The
technological capabilities of 5G and 6G would be
surpassed by the capabilities of 7G/7.5GWireless,
which would define satellite and space roaming
characteristics in long-distance portable
communication. These capabilities would be a step
forward. In addition to this, it would have a variety
of components that would rectify all of the problems
that were inherent in the frameworks of the earlier
generation. The results of this study shed light on
wireless trends, innovations, governance, the global
policy viewpoint, and the social advantages of
establishing technology for next generation wireless
networks  (NGWN) for  future  spectrum
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management. This study was carried out by the
Wireless Broadband Alliance (WBA) and was
funded by the National Science Foundation (NSF).
More specifically, the advantages that these
technologies may provide to society are the primary
emphasis of the research.[16]

Il. SECURITY IN WIRELESS NETWORKS:
FROM 1G TO 4G

Because of the complexity of the underlying
network, the use of proprietary and perimeter-based
security solutions that are difficult to maintain, and
the restrictions in identity management, ensuring the
safety of communication networks has proven to be
a challenging challenge. In addition to this, the
architecture of the Internet has taken on the
problems that have been developed as a result of the
infrastructure; it is plagued with security concerns
and is resistant to innovation.[17,18] Moreover, the
Internet is a global communications network. In
addition, the infrastructure has been the source of all
of these problems. A method that is known as
"progressive up-gradation™ has been used to bring
about a steady improvement in wireless network
security ever since mobile networks were first
introduced. This development can be traced back to
the beginning of the mobile networking era. Since
the beginning of their existence, mobile networks
have always operated in this manner. The
deployment of IP-based communication in wireless
networks, on the other hand, created a rise in the
number of Internet-based security concerns that
were transferred to wireless networks.[19] Despite
that, this was the most significant of the changes that
took occurred. As a direct result of this, in the
following section, we will offer an overview of the
shifting security paradigm that is taking place in
wireless networks as they transition from 1G to 4G
or from non-IP wireless networks to IP-based
wireless networks. These transitions are occurring as
a result of the introduction of IP-based wireless
networks. Due to the fact that both changes are
taking place at the same time, this will be done.[20]

e Security in Networks Other Than IP

The first generation of cellular networks, often
known as 1G, were primarily designed to provide
speech-related services. These networks relied on
analogue signal processing to transmit and analyze
data. In 1983, AT&T and Bell Labs came out with
the world's first iteration of a 1G system that was
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commercially feasible and would go on to become
the most successful of all 1G systems. This system
was called Advanced Mobile Phone Service. It was
challenging to offer effective security services for
1G due to the nature of analogue communications,
which prevented this from happening.[21] Because
this cutting-edge telephone service did not employ
encryption, neither information nor telephone calls
could be kept private using it. As a direct
consequence of this, almost the whole system and all
of its users were exposed to a wide variety of
security risks, such as cloning, unauthorized access,
eavesdropping, and privacy breaches on the part of
other users. Digital mobile systems were developed
to boost the effectiveness of the restricted frequency
bands.[22] As a direct consequence of this, the
Global System for Mobile (GSM) communication
became the most successful and extensively used
standard in cellular communications, and it was
eventually incorporated into 2G cellular networks.
The GSM MoU association detailed the four distinct
aspects of safety and protection that are to be given
by a GSM system in their statement. The four
components are anonymity, authentication,
protection of signaling, and user data security .
Anonymity is the most important. Users are able to
maintain their anonymity while utilizing a system by
employing ephemeral identifiers, which make it
impossible to ascertain precisely who is logging into
the system at any one time.[23,24] After the device
has been powered on, a temporary identifier is
broadcast, and the genuine IDs are not employed
once again until and until the device has been
powered off and then back on again. The
authentication process will be utilized by the
operator of the network in order to ascertain the
user's identity. A method known as a challenge-
response pair is utilized in order to carry it out
successfully. Signaling as well as user data were
both shielded by encryption, and the Subscriber
Identity Module (SIM) was an integral component
in the process of generating encryption keys. The
safety of user data as well as signaling was carried
out with the assistance of encryption.[25]

Despite this, the security provided by 2G had a
number of flaws that made it susceptible to attack.
The operators authenticated the user equipment
(UEs) by employing a method that was
unidirectional, but the user equipment (UEs) did not
have the ability to authenticate the operators
themselves.[26,27] As a consequence of this, it was
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possible for a dishonest operator to carry out a man-
in-the-middle attack by impersonating the legitimate
operator and pretending to be the authentic one. In
addition, the techniques used for encryption were
also subjected to reverse engineering, and the
ciphering algorithms were attacked in a number of
different ways. As a result of the absence of
encryption, GSM networks were not able to provide
security for the data's integrity against channel
hijacking and were also vulnerable to attacks that
denied them service. In addition, the security
capabilities of 2G systems were unable to be
improved over time since the technology necessary
to do so was not available for such systems.[28]

e Security in 3G

The fundamental objective behind the construction
of the 3G cellular network was to make available
data transfer speeds that were significantly quicker
than those made available by 2G networks. With the
introduction of 3G systems, previously impossible
services have become practicable, including video
telephony and the streaming of video via cellular
networks. One of the remedies that was suggested
by the 3G standard to solve the problems that were
present in the 2G systems was the implementation
of a more robust security architecture. The 3rd
Generation Partnership Project (3GPP) has provided
an overview of the three most significant areas of 3G
security, which are as follows: (I) 3G security will
inherit the main characteristics of 2G security, (1)
3G security will improve the limits of 2G security,
and (111) 3G will include new security features that
were not accessible in 2G.[29] The Third Generation
Partnership Project, often known as 3GPP, is in
charge of the investigation, development, and
continuous upkeep of the Universal Mobile
Telecommunications  System, which is also
sometimes referred to by its acronym, UMTS. The
UMTS security architecture is comprised of five
main sets of security features taken separately from
one another. These components are described in
greater depth in TS33.102, which is more often
known to as Release 99. This set of UMTS security
features safeguards the user equipment (UE) against
nefarious attacks on the radio access connection and
ensures that the user equipment (UE) may safely
access 3G services". [30]

The Authentication and Key Agreement (AKA)

protocol is one that is utilized by UMTS. Its
development was carried out in such a way that it
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maximizes the degree to which it is compatible with
the GSM standard. In spite of this, the UMTS AKA
protocol is successful in accomplishing other
protocol objectives such as mutual authentication of
the network and, among other things, an agreement
on the integrity key.[31,32] UMTS, as opposed to
GSM's unilateral authentication, offers bidirectional
authentication, which removes the possibility of
employing a malicious base station. This is in
contrast to GSM's authentication method, which is
unilateral. Only one way of communication may be
authenticated using GSM. [33] It is impossible to
listen in on a conversation between a user and a radio
access connection because to a characteristic of the
access security system known as user identity
confidentiality. The demand that user identities
remain private must likewise be able to satisfy the
requirement that user locations remain private and
the need that user identities remain untraceable.[34]
In order for the user to achieve these objectives, an
encrypted identity will either be provided to them
temporarily or permanently. Both of these identities
will be encrypted. In a similar vein, the user should
not be identified for a long length of time, and any
data that may possibly betray the user's identity
should be encrypted. This applies to both the
desktop and mobile versions of the application.[35]

e Security in 4G

The version 10 from the 3GPP, which is more
commonly known as LTE-Advanced (LTE-A), has
satisfied the requirements of the 4G standard that
were  established by  the International
Telecommunications Union - Radio
Communication Sector (ITU-R). An LTE-A
network is made up of its basic components, which
are the Evolved Packet Core (EPC) and the Evolved-
Universal Terrestrial Radio Access Network (E-
UTRAN) . The EPC is a completely IP-based and
packet switched backbone network that connects all
other networks. The LTE-A system may
communicate with access networks that do not
conform to the 3GPP standard.[36]Machine-Type
Communication, also known as MTC, home
eNodeB or femtocells, and relay nodes are some of
the new entities and applications that were made
possible by LTE-A systems. For LTE-A, the 3GPP
has compiled a set of safety measures that are quite
similar to those already in place. The following are
the components that make up it: (1) Access security,
(Evolved Universal Terrestrial Radio Access
Network), (1) Network domain security, (111) User
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domain security, (V) Application domain security,
and (V) Visibility and the ability to adjust security
settings.[37] However, in order to make the LTE-A
systems more secure, each of the features has
undergone substantial development. Additionally,
all brand-spanking-new safety procedures have been
developed for MTC, home eNB, and relay nodes
respectively. The Evolved Packet System-AKA
(EPS-AKA) had a considerable advantage over the
UMTS-AKA in the form of something that was
known as cryptographic network isolation. This was
one of the most important advantages. This feature
lowers the probability that a network's security will
be penetrated, and it also lowers the probability that
an attack will propagate across the network. [38,39]
This is achieved by tying any cryptographic keys
that are connected with EPS to the identity of the
Serving Network (SN), which is the location to
which the keys are delivered and is the site to which
the keys are linked. In addition, with the help of this
capability, the UE is able to validate the SN. It is
essential to keep in mind that under UMTS, the user
equipment (UE) is unable to perform SN validation.
Itis only able to check whether or not the UE's home
network has given authorization to an SN to access
the network. [40]

One of the enhancements that have been made to
EPS in order to increase device secrecy is the fact
that the identity of the device is not transmitted to
the network until after the security measures for
traffic protection have been put into place. [41,42]
This is one of the changes that have been made. The
user and signalling data confidentially both went
through certain shifts as a result of the modifications
made to the EPS. When it comes to third-generation
(3G), the radio network controller acts as the
terminal point for the encryption procedure on the
network side. On the other hand, the base station is
where the encryption process is completed.[43,44]
In addition to this, a brand new mechanism of
maintaining the signaling's confidentiality while it
was sent between the UE and the core network was
put into place. The 3GPP standardized the security
components of mobility both inside the E-UTRAN
and between the E-UTRAN and systems of previous
generations or systems that did not use the 3GPP
standard. This occurred both within the E-UTRAN
and between the E-UTRAN and systems that did not
use the 3GPP standard. When addressing non-3GPP
access networks, there are two subcategories that
need to be taken into consideration. The first type of
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non-3GPP access is known as trustworthy non-
3GPP access, while the second type is known as
untrusted non-3GPP access. [45]

In order to access a non-3GPP access network that
is not trusted, the user equipment (UE) must first
travel via a trusted evolving packet data gateway
that is a component of the EPC. In addition, a brand-
new Kkey hierarchy as well as a handover key
management mechanism have been created in LTE
in order to ensure a risk-free mobility procedure.
This was done in order to meet the requirements for
LTE.[46] The early end point of the encryption
presented a new challenge for the EPS structure,
which resulted in the deployment of the new
solution. As a result of a security issue in the early
termination point, the early network node B, also
known as the eNB, became more vulnerable to
assaults than the 3G security architecture.
Additionally, the architecture of EPS makes it
feasible to put the eNB in locations that are not
physically safe, which indicates that it may be
placed outside of the security zone of network
operators. This is because the design of EPS makes
it possible to position the eNB in these locations. As
a result, the eNB is susceptible to active assaults
(such as denial of service attacks) as well as passive
attacks (such as eavesdropping on long term keys).
In order to protect users from the flaws that were
found, the 3GPP mandated that the eNB comply
with a number of stringent standards. The safe
installation and configuration of the base station
software  (3GPP  standards), the  secure
administration of keys inside the BTS, and a secure
environment for managing user and control plane
data are only some of the needs .

Ill.  SECURITY IN 5G: AN OVERVIEW

5G will make broadband services widely available,

make it possible to link a large number of objects to

the internet via the Internet of Things (1oT), and
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As a result of the complexity of the underlying
network, the use of proprietary and perimeter-based
security solutions that are difficult to maintain, and
the weaknesses in identity = management,
maintaining the security of communication
networks has proven to be an activity that is fraught
with difficulty. In addition to this, the architecture of
the Internet has taken on the problems that have been
developed as a result of the infrastructure; it is
plagued with anxieties surrounding security, and it
is resistive to innovation. Mobile network security
has been undergoing a rigorous and regular process
of development ever since the creation of mobile
networks. This process is known as "progressive up-
gradation,” and it has been facilitated by a technique
called "progressive up-gradation.” On the other
hand, the implementation of communication
protocols based on Internet Protocol (IP) in wireless
networks brought about the most significant shift.
Because of this, the number of Internet-based
security issues that were transferred to wireless
networks increased, which ultimately resulted in a
general decrease in the quality of security that was
present in wireless networks. As a result of this, in
the following section, we will offer an overview of
the changing security paradigm that is occurring in
wireless networks as they migrate from 1G to 4G or
from non-IP wireless networks to IP-based wireless
networks.[48] This will be done as a consequence of
the fact that in the preceding section, we will provide
an overview of the evolving security paradigm that
is occurring in wireless networks. As a direct
consequence of the transformations that are
currently taking place, this activity will be carried
out .

e An Outline of the Core Design Principles for 5G
Because there will be new kinds of services and
devices, as well as new user expectations for things
like decreased latency, greater throughput, and
ubiquitous coverage, a new set of design principles
is required for 5G. In addition, 5G must be able to
satisfy these newly developed user requirements.
The importance of a highly elastic and robust system
architecture is demonstrated in Figure 2, which
shows how the 5G design principles developed by
NGMN were formed. A high spectrum utilization
efficiency, dense deployment that is also cost-
effective, efficient coordination, robust interference
cancellation, and dynamic radio topologies are all
required for the radio component. The standards that
will be applied to the network that will go beyond
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radio will be unique, and they will place a higher
focus on the incorporation of technology that is
completely  cutting edge.  Software-defined
networking (SDN) and network function
virtualization (NFV) will be utilized by the common
composable core in order to, among other things,
enable dynamic network function placement and
segregation of the user plane and control plane. In
order to do this, we need to simultaneously reduce
the quantity of outdated networking that is utilized
while simultaneously increasing the number of new
interfaces that are built between the core and Radio
Access Technologies (RATS). The design of the 5G
network has to be capable of enabling the
deployment of security mechanisms and services
(including virtual security firewalls), whenever and
wherever those components are required in the
perimeter of any network. In light of the information
that is shown in Figure 2, it is necessary to simplify
the facility's administration and the activities that
take place on a daily basis. In recent years, software-
defined networking, often known as SDN, has
become the primary technology that is used to
simplify the administration of network systems. The
software-defined networking (SDN) architecture
divides the network into two distinct planes: the
data-transfer plane and the control plane.
Application Programming Interfaces (APIs), which
may be programmed, are utilized in order to exercise
control over network resources. These APIs are
positioned on the control plane, which is
conceptually centralised to manage the whole
network that lies below it. Both the centralization of
network administration and the integration of
programmable application programming interfaces
(APIs) into network hardware introduce
vulnerabilities in network security that might be
exploited. Centralized network management is
especially problematic since it makes it easier for
hackers to get unauthorized access. Control that is
centralized via networks is especially susceptible to
attack. Due to the fact that this is the case, it is very
necessary for us to do study on the various security
concerns that are raised by SDN. Inter-federated
disputes and resource hijacking are two of the
potential security vulnerabilities that might surface
as a consequence of network function virtualization
(NFV) and network slicing. Both of these
developments are aimed at improving efficiency.
Both of these problems provide difficulties that are
analogous to one another. As a consequence of this,
there is a demand for sufficient research into the
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security issues related with all of the technologies
that are utilized by 5G in order to satisfy regulatory
requirements. In continuation with the last section,
we will now present a brief summary of the 5G
security architecture, with the primary focus being
focused on the security domains that are specified by
3GPPP.

e Contextualization of the 5G  Security
Architecture

According to ITU-T, a security architecture

logically splits the architectural components that

make up security features into their own individual
architectural components. These individual
architectural components then make up the security
features. The term “individual architectural
components” is used to refer to these architectural

components once they have been included into a

security architecture. As a result of this, it is possible

to adopt a methodical approach to assuring the
security of new services from beginning to finish.

This, in turn, makes it simpler to plan for new

security solutions and evaluate the security of

current networks. The security architecture that has
been built for 5G networks is included in the most
recent version of the 3GPP technical standard,
which is release 15. This architecture is made up of
multiple distinct domains all working together.

Figure 3 is a representation of the security

architecture, omitting the virtual infrastructure (\V1),

and it is composed of the primary domains that are
stated below:

o Network access security (1): Consists of the
collection of wvarious different security
characteristics that, when combined, make it
feasible for user equipment (UE) to authenticate
itself and receive secure access to network
services. This is done through the use of a
gathering. The conveyance of security context
from the serving node (SN) to the user
equipment is also considered to be an element of
access security. The protection of non-3GPP
access technologies is another component of
access security.

e Network domain security (Il): Consists of a
collection of security functions that enable
network nodes to safely share user plane and
signaling data with one another. These functions
are known as the safety features. These elements
come together to provide the safety qualities.

e User domain security (I11): comprises of security
components that, when combined, provide users
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with a secure means of accessing the user
environment.

Application
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Fig. 3. An overview of the architecture that
safeguards the data.[49]

e Application domain security (IV): Contains
security features that make it possible for apps
(in both the user domain and the provider
domain) to communicate with one another in a
safe and secure way. Contains characteristics
that make it possible for applications to
communicate with one another .

e Service Based Architecture (SBA) domain
security (V): It provides security components for
the registration, detection, and authorisation of
network parts in addition to providing security
for service-based interfaces"”.

e Visibility and configurability of security (V1):
Includes safety features that provide users with
information on the status of the security
measures, such as whether or not they are
currently operational .

In and of itself, the 5G security architecture does not
identify particular security concerns or the solutions
to address those dangers. On the contrary, all it does
is identify who they are. However, there are some
security solutions that have been made, and they
either derive from the generations that came before
5G with alterations for improvements, or they have
been produced from scratch in line with the domain
of 5G. Regardless, there are certain security
solutions that have been built. Even though the
security ideas that are utilized in LTE are only the
beginning of the process, they are already being
looked at as prospective standards for the security of
future wireless networks.[50] This is the case
despite the fact that LTE is just the beginning of the
process. In any event, according to Nokia's
explanation, the high-level vision of 5G security is
based on i) Supreme built-in security, ii) Flexible
security techniques, and iii) Automation. These are
the three pillars that make up the 5G security
architecture. These three elements make up the
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fundamental framework of the 5G security
architecture. After providing a concise overview of
how authentication is handled in 5G in the next area,
we will then go on to the following part. The 3rd
Generation Partnership Project (3GPP) has placed a
significant focus on a variety of factors of safety,
including authentication, which serves as the
foundation of security.

e A High-Level Overview of the Security
Measures in 5G
The Next Generation Mobile Networks (NGMN)
has prepared suggestions for 5G based on current
network designs and the gap in security measures
that have either not been constructed at all or have
been established but have not yet been put to use.
These recommendations were made because there is
a lack of security measures that have either been
built at all or have been created but have not yet been
put to use. These recommendations are derived from
the designs of already-existing networks and the
deficiencies in existing security mechanisms. The
shortfall in security measures that either have not
been developed at all or have been produced but
have not yet been put into practice is the foundation
for these suggestions. These measures have not yet
been put into practice. The guidance emphasises the
cautionary observations, which include elements
such as the immaturity of 5G with many unknowns,
the absence of stated design concepts, and the
unknown end-to-end and subsystems architectures.
A number of other characteristics are present, such
as the lack of explicit design concepts, as well as the
lack of specified end-to-end and subsystem designs.
There is a scarcity of design concepts that are clearly
articulated, which is one of the many factors that
must be taken into consideration. The proposal
draws attention to the vulnerabilities in network
access security that are now existing, as well as the
cyberattacks that are currently being carried out
against users and the infrastructure of the network
(as depicted in Fig. 4). You may look at the specific
suggestions and limitations imposed on the level of
security right here, and down below you'll find a
summary of the most important aspects of those
recommendations and limitations. Transactions
carried out on the flash network: It is anticipated that
the number of devices used by end users will rapidly
increase in 5G, which will result in significant shifts
in the traffic patterns of the network. These shifts
might occur by mistake or with the intention of
causing harm to the system. These alterations may
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have been brought about by someone purposefully
inflicting harm to the network, or they may have
been the consequence of an accident. As a result of
this, the 5G systems will need to be able to properly
manage massive swings in traffic and give resilience
if surges of this type occur, all while maintaining an
acceptable degree of performance. This will be
required of them. These requirements will be placed
on the 5G systems. Security measures for the radio
interface's keys are as follows: In older network
topologies, such as 4G, the encryption keys for the
radio interface were generated in the user's home
network and then sent to the visited network across
unsecured lines. This provided an apparent point of
exposure for the keys. In 5G, the encryption keys for
the radio interface are produced in the visited
network rather than being sent over the air. These
keys will be generated locally within the 5G network
that is being accessed. This will be possible thanks
to 5G. As a consequence of this, it is advised that
either the keys should be encrypted before they are
supplied or that they should not be transmitted at all
across insecure channels such as SS7 or
DIAMETER.

Alternatively, it is also possible that the keys should
not be provided at all. User plane integrity: despite
the fact that the 3G and 4G systems offer some
degree of security for certain signaling messages,
they do not offer any level of cryptographic integrity
protection for the user data plane. This is because
user plane integrity is not a concern for either of
these generations of mobile networks. As a
consequence of this fact, it is strongly recommended
that protection be implemented at the application or
transport layer, which culminates outside of mobile
network environments. On the other hand,
application-level end-to-end security may involve
an excessive amount of overhead for the data
transfer in the form of packet headers and
handshakes. The flow of data may be slowed down
as a result of this overhead. As a consequence of this,
the legislation may include an exception for
network-level security for 5G applications that are
sensitive to latency or for devices that are linked to
the Internet of Things but have limited resources.
Detailed requirements for the appropriate degree of
network security, including: Certain service-driven
restrictions, such as latency, may, in some security
designs, lead to the deployment of security measures
only if they are genuinely essential. One example of
this would be an increase in the amount of time it
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takes for a request to be processed. One instance that
exemplifies this would be one in which a service is
needed to wait for a response from the customer.
and

1. Tilegal Tntercept
2.1

Fig. 4. The nature of the security vulnerabilities
faced by 5G networks.[51]

could not be taken out of the equation in its totality
for elimination to work. The difficulty of an issue is
enhanced if there are several operators participating
in a circumstance. This is due to the fact that it is
possible for one operator to suffer as a result of the
inadequate security measures conducted by another
operator. This might have a negative impact on both
operators. In light of this, there is a strong call for
some level of security to be controlled in 5G once a
thorough assessment has been conducted to identify
the most pressing security concerns. To put it
another way, the 5G industry has to get its act
together. ensuring that the numerous security rules
that are implemented on subscribers are consistent
with one another: The security settings of a user are
required to remain unchanged under any and all
situations when the user transfers from the network
of one operator to that of another operator. When a
user goes from one area to another, or when the user
roams from one operator network to another as is the
case when they use their mobile device, there is a
significant possibility that the security services that
the user makes use of will not receive frequent
updates on a per-user basis. This is a situation in
which frequent updates are not received. As a
consequence of this, it is very necessary for the
operators of the various networks to work together
and share information concerning the subscriber
services and the laws governing the security of the
networks. This proposal draws attention to the idea
of utilizing virtualization methods in order to enable
per-service slice setup in order to maintain the user's
or service's security even while they are traveling.
denial of service attacks, often known as DoS
attacks, are ones that are launched against the
infrastructure. An assault that is either a distributed
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denial of service (DDoS) or a denial of service
(DoS) has the potential to interfere with the normal
functioning of essential infrastructure, such as the
networks that provide electricity, medical services,
and transportation. This might have catastrophic
consequences. In most cases, the design of a denial
of service attack will be such that it will use up all
of the logical and physical resources of the devices
that are the focus of the attack. The vast majority of
situations fit within this category. This threat will be
substantially more dangerous as a result of the
increasing possibility that assaults may originate
from Internet of Things devices that have been
hacked. These devices may be located in a wide
variety of locations and in large numbers. As a direct
consequence of this, the network has to increase its
resistance to disruption by putting in place strict
security mechanisms.[52] The variety of different
devices and services that could be enabled by 5G
networks only serves to make an already tough
situation much more challenging to manage
securely. In the next section, we will provide a high-
level overview of the multiple potential solutions to
security concerns, as well as the perspectives and
suggestions  of  several regulatory  and
standardization authorities operating within the
sector. In the following parts, we will offer a
complete analysis of the security weaknesses that
are presently present in the network in addition to
the primary supporting technologies that are a part
of the 5G infrastructure. This analysis will be
presented alongside the sections in which we will
discuss the 5G infrastructure.

CONCLUSION

The evolution of wireless communication networks
has been going on for quite some time now, and it
began with the linking of simple mobile phones in
the 1G standard and will eventually involve the
linking of nearly everything in life in the 5G
standard. During this time period, there has been a
simultaneous growth in the threat environment, with
simple phone tapping giving way to a spectrum of
assaults on mobile devices, network infrastructure,
and services. During this time period, there has also
been a parallel increase in the number of threats that
are being faced. During this same period, there has
also been an increase in the danger environment,
which has been simultaneous to this expansion. 5G
will make use of new technologies such as improved
cloud computing concepts (for example, massive
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MIMO), software-defined networks (SDN),
network functions virtualization (NFV), and other
technologies of a similar nature in order to
incorporate new things (Internet of things) and
services into the network. This will be
accomplished through the use of software-defined
networks (SDN). It is possible that the overall
picture of network security will grow even more
convoluted as a direct result of the fact that each of
these technologies comes with its own distinctive set
of inherent security threats. As a result of this, for
the aim of this study, we have studied the security
risks that are present in many different sections of
the network, such as the access network, the core
network, and within the technologies that will be
utilized in 5G networks. These risks are present in
all of these various parts because of the nature of the
network itself, which is a distributed system with
many interconnected elements. The security threat
environment has in reality risen as a result of the
proliferation of a wide variety of devices, services,
and new networking technologies. This expansion
has led to an increase in the likelihood of security
breaches. As a result, new security solutions need to
be sought out in order to guarantee that the
connection is both effective and secure.
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