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Abstract- As the number of wireless sensor
networks has increased, so has the importance of
ensuring the confidentiality of the information that
is sent between them. As a result of their
malleability and the simplicity with which they may
be implemented, sensor networks have found
applications in a wide variety of academic and real-
world contexts. Due to these qualities, they are
vulnerable to a variety of threats that put the
confidentiality of their data in jeopardy. As a result
of the fact that the data is protected while it is
moving through and across networks, the
investigators now have access to a novel and
fascinating research opportunity that was not
available to them in the past. The architecture of
these networks, which is focused towards
preserving the data, is confined by the networks'
own power and processing capabilities. This is the
case even if the architecture is geared towards
protecting the data. Academics and engineers can
have a better understanding of this application
field with the aid of our high-level examination of
the principles of wireless sensor network security
that we present here. The principles of information
security are going to be covered in this chapter,
with a specific emphasis on wireless sensor
networks (WSNs). In addition, the chapter that
comes after this one will include an overview of the
data security requirements that are required for
networks of this type. In addition, this article
discusses the dangers that can be posed to the data
security of WSNs as well as various preventative
measures.

Indexed Terms- Wireless Network, Wireless
Security, Wireless Threats

l. INTRODUCTION
Because wireless sensor networks (WSNs) have
such a wide variety of possible applications, more

and more researchers and engineers are getting
interested in developing and implementing WSNSs.
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These make it possible to create wireless networks
with a high number of nodes in a manner that is both
simple and adaptable. In addition to this, they make
it possible to do this without the need of any cables
at all. This makes it possible to implement Wireless
Sensor Networks (WSN) in applications that were
previously unimaginable. They are being put to use
in a diverse array of intelligent and smart systems,
including those that are tasked with environmental
observation and forecasting, those that are employed
in manufacturing and logistics, those that are tasked
with monitoring habitats, those that are employed in
manufacturing and logistics, those that are employed
in manufacturing and logistics, those that are
employed in manufacturing and logistics, and those
that have military, health, domestic, and industrial
applications.[1] The Intelligent Habitat Monitoring
System, sometimes known as IHMS, is a system that
was developed specifically for the purpose of
monitoring natural ecosystems. The topic of
multimedia wireless sensor networking is a more
recent development within this wider discipline.
[2,3] This subfield is able to manage a wide variety
of multimedia data types. This category includes a
wide variety of data types, some examples of which
include audio recordings, video recordings, and still
photographs. In a sensor network of this kind, the
number of the network's nodes would often range
from the hundreds to the thousands, and even more.
[4,5] The job of not only receiving information but
also processing and disseminating it has been
delegated to these nodes. The secrecy of information
that is sent by a WSN may be jeopardised in a
variety of ways, including eavesdropping,
retransmitting packets that have already been sent,
adding redundant or nonsensical bits into packets,
and many more risks of varied natures. Privacy and
protection of data when it is being sent and received
over networks are of the utmost significance, which
is why information security is one of the most
important concerns.[6,7] According to Moore's law,
there will not be any substantial improvements in the
hardware capacity or processing capabilities of
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sensors used in wireless sensor networks any time
soon. This is a prediction made by Moore's law. In
spite of the predictions made by Moore's law, there
has not been an increase in the amount of computer
power available. This is an exception to the pattern
that has been seen in general. The performance
standards have been drastically lowered since it is of
the utmost importance to keep the cost of these
networks as low as possible.[8]

Sensors that are sold at a lower price point typically
have a smaller capacity for storing data, a greater
rate of power consumption, and a slower processing
rate than their more costly counterparts. This creates
a new task for the research community, as it requires
the production of information security solutions that
are not only effective and unique, but are also suited
for sensor networks with little resources. [9,10] This
presents a new challenge for the research
community since it demands the creation of
information security solutions that are effective and
creative. Individuals have the opportunity to provide
themselves with an authentic challenge as a result of
this. It is necessary for the sensors that make up the
network to have consistent interactions with the
outside environment in order for the network to
communicate with either other sensors or with
people.[11,12] This is because the network is able to
monitor and respond to events as they occur in real
time, which is why this is the case. Because there is
always a possibility that the physical security of
these sensors may be compromised, the total
security of the network is currently in jeopardy on a
level that has never previously been witnessed.
Recent advancements in power analysis and time-
based attacks have provided a broad variety of
adversarial actors with the capacity to carry out a
number of operations that have the potential to do
harm to the target.[13] It is possible to make the case
that wireless sensor networks have the same
unfavorable reputation as wireless channels.
Because wireless sensor networks are able to contain
a sizeable number of nodes and sinks, there is a
natural concern regarding the dependability of the
communications that take place inside the network.
In order to guarantee that all of the nodes that are
taking part in the communications can be trusted, it
is important to construct trust models on an
individual basis for each node.[14,15] The way that
we think about the risk presented by wireless sensor
networks needs to be revised in order to take into
account all of these different elements. There are
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risks associated with these networks that do not exist
with conventional computer systems, wireless
networks, or even high-bandwidth wireless
adaptations of these technologies. These risks are
unique to these networks and do not apply to other
types of computer systems. As a consequence of
this, there is a wide range of answers that may be
given to the several forms of intimidation. After
reading this chapter, the reader will have a higher
chance of benefiting from being well-versed in the
core principles underpinning security and WSN
security. [16]

This will be the case since they will have gained a
better understanding of these concepts. When
everything is said and done, the reader will have a
deeper comprehension of the advantages and
disadvantages associated with WSN security. If we
look at a variety of well-known and more recent
attacks, as well as the preventative measures that
were put into place as a response to those attacks, we
may be able to learn more about the dangers that we
face and improve our capacity to respond to them.
This may be the case if we also increase our ability
to respond to them.[17,18] The reader will walk
away from this chapter with a stronger
comprehension of the challenges associated with
information security as well as a familiarity with the
key ideas that were presented in this chapter. The
readers who have either a cursory knowledge or no
familiarity at all with information security may find
this helpful in gaining an understanding of the topics
that are offered here. After finishing this chapter, we
anticipate that readers will have a fundamental
comprehension of Wireless Sensor Network
Security (WSNS). Students will be well on their way
to discovering new difficulties and the solutions to
them in this fascinating field of study and practical
application once they have completed this activity.
In addition, we believe that the vast majority of
readers will already have a thorough understanding
of the fundamental concepts underlying WSNS. In
this chapter, we have offered an explanation of the
fundamentals, and it is our sincere hope that the
readers will have no trouble understanding the
ideas.[19,20]

The part of this page titled "General Characteristics
of WSN" delves into the distinguishing aspects of
the Wireless Sensor Network (WSN). On the other
hand, because to these features, there are restrictions
placed on the possible responses to the security
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vulnerabilities that are present in WSN. These
characteristics make these networks the superior
option for a wide variety of applications, but they
also restrict the range of solutions that are practically
possible. The significance of these features with
regard to the security of WSNSs is the primary subject
of the work that is now being carried out.[21,22] In
order for wireless sensor networks (WSNs) to be
trusted and safe for use in communications, they
must first satisfy a variety of security standards.
These requirements are included in the mandatory
degree of protection that is described in Section 3. In
WSN, dangers can present themselves in a broad
range of different ways depending on the specific
kind. The discussion of many of the most serious
threats will take up the most of the time allotted to
this chapter's fourth section. In the next section
(entitled "Defences”), we will explore potential
defences that may be taken against the attacks that
were detailed before. The accumulation of
knowledge in this field has led to an abundance of
fascinating new findings in recent years.[23,24]
These discoveries are assisting us in lessening the
WSN's susceptibility to attacks and in making secure
implementations less taxing on resources like as
processing power and memory. In Section 6, we
cover the most recent findings of research as well as
the actual applications of a variety of various
algorithms and schemes. Things will be brought to a
close in the seventh and last portion of the chapter.
In addition to providing a summary of the
information presented in the chapter, it also provides
some prospective future research avenues for
WSN.[25]

1. OBJECTIVE

1. To conduct research on the topic of network
security in wireless sensor networks, including
threats and mitigation strategies.

2. Countermeasures To Attacks On Wsn

1. SECURITY REQUIREMENTS IN WSN

Wireless sensor networks are a subset of wireless
networks that are referred to by their abbreviation,
WSN, which stands for wireless sensor network.
Because of the nature of wireless communications,
the requirements for the safety of a WSN are
fundamentally different from those of traditional
computer networks. Because WSN is a network, it
has its very own set of requirements that must be
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complied with on an individual basis. The laws that
regulate the safety of WSNs are based on a
combination of the standards for the safety of
wireless communications and the safety of computer
networks.[26,27] These standards have been
combined to create the foundation for the
regulations. This is done to verify that every WSN-
based connection and exchange is safe and does not
put the network's integrity at risk in any way.[28]
These distinctive traits, which will be investigated in
further detail in the following sections, are held by
every WSN and help to separate it from the others.
These attributes will be discussed in more detail in
the following sections. It's probable that their
peculiar behaviour may be explained by a number of
various factors, such as the large volume that they
create, the pattern of dispersion that they adhere to,
and the constraints that they confront in terms of the
resources that are available to them in terms of
availability. The interplay of all of these aspects has
directly led to the formation of specific exceedingly
granular criteria for the degree of security that must
be maintained. These standards must be adhered to
at all times. In the following section of this post, we
are going to talk about some of the most essential
requirements for the security of WSNs.

o Data Confidentiality

The data is traded between the sender and the
recipient, and it is possible for it to go via a variety
of nodes along the way to reach its final location. It's
conceivable that these specifics will be saved in
memory for further processing to take place at a later
time. [29] This information can be regarded as secret
to the extent that it should only be discussed between
the sender and the recipient. An adversary may get
access to this information in a variety of ways, such
by eavesdropping on conversations that take place
across wireless networks, gaining access to the
storage facility, or engaging in any of a number of
other modes of attack. The word "data
confidentiality" refers to the fact that the data in
issue are only accessible to, and consequently
utilised by, those persons or organisations who have
been granted permission to do so. This ensures that
the data are kept private. If any data is lost as a
consequence of negligence or poor security
procedures, this can result in identity theft, a loss of
business, a breach of privacy, and a range of other
activities that can be detrimental to the organisation.
It is absolutely necessary for there to be no data
broadcast to other networks in the area by the sensor
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network itself if the message is to remain completely
contained within the network. When travelling to its
final destination, data will often pass through a
significant number of nodes along the way. Because
of this, there is a growing demand for safe
communication routes not just between individual
nodes but also between individual nodes and base
stations.

1. One of the processes that is utilised the most
frequently in order to protect the secrecy of data
is encryption. Prior to transmission, sensitive
data, including keys and user identities, should
be encrypted. The nature and kind of protocol
that is used to encrypt sensitive information,
such as symmetric or asymmetric cryptography,
mutual authentication, identity or nonce based
encryption, can be used to characterise the
information that is sensitive. [30]

2. Prior to putting the sensitive information into
memory storage, it is possible to take certain
steps towards encrypting the data. This is of
utmost importance in situations where the nodes
may be subjected to user interaction or in
situations involving military applications.

e Threat Models

It is conceivable for an attacker to only have access
to a small subset of the nodes in the network that
they have successfully hacked. An opponent of this
kind is referred to be an attacker of the mote class.
Another option is when the adversary is in control of
more powerful hardware, such as a laptop; this is the
origin of the phrase "laptop class attacker." As a
result of the fact that these sorts of attackers have
access to powerful central processing units (CPUs),
massive amounts of battery capacity, high-power
radio transmitters, and sensitive antennas, the
network is put under a significantly bigger degree of
danger by them. To give you an example, a few
nodes can cause interference with a few radio links,
while a laptop can cause interference with the entire
network.[31] In conclusion, attacks that are carried
out on a network may either be carried out by
insiders who are a part of the network or by outsiders
who are not even a part of the network. When a
network is compromised from the outside, the
person doing the attacking does not have any special
rights or permissions within the network.[32] On the
other hand, in the scenario of an insider attack, the
offender is considered to be a lawful member of the
network in which they committed the crime. These
sorts of assaults are carried out either by
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compromised sensor nodes that are running bad
code or by laptops that are using data (cryptographic
keys and code) that was stolen from lawful nodes.
Either way, the nodes that are being attacked have
been hacked. Now that we've gotten that out of the
way, let's talk about some of the most serious attacks
that were conducted against WSN. The architecture
of the WSN leaves the physical layer open to
interference and other types of physical assault. The
data connection layer of a WSN is susceptible to a
variety of assaults, including collision, weariness,
and unfairness, among others.[33]

o Denial of Service (DoS)

The use of a wireless sensor network (WSN) is
susceptible to experiencing resource depletion and
device failures due to a wide range of potential
causes. The jamming of network nodes, the
transmission of messages that do not comply to the
rules that have been set, malicious attacks, and
external circumstances are all included in this
category. As a direct consequence of this, the
performance of the system deteriorates, and it is no
longer able to execute the purpose for which it was
designed.[34,35] These are some examples of
"denial of service,” or "DoS," assaults, which are
made against WSN in an effort to impair its
operations. These assaults are directed against
different layers of a WSN's layered architecture,
specifically the physical, connection, routing, and
transport layers. Because of the constraints placed
on the network's resources, it may soon become
impossible to cover the costs of defending a WSN
against attacks of this kind. Researchers have spent
a significant amount of time and effort investigating
these attacks and developing techniques for
minimising the harm that they do to the network in
the process of designing mitigation strategies.[36]
After that, we'll quickly go through some of the most
prevalent forms of distributed denial of service
(DDoS) attacks, broken down into the levels of
defence they're intended to overwhelm. Jamming
and other forms of physical attack are two of the
many ways that the physical layer of WSNs might
be compromised. However, there are a number of
additional ways as well. Attacks that may be
conducted at the network layer of a WSN
architecture include those known as neglect and
greed, homing, tampering with or falsifying routing
information, black holes, and floods. Assaults of this
kind might be carried out in a number of different
ways.[37]
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e Physical Attacks

The nodes that comprise a WSN may be installed in
any one of a number of different settings, some of
which may be incompatible with the hardware and
might cause it to malfunction. In addition, sensor
nodes are intentionally kept inexpensive and
lightweight, which makes it difficult to make them
tamper-proof, resistant to extreme temperatures or
conditions, and capable of preventing or controlling
physical attacks or more complex side-channel
attacks. This is due to the fact that the sensor nodes
are kept at a low cost and are very lightweight. This
is due to a number of factors, including their
inexpensive cost and their low weight. [38]As a
consequence of this, the individual nodes that
comprise a WSN are exceptionally susceptible to
being physically manipulated in any way or being
attacked in any other way. By altering the nodes in a
certain way, it is possible to extract keys as well as
other significant cryptographic parameters.[39] The
accurate extraction of these features is essential to
the effective operation of any security system. An
adversary might potentially gain information
relating to a network by extracting the source code.
[40] This is certainly a possibility. If an adversary
possesses this information, they are able to make
changes to the code and gain access to the network.
If an adversary is successful in replacing the
legitimate nodes in the sensor network with
infiltrating nodes that are malicious, the integrity
and safety of the operation of the whole sensor
network may be compromised. [41 Attackers who
are able to get physical access to a network are able
to compromise individual nodes and, as a result, the
operation of the network as a whole. Because of their
low cost and widespread distribution, which are
characteristics shared by all WSNs, it is extremely
challenging to avoid becoming the victim of such
attacks.[42]

e Collisions

Collisions are a kind of link layer jamming that have
the effect of lowering network performance.[43]
This is because continuous message transmission
has the potential to induce collisions in networks.
Making use of the fact that continuous message
transmission may result in collisions is the method
by which this objective is accomplished. In order to
achieve this goal, the messages can be transmitted in
quick succession. Collisions need the messages to be
resent from the beginning, which might cause a
node's battery to run out if it happens frequently
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enough.[44,45] Modifying even a little section of a
packet in order to induce the establishment of a
MAC mismatch at the receiving end is another sort
of attack that can be carried out using this approach.
This assault can be used to carry out another type of
attack. Each time erroneous packets have to be
resent, the total cost of transmission goes up. This
cost takes into account the amount of money spent
on the energy used and the amount of time it takes.
The effectiveness of the network will decrease if this
kind of attack is allowed to continue for a
considerable length of time without being
stopped.[46]

o Neglect and greed Attack

During the process of communication between any
two nodes in a WSN, it is possible that packets will
need to be routed and re-routed across a large
number of nodes. The transmission of data from the
source to the destination is dependent on the
successful and comprehensive routing of the data
packets destined for that destination. [47] A
malicious or hacked node that is in the path might
impact multi-hopping in the network. This can
happen either by the packets being dropped or by the
packets being routed towards a fake node. Because
of this assault, the functionality of the neighboring
nodes is also disrupted, and those nodes may lose
their ability to receive or send messages.[48,49]

e Alteration of Routing Information (also known
as "spoofing")

During this type of attack, the routing information is
tampered with and subjected to changes. As a result,
the end-to-end latency may increase due to the
creation of new routing pathways, the extension or
contraction of current routing paths, respectively. It
either turns away or draws in traffic, which lowers
the quality of the service. It is also possible for it to
create bogus error signals, which either prevent
nodes from accessing the channel or increase their
latency.[50]

e Flooding

Within the context of this form of resource
exhaustion attack, an attacker will repeatedly send
connection setup requests to a node. Each one of
these requests triggers an allocation of resources on
the part of the node in order to fulfill the request. The
memory and energy resources of the node that is
being attacked might be depleted if a malicious node
sends persist requests to that node.[51]
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e De-synchronization

An adversary is able to carry out this attack by
constructing messages that can include any control
flags or sequence numbers of earlier frames, and
then transmitting these messages to two linked
nodes. The nodes are tricked into thinking that they
have lost their synchronization as a result of these
bogus messages. Nodes are responsible for
resending any supposed lost frames; however, if an
adversary is able to maintain the transmission of
falsified messages, the resources of the nodes will
quickly be drained. In addition, because the linked
nodes are preoccupied with the synchronization-
recovery procedures during the assault, they are
unable to communicate with one another or
exchange any information that may be valuable.

e Sybil Attack

An intriguing assault like this one involves a node
taking on many identities, which ultimately results
in the failure of the redundancy measures that are
used by distributed data storage systems in peer-to-
peer networks. The functionality of the Sybil attack
is based on the capability of concurrently
representing several nodes. The Sybil attack has the
potential to cause damage to various fault-tolerant
systems, including disparity, multi path routing,
routing algorithms, data aggregation, voting,
equitable resource allocation, and topology
maintenance. This attack also has an effect on the
geographical routing protocols, in which a malicious
node in the network displays many identities to other
nodes in the network, giving the impression that it is
present in more than one location at the same time.
In a similar vein, the malicious node's ability to
simultaneously offer many identities allows it to
generate more votes while the voting process is in
progress. [52] It has the potential to disrupt the
routing algorithms by designing multiple routes that
only travel via a single node. Requests that appear to
come from several entities but are actually being
made by a single malicious node are one way that
the resources of a node might be depleted.

o Flood Attacks

At the beginning of communication, each node is
required to introduce itself to the network by sending
a "hello™ message to the nodes that are immediately
next to it. In addition to this, it verifies that the node
that is providing the hello message is located nearby.
An adversary can take advantage of this feature by
establishing a powerful wireless connection. It is
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able to reassure all of the nodes in the network that
he is their neighbor, which enables it to initiate
contact with the nodes. Because the attacker will
now have access to the information flow in the
network, it should be evident that the security of the
information will be jeopardized if they use this
assault. A kind of this attack may also be carried out
if the nodes utilize a puzzle technique in order to
provide access to any node that is seeking a
connection. [53] The adversary must have sufficient
resources to manage this assault and must be able to
offer a high-quality routing path to other nodes in the
network in order to be considered a viable threat.
This will result in data congestion and a disruption
to the hierarchical structure of the network’s data
flow when traffic decides that this route is desirable
enough to use to send packets via it.

e Attack on the Node's Replications

Within the WSN, sensor nodes are uniquely
identified by their IDs (which also serve as indices
of their locations for geographical routing
algorithms). An opponent can create a new node to
the sensor network by duplicating the ID of an
already existing node and assigning it to the
malicious node. This allows the attacker to get
access to the network. This assures that the
adversary is present in the network, giving the
hostile entity the ability to cause harmful effects on
the sensor network.

Packets that arrive at the duplicated node are
susceptible to being manipulated, discarded, or
redirected if the node is used. This causes the
contents of the information packet to be erroneous,
the connection to be lost, data to be lost, and
excessive end-to-end latency to follow. When this
attack is carried out, the adversary has the potential
to get access to crucial information, such as the
cryptographic key, the source code, or other security
settings. This has implications for the security of the
entire sensor network.

It is possible to carry out coordinated attacks using
replicated nodes located in specified locations in
order to exert control over certain nodes or areas of
the network.
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IV.  COUNTERMEASURES TO BE TAKEN
IN RESPONSE TO ATTACKS ON WSN

e Attacks of a Physical Nature

An adversary is able to get access to vital data held
on a node by taking advantage of its physical
weaknesses and is also capable of causing damage
to or reproducing the nodes. The required degree of
security will dictate the specific actions that must be
taken in order to guarantee the physical safety of
sensor nodes in WSN. When forming WSNs,
hundreds or even thousands of nodes are frequently
spread out over a significant distance, which makes
it impossible to provide a comprehensive and
complete assurance of safety for all of the nodes.

To ensure that the integrity of these motes' security
is not undermined by cost considerations, it is
possible to harden nodes operating in hostile
settings. There are further defenses available against
physical assaults, such as camouflaging and
obscuring sensor nodes.

e Collisions

It is possible for information that has been modified
and then sent across a network to make the latency
of the network worse. This can result in the dropping
and discarding of packets once the corrupted ones
have been discovered, which in turn decreases the
quality of service that is offered by the network. It is
feasible to include collision detection and avoidance
tactics to reduce the likelihood of finding oneself in
a situation like this. CRC is an abbreviation for
cyclic redundancy check, which may be conducted
on a message at both the sender's end and the
recipient's end to detect whether or not the message
has been altered. Error correcting codes can be
utilized in a manner analogous to that which was
described above in order to prevent communications
from being altered or corrupted by a third party.
These kinds of codes, which are capable of excellent
mistake correction, come at the cost of extra bits,
which have to be added to the initial message in
order for them to work correctly. Since hostile
agents may be able to introduce more defects into
the message than the correcting codes are able to
remedy, the efficiency of these codes is limited as a
result of this fact. If the communication nodes
cooperate with one another, it is possible to protect
the authenticity of the data that is included inside the
packets that are transferred.[54]
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e Neglect and greed are to attack

It is impossible to identify this form of assault
because, during the attack, only some of the packets
are lost, and the malicious node involved behaves in
an unpredictable way. Therefore, it is impossible to
detect this kind of attack. The most effective action
that can be done to lessen the impact of harm that is
brought on by the carelessness or avarice of a
malicious sensor node is to define alternative routing
methods. One further strategy that has been
proposed involves the use of duplicate messages,
which mitigate the damage that is brought about by
rogue nodes.

e Alteration of Routing Information (also known
as "spoofing™)

In order to reroute the flow of data to its intended
destinations, the routing information that is
contained inside the packets is either tampered with
or fabricated. This may be done in one of two ways.
It is feasible for an adversary to conduct an attack
against any particular node because the addresses of
the nodes may be changed, and also because an
attacker can influence the flow of traffic.

Utilizing CRC or MAC approaches enables the
secure creation of packets, which in turn makes it
easier to easily identify packets that have been
tampered with. In a similar vein, link layer
authentication is useful as a means of providing
protection against this kind of attack. The
participation in the information exchange is
restricted to just those nodes that have been
authorized to do so by the network administrator. In
a similar vein, authentication and ant replay
protection methods are strategies that may be
applied to fight back against the impacts of
interrogation attacks.

e De-synchronization

An adversary can induce retransmissions and,
eventually, a loss of synchronization between
communication nodes by forging the control fields
and the transport layer header. A defense against this
form of attack on motes is provided by
authenticating the crucial components that are used
in the transit of the packets. The receiving end is able
to identify any bogus communications and is in a
position to disregard any instructions included
within them.

o Syhil Attack
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It is hard to prevent an insider node from carrying
out this assault; nevertheless, it is feasible to restrict
the activities that it participates in. In order to
prevent an insider from connecting within the
network and generating shared keys with every node
in the network, the base station places limits on the
number of neighbors with which a sensor may create
a connection and restricts the number of neighbors
with which a sensor can establish a connection. In
the case that any node makes an effort to go over this
limit, an error will be produced as a result of this
attempt. When adopting this strategy, a
compromised node is prevented from interacting
with more than a certain number of other nodes, the
majority of which are located in the immediate
vicinity of the compromised node. In addition, the
identities of the nodes in the network that make
requests to build connections are reviewed and
validated before the requests are processed. Every
node in the network uses the key that is uniquely
theirs while communicating with the base station. In
order to verify the sincerity of the information being
transmitted from one nearby node to another, a
shared key is utilized during the information
exchange process. Because the compromised node
can only communicate with its close neighbors, the
amount of damage that can be caused by this assault
is restricted to a more manageable level.[55]

e Forwarding with Selectivity

Using multipath routing is the step that must be
taken in order to eliminate or avoid this assault, just
as it is with the route alteration attack. This
safeguard guarantees that the message destined for
the destination will, in the end, be delivered to it,
although along a path that is distinct from the one
followed by the malicious node. [56]The WSN is
able to monitor the network on a regular basis, which
enables it to follow suspicious behavior by any node.
Source routing that makes advantage of the
geographical monitoring of the network is another
potential preventative technique that may be utilized
in response to this kind of assault. Since further
attacks on WSN are just versions of the attacks that
have been disclosed, it is possible to avoid and
counteract them in the same way as the previous
attacks.

CONCLUSION

This article may be used as a text for researchers,
particularly those who are just starting out in the

IRE 1705000

field, and it will provide them with an overview of
the rapidly expanding study field of wireless sensor
networks. This chapter offers a concise but
comprehensive introduction to the fascinating world
of sensors. This chapter covers a wide range of
interesting issues, and readers interested in delving
further into this research field will discover many
more such themes. This chapter has been broken up
into a variety of sections, each of which discusses a
distinct facet of WSN. The fundamental aspects of
WSN are dissected in order to provide the reader
with an overview of the network. This, in turn, aids
the reader in comprehending the threats posed by
WSN and the defenses against them. Following are
some of the more significant assaults that have been
launched on WSN, along with the preventative and
defensive measures that have been taken. The
problems that are faced by the area of WSN are one
of a kind, as are the security architectures that are
used. In the future, we will need to be prepared to
acknowledge many more novel designs of WSN, as
well as more complex assaults and ways to defend
against them.
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