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Abstract- Data is a vital resource in this day and
age; in fact, it directs all corporate choices and the
majority of computer-assisted human activities. As
a result, threats to the integrity of data are of the
utmost importance, as deliberately tampering with
data may adversely influence key business choices.
This problem is especially prevalent in cloud
computing settings, because data owners do not
have control over essential data characteristics in
those environments, such as the physical storage of
data and the control over who may access it. Recent
years have seen the rise of blockchain as a
fascinating new technology that, among other
things, delivers appealing qualities regarding data
integrity. The use of the blockchain to combat
threats to data integrity may seem like an obvious
choice; however, the blockchain's existing
limitations of poor throughput, high latency, and
weak stability make it difficult to implement any
blockchain-based solutions in a practical setting.
In this paper, we focus on a case study from the
European SUNFISH project, which is concerned
with the design of a secure by-design cloud
federation platform for the public sector. This
allows us to precisely delineate the actual data
integrity needs of cloud computing environments
as well as the research questions that need to be
addressed in order to adopt blockchain-based
databases. First, we describe the unanswered
questions in research and the challenges that come
with trying to find answers to them.

Indexed Terms- Block Chain, Cloud Computing
I INTRODUCTION

Data is quickly becoming one of the most precious
things in today's world. When deciding on any
course of action for a company in any of a broad
range of fields, including but not limited to health
care, education, or public administration, it is
essential to bear in mind the significance of the
company's overall strategy. The capacity to trust
data has thus become vital in light of the fact that
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computer-assisted human activities are becoming
increasingly dependent on data. This is due to the
fact that data can now be collected and stored on
computers. On the other hand, because data serves
such a vital role, it has become an exceedingly
tempting target for cyberattacks, the objective of
which is to weaken the key CIA traits
(Confidentiality, Integrity, and Availability) that
data must demonstrate in order to be trusted. These
qualities include the capacity to keep information
private, maintain its integrity, and make it readily
available. These characteristics include the ability to
keep data secret while both maintaining its integrity
and providing access to it.[1] The level of harm that
is caused to a user's ability to trust their data as a
result of cyberattacks directed on CIA properties
varies according to the properties that are breached.
To be more explicit, weakening availability renders
it impossible to get data for a specified period of
time; despite this, operations are able to be
continued as soon as the data are made available
once again. However, the original data are still
accessible and usable, at least to the extent that is
permitted by the harm that has been caused (that is
to say, an organisation that is a victim of data
leakage may be forced to face economic penalties).
A breach of confidentiality results in the disclosure
of private data, which cannot be undone. Instead,
tampering with the data's integrity is a very
destructive assault that will always pave the way for
major difficulties with trusting the data.[2,3] This
type of attack will always prepare the way for
serious problems. Indeed, tampering with data can
go unnoticed and maliciously drive processes, either
by deleting individual entries (i.e., to delete
unwanted traces) or by manipulating particular
sections of data (i.e., to impact data consumers'
behaviour). This can be accomplished either by
deleting individual entries or by modifying certain
parts of data. It is possible to achieve this goal by
modifying or erasing particular parts of the data. In
2015, Kaspersky Lab wuncovered a massive
cyberattack that targeted more than one hundred
distinct financial institutions located all over the
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world and stole money from the account balances of
customers. The total value of the stolen funds was
estimated to be close to one billion dollarsl. Once
there has been a breach in the data integrity, it is not
feasible to access the previous version of the
information since it has been lost permanently and
cannot be recovered. This is in contrast to the
availability and confidentiality of the data. The
focus of this work is not on the availability or
secrecy of the data; rather, it is on the integrity of the
data, given that attacks on data integrity are difficult
to detect but incredibly strong. In light of this fact,
the focus of this study is not on the availability or
confidentiality of the data. Problems with data
integrity are made worse with systems that are based
on cloud computing since data owners have no
control over where their data are held, who can
really access them, or in what form they may be
accessed.[4] This makes it difficult to ensure that
data are accurate and reliable. In spite of this, an
increasing number of enterprises, both public and
private, are choose to outsource the administration
of their data since "it relieves the burden of
maintenance cost as well as the overhead of storing
data locally."[5] As a consequence of this,
addressing the urgent requirement of guaranteeing
the data integrity characteristics of cloud computing
environments has become an absolutely necessary
requirement.[6] It is standard protocol to guarantee
that the integrity of data is maintained by employing,
on the one hand, cryptographic[7] tools (such as
digests and asymmetric keys), and, on the other
hand, correct data replication methods. This is done
to ensure that the data is not altered in any way. In
point of fact, individual bits of data may be signed
using the cryptographic tools that are available. [8]
This is done so that any attempt at forgery may be
rapidly discovered through the use of cryptographic
signature validations. This is done for security
reasons. In point of fact, it would be necessary to
break the secret keys in order for an assault to be
effective in order for it to be possible. The attacker
would then be able to modify data signatures and
circumvent cryptographic integrity checks as a
result of this. [9,10] Once the method has been
perfected, these assaults are tough to carry out, but
once they have been successful, they are practically
impossible to detect. [11,12] As a result, making use
of the appropriate techniques for data replication is
strongly suggested in order to ensure the data's
integrity in any circumstance. Because an attacker
would have to corrupt all of the replicated data
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without being found, it is much more difficult to
break the integrity of data once it has been copied
and spread throughout a set of nodes. This makes it
far more difficult to breach the integrity of data. This
method of data replication has wide application in
real-world contexts, such as in the context of cloud
computing environments, which offer an abundance
of resources for remote data storage.[13]

e Block chain: Data Integrity, Performance,
Stability
The blockchain is a piece of technology that is
considered to be relatively cutting edge and has just
very recently made its appearance on the market. Its
first function was that of a public ledger for the
bitcoin digital currency during its early days.[14,15]
It is mostly composed of interconnected blocks that
are continually linked to one another and chained
together, and it also contains records.[16] These
copies of the record are stored on each node that
makes up a peer-to-peer network.[17] These
documents are evidence that the transactions in
question were carried out under aliases or
pseudonyms. In place of traditional forms of
currency, transactions might be conducted using a
cryptocurrency such as Bitcoin or any other type of
asset.[18] Miners are specialised nodes in the
network that are in charge of the decentralised
collection of transactions as well as the packaging of
these transactions into chain blocks. Miners are
responsible for ensuring the integrity of the
blockchain.[19,20] Mining is the term used to
describe this procedure. For the purpose of reaching
a consensus among all miners on newly produced
blocks, miners utilise appropriate block generation
techniques, which are sometimes referred to as the
mining process. Mining is the means through which
this is performed. Bitcoin is an example of a
permission less block chain, which implies that there
are no restrictions put on the ability of a node to
participate in the mining process. This is because
there is no central authority controlling the
blockchain.[21,22] On the other hand, if there is a
layer that offers miners authentication and
authorization, then the block chain will be seen as
being permissioned. Proof of work (PoW) is the
basis of the initial mining process, which is still in
use today for both the Bitcoin and Ethereum
blockchains. PoW is the foundation of the first
mining method.[23,24] It is a computationally
intensive hashing operation that is regulated
according to the so-called blockchain difficulty,
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which determines the average amount of time
needed by miners to finish such a task and create a
new block. [25] This difficulty is determined by the
number of blocks that have been mined from the
beginning of the blockchain. The amount of blocks
that have been mined from the beginning of the
blockchain serves as the primary determinant of this
difficulty. [26] When one miner in a network
successfully creates a new block, a copy of that
block is broadcast to every other miner in the
network.[27] This process is called "broadcasting."
They believe that this block is the most recent link
to be added to the chain, and they start mining new
blocks so that the links can be joined to the
chain.[28,29] If we want to keep things simple, we
might say that a new block is added to the chain as
soon as it is created by a miner. This will help keep
things organised. (If numerous miners add a block at
the same time, a temporary fork will be created, but
it will usually be resolved very quickly because
miners are always intended to prioritise the chain
that is the longest) When multiple miners
concurrently contribute to a block, a temporary fork
is produced in the blockchain. The mining process
and the full replication of the blockchain on a large
number of nodes both contribute to the Proof-of-
Work blockchains' ability to maintain the integrity
of their data in ways that are distinct from those of
other types of blockchains.[30 These characteristics
are a result of the fact that proof-of-work
blockchains contain full replications of the block
chain on a significant number of different nodes. In
point of fact, the contents of a block are checked by
every miner before it is added to the chain.[31,32]
This happens whenever a new block is added. As a
consequence of this, the block is almost non-
repudiable and permanent (with the exception of the
scenario in which an enemy holds the majority of the
miners' hash power and is thus able to fork the
chain). If it is assumed that the vast majority of the
hash power is controlled by trustworthy miners, then
the probability of a fork with a depth of n is given as
0O(2n).[33,34] Users may now have high confidence
that their transactions will be permanently integrated
with high certainty if they only wait for a minimal
number of nodes to be added (six blocks in the case
of Bitcoin).[35] This provides users with high
confidence that their transactions will be
permanently incorporated. Nevertheless, there is a
significant drawback connected with blockchains
that are constructed on PoW, and that drawback is
performance. This slowness is mostly attributable to
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the delay that occurs when blocks are broadcast
across the network as well as the time-consuming
nature of the PoW task.[36] In point of fact, each
transaction that is kept on a blockchain has a large
confirmation time, which results in a very poor
transaction throughput. This is due to the fact that
blockchains were not designed to handle high
volumes of transactions. This is because there is a
very poor throughput of transactions, which is the
root cause of the problem.[37,38] The average wait
time for a Bitcoin transaction is 10 minutes, despite
the fact that the network is capable of processing
about 7 new transactions every second. In regards to
its potential applications, the dependability of the
blockchain is still another essential aspect to take
into consideration.[39] There is no academic
research that has received widespread recognition
that explains either why this has taken place or
whether or not it will continue to take place in the
future or for how much longer it will continue. One
illustration of this is the blockchain technology that
underpins Bitcoin, which has, up to this point,
performed its duties in a satisfactory manner. The
stability features of the PoW-based consensus
protocol are still the subject of ongoing discussion,
and the currently available "literature does not even
provide adequate tools to assess under which
economic and social assumptions Bitcoin itself will
remain stable."[40] In general, blockchains that are
built on Proof-of-Work (PoW) and employ incentive
systems that are based on cryptocurrencies are very
sensitive to market volatility. As a result, the
efficiency of the blockchain in the long run is
diminished as a result of this sensitivity.[41]

Il. APPLICATION OF THIRD-PARTY
AUDITOR

Encryption does not, however, protect the data
against harm that is caused by mistakes that are
made during the setup process or by software
problems. This is due to the fact that encryption only
restricts access to the data by outside sourced
threats.[42] An audit carried out by an impartial
third party is a tried-and-true procedure that may be
used in order to provide evidence that the data kept
on a distant server has not been modified in any way.
In the event that the firm requires it, a third party is
able to validate the reliability of the data. A
programme known as the Third-Party Auditor
(TPA) scheme is open to participation from
individuals who are in possession of the skills and
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expertise required to carry out all auditing processes
for ensuring the data's integrity as part of the project.
Figure 1 illustrates how the architecture of the TPA
scheme may accomplish data integrity and assure
the data owner's peace of mind regarding the
protection of their data.[43,44] This is shown in the
form of a diagram. By having the owner participate
in the auditing process, the technique assures that the
data for all of the owner's resources that are kept in
the cloud are correct by eliminating any potential for
human error. According to Zikratov etal. (2017), the
drawbacks of this technique for preserving the
integrity of data include the requirement for a third
party communication channel as well as the
susceptibility to man in the middle attacks. The
emergence of a third party for the processing of data
increases the likelihood that hackers will be able to
exploit a wide variety of vulnerabilities in the
system. According to Zhu et al. (2019), one of the
most important challenges that exist today is the
question of how to check and assure the data
integrity of massive volumes of data that are kept in
the cloud in a secure and efficient manner. The usage
of trusted Third-Party Auditors (TPAs) and
traditional methods for verifying data integrity, such
as encryption techniques to safeguard data stored in
the cloud, are being phased out in favour of
embracing Blockchain technology.[45] This is being
done in order to improve security and save costs.
There is a possibility that trust difficulties, which are
inherently present in TPAs, might be sidestepped
using data integrity mechanisms that are supported
by blockchain technology. (Wang and Zhang, 2019).

CLOUD CORDINATOR

SERVICE _
PROVIDER

I —

CLOUD COORDINATOR :

Fig 1. TPA Framework. [46]

I1l. AN EXAMINATION OF THE SAFETY
OF BLOCKCHAIN TECHNOLOGY

In 2008, a distributed ledger technology called the
blockchain was initially designed for the Bitcoin
platform. This technology has the capability of
providing a solution to the problem of trust in a
variety of contexts where it may be used.
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Businesses, such as those in the financial industry,
have recently begun researching whether or not
blockchain technology may be effective if
incorporated into already existing software in order
to fulfil the desire for a more transparent and
unchangeable audit log.[47] The goal of these
investigations is to satisfy the demand for a log that
cannot be altered. In the most recent few months,
there has been an increase in the amount of attention
devoted to the adoption of blockchain applications
in a variety of service industries, one of which is the
healthcare business. The wuse of blockchain
technology has been proposed as a possible answer
to problems relating to patient management and the
provision of identities, authorisation to access
healthcare data, and the management of participant
consent. If emerging cryptographic technologies
like blockchain are utilised, there is the possibility
that the danger of data tampering will be reduced,
and there will be an increase in the level of trust that
users have in the data. Blockchain, which is
essentially a decentralised database and at the same
time functions as the underlying technology of
Bitcoin, is one of the most important ideas that are
linked with the cryptocurrency Bitcoin. The concept
of a blockchain, which may be conceptualised as a
chain of data blocks generated by cryptographic
operations and is illustrated by Figure 2, is presented
here. Each block stores the details of a transaction
that was carried out on the Bitcoin network within
that block's time period. It is necessary to have this
information in order to validate the data in that block
and to generate the block that comes next.
Blockchain, to put it more briefly, is a chained data
structure that sequentially merges data blocks in line
with the time sequence.[48] In other words, it is a
distributed ledger. In addition to this, blockchain is
a distributed ledger that cannot be changed or
manufactured since it uses cryptography to record
transactions. Using blockchain data structures,
blockchain technology is able to verify and store
data in a more generic sense.[49] This is made
possible through the use of blockchain data
structures. It uses encryption to provide safe data
transmission and access, distributed node consensus
techniques to generate and update data, intelligent
contracts made of automated script code to
programme and manipulate data, and smart
contracts to programme and manipulate data.
Additionally, it uses smart contracts to enable secure
data transmission and access. Blockchain
technology is characterized by a number of defining
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qualities, including decentralisation, immutability,
traceability, collaborative maintenance, openness,
and transparency. Consider some of these
properties. The characteristics of block chains
encourage truthfulness and openness, which are
foundational qualities of trustworthy interactions
and partnerships. The cornerstone for the numerous
application scenarios that are conceivable with the
blockchain is the technology's capacity to combat
the issue of information asymmetry while
simultaneously attaining collaborative trust and
concerted action across a variety of issues.[50]

o Applications of Blockchain Technology

Blockchain is a distributed ledger system created in
2008 for Bitcoin. This solution solves trust issues in
many use scenarios. Blockchain is both a linked data
structure and a distributed ledger that cannot be
edited or manufactured due to encryption. To meet
the desire for a more transparent and immutable
audit record, financial companies have been testing
whether blockchain technology can be incorporated
into existing software. Blockchain applications in
service areas like healthcare have garnered more
interest recently. Blockchain technology may be
used to handle patient identification, consent, and
healthcare data access. Blockchain technology
ensures dependability. It uses consensus and
encryption to ensure data consistency among nodes.
Algorithms compose the distributed ledger.
Blockchains link data blocks chronologically.[51]
Cryptography protects this distributed ledger against
forgery and tampering. Blockchain participants
maintain open and transparent node information.
Public information is permanent and unchangeable.
Cloud computing users may trust the blockchain's
open verification and tamper-proof properties.
Blockchain technology can boost data security in
cloud computing since all findings can be uploaded
to the blockchain for authentication and all users can
maintain the blockchain. Blockchain data structures
verify and store data. IT updates data via distributed
node consensus.[52] Smart contracts, which employ
automated script code, programme and update data
using cryptography. Blockchain technology is
decentralised, immutable, traceable, communally
maintained, open, and transparent. The blockchain's
unique properties defend its honesty and
transparency and promote confidence. The
blockchain's ability to overcome knowledge
asymmetry, generate collaborative trust, and
coordinate activity across several areas makes it a
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versatile tool. created ProvChain, a system that
captures provenance data, stores it, verifies it using
blockchain technology, and provides a full record
when needed. Zhu et al. (2019) created a block
chain-based file management solution to handle
project document tampering. We proposed a
blockchain-based verification technique for P2P
cloud storage and used Merkle trees to validate data
correctness. Wang, Wang, and He (2019) integrated
the PDP scheme with the blockchain to produce the
first efficient and secure blockchain-based PDP
model. Zhu et al. (2019) suggested utilising
blockchain technology to develop a certificate-free
system to discourage auditors who take too
long.[53] This method can only eliminate
procrastinating auditors, not other issues like TPA
collaboration. The blockchain is essential in finance,
healthcare, and the 10T because to its openness,
transparency, and data tracking. Cloud data integrity
verification with blockchain technology is still
under development. Traditional data integrity
verification uses trusted Third-Party Auditors
(TPAs) and encryption to protect cloud data.
Blockchain-based data integrity schemes can
address TPA trust issues. Wang and Zhang (2019)
proposed a Blockchain and Bilinear mapping-based
Data Integrity Scheme (BB-DIS) for large-scale
Internet of Things data to address these issues. BB-
DIS prototype that shards Internet of Things data
and creates homomorphic verifiable tags (HVTs) for
sample verification. BB-DIS performance study,
encompassing feasibility, security, dynamicity, and
complexity, might achieve data integrity using
bilinear mapping in blockchain transactions. An
experiment using Hyperledger Fabric showed that
the recommended verification approach improved
integrity verification for large-scale Internet of
Things data without TPAs. Liu et al. (2017) suggest
using blockchain to verify data integrity, which
might benefit blockchain systems and data storage.
Retricoin coins and verifies data integrity using huge
file Proofs of Retrievability (POR). POR files
replace PoW in this coin.

e An examination of the safeguards already in
place to guarantee the accuracy of the data
One of the various ways that are known for assuring
the integrity of data is the calculation of checksum
values and the comparison of those checksum values
with reference values. Other ways for maintaining
the integrity of data include those that are based on
cryptographic procedures. These methods include
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key and keyless hashing as well as means of
electronic signature . One of the downsides of
utilising these methods is that they are unable to
ensure their own integrity without also relying on a
data recovery mechanism, which is one of the
drawbacks of using these methods.[54] Keeping the
data in its original form may also be accomplished
by the use of duplication methods, redundant coding
methods, and RAID technology, which stands for
redundant array of independent discs. RAID
technology can be implemented through either
hardware or software. Utilising a variety of different
reservations is one additional strategy that may be
utilised to protect the authenticity of the data. When
these methods are followed, a large quantity of
unnecessary work is produced as a result. trial chain
was developed as a blockchain-based platform that
could be used to check the data integrity of large
scientific research trials. the platform was
established by trial chain.[55] This was done in
order to improve the visibility of the data amount as
well as the analysis that was being carried out.
considers the collecting of trustworthy data to be the
point at which the successful operation of an
analytical system may be said to have begun. This is
as a result of the fact that the procedures that are
utilised to collect data have a direct bearing on the
accuracy of the data. During the course of the study,
a private block chain was created by making use of
the MultiChain platform.[56] After then, this block
chain was merged with a data science platform that
had been established inside of a major research
institution. Validity checks on the data and
documentation of the methods employed in the
analysis are an imperative necessity in order to
transfer the findings into high-quality therapeutic
treatment. Validity checks on the data can help
determine whether or not the results can be trusted.

IV. MODELS TO ENSURE DATA
INTEGRITY WITH BLOCKCHAIN

When the data is being delivered or stored, it is a
highly challenging problem to ensure that the data
retains its integrity. Consequently, in order to
encrypt data, one needs to use cryptographic
methods that take a longer amount of time to
complete. The usage of blockchain technology as a
means of providing a guarantee for the genuineness
of data is examined in this article. Vainshtein and
Gudes (2021) presented a novel method of
leveraging a PoW-based Blockchain as a way of
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maintaining data integrity in cloud database
management systems. This was done in order to
address the problems that emerge when utilising
cloud platforms for the storing of data or the hosting
of databases. This strategy was established in order
to address the challenges that are presented by the
use of cloud platforms. [57] The strategy called for
establishing some type of link between the cloud
platform and a Blockchain system that operated on
the proof-of-work principle. This method makes use
of a Distributed Hash Table in conjunction with
lightweight software agents in order to monitor any
changes that are made to cloud database storage
nodes. The goal of this method is to maintain track
of any changes that are made.[58] This is important
since there is no straightforward method for a
customer to verify the accuracy of the data that is
kept in a cloud database. As a result, this is required.
The agents, when they interact with one another,
will broadcast the data update activities into the
Blockchain network in the form of Blockchain
log/audit transactions until such time as they are
cryptographically and permanently protected by
it.[59] The method that has been described enables
the Cloud Provider to manage the metadata in order
to rapidly detect deliberate or accidental corruptions
of transactions and recover transactions in the event
that any data corruption incident takes place. This
solution was offered by the authors of the
aforementioned research paper. The question of how
to verify and assure the data integrity of enormous
volumes of data that are kept in the cloud in a way
that is both safe and efficient is one of the most
serious concerns of our day. The previous method of
data integrity certification, which depended on
trusted Third-Party Auditors (TPAs) and encryption
measures to secure data stored in the cloud, is being
phased out in favour of blockchain technology as the
new standard. Because of its superior level of safety,
blockchain technology is gradually displacing the
more traditional technique of verifying the integrity
of data.[60] There is a possibility that trust
difficulties, which are inherently present in TPAs,
might be sidestepped wusing data integrity
mechanisms that are supported by blockchain
technology. A Blockchain and Bilinear mapping-
based Data Integrity Scheme, abbreviated as BB-
DIS, was presented by Wang and Zhang (2019) for
large-scale Internet of Things data in order to tackle
the issues that were produced by TPASs. In order to
generate homomorphic verifiable tags (HVTSs), the
data from the Internet of Things were sharded first.
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This step was done for the purpose of sample
verification. The features of bilinear mapping were
adhered to in order to guarantee the authenticity of
the data, and this was accomplished through the
utilisation of blockchain transactions.[61

CONCLUSION

The data storage on a blockchain is completely
decentralised, which indicates that all of the nodes
in the network collaborate to keep the data up to
date, while some of the nodes in the network just
store backup copies of the data. On the other hand,
traditional distributed databases gather all of their
information into a single central server node and
store it there. If the data stored in a single node in
the blockchain is damaged, removed, or altered in
any other way, this will not have any effect on the
data that is recorded in the blockchain. Only if more
than 51% of the nodes engaged in an attack work
together to change the data, which is stored on the
blockchain, is it possible for the data to be changed.
As a consequence of this, the data that is saved on
the blockchain may be considered immutable so that
it may be saved in a secure manner. Data is protected
from bad actors by the blockchain system, which
also defends against the risk of fraudulent behaviour
and reduces the probability that data would be stolen
or compromised in another way . In conclusion,
adopting blockchain technology as the third-party
authentication platform may safeguard user privacy
while also assuring the availability of data, enhanced
security, and greater efficiency. These benefits may
be achieved through a combination of these factors.
Viewing digital information, securely sharing and
keeping it, and doing so all become considerably
less complicated when blockchain technology is
utilised. In addition, it protects each transaction by
encrypting the data using cryptographic methods. It
is possible that when firms do this, they will take the
existing high levels of security and openness that
they have to a whole new level.
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