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Abstract— Distribute Ledger Technologies (DLTS)
provide a distributed and decentralized environment
with no central trusted control authority. DLTs
removes a single point of authorization hence
increasing the levels of trust of distributed records
however there are still challenges in the underlying
consensus algorithms, architectures and data
structures in DLTs applications that need to be
addressed. This paper employs exploratory research
design with an objective to review various literature
on different consensus algorithms, architectures and
data structures applied in DLTs applications. The
study revealed proof-of-work and proof-of-stake as
some of the common consensus algorithms used in
DLTs. The review shows that DLTs use either linear
or linked, complex and hybrid data structures.
Blockchain, Directed Acyclic Graph, Hashgraph,
Holochain and Tempo (Radix) as the common types
of DLTs. The findings also indicated that DLTs
architectural design is constructed of three layers
Protocol, Network, and Data. This study contributes
to body of knowledge in DLTSs.

Indexed Terms: Distributed Ledger Technologies
(DLT), Consensus Algorithm, Architectural Layers,
Data Structures

I INTRODUCTION

Distributed ledger technology (DLT) in the recent
times has emerged as a disruptive technology with a
wide range of applicability in different sectors [1].
DLT is a network platform with a distributed database
in which data and transactions are recorded, stored in
a shared ledger that is distributed across various
computer nodes termed as the network nodes,
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institutions, countries and accessible simultaneously
by multiple people spread out in the globe [2]. DLT
offers an alternative to centralized storage techniques
to databases, which rely on a single server or small
network. DLTs have unique features that make them
suitable for application in different sectors. The unique
DLTs features are decentralization, immutability,
distributed, shared ledgers, fault tolerance,
transparency, efficiency and use smart contracts [3] .
Additionally, DLTs also offer transactions that are
secure, encrypted, time-stamped, anonymous, and
verifiable records for every transaction without a
central repository and usually without a central
authority [4], [5].

The development of distributed ledger technology
(DLT) has brought about significant changes in
record-keeping by moving from a single, authoritative
location to a decentralized system. However, there are
still challenges in the underlying data structures,
architectures, topologies, and consensus mechanisms
in DLTs that need to be addressed. This paper aims to
explore the algorithms, architectures, and data
structures used in DLTs and identify the research
issues that need to be addressed to improve the
efficiency, scalability, and security of DLTs.

DLTs are made up of three common components the
peer to peer network which is created when two or
more computers in the network establishes a
connection to aid in communication and sharing of
information without going through a central server
[3]1,[6]. This component helps in improving the
security of the client-server network which store data
only on the server side. The Nodes which are the
independent computers that record, share and
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synchronize transactions in the distributed ledger
network. Nodes in the distributed network are
connected to each other to act as communication links
and points. Nodes and master nodes are expected to
verify data for security purposes and to participate in
the voting events and execution of important protocol
operations in the distributed ledger network.
Consensus mechanisms which are the set of rules that
are used to determine how DLT network will reach
agreement on either changing the transactions in the
ledger or not, and if the changes are valid or not.
Consensus protocols ensure that nodes on distributed
ledgers have valid and consistent information at all
times [1], [7].

DLTs can either be public which implies that they are
open to everyone to view and verify data or private
which means that they restricted to a select few
participants [8]. DLTs can be categorized into three
categories permission, permissionless and hybrid.
Permissioned DLTs implies that the network nodes
have to take permission from a central authority that
deals with identity verification of nodes that needs to
access or make any changes in the network.
Permissionless DLTs have no central authority that is
used to validate the transactions across the network but
the existing nodes are collectively responsible for
validating the transactions. This means that several
consensus mechanisms have to be used in order to
validate the transactions based on predefined
algorithms. Hybrid DLTs are as a result of combining
the permission and permissionless DLTs [9].

Blockchain, Directed Acyclic Graph (DAG),
Hashgraph, Holochain and Tempo or Radix are some
of the common types of DLTs based on their
architectures [10]. DLTs also apply different

consensus algorithms to ensure that the network nodes
reach an agreement and maintain integrity and
transparency. Some of the wvarious consensus
algorithms are; Proof of Work (PoW), Proof of Stake
(PoS), Delegated Proof of Stake (DPoS), Proof-of-
Authority  (PoA), Ripple Protocol Consensus
Algorithm (RPCA), Proof-of-Activity (PoA), Proof of
Capacity (PoC), Proof of Identity (Pol), Proof-of-
Elapsed Time (PoET), Proof of Importance (Pol),
Byzantine Fault Tolerance (BFT), Practical Byzantine
Fault Tolerance (PBFT), delegated Byzantine Fault
Tolerance (dBFT) and Stellar Consensus Protocol
(SCP) or Federated Byzantine Agreement (FBA) [11].

Il. MATERIAL AND METHODS

This paper employs exploratory research design using
integrative literature review with an objective to
review and summarize various past and theoretical
literature on different algorithms, architectures and
data structures applied in DLTs. The study sort to
address the following research question: RQ: Which
are the common consensus algorithms, architectural
layouts and data structure applied in DLT
applications? The study employed an inclusion and
exclusion criteria where only research on DLTs
algorithms or architecture or data structures were
included in the study and all the non-relevant
publications were excluded. Data sources for the
review included electronic databases and libraries.

I1. RESULTS
Table i shows a summary of the key reviewed articles

discussing the key findings and the limitations of the
study.

Table i: Summary of the Findings

Author(s) Year | Title Discussion Key Findings Limitation(s)
Antal et al. 2021 | Distributed DLT Data | Blockchain, DAG, | High costs imposed
Ledger structures. Hashgraph, by the mining nodes
Technology Holochain & Tempo | hence some tradeoffs
(Radix). may be made due to
Review and | The three-tier | Interoperability the core-architectural
Decentralized conceptual Tier, Protocol and | designs and
Applications architecture. Network Tier properties of the
existing DLTs
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Development
Guidelines

Consensus
Protocols

NonByzantine fault-
tolerant algorithms
and Byzantine fault-
tolerant algorithms.

Anthony Jnr., | 2023 | A developed | Architectural Defines the | The only IOTA
B. distributed ledger | governance-by- governance of DLT | tangle-based DAG
technology design as a combination of | was employed in this
architectural layer | framework that architectural layers | study as other DLT
framework for and governance of | were not considered.
decentralized DLT dimensions.
governance
implementation in DLT enables a
virtual enterprise. decentralized
architecture that
allows multiple
actors that do not
trust (or know) each
other to interact
securely under fixed
conditions
Chowdhury et | 2019 | A comparative | Blockchain DLT | Some Blockchain | Other DLT platforms
al. analysis of | platforms: These | DLT platforms: | were not covered
distributed ledger | platforms are | Bitcoin,  Ethereum,
technology usually Multichain, EOS,
platforms. categorized  as | Cardano,
public vs private, | Hyperledger Fabric,
general purpose | Hyperledger
vs  application | Sawtooth, Hyper
specific Ledger Burrow,
I0TA, Corda,
Waltonchain
Krishnamurthi, | 2021 | Brief Analysis of | The consensus | Proof of work (POW), | Other Consensus
R., & Shree, T. Blockchain algorithms of | proof of stake (POS), | algorithms are not
Algorithms and Its | blockchain ripple protocol | covered
Challenges. consensus  algorithm
(RPCA), delegated
proof of stake
(dPOS), stellar
consensus  protocol
(SCP), and proof of
importance (POI).
Leonulous, R. | 2020 | Various types of | Blockchain Bitcoin use case Discussed a specific
Distributed use case
Ledger
Technology
Natarajan et al. | 2017 | Distributed Comparison  of | Characteristics and | Discussed a single
Ledger DLT and | features DLT that is the
Technology Blockchain Blockchain
(DLT) and
Blockchain.
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Suciu et al. 2018 | Comparative The main | Characteristics of | Other DLTs have not
Analysis of | characteristic of | Blockchain and | been discussed
Distributed distributed Tangle technologies
Ledger ledgers is that
Technologies they do not have
a central
administration
component, due
to advanced
algorithms  and
methods used for
record-keeping.
Rauchsetal., | 2018 | Distributed DLTs Protocol Layer, | The conceptual
Ledger architectural Network Layer, and | framework and does
Technology design is | Data Layer not quantifying
Systems: A | constructed into abstract aspects of
Conceptual three DLT systems
Framework. interdependent such as
core layers ‘decentralization’
V. DISCUSSION is further enhanced by the concept that human trust is

The study revealed that DLTSs utilize smart contracts
which are computer programs that execute algorithms
or predefined actions when certain conditions within
the system are met to create a new transaction that is
tracked in a distributed ledger. Computer machines or
nodes on a distributed ledger network are then allowed
to group those transactions and send them through the
shared network in a peer-to-peer manner. Data is then
in turn synchronized using the consensus algorithms
or agreements among the distributed network peers so
that eventually each machine has an exact copy of the
data in the ledger throughout the network. Consensus
is the system of ensuring that all the participating
parties and nodes agree to a certain state of the system
as the true system state using synchronized series of
transactions without a central control or authority
within the decentralized database. DLT process
captures the current transaction state of the ledger and
also provides a transaction language to change the
state of the ledger and uses a network protocol to build
consensus for the transactions to be accepted by the
ledger.

The findings also indicate that the security of
distributed ledger is driven by the consensus within the
peer-to-peer design. This is achieved by ensuring that
data is the same at all nodes on the distributed ledger
network and preventing malicious actors from
manipulating the data in the ledger. Security in DLTs
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avoided by the fact that the distributed ledger network
operates in an environment secured using
cryptography and cryptographically secured digital
signature that is verified, ordered and bundled to form
a record or event in the distributed network, hence
allowing secure communication between parties to
ensure authenticity of the actors and immutability of
the data being communicated.

The results shown that DLTs can be categorized into
permissionless or open network which is similar to
public network examples are Bitcoin and Ethereum
framework. In permissionless networks the nodes and
agents do not need to identify the participating nodes
or parties. Secondly, permissioned network is a closed
network where all parties involved are known and is
deployed behind a firewall for local participants while
using a virtual private network (VPN) to connect to
outside, known participants and is a most suitable
choice for companies looking to develop enterprise
solutions. Lastly, Hyperledger which is an open-
source projects that operate for the most part in
permissioned or closed networks offering different
frameworks such as Fabric, Sawtooth and Iroha, all
which utilize a variety of consensus protocols. Parties
involved in permissioned Hyperledger blockchains are
authenticated and authorized to participate with the
goal of creating enterprise grade, open source,
distributed ledger frameworks and code bases that
support business use cases [9].
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The study revealed that there are several types of
distributed ledger technologies types categorized
based on their architectural data structures. Blockchain
which stores transactions in form of a chain of blocks
data structure in which each block is connected to the
predecessor using a cryptographically secured
reference. Directed acyclic graph (DAG) which stores
transactions in a sequence data structure [12].
Hashgraph distributed ledger technology that uses a
DAG data structure to store transactions. Holochain
DLT uses a peer-to-peer network to store data and
each node in the network stores only its data. Tempo
(Radix) DLT uses a unique data structure known as
Radix Tree to store transactions [3]

A. Types of DLTs Based on Architectural Data
Structures

Blockchains is the widely used type of DLT that has it
data structure configured in that it stores data and
transactions in form of a chain of blocks. Each block
produces a unique hash that can be used as a proof to
validate transactions. Each node also has a copy of the
ledger which make it more transparent [13].
Blockchain technology can either be grouped based on
their architectures as public blockchains or private
blockchains which is either permissioned or
permissionless [14]. Both types of blockchains
provide a peer-to-peer network which offers a
decentralized and immutable ecosystem which are
synchronized via different protocols which include use
of smart contracts or consensus protocols like proof-
of-work or proof-of-stake or both [15].

Directed acyclic graphs (DAG) has an architectural
design that is composed of nodes and arrows between
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nodes. The DAG data structure organizes and orders
data as a series of activities that is used to bring
consensus. Each directed edge has a certain order that
is in turn followed by the node. Every DAG starts with
a node that has no parents and with one that has no
kids. The validation of the transactions in the network
requires the majority support from the most nodes.
Every node in the network is expected to provide a
proof of transactions on the ledger and then be in a
position to initiate a transaction. This means that each
node has to verify at least two of the previous
transactions on the ledger in the network to form their
transactions [16].

Hashgraphs is a DLT type that transactions are
recorded and stored in a form of a directed acyclic
graph, but it employs a different type of a consensus
mechanisms that uses virtual voting with an aim of
gaining network consensus. This means that the nodes
in the network then do not need to validate each of the
transactions in the network [17]. Holochain DLT is
decentralized than blockchain. Its data structure
proposed that each node to run on a chain of its own,
with nodes or miners having the freedom of operating
autonomously. It basically designed to use the agent-
centric structure which means that agent are
computers, nodes, and miners [18]. Lastly, the Tempo
or Radix uses a method of making a partition of the
ledger known as sharding which means that all the
events that happen in the network are ordered. This
implies that the transactions are added to the ledger on
the basis of the order of the event than the timestamp
[19]. A summary of the types of DLTs based on their
architectures is shown in the Fig 1.
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Blockchain

Hashgraph

!

The transaction
records are stored
in the ledger in the
form of a chain of
blocks. It contains
every single record
of each transaction

The foundation of
hashgraphs is
consensus building.
Nodes do not have to
validate transactions
on the network

Directed Acrylic
Graph (DAG)
Transactions are
stored in a sequence
data structure. Nodes
verification of
previous two
transactions aids in
transaction
confirmation

Holochain is a
type of DLT,
which moves
from data-centric
structure to
agent-centric
structure

Radix or Tempo
is a type of DLT
in which
transactions are
added on the
ledger in the
order of events
rather than time

Fig 1: Types of DLTs [20]

B. Common DLTs Data structures
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DLT system is based on a shared data structure or
ledger that has a set of crucial features the most
important of which are usually persistence,
transparency,  standardization and  censorship
resistance. Within which they have a set of
information states, property rights, functions and
relations defined by a DLT system protocol [13]. The
distributed ledger provides an authoritative version of
records at a moment in time that is both shared
amongst the users of the system and updated over time
as users engage with one another via the distributed
ledger system. DLTs use either linear or linked,
complex and hybrid data structures [9]. The Fig 2
shows some examples of the data structures used by
various types of distributed ledger technologies.

Blockchain Tangle Hashgraph Sidechain

List of Linked
usts

Fig 2: An Overview of the Existing DLTs
Architectural Layout [13]
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C. DLT Algorithms and Protocols

DLTs are implemented in various algorithms and
protocols. According to Zheng and others [21] DLTs
algorithms can either be consensus algorithms which
implies that the DLT implements protocols that make
sure all nodes (device on the distributed ledger that
maintains the ledger and (sometimes) processes
transactions) are synchronized with each other and
agree on which transactions are legitimate and are
added to the ledger. A protocol is a set of rules that
govern how the distributed ledger system operates.
These rules establish the basic functioning of the
different parts of the system, how the nodes interact
with each other, and what conditions are necessary for
a robust implementation of the ledger [22].

In addition, blockchains can be implemented using
smart contracts protocols. A smart contract [23] is a
computer program stored on the decentralized
blockchain network that executes the terms defined
inside of it. The contract only runs when it is invoked
to do so by an external event or if some predefined
condition is met. According to [24] smart contract is
also a computer protocol intended to digitally
facilitate, verify, or enforce the negotiation or
performance of a contract. Smart contracts allow the
performance of credible transactions without third
parties.

The common consensus algorithms in DLT include
Proof-of-Work (PoW), Proof-of-Stake (PoS), Proof-
of-Authority, Proof-of-Elapsed Time, Proof-of-
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Importance, Proof-of-Capacity, Proof-of-ldentity,
Proof-of-Activity, byzantine fault tolerance, delegated
proof-of-stake, delegated byzantine fault tolerance or
practical byzantine fault tolerance or delegated
byzantine fault tolerance (dBFT), stellar consensus
protocol and ripple protocol consensus algorithm each
explained in the section below.

i. Proof-of Work

According to [25] Proof-of Work (PoW) is the original
consensus algorithm in a distributed ledger network.
In Blockchain, this algorithm is used to confirm
transactions and produce new blocks to the chain.
With PoW, miners compete against each other to
complete transactions on the network and get
rewarded.

Proof-of-Stake (PoS)

The other one is Proof-of-Stake (PoS) is a consensus
algorithm for blockchain networks that is based on a
randomly selected state of validators who “stake” the
native network tokens by locking them into the
blockchain to produce and approve blocks. This
concept is commonly applied in Bitcoin's transactions
where its states that a person can mine or validate
block transactions according to how many coins he or
she holds. This means that the more Bitcoin or altcoin
owned by a miner, the more mining power he or she
has. (PoS) is a type of consensus algorithm by which
a cryptocurrency blockchain network aims to achieve
distributed consensus [26].

Delegated Proof-of-Stake (dPoS)
Delegated Proof of Stake is different for Proof of Stake
in its approach. dPOS is not entirely decentralized
which implies that the network stakers do not have the
ability to validate the blocks but they choose delegates
who validate each transaction in the distributed
network [27].

iv.  Proof-of-Authority

Proof-of-Authority consensus algorithm is commonly
used in private distributed networks since it is used
entirely for the centralized systems based on
reputation of trusted parties participating in the
blockchain network. This implies that only the chosen
and approved accounts by the system administrator are
validated to be shared across the network. Validators
stake their own identities and reputation instead of
their resources [28].

v.  Proof-of-Elapsed Time (PoET)

Proof-of-Elapsed Time (PoET) consensus algorithms
is widely used for permissioned Blockchain network
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Vi.

vii.

and it that chooses the next block using fair means.
Every validator on the distributed ledger network gets
a fair chance to create their own block. All nodes in
the network wait for a random time and add the proof
of their waiting time in the block. These created blocks
are then in turn broadcasted in the network for all the
other nodes to consider. The block from the winning
validator node is then appended into the Blockchain.
Other mechanisms are used to check, ensure, stop and
regulate one node from always winning the election at
all times [29].

Proof-of-Importance
Proof of importance (POI) consensus algorithms uses
a decision-making process for a group of nodes in a
distributed ledger network where the individual
participants of the group constructs and supports the
decision that works best for all the members in the
distributed ledger network. It models a win-win model
for the network as the consensus only agrees to what
will benefit the majority members by voting for what
is beneficial for all participants in the network and not
favoring one node [30].

Proof of identity (Pol)
Proof of identity (Pol) this consensus algorithm is
attached to cryptographic confirmation of authorized
identity using the user’s private key. This means that a
block of data can be created and managed by each
identified user in a network and presented to others in
the distributed ledger network [31].

viii.  Proof of activity (PoA)

Proof of activity (PoA) in this consensus algorithm,
the miners are expected to solve the cryptographic
problem as soon as possible using electric energy and
hardware. But, when one comes across a given set of
blocks in the network the only information known to
them is about the identity and reward transaction of the
winner [32].

ix.  Proof-of-Capacity (PoC)
In the Proof of Capacity consensus, validators are
supposed to invest their hard drive space instead of
investing in expensive hardware or burning coins. The
more the hard drive space validators have, the better
their chances of getting selected for mining the next
block and earning the block reward [33].

X.  Byzantine fault tolerance (BFT) or Practical
Byzantine Fault Tolerance (PBFT) or delegated
byzantine fault tolerance (dBFT)

Byzantine fault tolerance or practical byzantine fault
tolerance or delegated byzantine fault tolerance is a
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consensus algorithm that was designed to solve
problems associated with Byzantine Fault Tolerance
in the distributed and blockchain environments [34].

Proof of Burn (PoB)

Proof of Burn is a consensus algorithm that validators
“burn” coins by sending them to an address from
where they are irretrievable. When the validators burn
coins it implies that they commit the coins to
unreachable address hence get a privilege to mine on
the system based on a random selection process. This
means that the validators have a long-term
commitment in exchange to their short-term loss. This
consensus algorithm is applied in Bitcoin mining
process. The disadvantage with this type of consensus
algorithm is that it wastes resources needlessly which
implies that mining power goes to those who are
willing to burn more money [12]

Stellar Consensus Protocol (SCP)
Stellar consensus protocol (SCP) also known as
federated Byzantine agreement (FBA) is a consensus
algorithm that achieves robustness through quorum
slices where individual trust decisions made by each
node that together determine system-level quorums.
These Slices bind the blockchain system together [35].

Ripple protocol consensus algorithm (RPCA)
Ripple protocol consensus algorithm (RPCA) takes
advantage of the network topology when it holds
several sub-networks with poor connections between
them. It is applied every few seconds by all nodes, in
order to maintain the correctness and agreement of the
network [36].

D. Properties of Consensus Algorithm

According Yadav, Shikha, Gupta and Kushwaha [37]
there are numerous consensus algorithms used in
DLTs designed as per the requirements of various
applications yet they share some common design
properties like:

Termination which implies that the whole process
of getting a consensus must be ended at some point
and every node or agent should decide on a single
value.

Cooperative which means that every node involved
in consensus process must work together with
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other nodes in the distributed network by forfaiting
all their individual interests working as a team with
the aim of achieving consensus.

Agreement seeking where each consensus
algorithm should be designed with the aim of
bringing maximum agreement from all the nodes
in the network as possible.

Collaborative effort where individual nodes in the
distributed network should collaborate for the sake
of the entire group.

Egalitarian in nature that implies that consensus
algorithm should have equal voting value. This
means that no vote should have more value or less
value than the other vote in the distributed ledger
network.

Inclusivity which implies that the consensus
algorithms should be designed with an aim of
bringing many entities together as possible. This
means that every entity in the distributed ledger
must feel that their vote holds value in the
consensus and none is less valued.

Integrity must be maintained as a priority. This
means that if a certain value is denoted to correct
the consensus process, then the same value should
be used to correct the consensus process.
Participatory of every node in the distributed
ledger network.

E. DLTs Architecture

Distributed  ledger  technologies  support a
decentralized architecture that allows multiple nodes,
agents or actors that do not know or trust each other in
the network to securely interact under defined
conditions [1]. DLTs architectural design is
constructed into three interdependent core layers
namely Protocol, Network, and Data [38]. The
protocol layer defines the set of software-defined rules
that determine how the distributed ledger system
operates, the network layer is the interconnected actors
and processes that implement the protocol and the data
layer allows information flow through the distributed
ledger system that has a specific meaning in
relationship to the design and functions of the system.
The DLT architecture layout is shown in the Fig 3
below:
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Protocol Genesis Inter-System Codebase Rule
Layer Component Dependencies Creation Initiation
Alteration Protocol Protocol
Component Governance Change
Network Communications Transaction
)
Layer Component :Ec“::;k Data Broadcast Initiation
Transaction Conflict Incentivised
Processing Record Resolution Transaction
Component Proposal Rule Processing
Validation Transaction Record Transacton
Component Validation Validation Finality
Operations Protocol Programmatically- Locus of
Data " executed
Layer Execution
Layer Component ve Transactions
Journal Reference
Component

F. Challenges with existing Distributed

Fig 3: DLT System Architecture Anatomy [38]

ledger

Technologies architectures, algorithms and data

structures

The study also revealed that there some challenges

with the existing distributed ledgers architectures,
algorithms and data structures. These challenges

include:

Scalability of distributed

ledger technologies
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(DLTs): As the number of transactions and
participants’ increases, the network can become
slower and less efficient. This is particularly
important for public DLTs using blockchains like
Bitcoin, where the entire network needs to validate
each transaction before storing and approving it
[39]

Energy Consumption: High energy consumption
associated with some consensus algorithms, such
as Proof of Work (PoW) . The computational

V.
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power required for mining new blocks in PoW-
based DLTs like blockchains can be energy-
intensive and environmentally unsustainable [40].
Privacy and Confidentiality: Maintaining privacy
and confidentiality of data on a distributed ledger
can be challenging. While the ledger itself may be
transparent and immutable, ensuring that sensitive
information is not visible to unauthorized parties
can be a complex task that requires a multi-level
security measures [41]

Interoperability: ~ Achieving  interoperability
between different distributed ledger technologies
is a challenge [40]. As there are various types of
DLTs with different architectural designs, data
structures and consensus algorithms, integrating
them and enabling seamless communication and
data exchange can be difficult [3].
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Governance and Regulation: Distributed ledger
technologies often operate in a decentralized
manner  without a central authority or
administrator. This poses challenges in terms of
governance, regulation, and legal frameworks, as
there may be a lack of clarity on responsibilities
and accountability of the participating nodes [42].
Adoption and Integration: The adoption and
integration of distributed ledger technologies into
existing systems and processes can be challenging
for organizations. Implementing DLT requires
changes in infrastructure, workflows, and business
models, which can be disruptive and costly to these
organizations [43].

CONCLUSION AND RECOMMENDATIONS

Distributed ledger technology is a technology that
allows data storage in a decentralized ledger and a
distributed database that allows communication
between the nodes through a peer-to-peer network.
DLT uses consensus mechanisms and algorithms to
secure and maintain its database. Over the years DLT
ecosystem has developed different consensus
algorithms which most of the popular ones have been
discussed in this paper. The paper summarizes the
DLT architectures by showing the three architectural
layers protocol, network and data and gives an
overview of the common data structures used in the
DLT applications. Thus, the choice of the right
consensus algorithm is dependent on the DLT type and
application that one intends to use. Some of the
challenges with  existing distributed ledger
architectures, data structures, and algorithms include
scalability, energy consumption, privacy and
confidentiality, interoperability, governance and
regulation, as well as adoption and integration.
Overcoming these challenges is crucial for the
widespread adoption and successful implementation
of distributed ledger technologies in different sectors.
For future studies the study proposes an in-depth study
of specific architecture, algorithms and data structure
for each on the DLTs.
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