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Abstract- Security agencies, academic institutions,
and business sectors have been actively researching
security issues and putting various security-
enhancing solutions into place. The applications of
mobile Al systems have been used in various
domains to combat security threats and terrorism. In
this effort, most developed systems could not store the
user's common routes, supervise the user as they
move from one place to another, and automatically
send alerts in case of any anomaly. The study focused
on designing an Al system that can assist the NAF in
combating terrorism using an Android mobile app.
The objectives of designing a location tracker,
building an Al model, and testing the suitability of
the prototype were achieved. The app prototype was
developed using Structured System Analysis and
Design Methodology (SSADM) using Java 2 Micro-
Edition (J2ME) application in which a GPS-enabled
mobile phone obtains and transmits its position data
(latitude/longitude), route name, and speed to an
internet-connected database server at 10-second
intervals. An optimal method for detecting deviations
from the pre-planned route and speed range can be
developed in the route-geo-system application which
connects to the server and retrieves position data to
determine whether it is within the specified route and
whether the user is traveling at the appropriate speed.
For better implementation of such systems, it is
advised to employ secondary locating techniques,
The application running on the mobile phone should
use tools like critical point algorithms to limit the
number of requested GPS fixes to a minimum to save
power, UDP should also be employed and the GPS
chip can also be incorporated into other objects.

I INTRODUCTION
The world is an information society, where the
standard of living and the probability of security,

social, economic, and development depend on
information and its positive use. Artificial intelligence
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(Al) has been used in various fields and areas of
specialization such as facial recognition systems,
biometric systems, manufacturing robots, unmanned
aerial vehicles (UAVSs), drones, satellite systems, self-
driving cars, smart assistants, proactive healthcare
management, cross-team chat room, social media
monitoring and many more. Darrel and John (2018)
stated that a truly transformative capability requires
visual intelligence that enables these platforms to
detect operationally significant activity and report on
that activity so warfighters can quickly focus on
important events. Al is an excellent technology that
can be used in all fields. Imagine the application of the
above systems in military and other security
architectures that can be applied to various systems,
applications, and existing technologies (Laskowski,
2022).

Artificial intelligence technology is the idea of making
machines reason, think, and act humanely and
logically using sets of algorithms (Okwor, 2022).
Artificial intelligence is not new, but it has become
more important now due to recent improvements in
big data analytics, machine learning, and deep
learning. Sometime back, Al continued to positively
change various aspects, leading to the modern
industrial revolution. Using Al technologies, a bank of
data can easily be transformed into important
information or knowledge.

Proposed System

The client-side application software, which includes
the user interface and strategies for learning the user's
location, is run on the mobile device. The internet is
utilized to transmit data from the client to the server
using the cellular network, the second important
component. The data is posted to the database server
in this work using HTTP. Figure 3.1 depicts the
organogram of the tracking device. The paper
describes a mobile phone location tracking system that
has the following attributes:
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i. An Android application prototype that can be used
for detecting deviations from the predetermined
route and speed range.

ii. The prototype can be used to develop applications
that can track the last location of users mobile
phones. Admin can monitor how frequently their
troops go to a particular place.

iii. Itcan also be used by the NAF to build an app that
can track the location of their personnel and
logistics.

iv. Previous locations can also be tracked.

Il. ANALYSIS OF THE PROPOSED SYSTEM

A system analysis is a collection of interconnected or
interacting components that form an integrated whole.
A system collaborates to complete a task to achieve a
set of objectives. An analysis is a detailed examination
of something's elements or structure, usually as a basis
for discussion or interpretation. It entails the
systematic examination and evaluation of data or
information by disassembling it to reveal its
interrelationships (Varol and Abdulhadi, 2018).

The process of gathering and interpreting facts,
diagnosing problems, and using the facts to improve
the system is known as system analysis. What a system
should do is specified by system analysis. In system
analysis, more emphasis is placed on comprehending
the details of an existing system or a proposed one, and
then determining whether the proposed system is
desirable or not, as well as whether the existing system
requires improvements. As a result, system analysis is
the process of identifying problems, investigating a
system, and using the information to recommend a
system for better improvements (Nwakanma, 2018).

Analysis of the current or existing system with the goal

of the proposed system typically reveals the strengths

and weaknesses of an existing system or proposed

system, opportunities and threats presented by the

environment, resources required to carry out, and,

ultimately, the prospects for success. System analysis

entails the following steps:

i. ldentifying the drawbacks of the existing system

ii. ldentifying the need for conversion

iii. Performing a feasibility study

iv. ldentifying hardware, software, and database
requirements
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v. The Al system route detection and tracking
application framework would be designed and
when deployed on android enabled devices where
users can be tracked via the application, the server
will send to the device's Google locator which in
turn gathers facts on the information of the user,
such as location name and geographical area, etc.

Ill.  RESULTS AND DISCUSSION

This chapter presents the results of the research. It
provides a prototype for the proposed system. It
contains a section on the design and testing involving
the prototype of an Al system in Combating
Terrorism. The Al application system for detection,
tracking, and sending alerts in case of any deviation
consists of an app cover symbol, login interface,
management dashboard, and SMS alert format in case
of deviation.

4.2 User Interface

This is the point of human-computer interaction and
communication in a device that displays. It is also the
way through which a user interacts with an
application.

NAF INT LOC

Plate 1: User Interface Background.

4.2.1 Login Interface

This interface consists of two compulsory fields
namely, User ID and Password. This step is important
as it provides access only to authorized app users. This
is where the user logs in and identifies his destination.
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Plate 2: Login Interface.

4.2.2 Management Dashboard

The management dashboard gives the user exact
location latitudes and longitudes, and the zoom in and
out that helps the user see a clear picture of the map.
The user clicks on the search pointer to type his
destination routes then routes coordinates are sent to
the server for comparison to detect any anomaly.

Management Dashboard

Welcome

Current Lat: 10.5864165
Long: 7.4488813
Accuracy:
1899.9990234375
. %

Plate 3: Management Dashboard.

4.2.3 Management Dashboard Menu

The dashboard gives the user access to the menu where
he can sign out after reaching his destination he can
view his present location and the exact coordinates.
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Plate 4: Management Dashboard Menu
CONCLUSION

An ideal security system prototype has been created.
By identifying any deviations from the user's, it makes
the most of its ability to monitor the users. The
system's initial client-side application runs on the
user's GPS-enabled, J2ME-capable mobile phone and
regularly transmits position data to an internet-
connected database server every 10 seconds. It was
designed utilizing the J2ME Mobile Information
Device Profile from Sun (MIDP). As an emulator and
testing environment, Netbeans WTK was employed.
So that the user's movements may be successfully
tracked and managed, the route-geosystem program
(the second client) then selects the position data from
the database and compares the received information
with the already stored route data. If the user is
following the correct path, the app checks to see if
their speed is within the established limitations and
sends an SMS alert to the admin phone informing them
of the deviation.

Commercially available GPS-enabled mobile phones
offer a small form factor with wireless
communications and GPS hardware. Public ownership
of these Compatible devices lowers possible
deployment costs and necessitates simply the release
of a software program. As a result, this system may be
quickly and cheaply built because there is no need for
a second phone; instead, the user can use the same
phone for both communication and this application.
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It may be stated that it is possible to create Location
Services and security applications via J2ME since all
of the work's goals were met.
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