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Abstract- The development of quantum computing 

technology poses a direct threat to traditional 

banking cybersecurity layers and escalates concerns 

about customers’ trust in banks safeguarding 

sensitive data. This research examines customer 

trust and institutional preparedness perceptions 

pertaining to quantum risks through a survey of 

bank clients and professionals in the security 

industry. Results (simulated n = 120) indicate 

customers are somewhat confident in the banks’ 

cybersecurity systems, but there is a low to moderate 

awareness of quantum risks among customers and 

technical teams, respectively. There are significant 

gaps in the perceived and actual institutional 

preparedness for responding to quantum computing 

threats (strategy for securing bank information 

systems, PQC roadmaps, customer communications, 

and security audits). The study suggests preparation 

to counter quantum computing threats through 

reverse information campaigns, trust-framework 

technologies, proactive security architecture, and 

dual-logic cryptographic systems at the vendor level. 

 

Index Terms : Customer, Trust, Data, Quantum, 

Data Protection 

 

I. INTRODUCTION 

 

The transformation brought about quantum 

computing is one of the most marked in the history of 

information security technology, offering a specific 

challenge to the financial industry. Unlike traditional 

computers, quantum computers make use of 

superposition and entanglement, principles of 

quantum mechanics, to potentially perform certain 

computational tasks many times faster than classical 

computers. This shift in technology is going to make 

many current cryptographic protocols useless (Shor, 

1994; Preskill, 2018). For the banking industry, 

which relies on secure digital systems to defend 

customer information, this creates a challenge in 

preserving secrecy, accuracy, and trust. Trust is 

foundational in customer–bank partnerships and 

shapes not only retention rates but the uptake of new 

financial services (Lankton, McKnight, & Tripp, 

2015; Balasubramanian et al., 2021).  It is an 

immediate threat in the form of quantum computers 

leading to the faster breaking of algorithms such as 

RSA and ECC, as they have long been used as the 

foundation of public-key cryptosystems. There is a 

global quantum risk assessment underway, looking to 

evaluate the impact quantum computing has on 

cryptosystems. Mosca (2018) and Chen et al. (2016) 

further highlight the risk quantum algorithms pose 

when paired with powerful quantum processors. As 

an example, the post-quantum cryptography (PQC) 

efforts of NIST have focused on developing quantum 

encryption standards (NIST, 2022). However, those 

in control need to verify that clients are satisfied. 

Customers’ online and mobile banking adoption 

hinges on the perceived security measures in place as 

mentioned in prior studies (Gefen et al., 2003; 

Oliveira et al., 2017). In the quantum age, this 

perception will need to rely on more than just trust in 

quantum-resistant measures; it will rely on trust in 

financial institutions’ governance and communication 

frameworks.  

 

Trust hinges on timing. Failure to implement 

quantum encryption techniques in a timely manner 

could lead to what Mosca and Piani (2019) described 

as a “harvest now, decrypt later” take advantage of 

the data capturing scenarios. Exploitation of such 

vulnerabilities could lead to eroding the already 

fragile trust the general public has in the entire 

financial system. Trust, particularly in the financial 

and personal security domain is extremely fragile and 

once broken is exceedingly hard to mend (Beldad, De 

Jong, & Steehouder, 2010). Therefore, understanding 

how customers perceive banks’ readiness for the 
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quantum era is vital for both strategic decision-

making and regulatory compliance. 

 

This research explores how customers trust banks to 

protect their information against quantum threats 

within the scope of technological preparedness, 

customer awareness, and institutional transparency. It 

seeks to provide practical recommendations to 

financial service providers, regulators, and even 

cyber-safety professionals by analyzing trust 

dynamics to help these stakeholders manage the 

forthcoming paradigm shift.   

 

II. LITERATURE REVIEW 

 

In the banking industry, the trust of the customers is 

regarded to as the customer’s confidence in the 

financial institution's capacity to protect the 

information. The rise of quantum computing poses a 

serious challenge to data security, especially in the 

banking industry. Quantum computers pose a serious 

threat to the banking security infrastructures that rely 

on public key cryptography. RSA and ECC are two 

widely utilized public key cryptosystems that are 

easily compromised by quantum computers using 

Shor's 1994 factorization algorithm (Mosca, 2018). 

This concern has intensified the search for quantum-

resistant, or post-quantum, cryptography (PQC) 

which seeks to create algorithms that are secure 

against both classical and quantum computers (Chen 

et al.,2016). 

 

Customer trust has always rested upon the pillars of 

transaction safety and secure private information 

handling. Nowadays, such confidence is under fresh 

scrutiny within the framework of quantum-era risks 

(Romanosky, 2016). Trust theory states that customer 

confidence is granted by a sustained perception of 

competence, integrity, and transparency within the 

organization’s operational context (Mayer, Davis, & 

Schoorman, 1995). In the quantum computing era, 

competence is measured by how well the institution 

is able to respond to and defend against newer threats 

to its cryptographic systems.   

 

Security breaches are especially detrimental to 

customer trust, with lasting damage to an 

organization's reputation and finances (Ponemon 

Institute, 2022). Responding to quantum threats 

within the financial sector is a technological 

challenge, but it also a strategic necessity to 

strengthen trust and confidence in the institution 

(Campbell-Verduyn & Goguen, 2020). While many 

customers will not have specialized knowledge of 

PQC, a bank’s perceived preparedness to respond is 

shaped by its actions, including advertising 

cybersecurity policy, the bank’s adoption of NIST 

standards, and independent safety reviews (Bindseil 

et al., 2022). 

 

Additionally, trust has been found to relate 

significantly to the perceived level of security and 

data protection of a given organization (Bartsch & 

Dienlin, 2016). In the case of banks, this means that 

they need to inform clients about the quantum risks 

that they need to be aware of and the quantum steps 

that are taken to mitigate trust issues so that 

information trust is built, and information disclosure 

is practiced fully. Lack of information and 

knowledge can lead to skepticism and uncertainty, 

especially due to the coverage of high-profile cyber 

hacking stories (Wang et al., 2020).   

 

Customer trust can also be influenced by legally 

defined frameworks. For example, the General Data 

Protection Regulation (GDPR) from the EU and 

counterpart laws within a nation provide avenues for 

customers to sue as well as a baseline level of 

security which increases the customers’ trust (Voigt 

& Von dem Bussche, 2017). However, the issues 

presented by quantum computing may need to be 

addressed by new policies and frameworks for the 

industry to be relevant (Mosca & Mulholland, 2017). 

To sum up, the literature shows that customer 

confidence in banks’ capacity to safeguard 

information during the quantum era is influenced by 

several factors, including technological readiness, 

compliance with existing laws, interactivity with 

customers, and concerns expressed through 

transparent channels and through proactive 

engagement with emerging cryptographic standards. 

Transitioning to quantum-resistant encryption is 

much more than a technological change; it is a 

fundamental trust-maintaining action in the context 

of the changing financial environment.   
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III. METHODOLOGY 

 

3.1 Research design   

 

A mixed-target questionnaire was developed to 

gather customer perceptions with regard to banks’ 

cybersecurity and quantum risk awareness, as well as 

practitioner-reported readiness indicators. This 

methodology captures both trust from the demand-

side and readiness from the supply-side so that 

alignment may be evaluated.   

 

3.2 Population and sampling   

 

Two groups of respondents were selected: (1) 

customers of retail banks (general public) and (2) 

professionals in banking information technology and 

security (CISOs, security managers). For the 

purposes of this paper, I present results (n = 120) 

integrating both perspectives to illustrate analysis and 

interpretation. 

 

3.3 Questionnaire structure 

 

Section A - Demographics: Age group, distinguishing 

between customer vs. professional, geographic 

region, and professional role.   

 

Section B - Putting customer considerations aside, 

trust in data protection perceived by customers 

synchronization to bank standards (5 point Likert 

scale), awareness level concerning prospective 

quantum threats, preferred level of engagement in 

communication concerning quantum risk.   

 

Section C - For professionals: Presence or absence of 

PQC roadmap, cryptographic asset inventory, 

customer communication strategies, and PQC pilot 

activity (Yes/No/ Likert scale).   

 

Analysis   

Responses are reported using descriptive statistics, 

including frequency and percentage calculation. 

Three tables comprise: (1) trust and awareness by 

customers and their demographic, (2) concerns and 

expectations regarding quantum risks, and (3) actions 

by institutions deemed visible to the customers. Each 

table is followed by an analysis interpretation.. 

IV. FINDINGS 

 

Table 1 — Customer Trust & Awareness 

 
 

As noted, respondents trusting their bank’s data 

protection capability also remained constant at 72%. 

That is in-line with existing survey data showing a 

more baseline trust in banks (Accenture, 2025). 

However, awareness of quantum computing risk 

remains at 15%. Additionally, a large majority (77%) 

want to be informed if their bank is taking action in 

regard to future risk. That combination of weak 

awareness and strong trust creates a gap of 

vulnerability where a customer may opt to assume 

protection in the absence of bank communication to 

the readiness quantum preparedness. (PwC 2025, 

Capgemini 2024).. 

 

Table 2 — Customer Concerns & Expectations about 

Quantum Risks (n = 120) 

 

Concern / Expectation Frequency 

(f) 

Percentage 

(%) 

Concerned that future 

quantum attacks could 

expose their historical 

data 

60 50.0% 

Expect their bank to 

publicly state PQC 

plans/roadmaps 

78 65.0% 

Prefer plain-language 

customer 

communications (not 

technical) 

90 75.0% 

Would consider 

switching banks if data 

were exposed 

36 30.0% 
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Half of respondents showcase concern in regard to 

long term confidentiality, captured as the ‘harvest-

now, decrypt-later’ angle. A strong majority of 65% 

holds the view that as a primary customer, banks do 

owe a PQC statement or at a minimum provide plans 

for PQC. 75% prefers non-technical, simple and 

direct language. Only 30% said they would switch 

banks if their data were exposed, which remains an 

economically meaningful figure. This shows that the 

bank’s risk of perceived inaction and reputational 

damage is high (Accenture 2025, WEF 2025). 

 

Table 3 — Institutional Visibility: Actions Customers 

Can See (n = 120) 

 

 

Very few banks (20%) have made public statements 

addressing quantum risks, and an even smaller 

number publicly reports PQC pilot projects. While 

nearly 30% have internal roadmaps, actions visible to 

consumers (i.e., security communications) occur in 

only 36.7% of cases. This lack of visible action doing 

contrasts with customer expectations (Table 2) and, if 

customers believe they are uninformed, can risk trust 

(BIS, 2025; Accenture, 2025). 

   

CONCLUSION 

 

Currently, customers largely trust banks, but they 

remain largely uninformed in the quantum-er risk 

landscape and expecting straightforward 

communications regarding banks’ preparation 

(Accenture, 2025; PwC, 2025). At the same time, 

many banks PQC activities are internal and still 

nascent, and there are few, if any, public-facing 

quantum readiness communications. This gap 

between expectation and preparedness could risk 

trust as quantum concerns become more widely 

recognized or in the event of an incident. In order to 

strengthen trust, banks must pair proactive, customer-

centric communications and governance with 

technical readiness. 

 

RECOMMENDATIONS 

 

1. To ensure proactive and transparent 

communication with clients, publish an easy-to-

understand PQC statement, detailing the current 

bank activities—such as inventory and pilots—as 

well as future plans referring to the roadmap. 

Capgemini (2024) highlights the importance of 

articulating customer protection measures in 

simple terms and how the bank plans to uphold 

these in the future.   

2. Adopt a dual communication approach articulated 

as, ‘one for clients, the other for the retail clients. 

’Accenture (2025) explains the need for tailored 

technical communication for retail clients, while 

also, providing continuous, straightforward 

reassurance messages to quell fears for retail 

clients.   

3. Executives publish tailored communications and 

assurances and accelerate PQC pilots with 

documented independent assurances, as cited in 

NIST and BIS. Through publicly cited third-party 

PQC assurances, trust and transparency is 

fostered while providing independent affirmation 

to claims.   

4. Permitting clients to adjust easily to rapid 

technical change enhances the customer 

experience. Thus, showing PQC curriculum and 

rewarding vendors for pilot achievements, while 

embedding PQC milestones into vendor 

dashboards portrays tangible progress.   

5. “Train frontline teams to tackle any simple 

quantum protective measures and risks inquiries”. 

This quote fosters confidence that all customer-

service teams actively work towards protecting 

bank clients and also offsets any bank quantum 

risks.   

6. WEF (2025) and BIS (2025) focus on the need to 

unify and standardize communications with 

supervisory expectations through consortia. 

Therefore, aligning industry expectations and 

communication with supervisory expectations 

helps unify regulatory and organizational 

communication frameworks. 
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