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Balancing CAP: Achieving Eventual Consistency in
Distributed Systems Using CRDTs and Kademlia DHT

KELECHI M ONYEKWERE

Abstract- Distributed systems face fundamental
challenges when balancing consistency, availability,
and partition tolerance as described by the CAP
theorem. While Kademlia Distributed Hash Tables
(KDHT) provide excellent availability and partition
tolerance, they struggle with  consistency
guarantees. This paper explores how Conflict-free
Replicated Data Types (CRDTs) can be integrated
into KDHT architectures to achieve eventual
consistency without compromising high availability,
enabling the development of resilient distributed
applications that preserve data integrity even in the
presence of network partitions. I present a
comprehensive theoretical framework, detailed
implementation strategies, performance analysis,
and demonstrate the approach through multiple
case studies, including distributed counters, and
collaborative text editing. Our analysis shows that
this integration provides strong eventual consistency
guarantees while maintaining the scalability and
fault tolerance benefits of decentralized systems.

Index Terms- Consistency, CRDT, DHT, Eventual
Consistency, Kademlia

L INTRODUCTION

A. The Distributed Systems Landscape

Modern applications increasingly rely on distributed
systems to achieve enhanced scalability, improved
fault tolerance, and greater responsiveness by
distributing computing resources across networks.
These systems offer significant advantages, including
geographic  distribution, load balancing, and
resilience to individual component failures. However,
the decentralized nature of these architectures
introduces fundamental challenges in maintaining
data consistency across independent nodes, especially
during network partitions.

Traditional approaches to consistency often rely on
strong consistency models such as linearizability,
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which ensures that all operations are executed as if
they occurred on a single machine, despite data being
distributed across multiple replicas. Achieving this
level of agreement typically necessitates coordination
among replicas through consensus protocols,
introducing significant latency and reducing overall
system availability, particularly in large-scale or
geographically dispersed deployments.

This inherent trade-off between consistency
guarantees and system availability becomes
particularly acute in environments characterized by
high network latency, intermittent connectivity, or
large numbers of concurrent users. Real-world
applications such as social media platforms,
collaborative editing tools, and distributed gaming
systems must navigate these constraints while
maintaining acceptable user experience and data
integrity.

B. The CAP Theorem and Its Implications

The CAP theorem, formulated by Eric Brewer and
formally proven by Gilbert and Lynch, establishes
that distributed systems can only guarantee two of
three properties simultaneously: Consistency (all
nodes see the same data at the same time),
Availability (system remains operational and
responsive), and Partition tolerance (system
continues despite network failures). This theorem
fundamentally shapes the design space for distributed
systems.

In practice, network partitions are inevitable due to
router failures, congestion, maintenance, or physical
network disruptions. This reality forces system
designers to choose between consistency and
availability when partitions occur. Traditional
database systems often prioritize consistency through
protocols like two-phase commit, while modern web-
scale applications frequently choose availability
through eventual consistency models.
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The emergence of BASE (Basically Available, Soft
state, Eventual consistency) as an alternative to
ACID properties reflects this paradigm shift. Systems
designed around BASE principles accept temporary
inconsistencies in exchange for improved availability
and performance, with the guarantee that consistency
will be achieved eventually when the system
stabilizes.

II. RESEARCH MOTIVATION AND
OBJECTIVES

This paper addresses the challenge of building
distributed systems that can gracefully handle the
CAP theorem constraints by combining the strengths
of two complementary technologies: Kademlia
Distributed Hash Tables for robust peer-to-peer
infrastructure, and Conflict-free Replicated Data
Types for principled conflict resolution.

Kademlia DHT provides excellent availability and
partition tolerance through its decentralized design
but lacks mechanisms for handling concurrent
updates consistently. CRDTs offer mathematically
guaranteed conflict resolution through commutative,
associative, and idempotent operations, ensuring
deterministic convergence without coordination
overhead.

1) Primary Research Questions:

a) How can CRDTs be effectively integrated
with Kademlia DHT to achieve strong
eventual consistency?

b) What are the performance and scalability
implications of this integration?

¢) How does this approach address real-world
distributed system challenges?

d) What are the limitations and trade-offs of this
architectural pattern?

2) Key Contributions:

a) How can CRDTs be effectively integrated
with Kademlia DHT to achieve strong
eventual consistency?

b) What are the performance and scalability
implications of this integration?

¢) How does this approach address real-world
distributed system challenges?
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d) What are the limitations and trade-offs of this
architectural pattern?

III. BACKGROUND AND RELATED WORK

A. Distributed Hash Tables and Peer-to-Peer Systems
Distributed Hash Tables represent a fundamental
building block for decentralized systems, providing a
scalable key-value store without centralized
coordination. DHTs emerged from the need to
overcome limitations of early peer-to-peer systems
like Napster and Gnutella, which suffered from single
points of failure or inefficient flooding-based search
mechanisms.

The evolution of structured P2P systems began with
systems like Chord, CAN (Content Addressable
Network), Pastry, and Tapestry, each contributing
different approaches to distributed routing and data
placement. These systems demonstrated that it was
possible to achieve logarithmic routing complexity
while maintaining robustness against node failures
and network churn.

Kademlia distinguished itself through several
innovative design choices that improved upon earlier
DHT protocols. Its use of the XOR metric for
distance calculation provides unique mathematical
properties that enable symmetric routing and efficient
routing table maintenance. The preference for long-
lived nodes in routing tables helps maintain network
connectivity, while the iterative lookup procedure
provides better security properties compared to
recursive routing used in other systems.

B. Kademlia DHT: Detailed Architecture

1. XOR Metric and Distance Calculation
Kademlia's foundation lies in its novel use of the
XOR metric for calculating distances between points
in a 160-bit identifier space. Each node and data key
is assigned a unique identifier, typically derived from
a cryptographic hash function like SHA-1. The
distance between two identifiers x and y is defined as
their bitwise XOR: d(x,y)=x P y.

This XOR metric possesses several crucial
mathematical properties:

ICONIC RESEARCH AND ENGINEERING JOURNALS 1131



© AUG 2025 | IRE Journals | Volume 9 Issue 2 | ISSN: 2456-8880

1) Symmetry: d(x,y) = d(y,x), enabling bidirectional
learning

2) Triangle Inequality: d(x,z) < d(x,y) + d(y,z),
ensuring consistent routing

3) Non-negativity: d(x,y) > 0, with equality only
when x =y

4) Identity: d(x,x) =0

These properties enable efficient routing algorithms
and ensure that nodes can build consistent views of
the network topology despite decentralized operation.

1I. Routing Table Structure and K-Buckets

Each Kademlia node maintains a routing table
consisting of up to 160 k-buckets, where k is a
system-wide redundancy parameter (typically 20).
The routing table is conceptually organized as a
binary tree where each k-bucket i contains contact
information for nodes whose IDs fall within the
distance range [2"1, 2"\(i+1)) from the local node's ID.

This logarithmic structure ensures that:

1) Close nodes are known with high probability

2) Distant regions are sampled sparsely but
sufficiently

3) Routing complexity remains O(log n) for n-node
networks

4) Fault tolerance is maintained through k-
redundancy

The k-bucket maintenance algorithm implements a
sophisticated eviction policy that favors long-lived
nodes. When a bucket is full and a new contact is
discovered, the least recently seen contact is pinged.
If it responds, it moves to the tail (most recent
position), and the new contact is discarded. If the old
contact fails to respond, it is removed and the new
contact is added. This policy is based on empirical
evidence that older nodes are more likely to remain
online, improving network stability.

III. Core Protocol Operations

Kademlia's functionality is built upon four

fundamental RPC operations:

1) PING: A simple probe to verify that a node is still
alive and responsive. Used for k-bucket
maintenance and failure detection.
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2) STORE: Instructs a node to store a key-value
pair. The storing node becomes responsible for
serving this data until it expires or is refreshed.

3) FIND NODE: Returns the k closest nodes to a
target ID known by the recipient. This is the
fundamental building block for all lookup
operations.

4) FIND VALUE: Similar to FIND NODE, but if
the recipient has the requested value, it returns the
value instead of node contacts.

1V. Lookup Algorithm and Convergence

The Kademlia lookup algorithm represents a
sophisticated iterative process that efficiently
navigates the distributed hash table to find the k
closest nodes to any target identifier. The algorithm
begins by selecting a (typically 3) nodes from local
k-buckets that are closest to the target. It then sends
parallel FIND NODE queries to these nodes.

Upon receiving responses, the algorithm maintains a
sorted list of discovered nodes based on their XOR
distance to the target. In each iteration, it selects the a
unqueried nodes closest to the target and sends
additional FIND NODE requests. The process
continues until no closer nodes are discovered in a
round, ensuring convergence to the k closest nodes in
the network.

This iterative approach provides several advantages:

1) Fault tolerance through parallel queries

2) Exponential convergence to target location

3) Resilience to malicious nodes providing false
information

4) Ability to learn routing information during
lookups

C. Consistency Challenges in Distributed Hash
Tables

1. Fundamental Consistency Problems

The original Kademlia protocol, in its foundational
design, notably lacks inherent mechanisms for robust
data conflict resolution. This responsibility is largely
deferred to higher application layers built upon the
DHT. Nevertheless, ongoing research has proposed
various enhancements to address these limitations.

While Kademlia provides excellent availability and
partition tolerance, its eventual consistency model,
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which it assumes through redundancy and periodic

refreshes, leads to several challenging scenarios:

1) Concurrent Write Conflicts: When multiple
clients simultaneously update the same key during
network partitions, the system lacks mechanisms
to merge these updates coherently. Traditional
last-writer-wins approaches result in data loss, as
the system cannot distinguish between concurrent
updates and superseding updates.

2) Read Inconsistency: The iterative lookup process
may return different values for the same key
depending on which replicas are contacted first.
Since lookups terminate upon finding any value,
clients may observe stale or conflicting data even
when more recent versions exist elsewhere in the
network.

3) Partition Healing Conflicts: When network
partitions heal and previously isolated node
groups reconnect, there is no principled method
for reconciling divergent states that evolved
independently during the partition period.

1I. Temporal Ordering and Causality Issues
Kademlia's lack of global clock synchronization or
vector clock mechanisms means that the system
cannot establish causal relationships between
operations. This limitation becomes particularly
problematic in scenarios involving:

1) Causal Dependencies: When operation B should
logically follow operation A, but they occur on
different partitions

2) Session Consistency: When a client expects to see
its own writes reflected in subsequent reads

3) Monotonic Read Consistency: When a client
expects that successive reads return increasingly
recent data

11l. Data Loss Scenarios

Consider a distributed counter initialized to zero,
replicated across two nodes, Node A and Node B.
Suppose a client sends 100 increment requests to
Node A, and another client concurrently sends 100
increment requests to Node B. In that case, both
nodes will process their respective requests locally,
each reaching a state of (value: 100, version: 100).
When Node A and Node B subsequently exchange
their states, a simple version comparison will show
that neither version is "greater" than the other.
Consequently, both nodes will converge to a final
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value of 100. However, the actual number of
increment operations across the system was 200 (100
from Node A + 100 from Node B).

Initial State: (value: 0, version: 0)

Node A: 100 increments — (value: 100, version:
100)

Node B: 100 increments — (value: 100, version: 100)
Merge Result: (value: 100, version: 100) // 100
operations lost

This scenario demonstrates how naive versioning
schemes fail to capture concurrent operations,
resulting in data loss and inconsistent final states.

In a collaborative document editing scenario where
multiple users edit different sections of a document
stored in a KDHT:

type Document struct {
Content map[int]string

Version 1int

func simulateConflictingEdits() {

docA:=Document{

Content: map[int]string{1: "Hello
World", 2: "Second Line"},
Version:1,
}

docB:=Document{
Content: map[int]string{1: "Hello", 2:
"Modified second Line"},
Version:1,

}
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D. Conflict-Free Replicated Data Types: Theoretical
Foundation

I Mathematical Foundations

Conflict-Free Replicated Data Types (CRDTs) are a
class of data structures specifically designed to
enable consistency in distributed systems by allowing
independent and concurrent updates to any replica
without requiring coordination.

Conflict-Free Replicated Data Types represent a
mathematically rigorous approach to achieving strong
eventual consistency in distributed systems. CRDTs
are grounded in abstract algebra, specifically the
theory of semilattices and their properties.

There are three ways a network can mix up your data,

and CRDTs constrain operations on the data to be

algebraic to address each of them when syncing data.

1) Two pieces of data can arrive out of sequential
order.

2) Two pieces of data can arrive and we can't tell
which one came first.

3) A piece of data could be repeated more than once.

A CRDT must satisfy three fundamental algebraic

properties:

1) Commutativity: For any operations a and b, a o b
= b o a. This ensures that the order in which
concurrent operations are applied does not affect
the final state.

2) Associativity: For any operations a, b, and c, (a °
b) o ¢ = a o (b o ¢). This guarantees that the
grouping of operations during merging does not
influence the outcome.

3) Idempotence: For any operation a, a o a = a. This
ensures that applying the same operation multiple
times has the same effect as applying it once,
providing resilience to message duplication.

These properties collectively ensure that CRDT
operations form a semilattice structure, providing
mathematical  guarantees  about  convergence
behavior. By embedding this conflict-resolution logic
directly into the data type, CRDTs eliminate the need
for complex, costly consensus protocols for every
write operation, thereby enabling highly available
and scalable systems that can gracefully handle
network partitions.
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11. Strong Eventual Consistency

Strong Eventual Consistency (SEC) is a consistency

model that provides stronger guarantees than

traditional eventual consistency. SEC ensures that:

1) Eventual Delivery: All updates delivered to any
replica are eventually delivered to all replicas

2) Convergence: Replicas that have delivered the
same set of updates have equivalent state

3) Termination: All method executions terminate

This model is particularly valuable for applications
that can tolerate temporary inconsistencies but
require guaranteed convergence to a consistent state.

1II. CRDT Classification and Design Patterns
CRDTs are broadly classified into two main
categories based on their replication approach:

1) State-based CRDTs (Convergent Replicated Data
Types or CvRDTs): In this approach, operations
are executed on the local replica's state. To
achieve  consistency, replicas periodically
propagate their full local state to other replicas.
Upon receiving a state from another replica, the
local replica merges the received state into its
own using a predefined merge function. For
eventual convergence, this merge function must
be commutative, associative, and idempotent,
forming a semilattice with the initial state as the
neutral element. A primary disadvantage of state-
based CRDTs is the potential for significant
communication overhead, especially when the full
state is large. To mitigate this, Delta State CRDTs
(0-CRDTs) were introduced as an optimization.
Delta CRDTs disseminate only the recently
applied changes (deltas) to a state, rather than the
entire state, thus reducing bandwidth usage while
retaining the robustness to unreliable networks
inherent in state-based CRDTs.

2) Operation-based CRDTs (Commutative
Replicated Data Types or CmRDTs): Unlike
state-based CRDTs, operation-based CRDTs do
not rely on a merge function for states. Instead,
when an operation is executed on a local replica,
the operation itself is asynchronously propagated
directly to other replicas. For example, an
operation-based CRDT for an integer might
broadcast operations like (+10) or (—20). While
this approach avoids the communication overhead
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associated with transmitting the full state, it
imposes stronger requirements on the underlying
communication infrastructure: all operations must
be delivered to other replicas without duplication
and in causal order. The application of these
operations must also be commutative and
associative.

D. CRDT Types and Use Cases

1) Counter CRDTs

a) G-Counter (Grow-only Counter): Supports only
increment operations. Implemented as a map from
replica identifiers to local increment counts. The
global value is the sum of all local counts.
Merging involves taking the maximum for each
replica's contribution.

b) PN-Counter (Positive-Negative Counter): Extends
G-Counter to support both increment and
decrement operations by maintaining two G-
Counters internally. The current value is the
difference between the positive and negative
sums.

c¢) Bounded Counter: Provides upper and lower
bounds on counter values, useful for resource
allocation scenarios where limits must be
enforced.

2) Set CRDTs

a) G-Set (Grow-only Set): Supports only element
addition. Merging is simple set union. Once an
element is added, it cannot be removed, making
this suitable for append-only scenarios.

b) 2P-Set (Two-Phase Set): Maintains two G-Sets
internally: one for additions and one for removals.
An element is considered present if it exists in the
addition set but not in the removal set. Elements
can only be removed once they have been added.

c¢) OR-Set (Observed-Remove Set): Uses unique
tags for each addition operation, allowing
multiple additions and removals of the same
element. This provides more flexibility than 2P-
Set while maintaining CRDT properties.

d) LWW-Element-Set (Last-Write-Wins Element
Set): Associates timestamps with add and remove
operations, using timestamp comparison to
resolve conflicts. Requires synchronized clocks or
logical timestamps.

3) Sequence CRDTs

a)

b)

WOOT (WithOut Operational Transformation):
Provides ordering guarantees for collaborative
text editing by maintaining relationships between
characters and their insertion contexts.

RGA (Replicated Growable Array): Implements a
sequence CRDT using timestamps and causal
relationships to maintain consistent ordering
across replicas.

Logoot: Uses position identifiers with dense
ordering to maintain sequence consistency in
collaborative editing scenarios.

4) Graph and Tree CRDTs

a)

b)

Add-Remove Partial Order: Maintains a directed
acyclic graph structure with support for adding
and removing edges while preserving partial
ordering properties.

JSON CRDT: Provides CRDT semantics for
JSON-like nested data, enabling collaborative
editing of complex documents.

E. Related Work in Distributed Consistency

1))

2)

3)

4

Consensus Protocols: Traditional consensus
protocols like Paxos and Raft provide strong
consistency guarantees but require coordination
overhead that limits availability during partitions.
These protocols are suitable for applications
requiring immediate consistency but may not
scale to large, geographically distributed systems.
Operational Transformation: Operational
Transformation (OT) provides consistency for
real-time collaborative editing by transforming
operations based on concurrent context. While
effective for specific use cases like Google Docs,
OT is complex to implement correctly and doesn't
generalize well to arbitrary data types.

Vector Clocks and Logical Timestamps: Vector
clocks provide causal ordering in distributed
systems, but require coordination to maintain
clock vectors. Logical timestamps like Lamport
timestamps provide partial ordering but don't
resolve all concurrency conflicts.

Blockchain  and  Consensus:  Blockchain
technologies  provide consistency through
consensus mechanisms, but typically sacrifice
availability and scalability. They are suitable for
scenarios requiring immutable ordering but not
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for high-throughput applications requiring
frequent updates.

III. CRDT-KADMELIA INTEGRATION
FRAMEWORK

A. Architectural Overview

The integration of CRDTs with Kademlia DHT
creates a powerful architectural pattern that leverages
the strengths of both technologies while mitigating
their limitations. This framework provides a
foundation for building distributed applications that
achieve strong eventual consistency without
sacrificing availability or partition tolerance. The
fundamental compatibility stems from the fact that
CRDTs define how data converges, while DHTs
provide the mechanisms for distributing and locating
that data.

For a CRDT instance to be stored in a Kademlia
DHT, it needs a unique identifier, which serves as the
Kademlia key. The CRDT's serialized state (for state-
based CRDTs) or a log of its operations (for
operation-based CRDTs) then becomes the value
associated with that key. For example, a global
application counter implemented as a PN-Counter
could be identified by a string like "global-app-
counter". This string would be hashed to derive a
Kademlia-compatible key, and the serialized PN-
Counter object would be stored as the value.

1 Layer Architecture

The integration follows a layered architecture

approach:

1) Application Layer: Contains business logic and
user interfaces that interact with CRDT
abstractions without concern for underlying
distribution mechanisms.

2) CRDT Layer: Implements conflict-free data types
with their merge operations, serialization, and
state management. This layer is agnostic to the
underlying transport mechanism.

3) Integration Layer: Provides the bridge between
CRDTs and Kademlia DHT, handling
serialization, key derivation, synchronization
protocols, and error recovery.

4) DHT Layer: Implements the Kademlia protocol
for peer discovery, routing, and basic key-value
storage operations.
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5) Network Layer: Handles low-level networking,
message transport, and connection management.

1I. Key Design Principles

1) Separation of Concerns: CRDTs handle conflict
resolution while Kademlia manages distribution
and discovery, allowing each component to focus
on its core strengths.

2) Content Addressing: CRDT instances are
identified by content-derived keys, enabling
verification, deduplication, and efficient caching.

3) Eventual Propagation: The system prioritizes
availability over immediate consistency, relying
on periodic synchronization to achieve
convergence.

4) Fault Tolerance: Both layers provide independent
fault tolerance mechanisms that complement each
other.

B. Content Addressing and Key Derivation

I. Content-Addressed Storage

1) Content addressing provides several advantages
for CRDT storage:

2) Verification: Content hashes enable cryptographic
verification of data integrity

3) Deduplication: Identical states share the same
address, reducing storage overhead

4) Immutability: Content addresses provide natural
versioning and audit trails

5) Caching: Content-addressed data can be cached
aggressively without coherence concerns

C. Synchronization Protocols

The method for propagating and synchronizing
CRDTs within a Kademlia DHT depends largely on
whether a state-based or operation-based CRDT is
employed.

1. State-based Synchronization

For state-based CRDTs, a common and robust
approach is a periodic state exchange, often referred
to as a gossip model. Replicas periodically perform
GetValue operations on the Kademlia DHT using the
CRDT's unique key to retrieve the latest known state
from the network. Upon retrieval, this state is merged
with the local CRDT state using the CRDT's
deterministic merge function. After the merge, the
updated local state is then serialized and pushed back
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to the DHT wusing PutValue. This leverages
Kademlia's  inherent Store and FindValue
mechanisms. Kademlia's built-in data republishing
(every hour for stored pairs, every 24 hours for
original publishers) and replication to newly
discovered nodes (when a new node is added to k-
buckets and is closer to a stored pair) can naturally
aid this CRDT state propagation, ensuring that data
eventually reaches relevant nodes across the network.

This synchronization follows a gossip-like protocol:

1) Periodic Sync: Replicas periodically retrieve the
latest known state from the DHT

2) Merge and Update: Local state is merged with the
retrieved state using CRDT merge operations

3) Republish: Updated state is published back to the
DHT for other replicas to discover

4) Conflict Resolution: Merge operations handle
conflicts automatically through CRDT properties

The synchronization frequency can be adapted based
on application requirements, network conditions, and
update patterns. High-frequency updates benefit from
more frequent synchronization, while read-heavy
workloads can use longer intervals.

1I. Delta Synchronization

To reduce bandwidth overhead, delta synchronization

transmits only the changes since the last sync:

1) Delta Generation: CRDTs track changes since the
last synchronization

2) Compressed Transmission: Only modified
portions are transmitted

3) Incremental Merge: Deltas are  applied
incrementally to the local state

11I. Operation-based Synchronization

For operation-based CRDTs, the approach would
involve individual operations being serialized and
stored in the DHT using PutValue. Other replicas
would then GetValue these operations and apply
them to their local state. However, operation-based
CRDTs require stronger guarantees from the
communication infrastructure, specifically, exactly-
once causal broadcast. Kademlia's base PutValue and
GetValue operations, while providing eventual
reachability, do not inherently guarantee causal
ordering or exactly-once delivery across the entire
network without additional layers or protocols built
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on top. This means that implementing operation-
based CRDTs directly on a raw Kademlia layer might
require more sophisticated middleware to ensure the
strict communication properties they demand.

This synchronization requires ordered delivery:

1) Operation Logging: Operations are stored in the
DHT with sequence numbers

2) Causal Ordering: Vector clocks or similar
mechanisms ensure causal delivery

3) Duplicate Detection: An Idempotent operation
application handles duplicates

4) Garbage Collection: Applied operations are
eventually removed from storage

A critical consideration for both approaches is
Kademlia's inherent lookup inconsistency. The fact
that lookups for the same key might not consistently
return the same set of closest nodes implies that not
all replicas might be found or updated in a perfectly
synchronized manner. However, this is precisely
where the mathematical properties of CRDTs become
invaluable. Their commutativity, associativity, and
idempotence ensure that even if updates are received
out of order, duplicated, or from different subsets of
peers, the CRDT will still deterministically converge
to the correct state once all relevant updates have
eventually propagated and been merged. This
resilience to network imperfections makes CRDTs an
ideal fit for the eventual consistency model of
Kademlia DHTs. Furthermore, the bandwidth
consumed by propagating full states for state-based
CRDTs, especially for large data structures, can be a
concern. This makes delta-CRDTs a highly
preferable choice, as they significantly reduce the
data transfer overhead by only sending incremental
changes.

D. Merkle-CRDT Integration

1. Merkle-DAG Structure

Merkle-CRDTs embed CRDT objects within Merkle-

DAG nodes, providing:

1) Tamper Detection: Cryptographic verification of
data integrity

2) Efficient Sync: Only modified subtrees need to be
transmitted

3) Provenance Tracking: Complete history of
changes with cryptographic proof
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4) Deduplication: Identical subtrees share storage
across different CRDT instances

1I. Implementation Strategy

MerklLeNode {
hash: SHA256Hash
crdt_type: CRDTTypeIdentifier
crdt_data: SerializedCRDTState
children: List<MerkleNode>
metadata: {

created_at: Timestamp
replica_1id: NodeIdentifier
operation_count: Integer

}

The Merkle structure enables efficient verification
and synchronization while preserving CRDT
semantics at each node in the tree.

E. Fault Tolerance and Recovery

I Network Partition Handling

During network partitions, the system continues

operating with locally available data:

1) Partition Detection: Nodes detect partitions
through failed DHT operations

2) Local Operation: CRDTs continue accepting
operations on available replicas

3) Partition Healing: When connectivity resumes,
normal synchronization protocols reconcile states

4) Convergence Guarantee: CRDT properties ensure
deterministic convergence regardless of partition
duration

1I. Node Failure Recovery

When nodes fail and recover, they can rebuild their

state through DHT retrieval:

1) State Recovery: Recovering nodes fetch the latest
CRDT states from the DHT

2) Replica Discovery: DHT lookup finds other
replicas for cross-verification

3) Incremental Sync: Delta  synchronization
minimizes recovery time

4) Redundancy: k-replication in Kademlia provides
fault tolerance for CRDT data

IRE 1710338

11I. Data Consistency During Failures

The combination provides strong resilience to various

failure modes:

1) Byzantine Failures: Content addressing and
cryptographic verification detect corrupted data

2) Message Loss: CRDT idempotence handles
duplicate and lost messages gracefully

3) Network Delays: Asynchronous operation
tolerates arbitrary message delays

4) Replica Failures: k-replication ensures data
survives multiple simultaneous failures

IV. IMPLEMENTATION CASE STUDIES; KDHT-
CRDT

A. Distributed Counter: Complete Implementation

I Problem Analysis

Problem Scenario: Naive Counter Implementation
and Data Loss

Distributed  counters  appear in  numerous
applications: web analytics, social media metrics,
distributed rate limiting, and resource tracking. The
challenge lies in maintaining accurate counts across
multiple nodes while supporting high concurrency
and network partitions.

Traditional approaches using simple integer values
with versioning fail catastrophically under concurrent
updates. Consider an e-commerce platform tracking
product view counts across multiple data centers.
During a network partition, each data center
continues incrementing its local counter. When
connectivity resumes, naive merging (taking the
highest value) loses increments from other data
centers.

However, this approach fundamentally breaks down
under concurrent operations. Imagine two nodes,
Node A and Node B, both starting with (value: 0,
version: 0). A client sends 100 increment requests to
Node A, and another client concurrently sends 100
increment requests to Node B.

1) Local Processing: Node A processes its 100
increments, reaching a state of (value: 100,
version: 100). Concurrently, Node B processes its
100 increments, also reaching (value: 100,
version: 100).
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2) State Exchange: Node A and Node B then
exchange their states.

3) Conflict Resolution (Naive): When Node A
receives (100, 100) from Node B, it compares
versions. Since Node B's version (100) is not
strictly greater than Node A's version (100), Node
A retains its current state. Similarly, Node B
retains its state when receiving from Node A.

The result is that both nodes converge to a final value
of 100. However, the actual number of increment
operations performed across the system was 200 (100
on Node A + 100 on Node B). This scenario clearly
illustrates a loss of 100 updates.

1. PN-Counter CRDT Design

The PN-Counter (Positive-Negative Counter) solves
this problem by maintaining separate grow-only
counters for increments and decrements:

// PNCounter implements a conflict-free
replicated counter
type PNCounter struct {

ReplicaID string
“json:"replica_1id""

P map[stringJuint64
“json:"positive"” // Increment
contributions

N map[stringJuinte4
“json: "negative”” // Decrement
contributions

Version uint64

“json:"version"" // Local version for

optimization

mutex sync.RWMutex
‘json:"-"" // Thread safety
}

// NewPNCounter creates a new counter for
the specified replica
func NewPNCounter(replicaID string)
*PNCounter {
return &PNCounter{
ReplicaID: replicalD,

P: make (map[stringJuinté4),
N: make (map[stringJuinté64),
Version: 0,

}

// Increment adds a positive value to the
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counter
func (c *PNCounter) Increment(delta uinté64)
{

c.mutex.Lock()

defer c.mutex.Unlock()

if delta == 0 {
return

}

c.P[c.ReplicaID] += delta
c.Version++

}

// Decrement adds a negative value to the
counter
func (c *PNCounter) Decrement(delta uint64)
{

c.mutex.Lock()

defer c.mutex.Unlock()

if delta == 0 {
return

}

c.N[c.ReplicaID] += delta
c.Version++

}

// Value returns the current counter value
func (c *PNCounter) Value() inté64 {
c.mutex.RLock()
defer c.mutex.RUnlock()

var positive, negative uinté4

for _, v := range c.P {
positive += v

}

for _, v := range c.N {
negative += v

}

return inté4(positive) -
inté64(negative)
}

// Merge combines another counter state
into this one
func (c *PNCounter) Merge(other *PNCounter)
bool {

c.mutex.Lock()

ICONIC RESEARCH AND ENGINEERING JOURNALS 1139



© AUG 2025 | IRE Journals | Volume 9 Issue 2 | ISSN: 2456-8880

defer c.mutex.Unlock()

if other == nil {
return false

}
changed := false

// Merge positive contributions (take
maximum for each replica)
for replicaID, value := range other.P {
if c.P[replicaID] < value {
c.P[replicaID] = value
changed = true

}

// Merge negative contributions (take
maximum for each replica)
for replicaID, value := range other.N {
if c.N[replicaID] < value {
c.N[replicaID] = value
changed = true

}

1f changed {
c.Version++

}

return changed

}

// Serialization methods for DHT storage
func (c *PNCounter) Serialize() ([]byte,
error) {

c.mutex.RLock()

defer c.mutex.RUnlock()

return json.Marshal(c)

}

func DeserializePNCounter(data []byte)
(*PNCounter, error) {
var counter PNCounter

if err := json.Unmarshal(data,
&counter); err != nil {
return nil,
fmt.Errorf("deserialization failed: %w",
err)

}
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// Initialize maps if nil (can happen
with empty JSON)
if counter.P == nil {
counter.P = make(map[stringJuint64)

}
if counter.N == nil {

counter.N = make(map[string]uinté4)
}

return &counter, nil

}

1lI.  Kademlia Integration Layer

// CRDTManager handles CRDT-DHT 1integration

type CRDTManager struct {
dht DHT //
Kademlia DHT interface
counters map[string]*PNCounter //
Local counter instances
mutex sync.RWMutex
syncTicker *time.Ticker //
Periodic synchronization
ctx context.Context
cancel context.CancelFunc
}

// DHT 1interface abstracting Kademlia
operations

type DHT interface {
Store(ctx context.Context, key string,
value []byte) error
Retrieve(ctx context.Context, key
string) ([]byte, error)

Bootstrap(ctx context.Context) error

}

func NewCRDTManager(dht DHT) *CRDTManager {
ctx, cancel :=
context.WithCancel (context.Background())

manager = &CRDTManager{
dht: dht,
counters:
make (map[string]*PNCounter),
ctx: ctx,
cancel: cancel,
}
// Start periodic synchronization
manager.syncTicker = time.NewTicker (30
* time.Second)
go manager.periodicSync()

ICONIC RESEARCH AND ENGINEERING JOURNALS 1140



© AUG 2025 | IRE Journals | Volume 9 Issue 2 | ISSN: 2456-8880

return manager
}
// GetCounter retrieves or creates a
counter instance
func (m *CRDTManager) GetCounter(counterID,
replicaID string) *PNCounter {

m.mutex.Lock()

defer m.mutex.Unlock()

if counter, exists :=
m.counters[counterID]; exists {

return counter
}
counter i= NewPNCounter(replicaID)

m.counters[counterID] = counter

// Attempt to sync with DHT immediately
go m.syncCounter(counterID, counter)

return counter
}
// deriveKey creates a Kademlia key from
counter identifier
func deriveKkey(counterID string) string {

hash i=
sha256.Sum256([ ]byte("pncounter:" +
counterID))

return  fmt.Sprintf("/crdt/counter/%x",
hash)
}

//  syncCounter  synchronizes a single
counter with the DHT
func (m *CRDTManager) syncCounter(counterID
string, counter *PNCounter) error {

key i= deriveKey(counterID)

// Attempt to retrieve existing state

from DHT
data, err := m.dht.Retrieve(m.ctx, key)
if err I= nil {
// No existing state found, store
current state
return m.storeCounter(counterlID,
counter)
}
// Deserialize retrieved state
retrieved, err 1=
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DeserializePNCounter(data)
if err I= nil {
return fmt.Errorf("failed to
deserialize retrieved counter: Zw", err)

}

// Merge retrieved state 1into Llocal
counter
if counter.Merge(retrieved) {
// State changed, store updated
version

return m.storeCounter(counterliID,
counter)
}
return nil

}

// storeCounter persists counter state to
DHT

func (m *CRDTManager)
storeCounter(counterID string, counter
*PNCounter) error {
key := deriveKey(counterID)
data, err i= counter.Serialize()
if err I= nil {
return fmt.Errorf("failed to
serialize counter: w", err)
}
return m.dht.Store(m.ctx, key, data)
}
// periodicSync runs background
synchronization
func (m *CRDTManager) periodicSync() {
for {
select {
case <-m.syncTicker.C:
m.syncAlLLCounters()
case <-m.ctx.Done():
return
}
}
}

// syncAllCounters synchronizes all managed
counters
func (m *CRDTManager) syncAllCounters() {
m.mutex.RLock()
countersToSync i=
make (map[string]*PNCounter)
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for 1id, counter := range m.counters {
countersToSync[id] = counter
}
m.mutex.RUnlock()
for 1id, counter := range countersToSync
{
if err i= m.syncCounter(id,
counter); err 1= nil {
Log.Printf("Failed to sync
counter %s: xv", id, err)
}
}
}

// Shutdown gracefully stops the manager
func (m *CRDTManager) Shutdown() {
m.syncTicker.Stop()
m.cancel ()

// Final sync before shutdown
m.syncAlLCounters()

}

1V. Usage Example and Verification

func demonstrateCounterCorrectness() {
// Simulate the problematic scenario

from the original paper
fmt.Println("===  Distributed Counter

Demonstration ===")

// Create two counter replicas
counterA := NewPNCounter("replica-A")
counterB := NewPNCounter("replica-B")

fmt.Printf("Initial state - A: %d, B:
%d\n", counterA.Value(), counterB.Value())

// Simulate concurrent increments

during partition
fmt.Println("Simulating network
partition...")

// Replica A processes 100 1increments
for 1 := e©; 1 < 100; i++ {
counterA.Increment(1)

}
fmt.Printf("Replica A after 100
increments: %d\n", counterA.Value())

// Replica B processes 100 1increments
concurrently
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for 1 := o©; 1 < 100; i++ A
counterB.Increment(1)
}
fmt.Printf("Replica B after 100
increments: %d\n", counterB.Value())
// Simulate partition healing - merge
states

fmt.Println("Partition healed, merging
states...")

// Merge states
counterA.Merge(counterB)
counterB.Merge(counterA)

fmt.Printf("Final state - A: %d, B:
%d\n", counterA.Value(), counterB.Value())
fmt.Printf("Expected: 200, Actual: %d

vAn", counterA.Value())

// Verify idempotence - merging again

should not change state

oldvalue 1= counterA.Value()
counterA.Merge(counterB)

if counterA.Value() == oldvalue {

fmt.Println("Idempotence verified

)
}
}

Result:
=== Distributed Counter Demonstration

Initial state - A: o, B: 7]
Simulating network partition...

Replica A after 100 increments: 100
Replica B after 100 increments: 100
Partition healed, merging states...

Final state - A: 1090, B: 1ee0
Expected: 200, Actual: 200 v

Idempotence verified v

KDHT network orchestration and bootstrapping are
mocked, and counters are localized

The PNCounter struct encapsulates the P and N
maps, representing the contributions from different
replicas. The Increment and Decrement methods
update the local replica's entries. The Value method
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aggregates these contributions to provide the current
count. The Merge method is the heart of the CRDT,
implementing the max operation for each replica's
partial count in both P and N maps, ensuring that
allconcurrent updates are preserved and the counter
converges deterministically. The  Serialize and
DeserializePNCounter ~ functions  handle  the
conversion of the CRDT object to and from a byte
slice, which is necessary for Kademlia's PutValue
and GetValue operations.

The conceptual Store, Retrieve, periodicSync
functions illustrate how a Kademlia DHT can serve

as the underlying communication and storage layer
for CRDTs. Store takes a serialized CRDT object and

stores it in the DHT under a key derived from the
CRDT's logical identifier. Retrieve retrieves the
serialized data from the DHT and deserializes it back
into a CRDT object. The periodicSync function
orchestrates the core synchronization logic: it
attempts to fetch the latest state of a specific CRDT
from the DHT, merges it with the local replica's state,
and then pushes the updated, merged state back to the
DHT. This continuous cycle of fetching, merging,
and pushing ensures that replicas eventually converge
to the same consistent state, even with concurrent
updates and network partitions.

Client & PHCounter A (replica-A] CROT Manager A Kademlia Node A DHT Network Kademlia Node B CROT Manager B PhCounter B (replica-8) Client

Initialization Phase

GetCounter("cognter-1", "replica-A")
MewPNCounter("replica-A)
P={}, N={}, Version=0
e
Retrieve(key="/crdt/counter/hash”)
i A —
FIND_VALUE(key)
KEY_NOT_FOUND
key, serialized_counter)
STORE(key, value)
success
sutcess
countr instance
GetCounter("countef-1", "replica-8")
NewPNCounter{"reptica-B")
—
P={}, N=}, Version=0
counter instance
Retrie y="fcrdt/counter/hash”)
FIND_VALUE(key)
replica-A's initial state
retrieved state
Mergelretrieved_state)
State synchronized
merged
mrtm‘ni‘,ancs
Client A PNCounter A (replica-A] CROT Manager A Kademlia Node A DHT Network Kademlia Node B CRDT Manager B PNCounter B (replica-8) Client B
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Client A PNCounter A (replica-A) CRDT Manager A Kademlia Node A Network Partition Kademlia Node B CROT Manager B PNCounter B (replica-E) Client B
I " r— I "—Te— I I T I ==
Network Partition Active
Network Split - Nodes A and B isolated
par [Replica A Opgrations (Isolated)]
1@ (100 tmes
Increment(1)
P["replica-A"] +=1
Versions+
success
................................ 1
I
Final State: P["replica-A"]=100, Value()=100
periodicSync() attempt
FIND_VALLE(key)
network timeout
sync failed
[Replica B Operaions (Isolated)]
loop [100 times)
Increment(1)
i P["replica-B"] +=1
Version++
SUCCesS
T ———
1
Final State: P["replica-B"]=100, Value()=100
periodicSync() attempt
FIND_VALUE(key)
network timeout
sync failed
s
|
Both replicas diverged during partition
| L | PR | ] I I PR
Client A PNCounter A (replica-A) CROT Manager A Kademlia Node A Network Partition Kademlia Node B CROT Manager B PNCounter B (replica-B) Client B
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Client & PNCounter A (replica-A) CROT Manager A

T — — T

syncCounter|"counter-1")

Retrieved state B

Merge(state_B)

CRDT Merge Operation

P["replica-A"

max(100, 0) = 100

P["replica-8"] = max(0, 100) = 100

Versions+

"replica-A":100, "replica-8":100}

changed = true

Store(key, merged_state)

stored successfully

S [

Client A PMCounter A (replica-A) CRDT Manager A

Kademlia Node A

Retrieve(key="fcrdt/counter/hash")
ittt A —

Kademlia Node A

Store(key, final_state)

STORE(key, final_value)

sugcess

stored successfully

Bath replicas now have identical state

— I |

CROT Merge Operation

P["replica-A"] = max(0, 100) = 100

P["replica-8"] = max{100, 100) = 100

Version++

replica-A":100, "replica-B":100}

d = true

nt B ‘

DHT Netwiork Kkademlia Node B CRDT Manager B PNCounter B (replica-B) Cliel
— — T T T T B— —
Partition Healing - Network Connectivity Restored
DHT Network reconnected
FIND_VALUE (key)
DHT propagates latest states
Query for latest value
State B: P["replica-8"1=100
-
STORE(key, merged_value)
P
syncCounter{"counter-1")
Retrieve(key="/crdt/counter/hash”}
—_—
FIND_VALLE(key)
Latest merged stat
Retrieved merged state
-
Merge(merged_state)
i —

DHT Network Kademlia Node B

CRDT Manager B

Clies

PNCounter B (replica-g]
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Client A PNCounter A {replica-A) CRDT Manager A Kademlia Node A DHT Network Kademlia Node B CRDT Manager B PNCounter B (replica-B) Client B
T T T I T S TE— I —T1

Convergence Verification Phase

Value() |

Calculate: sum(P) - sum(N)

(100 + 100) - (0) = 200

Value()

Caleulate: sum(P) - sum(N)

(100 +100) - (0) = 200

o

+/ Convergence Achieved: Both replicas = 200
1 1 1 I 1 1

Expected: 200, Actual: 200 v
| | I

Idempotence Test

Merge(same_state_again)
— ]
CRDT Idempotence Property

P["replica-A"] = max(100, 100) = 100
P["replica-B"] = max(100, 100) = 100

No version increment (no change)

o

changed = false

Value() |

+ Idempotence Verified
1

Multiple merges of same state = no change

CROT Properties Demonstrated
1 1 1 | I 1 1 1

v Commutativity: Merge order doesn't matter
1 1 1 | 1 1 1 1
/ Associativity: Grouping doesn't matter
1 1 1 I | 1 1 1
V Idempotence: Same merge = no change
1 1 1 1 I 1 1 1

+/ Monatanicity: Values only increase via max()
I I I I I 1 1 1

+ Eventual Consistency: All replicas converge
l | | [ l | R \ —

Client A PNCounter A (replica-A) CROT Manager A Kademlia Node A DHT Network Kademlia Node B CROT Manager B PNCounter B (replica-B) Client B
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CRDT Manager A Kademlia Node A DHT Network Kademlia Node B CRDT Manager B

1 I I
Continuous Background Synchronization

loop

[Every 30 seconds]

Periodic Sync Cycle

[Mangger A Sync]

merge_if_needed(latest_state)

Apply CRDT merge if state changed

par
periodicSync()
syncAllCounters()
M [For each managed counter]

FIND_VALUE(counter_key)

latest_state

opt

Store(key, updated_state)

>

[State was updated]

STORE(key, value)

stored

sync complete

[Managef B Sync]

periodicSync()

>

syncAllCounters()

loop [For each managed counter]

FIND_VALUE(counter_key)

latest_state

merge_if_needed(latest_state)

Apply CRDT merge if state changed

opt [State was updated]

Store(key, updated_state)

STORE(key, value)

stored

sync complete

DHT maintains eventual consistency
1
Kademlia routing ensures efficient key distribution
|

1
Benefits of Periodic Sync:
1 I 1
= Detects and resolves state divergence
1 I 1
= Handles delayed network messages
1 I 1
= Maintains system-wide consistency
1 I 1

= Recovers from temporary failures

CRDT Manager A Kademlia Node A DHT Network Kademlia Node B CRDT Manager B
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V. PERFORMANCE ANALYSIS AND
EVALUATION

A. Theoretical Complexity Analysis

1 Time Complexity

The integration of CRDTs with Kademlia DHT
involves several operations with distinct complexity
characteristics:

CRDT Operations:

1) Counter increment/decrement: O(1)

2) Counter merge: O(r) where r is the number of
replicas

3) Set add/remove: O(1) amortized

4) Set merge: O(n) where n is the number of
elements

5) Sequence insert/delete: O(log n) for balanced
trees, O(n) for arrays

6) Sequence merge: O(n log n) for sorting-based
approaches

Kademlia Operations:

1) Node lookup: O(log N) where N is the network
size

2) Key storage: O(log N) for finding storage nodes +
O(k) for replication

3) Key retrieval: O(log N) for finding storage nodes

4) Routing table maintenance: O(log N) space, O(1)
update time

Integration Operations:

1) CRDT synchronization: O(log N) for DHT
lookup + O(merge_complexity)

2) Full network convergence: O(N * log N) in the
worst case

1I. Space Complexity

CRDT Storage Requirements:

1) Counters: O(r) where r is the number of replicas

2) Sets: O(n + t) where n is current elements and t is
tombstones

3) Sequences: O(n) where n is the character count

4) Merkle-CRDTs: O(n * log n) for tree structure
overhead

Kademlia Storage Requirements:

1) Routing table: O(k * log N) where k is bucket size

2) Stored key-value pairs: O(s) where s is the
number of stored items
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3) Total per-node storage: O(k * log N + s)

Integration Storage Overhead:

1) CRDT metadata: 10-50% overhead depending on
type

2) Serialization overhead: 20-40% for JSON, less for
binary formats

3) DHT key derivation: Constant overhead per
CRDT instance

VI. BEYOND BASIC KEY-VALUE STORAGE:
ENABLING COLLABORATIVE AND
RESILIENT APPLICATIONS

The synergy between Kademlia DHTs and CRDTs
extends far beyond simple distributed counters,
unlocking the potential for a new generation of
decentralized, collaborative, and highly resilient
applications. Kademlia's efficiency in peer discovery
and content routing makes it an ideal underlying
transport layer for CRDT-based applications. It
provides the robust peer-to-peer backbone necessary
for CRDT states or operations to propagate across a
dynamic and potentially large network of nodes.

This combination enables various advanced use

cases:

1) Offline-first Mobile Applications: Users can
modify data locally while offline, and changes are
seamlessly synchronized using CRDTs via the
DHT when a network connection becomes
available.

2) IoT and Edge Computing: CRDTs can manage
data from distributed sensors and devices at the
edge, where connectivity may be intermittent,
with Kademlia facilitating device discovery and
data routing.

3) Collaborative Editing: Complex CRDTs, such as
sequence CRDTs, can power real-time
collaborative text or document editors, where
multiple users can concurrently modify content,
and all changes converge deterministically
without operational transformation complexities.

4) Distributed Databases and Shared State: CRDTs
can ensure data consistency across multiple nodes
in decentralized databases, especially in scenarios
prone to network partitions. This extends to
managing shared application state in peer-to-peer
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applications, such as decentralized chat groups,
shared game states, or package repository indices.

CONCLUSION

The  theoretical  framework and  practical
implementation show that this architectural pattern
enables strong eventual consistency without
sacrificing the availability and scalability benefits of
decentralized systems. The distributed counter case
study illustrates how mathematical guarantees of
CRDTs eliminate data loss scenarios inherent in
naive approaches.

Key contributions include a comprehensive
integration framework, practical implementation
strategies, and analysis of performance and
scalability characteristics. The approach opens new
possibilities for building resilient collaborative
applications, IoT systems, and decentralized
platforms that can gracefully handle network
partitions while maintaining data integrity.

Future work should focus on developing application-
specific CRDT types, optimizing synchronization
strategies, and addressing security considerations in
fully decentralized environments. As distributed
systems continue to scale and diversify, the CRDT-
Kademlia pattern provides a principled foundation
for achieving the availability and consistency
requirements of modern applications.
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