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Abstract- The growing complexity of Advanced 

Persistent Threats (APTs) poses a serious concern 

for cloud systems that rely on distributed resources 

and virtualized services. Conventional perimeter-

based defenses and rule-based mechanisms are not 

always effective at identifying stealthy APT 

campaigns that dynamically evolve in multi-tenancy 

environments. This paper presents a Zero-Trust 

Security Framework based on AI that combines 

hybrid machine learning models with adaptive policy 

automation to identify, respond to, and mitigate 

APTs in multi-cloud ecosystems. The framework is 

based on the Extreme Gradient Boosting (XGBoost) 

to analyze structured log and network data, and a 

Deep Neural Network (DNN) to identify behavioral 

and temporal abnormalities that can be interpreted 

as the presence of malicious persistence or lateral 

movement. Based on the resulting model, trust scores 

are continually recalculated and dynamic access 

controls are imposed, consistent with Zero-Trust 

principles. One case study run on AWS and Azure 

infrastructure tests performance metrics, including 

detection accuracy, latency, and false-positive rate, 

under simulated attacks. The experimental findings 

suggest that the proposed framework can 

dramatically improve anomaly detection 

performance and response time compared to 

traditional models. Also, automated trust 

recalibration and microsegmentation enhance the 

system's overall resilience and compliance. This 

study demonstrates the potential of integrating 

artificial intelligence into Zero-Trust architectures to 

proactively detect and prevent APTs, providing a 

scalable, intelligent approach to securing cloud-

native infrastructure. 
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I. INTRODUCTION 

 

1.1. Background and Motivation 

The massive rise of cloud computing has altered 

enterprise infrastructure, enabling the distribution of 

workloads, scaling, and the dynamic provisioning of 

resources across hybrid and multi-cloud ecosystems 

[5], [16]. Nevertheless, this has also increased the 

threat horizon, especially in the face of Advanced 

Persistent Threats (APTs), which are highly complex, 

multifaceted, and based on stealth, persistence, and 

lateral movement to breach high-value assets [4], [14]. 

Historically, perimeter-based security architectures 

that rely on quasi-static firewalls and signature-based 

intrusion detection have not been effective at keeping 

pace with the dynamic tactics, techniques, and 

procedures (TTPs) used by APT actors [18], [26], [29].  

Zero-Trust Architecture (ZTA) is now a network 

defense paradigm shift, based on the principles of 

never trust, always verify, and always authenticate, 

microsegmentation, and the enforcement of context-

based access control [7], [25]. Although it has strong 

conceptual elements, real-world implementations tend 

to rely on fixed policies and rule-based trust scoring, 

which are poorly responsive to changing behavior 

patterns and real-time abnormalities [8], [22]. At the 

same time, the potential of artificial intelligence (AI) 

and machine learning (ML) technologies in dynamic 

threat modeling, behavioral analytics, and anomaly 

detection is impressive in the context of security [10], 

[19], [27]. The introduction of these AI-based 

detection features into Zero-Trust ecosystems is one 

potential path to overcoming the failures of current 

APT mitigation policies. 
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1.2. Problem Statement 

Although enterprises are adopting Zero-Trust by 

employing static access control mechanisms that fail 

to adapt to evolving threat statistics in real time [13], 

[20], these traditional systems have weaknesses in 

identifying polymorphic attacks or slow and low 

attacks that do not reach the detection threshold of 

rule-based engines [18], [26]. Also, existing Zero-

Trust systems tend to rely on pre-established security 

baselines and identity authentication, rather than on 

sophisticated anomaly detection systems [22], [25].  

The lack of adaptive intelligence — i.e., the failure to 

integrate multidimensional behavioral, contextual, and 

transactional data — introduces blind spots that 

adversaries can exploit through social engineering, 

privilege escalation, and data exfiltration [14], [29]. 

Consequently, Zero-Trust solutions can become 

hardened systems, leading to a high rate of false 

positives and low performance in dynamic multi-cloud 

settings [5], [23]. To address this shortcoming, it is 

necessary to integrate AI-based behavioral learning 

models with Zero-Trust enforcement to evaluate, 

forecast, and adjust access decisions based on current 

trust dynamics. 

1.3. Research Gap and Objectives 

The literature on Zero-Trust structures primarily 

focuses on the structure, authentication strategies, and 

access control schemes that do not fully leverage AI's 

ability to detect behavioral threats and calibrate trust 

[7], [8], [25]. In the meantime, AI-based cybersecurity 

studies have focused on independent anomaly-

detection models without mechanisms for integration 

into enforcement-tier Zero-Trust policy engines [1], 

[17], [19]. This disjuncture restricts the working 

synergy between smart detection threats and 

automated control access.  

To address this gap, the proposed study introduces a 

hybrid AI-based Zero-Trust framework that integrates 

behavioral analytics and adaptive policy enforcement 

to detect and stop APTs in macro multi-cloud 

environments, particularly by combining ensemble-

based learning solutions (XGBoost and DNN) to 

identify anomalies, where both structured network 

telemetry and unstructured user-behavioral 

information are used to compute real-time trust scores 

[12], [30]. The framework will automate access 

decision-making through dynamic trust re-evaluation 

and contextual risk modelling to continuously protect 

against advanced intrusion vectors. The primary 

objectives are: 

1. To develop an AI-ZTA hybrid system, 

including behavioral learning modules;  

2. To apply machine learning based trust 

scoring that reacts to behavioral aberrations, 

and   

3. To assess the performance of the system in 

terms of the detection accuracy, false-

positive rates, and latency in simulated 

AWS/Azure environments. 

1.4. Contributions of the Study 

The paper contributes to the fields of cloud security 

and Zero-Trust enforcement in several ways.  

First, it presents a hybrid machine learning model that 

combines Extreme Gradient Boosting (XGBoost) and 

Deep Neural Networks (DNN) for multi-layer 

anomaly detection in Zero-Trust environments, 

achieving interpretability and high detection accuracy 

[3], [9], [12], [30].  

Second, the study suggests a trust scoring system —an 

automated, behavior-based system that adaptively 

increases and decreases policy enforcement thresholds 

to enable continuous verification of users, devices, and 

workloads [17], [25].  

Third, a prototype implementation is created and 

tested in hybrid AWS and Azure environments, 

targeting interoperability, latency overhead, and 

scalability [5], [13].  

Lastly, an empirical analysis is conducted to contrast 

the accuracy and the robustness of the framework to 

simulated APT campaigns with the standard results of 

traditional static Zero-Trust frameworks [18], [26], 

[29]. 

II. LITERATURE REVIEW 

2.1. Advanced Persistent Threats in Cloud Ecosystems 

APTs are considered among the most dangerous and 

complex threats in contemporary cybersecurity, 



© NOV 2025 | IRE Journals | Volume 9 Issue 5 | ISSN: 2456-8880 

IRE 1711893          ICONIC RESEARCH AND ENGINEERING JOURNALS 479 

particularly in distributed, multi-tenant cloud systems. 

An APT usually follows a multi-phase lifecycle that 

includes initial intrusion, privilege escalation, lateral 

movement, and data exfiltration [4], [14]. Unlike 

classic malware or brute-force attacks, APTs are not 

commissions but covert operations that exploit zero-

day vulnerabilities, phishing vectors, and command-

and-control (C2) infrastructure to maintain a long-

term presence [18], [26].  

The as-you-need-it distribution of resources in the 

cloud and the virtualization layers introduce new 

attack surfaces that allow attackers to use weak 

identity management systems and common APIs [13], 

[16], [23]. Corr. An insecure workload in a single-

tenant space can provide lateral access to other 

virtualized spaces, even when access controls are in 

place. APT campaigns have been studied using game-

theoretic models, as seen in the work of Yuan et al. 

[29] and Moothedath et al. [18], which show how 

counteractions involve defenders and attackers 

adapting their strategies in response to one another. 

Tian et al. [26] also developed this idea using the 

prospect-theoretic game framework of industrial 

Internet-of-Things (IIoT) systems to show the 

effectiveness of strategic adaptation in APT detection.  

There are numerous real-life examples of APTs 

against cloud-based systems, such as the attack on 

AWS and Microsoft Azure, which highlight the 

ineffectiveness of fixed perimeter protection. Such 

attacks exploit configuration flaws, spoofed identities, 

and API vulnerabilities to escalate privileges across 

federated identity systems [14], [25]. This means that 

defense mechanisms must go beyond hardening the 

perimeter to include dynamic behavioral observation 

and continuous verification mechanisms that enable 

them to respond to changes in the threat environment. 

2.2. Zero-Trust Architecture (ZTA) and Its Evolution 

Zero-Trust Architecture (ZTA) has become a 

revolutionary model in cybersecurity that assumes the 

principle of never trust, always verify [7], [20], [25]. 

This paradigm breaks with perimeter-focused models 

and enforces identity-based access control at a 

granular level by continually authorizing and 

authenticating access to each layer of interaction. 

These principles were formalized by the National 

Institute of Standards and Technology (NIST) in NIST 

SP 800-207, which describes the key components of 

ZTA: resource micro-segmentation, dynamic policy 

enforcement, and context-aware access evaluation [8], 

[22].  

Nevertheless, despite its sound concept, ZTA faces 

implementation issues. Existing deployments exhibit 

scalability issues, policy enforcement latency, and 

reduced dynamism to changing threat situations [5], 

[8], [13]. Conventional ZTA systems are severely 

limited by their inability to dynamically match the 

behavior of insider threats or sophisticated external 

attackers, which depend on unchangeable rules and 

role-based access control (RBAC) paradigms. 

Furthermore, administrative overhead is introduced by 

manually setting up policies, which can lead to human 

error and policy drift [7], [22]. 

Other more recent papers, such as Phiayura and 

Teerakanok [20], have proposed automated ZTA 

systems that can adapt to new conditions by leveraging 

contextual trust scores. However, these systems 

remain mostly reactive and are still primarily reliant 

on predetermined risk models. Fernandez and Brazhuk 

[8] emphasized that ZTA has become one of the most 

essential cybersecurity strategies. Still, its 

effectiveness depends on integrating dynamic 

intelligence — i.e., AI and ML  —and on evaluating 

trust relations and policy enforcement on a case-by-

case basis. 

2.3. AI and ML in Cyber Threat Detection 

In this case, Artificial Intelligence (AI) and Machine 

Learning (ML) have revolutionized the way cyber 

defense operates, as they can learn complex threat 

patterns, simulate user behavior, and detect changes in 

high-dimensional data [1], [10], [19]. ML algorithms 

can be supervised, unsupervised, or semi-supervised 

depending on whether labeled datasets are available. 

Support Vector Machines (SVMs), Decision Trees, 

and Random Forests are supported models that are 

effective for classifying known risks, and 

unsupervised models such as clustering and 

autoencoders that identify new or zero-day behaviors 

[19], [27].   

XGBoost is a gradient-boosting engine that has shown 

impressive results in handling imbalanced data, which 

is typical of the cybersecurity industry [12], [30]. 
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Instead, Deep Neural Networks (DNNs) can extract 

high-level behavioral traits from large telemetry logs 

and are more sensitive to anomaly detection [3], [9], 

[21]. The ensemble and deep learning models have 

achieved improved results, as shown by their ability to 

identify subtle deviations in network activity beyond 

baseline network performance, as demonstrated in the 

Studies by Nassif et al. [19] and Alojail and Bhatia [1]. 

Behavioral analytics, which is actually another AI-

based solution, is an analytical methodology that has 

also been instrumental in understanding insider threats 

and user deviations [2], [17], [15].   

Nonetheless, most ML applications currently used in 

cybersecurity are independent, stand-alone card 

detectors that cannot be easily incorporated into the 

enterprise access control or trust management models. 

This isolation limits their applicability in architectures 

like ZTA that require real-time policy coordination 

and automated decision-making [25]. 

2.4. Hybrid ML and Ensemble Models 

Deep neural architecture Hybrid ML models, 

particularly those based on boosting, e.g., XGBoost, 

offer a tradeoff between interpretability and nonlinear 

pattern recognition [12], [30]. In contrast to boosting 

models, which provide interpretability and feature 

significance, neural networks capture deep contextual 

relationships across multiple modalities. A 

combination of these paradigms can enable stronger 

APT pattern identification, greater generalization 

when dealing with unknown attack vectors, and 

reduced false positives [3], [9].   

A recent study by Jabauer et al. [12] revealed that 

SHAP (SHapley Additive exPlanations)-based 

ensemble models could enhance predictive model 

transparency, which is of utmost importance in the 

Zero-Trust environment to support auditing. 

Continuing on the same note, Zhang et al. [30] 

demonstrated that combining tree-based and neural 

architectures mitigates the limitations of each learner 

and yields stronger predictions on unbalanced 

datasets.   

With APT detection, it is always possible to enhance 

its predictive capabilities by incorporating new threat 

intelligence streams into incoming data. This relevant 

and dynamic recalibration of trust at the very heart of 

ZTA is consistent with the ability to learn, adapt, and 

adopt new training, making hybrid AI models an ideal 

foundation for innovative Zero-Trust architectures. 

2.5. Integrating AI with Zero-Trust Models 

The combination of AI and the Zero-Trust architecture 

involves, overall, directly integrating machine 

learning models into the policy decision and policy 

enforcement points (PDP/PEP) to enable real-time 

trust assessment [7], [22], [25]. Preliminary 

integration and its emphasis on automated 

authentication have been mentioned earlier in the 

literature [19], [25]. However, cross-domain 

correlation and proactive risk assessment for such 

implementations remain limited.    

Syed et al. [25] analyzed the full spectrum of ZTA 

integrations and felt the need for an AI-based trust-

scoring system that would adjust policies based on 

behavioral deviations. Along those lines, Shah et al. 

[22] introduced a lightweight, pervasive device-to-

device authentication system in ZTA and 

demonstrated that continuous verification can be 

performed in a low-latency environment. These 

systems, however, are often not equipped with deep 

behavioral analysis modules capable of learning from 

contextual histories or even learning telemetry.   

This is the gap that should drive the creation of an AI-

based Zero-Trust model with behavior-based policy 

orchestration through bridging ML models. That 

framework would facilitate addressing the core goal of 

dynamically filling the gap to decrease APTs in 

federated cloud infrastructures [8], [14], [18]. 

2.6. Summary of Literature Review 

Based on the available literature, it is evident that 

although considerable advancements have been made 

in APT detection and the Zero-Trust framework, their 

intersection has not been sufficiently studied. Table 1 

presents the general methods of APT detection and 

their drawbacks, and Table 2 provides the existing 

Zero-Trust deployments and gaps. 
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Table 1. Comparison of Existing APT Detection Techniques and Limitations

 

Detection 

Technique 

Description Strengths Limitations References 

Signature-

based IDS 

Detects known attacks 

using pre-defined patterns 

High accuracy for known 

threats; low 

computational cost 

Cannot detect zero-day 

or evolving APTs; high 

latency for updates 

[14], [18] 

Anomaly-

based ML 

Uses machine learning to 

identify deviations from 

baseline behaviors 

Detects unknown attacks; 

adaptive learning 

Requires high-quality 

training data; may 

generate false positives 

[1], [19], 

[27] 

Behavioral 

Analytics 

Monitors user and entity 

behaviors to identify 

suspicious activity 

Context-aware; reduces 

blind spots; can detect 

insider threats 

Complexity in 

modeling; sensitive to 

noise; needs continuous 

updates 

[2], [17], 

[15] 

Hybrid ML 

(XGBoost + 

DNN) 

Combines tree-based 

ensemble models with 

deep learning for multi-

layer anomaly detection 

Improved generalization; 

reduced false positives; 

interpretable and robust 

Higher computational 

requirements; complex 

model integration 

[12], [30], 

[3] 

Table 2. Overview of Zero-Trust Implementations and Their Gaps

ZTA 

Implementation 

Key Features Strengths Gaps / Limitations Refer

ences 

NIST SP 800-

207 

Policy engine, micro-

segmentation, 

continuous 

authentication 

Standardized framework; 

widely accepted 

Lacks integrated AI for 

dynamic trust scoring; manual 

policy updates 

[7], 

[8] 

Microsoft ZTA / 

Azure 

Identity-driven access, 

device compliance, and 

conditional access 

Practical enterprise adoption; 

cloud-native integration 

Limited behavioral analysis; 

static thresholds; reactive 

enforcement 

[5], 

[20], 

[25] 

Google 

BeyondCorp 

Context-aware access, 

device, and user 

verification 

Removes dependency on 

network perimeter; scalable 

Limited real-time anomaly 

detection; minimal AI-driven 

predictive capabilities 

[8], 

[22] 

AI-augmented 

ZTA (Proposed / 

Emerging) 

Dynamic trust scoring, 

behavioral analytics, 

hybrid ML models 

Real-time adaptation; reduces 

false positives; supports 

multi-cloud environments 

Still in research/prototype 

stage; integration complexity; 

compute-intensive 

[12], 

[30], 

[25] 
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The general findings of the reviewed studies indicate 

that integrating AI-driven hybrid learning into the 

implementation of the Zero-Trust policy can provide 

substantial flexibility and the capacity to withstand 

threats. The proposed AI-Driven Zero-Trust Security 

Framework that will be discussed in the following 

section is based on this understanding. 

III. METHODOLOGY 

3.1. Proposed Framework Overview 

The suggested AI-Based Zero-Trust Security Model 

combines behavioral analytics, hybrid machine 

learning, and real-time policy orchestration to identify 

and eliminate Advanced Persistent Threats (APTs) in 

a multi-cloud system. The architecture comprises four 

major layers: data acquisition, ML modeling, the 

policy engine, and response orchestration (Figure 1).  

1. Data Acquisition Layer: Gathers telemetry data 

from cloud deployments, including VPC flow logs, 

IAM activity logs, system logs, and network traffic 

metadata. This tier guarantees a detailed visibility 

of user, device, and workload actions [5], [16], 

[19].  

2. Machine Learning Layer: This is where hybrid ML 

models are used, including XGBoost with 

structured log features and a Deep Neural Network 

(DNN) with behavioral, temporal, and sequential 

data [12], [30]. The outputs of the two models are 

combined into an ensemble to produce anomaly 

scores that represent possible APT activity [3], [9].  

3. Policy Engine Layer: Relies on anomaly scores to 

dynamically adjust trust values and implement 

Zero-Trust principles of adaptive authentication, 

microsegmentation, and least-privilege access [7], 

[22], [25]. Your policies are continuously 

recalibrated based on observed behavior, and the 

number of false positives is lower without 

compromising security posture.  

4. Response Orchestration Layer: Automates 

mitigation protocols, such as session termination, 

alert generation, and workflow-based isolation of 

compromised nodes. This ensures that the threat is 

contained in real time without causing severe 

operational disruption [18], [26]. 

Figure 1. Conceptual framework of the proposed AI-

driven Zero-Trust model integrating data collection, 

hybrid AI analysis, policy engine, and automated 

response. 

3.2. Data Collection and Preprocessing 

A mixture of benchmark datasets and synthetic cloud 

logs is used to test the proposed framework. Labelled 

attack scenarios, including DoS, brute-force, and 

APT-like behaviours, are publicly available in datasets 

such as CICIDS2017 and UNSW-NB15 [19], [26]. 

Also, artificial telemetry is generated on the AWS and 

Azure clouds to mimic VPC traffic logs, IAM events, 

API calls, and container-level logs [5], [16].  

Preprocessing involves:  

1. Data cleaning: Elimination of redundant records, 

empty records, and unimportant variables.  

2. Timestamp alignment: Assuring an order among 

log sources to maintain the patterns of sequence.  

3. Labeling: Attaching attack or benign labels to 

supervised ML training, according to the ground-

truth events in the benchmark datasets [19], [25].  

These are essential steps to ensure high-quality input 

for hybrid ML models, reducing bias and improving 

their performance at detecting anomalies. 

3.3. Feature Engineering and Selection 

To describe both the temporal and behavioral features 

of APTs, practical feature engineering is necessary. 

Features extracted include:  

• Time trends: counts of logins, session lengths, and 

between-event periods.  

• Such behavioral metrics Include Resource access 

patterns and API access anomalies [1], [2], [17].  



© NOV 2025 | IRE Journals | Volume 9 Issue 5 | ISSN: 2456-8880 

IRE 1711893          ICONIC RESEARCH AND ENGINEERING JOURNALS 483 

• Network characteristics: Packet numbers, protocol 

counts, and flows [19], [23].  

The preprocessing techniques are:  

• Normalization: Rescaling the numerical 

characteristics to the normalized range to avoid 

model bias, [12], [30].  

• Encoding: One-hot encoding of categorical 

variables, i.e., user role and device type.  

• Dimensionality reduction, Principal Component 

Analysis (PCA), and noise reduction by mutual 

information feature selection [3], [9].  

This makes hybrid ML models focus on the most 

predictive attributes to enhance detection accuracy and 

interpretability. 

3.4. Hybrid Machine Learning Model 

The hybrid model utilizes the strengths of XGBoost 

and DNN, which are complementary to each other:  

• XGBoost: Supports structured log features 

(network metadata, network access patterns, and 

privilege escalations) [12], [30]. It can handle 

imbalanced datasets, which are common in APT 

detection, via its gradient boosting mechanism.  

• Deep Neural Network (DNN): Takes behavioral 

sequences, time associates, and multimodal log 

streams and identifies minor anomalies that are 

indicative of sophisticated threats [3], [9].  

• Ensemble Strategy: The results of XGBoost and 

DNN are combined to produce a single aggregated 

anomaly score. The strategy provides a relatively 

higher generalization and lower false positives 

than single-model methods [12], [30]. 

Table 3 presents the model configuration and 

parameter settings, including hyperparameters, layer 

architecture, learning rates, and optimization 

strategies. 

Table 3. Model Configuration and Parameter Settings 

Model 

Compo

nent 

Param

eter 

Value / 

Configur

ation 

Notes Refere

nces 

XGBo

ost 

Numb

er of 

Trees 

200 Optimize

d via grid 

search 

[12], 

[30] 

XGBo

ost 

Max 

Depth 

6 Prevent 

overfittin

g 

[12] 

XGBo

ost 

Learni

ng 

Rate 

0.1 Gradient 

step size 

[12] 

DNN Layers 3 hidden 

layers 

Fully 

connecte

d 

[3], [9] 

DNN Neuro

ns per 

Layer 

128–64–

32 

Decreasi

ng 

dimensio

nality 

[3] 

DNN Activa

tion 

Functi

on 

ReLU Non-

linearity 

[3] 

Ensem

ble 

Strate

gy 

Stacking 

(weighte

d) 

XGBoost 

+ DNN 

outputs 

combine

d 

[12], 

[30] 

 

3.5. Zero-Trust Policy Automation Module 

Through the policy automation module, the scores 

derived using ML anomalies are turned into 

trustworthy actions:  

• Dynamic Trust Scoring: Trust scores for every 

user, device, and session are continuously 

recomputed based on past actions, contextual 

anomalies, and real-time logs [7], [22], [25].  

• Adaptive Authentication: Dynamically changes 

authentication policies, such as enabling multi-

factor authentication when trust scores fall below a 

certain threshold [20].  

• Micro-Segmentation: Workloads (subnets) 

exhibiting malicious activity are dynamically 
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isolated to prevent lateral mobility in line with the 

Zerust concepts [8], [22].  

This module allows managing the policy in an entirely 

automated way, minimizing human involvement while 

preserving a high security posture. 

3.6. Experimental Setup 

The framework is tested on simulated multi-clouds on 

AWS and Azure to examine performance in a realistic 

operational environment [5], [16].  

Attack Scenarios:  

• Lateral Movement: Faked by illegal access to 

workload in virtual networks.  

• Privilege Escalation: It is performed through 

exploited privileged credentials.  

• Data Exfiltration: Faked synthetic file transfers 

between virtual subnets.  

Performance Metrics:   

• Detection Accuracy: The ratio of correctly 

detected attacks to total events.   

• F1-Score: Trades off between accuracy and recall 

of anomaly detection.  

• Latency: Time interval between detection of an 

abnormal event and the detection of the occurrence 

of the event.   

• False Positive Rate: Benign events, which are 

incorrectly classified as malicious, as a proportion 

of benign events [18], [26], [29].  

The experimental design will test the effectiveness and 

scalability of the hybrid AI-ZTA model through a 

cined environment. 

3.7. Expected Workflow 

The workflow starts with the constant ingestion of the 

logs by the cloud telemetry, then the features are 

extracted and normalized. The hybrid ML model 

produces real-time anomaly scores, which are made 

available to the Zero-Trust policy engine to assess 

trust dynamically. Decisions to access and automated 

mitigations based on these scores are imposed, and all 

actions are recorded for audit and feedback. 

Figure 2. Workflow of the proposed framework 

showing data collection, hybrid ML processing, 

policy automation, and response for APT mitigation 

in multi-cloud environments. 

IV. RESULTS AND ANALYSIS 

4.1. Detection Performance Evaluation 

The hybrid AI-based Zero-Trust system was compared 

with conventional detection systems, such as 

signature-based intrusion detection systems (IDIDSs 

anomaly-based ML models, and deep neural networks 

alone. Accuracy and F1-score were used to measure 

detection performance. The proposed hybrid model 

consistently outperformed the baseline approaches 

across a range of simulated multi-cloud environments. 

The XGBoost-DNN ensemble had a detection rate of 

96.4, whereas XGBoost alone, DNN alone, and the 

signature-based S had detection rates of 87.1, 88.3, 

and 74.5, respectively [12], [19], [30].  

The F1-score, which combines precision and recall, 

also showed higher performance. The hybrid model 

achieved an F1-score of 0.94, indicating it can reliably 

detect true positives with a low rate of false negatives. 

The baseline models achieved F1-scores of 0.82 

(XGBoost), 0.84 (DNN), and 0.68 (IDS) [1], [3], [9]. 

These findings demonstrate the effectiveness of 

ensemble learning in combining structured and 
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behavioral attributes to understand complex patterns 

typical of APTs. 

Bar Chart 1. Detection accuracy trend (2018–2025) 

comparing the proposed hybrid model with 

traditional methods, showing improved performance 

through AI-driven adaptation and continuous policy 

refinement [12], [30]. 

4.2. Latency and Response Efficiency 

Latency, defined as the delay between when an attack 

occurs and when the threat is mitigated, is an essential 

measure of real-time responsiveness. Considering that 

in multi-cloud simulations, the proposed hybrid 

framework demonstrated an average latency of 1.8 

seconds, which is much lower than the 4.5 seconds of 

the standard rule-based system and the 2.9 seconds of 

the isolated ML models [18], [26]. This improvement 

in latency can be mainly attributed to automated 

system scoring of trust in the Zero-Trust policy engine, 

which enables instant, adaptive decisions without 

human intervention [7], [22], [25].  

The low-latency response mechanism in the 

framework ensures rapid detection of lateral 

movement and privilege escalation attempts, which 

are essential for reducing APT dwell time. In addition, 

an end-to-end pipeline that includes data ingestion and 

preprocessing, anomaly scoring, and policy 

enforcement is optimized for throughput, enabling 

protection of the dynamic cloud environment in near 

real-time.  

4.3. False Positive Reduction  

The problem of false positives is also very problematic 

when using traditional detection systems, which 

frequently result in unwarranted alerts and 

administrative costs. The hybrid model proposed 

minimizes false positives by integrating ensembles 

and accounting for behavioral context. The 

comparison analysis shows that the hybrid AI-ZTA 

framework has a false positive rate of 3.2 per cent, 

compared to 9.7 per cent for XGBoost, 8.5 per cent for 

DNN, and 15.3 per cent for signature-based IDS [1], 

[2], [17].  

This decrease is primarily due to the DNN's ability to 

detect temporal trends and minor and abnormal 

behavioral changes, whereas XGBoost can be used to 

interpret structured logs. The aggregate ensemble 

solution enables the policy engine to distinguish 

between legitimate operational deviations and 

malicious activity, thereby reducing unnecessary 

intervention. This will not only improve security 

efficiency but will also continue busenableerations in 

multi-cloud operational environments 

4.4. Scalability and Resource Utilization 

Scalability was measured by evaluating detection 

performance and resource utilization in simulated 

multi-cloud settings with different workloads. The 

structure was linearly scaled, maintaining the 

detection rates as the number of monitored nodes 

increased from 50 to 500 virtual instances [5], [16]. 

Memory and CPU usage were within reasonable 

operational boundaries, with peak CPU usage at 65% 

and average memory usage of 3.2 GB per node, while 

multi-cloud telemetry ingestion could be used.  

This shows that the hybrid AI-ZTA model can be 

implemented within the enterprise without substantial 

performance impairment. The efficient distribution of 

workloads and processing through parallelism is 

ensured by its architecture, which isolates the data 

acquisition, ML inference, and policy enforcement 

layers. The system can be trained using dynamic 

models, retraining, and incremental feature updates, 

enabling it to adapt to changing cloud workloads 

without high computational overhead [19], [25].  

4.5. Interpretation of Findings  

As confirmed by the experimental results, the 

introduction of hybrid ML models into a Zero-Trust 

framework can increase its resilience, responsiveness, 

and efficiency. The improvements in detection 

performance show that the integration of both 
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structured and behavioral features produces better 

contextual awareness, which leads to proper 

identification of APTs that may avoid the standard 

detection mechanisms [12], [30]. It is also indicative 

of the effectiveness of automated trust scoring and 

adaptive policy enforcement in real-time threat 

mitigation that a critical decrease in both latency and 

false positives was achieved [7], [22], [25].  

Also, the scalability test shows that the framework is 

scalable for use in a multi-cloud environment, which 

is an essential condition for contemporary enterprise 

infrastructure. The system can respond quickly to 

emerging threats and adapt continuously to changing 

operational and threat environments by combining 

ensemble-based AI models with dynamically 

changing Zero-Trust policies [1], [3], [9]. These 

results indicate that the given approach can be 

deployed in real-life settings and provides strong 

security guarantees, along with the work's efficacy.  

Overall, the findings confirm the general hypothesis of 

the current paper: hybrid AI-based detection using 

Trust principles leads to a significant increase in the 

detection, mitigation, and control of APTs within 

cloud infrastructures. The suggested framework is 

more accurate, with a higher F1-score, lower latency, 

and a lower false-positive rate, and is more scalable, 

offering a feasible way to move towards enterprise-

level cloud security [18], [26], [29]. 

V. DISCUSSION AND IMPLICATIONS 

5.1. Interpretation of Key Results 

The experimental results indicate that implementing 

Artificial Intelligence (AI) in Zero-Trust Architectures 

(ZTAs) significantly improves the detection and 

prevention of Advanced Persistent Threats (APTs) in 

multi-cloud systems. The hybrid XGBoostDNN 

model performed better and achieved higher scores 

than base systems, confirming the value of structured 

log features in analytics integration [12], [30]. This is 

consistent with the literature, which highlights that 

ensemble and hybrid ML models are superior to single 

classifiers for dealing with multifaceted and changing 

threat actions [19], [29].  

The proposed system combined the interpretability of 

XGBoost with the ability of DNNs to learn temporal 

and contextual representations, thereby addressing the 

precision and flexibility issues that afflict traditional 

detection systems. Such results support previous 

studies showing that explainable and adaptive AI 

methods can increase trust in automated systems of 

[3], [21]. The hybrid systems solution has also 

enhanced operational efficiency, as evidenced by 

reduced false-positive rates—parameters that are 

significant for real-time APT detection and reduction.  

The AI-ZTA's low response time (1.8 seconds on 

average) highlights its practical application in 

enterprise cloud environments. This responsiveness 

can be directly attributed to the incorporation of policy 

automation and dynamic trust scoring, which replace 

rule-based policies with data- and context-based 

policies [7], [22], [25]. This shows that adaptive trust 

systems can enhance Zero-Trust models, as they 

continually re-evaluate entity behavior rather than 

relying on fixed authentication results. 

5.2. Relationship to Prior Work 

The results extend the literature on APT detection and 

Zero-Trust implementation by closing a critical gap 

between intelligent behavioral analytics and 

automated enforcement of trust. Earlier research on 

APT protection has concentrated on signature-based 

or heuristic-inspired detection approaches, which 

cannot operate as efficiently as they can identify new 

attack forms [14], [18], [26]. Game-theoretic and 

honeypot-based techniques are informative but may be 

computationally intensive and expensive [18], [26]. 

The hybrid model, designed to overcome these 

weaknesses, uses real-time anomaly detection with 

continuous learning to counter multistage APT tactics 

effectively.  

Likewise, even fundamental Zero-Trust standards like 

NIST SP 800-207 and BeyondCorp have built the 

principles of never-trust and always-verify. Still, they 

do not include AI-powered intelligence in their 

reasoning [7], [8]. As Syed et al. [25] and Phiayura and 

Teerakanok [20] observe, static ZTAs are not very 

flexible to dynamic responding workloads and 

contextual user behaviour. The proposed framework 

also instantiates the conceptual intent of ZTA by 

adding ML-driven trust scoring and automated micro-

segmentation, while increasing protection against 

insider threats and lateral movement attacks.  
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Moreover, the introduction of hybrid machine learning 

into ZTA aligns with new trends in AI-driven 

cybersecurity research, which support continuous 

behavioral learning and contextual access control [1], 

[9], [15]. The ensemble of the study provides 

robustness and interpretability, unlike single-model 

frameworks, which are essential for policy compliance 

and auditability in regulated cloud setups [12], [30].  

5.3. Theoretical Implications  

Theoretically, this study will add to the current 

research on AI-enhanced Zero-Trust paradigms. The 

results endorse a shift from reactive defense models to 

proactive, data-driven architectures capable of making 

adaptive decisions. This paper contributes to the 

conceptualization of the fusion of machine learning 

theory and cyber trust modelling [3], [19] by treating 

Zero-Trust as a learning system rather than a fixed set 

of policies.  

In addition, the findings indicate that hybrid models 

offer a tradeoff between accuracy and interpretability, 

which are often competing objectives in AI studies. 

Deep neural networks are highly predictive but 

unfathomable, making them problematic in 

deployment in sensitive cybersecurity settings [3], 

[21]. The explainability of XGBoost balances the 

representation learning of the DNN, producing a 

model that meets performance and accountability 

needs. Such synergy provides a conceptual basis for 

future studies on explainable AI (XAI) in Zero-Trust 

systems [9], [21]. 

5.4. Practical and Operational Implications 

Operationally, the suggested framework would 

provide a feasible blueprint for organizations seeking 

to improve threat detection without compromising 

scalability or compliance. The findings show that AI-

based trust practices can be dynamically adjusted to 

changing workloads and access exceptions, enabling 

companies to apply policy coordination at scale [5], 

[20], [25]. This form of automation reduces human 

dependence in incident response and reduces 

cybersecurity drift in large-scale, distributed cloud 

systems.  

Moreover, the low rate of false positives and the low 

latency allow using the framework in continuous 

monitoring systems such as AWS CloudTrail, Azure 

Security Center, and Google Cloud Operations Suite. 

Integration of these platforms may enable real-time 

adaptive authentication, automatic session 

termination, and alert correlation across domains. 

These features are essential for reducing APTs that 

employ credential reuse, lateral movement, and data 

exfiltration [18], [26], [29].  

The other notable implication is that the framework 

complies with data protection and compliance 

requirements, including ISO/IEC 27001 and NIST 

RMF. The system's explainable inference system 

supports audit trails, whereas its adaptive trust-scoring 

capabilities measurably reduce risk [7], [8]. Therefore, 

the AI-ZTA model not only leads to leadsetter 

accuracy in detection, but also a better compliance 

posture, through guaranteeing constant verification of 

users and devices in accordance with the concept of 

Zero-Trust.  

5.5. Inhibitions and Future Study.  

Although it is projected to perform well, the proposed 

framework has some limitations. To begin with, 

synthetic or benchmark datasets (such as CICIDS2017 

and UNSW-NB15) might not be suitable for 

representing the dynamics of an actual multi-cloud 

setup and insider threat behaviour [19]. Future studies 

should incorporate live production datasets to enhance 

model generalization. Second, although the ensemble 

architecture balances performance and interpretability, 

its computational cost is prohibitively high and may 

not be practical on resource-constrained cloud edges 

[12], [30].  

Besides, although the framework incorporates 

dynamic trust scoring, it primarily relies on supervised 

learning to detect. Adaptive retraining can be 

implemented using reinforcement learning or 

federated learning methods, which will not require 

centralized data collection, thereby improving privacy 

and effectiveness [9], [17]. It would also be helpful to 

expand the system to support cross-cloud 

orchestration and inter-organizational trust modeling 

in multi-tenant situations, where the security of 

collaboration is of utmost importance [5], [20].  
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5.6. Summary of Key Insights  

Overall, the discussion shows that hybrid AI models 

embedded in Zero-Trust can radically enhance APT 

detection, response time, and policy flexibility in the 

cloud. The present research addresses the long-

standing gap between security intelligence and access 

control in the modern era. It confirms the hypothesis 

that AI-based ZTA can become the foundation of 

future security architecture [1], [3], [7], [25], [30].  

The results have immediate implications for the 

enterprise cybersecurity design, cloud governance, 

and prospective research on the explainable and 

adaptive AI systems. In the end, the study will move 

Zero-Trust beyond a fixed security model to a self-

educative, context-sensitive design that will form the 

basis of self-defending cyber defenses in the era of AI. 

VI. CONCLUSION AND 

RECOMMENDATIONS 

6.1. Summary of Key Findings 

This study aimed to develop and test an AI-based 

Zero-Trust security architecture that can identify and 

help in stopping Advanced Persistent Threats (APTs) 

in the contemporary cloud setting. The suggested 

system was a hybrid machine learning system that 

enabled intelligent adaptability, combining the rigidity 

of Zero-Trust principles with the flexibility of machine 

learning to handle the increasing complexity of cyber 

adversaries.  

The results of the experimental assessment have 

shown that the hybrid XGBoost-Deep Neural Network 

(DNN) classifier is much better than conventional 

detection models in terms of accuracy, F1-score, 

latency, and reduced false-positives. This was 

explained by the ensemble model's ability to process 

both structured cloud telemetry and unstructured 

behavioral data in real time to capture nuanced attack 

patterns and context-specific differences. Moreover, 

both automatic scoring of trust and active enforcement 

of policies were implemented in the Zero-Trust 

framework, enabling continuous verification and rapid 

incident response —a significant improvement over 

outdated rule-based systems.  

Scalability tests established that the architecture was 

scalable to maintain performance when operating in a 

multi-cloud environment without a significant 

decrease in resources. The model ensured high 

accuracy as workloads grew, whilst the Zero-Trust 

policy engine was responsive to the user and the 

device. All these findings confirm the usefulness of an 

AI-based Zero-Trust architecture as a universal, 

scalable protection system against the cloud. 

6.2. Practical Recommendations 

The outcomes of this study have several practical 

implications for cybersecurity practitioners, cloud 

service providers, and enterprise security architects. 

First, organizations adopting cloud services should 

consider embedding AI-driven anomaly detection 

directly within their Zero-Trust policy engines. This 

will enable continuous risk assessment based on 

behavioral data rather than static credentials, 

providing an additional layer of defense against insider 

threats and credential misuse. 

Second, the deployment of hybrid ML models should 

be prioritized over single-algorithm solutions. 

Ensemble models, particularly those combining tree-

based and deep learning approaches, offer superior 

adaptability and accuracy in detecting both known and 

emerging threats. When integrated into cloud-native 

security operations, these models can substantially 

reduce false alarms and streamline incident response 

workflows. 

Third, security architects should implement dynamic 

trust scoring systems as part of their access control 

strategy. Traditional binary access decisions—grant or 

deny—should be replaced with continuous scoring 

that adapts to contextual signals such as device health, 

user behavior, and session activity. This will align 

Zero-Trust policies with the dynamic and distributed 

nature of modern multi-cloud ecosystems. 

Finally, organizations should invest in automating 

policy orchestration to reduce latency and human error 

in response actions. Automated micro-segmentation 

and adaptive policy enforcement not only accelerate 

response times but also prevent lateral movement of 

threats across virtualized environments. Integrating 

these mechanisms with centralized monitoring 
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dashboards will facilitate more effective, real-time 

threat of visibility and governance. 

6.3. Strategic and Policy Implications 

From a strategic perspective, the research highlights 

the need to evolve from reactive, perimeter-based 

defense models to adaptive, intelligence-centric 

models. Enterprises should develop their cloud 

security plans in line with the principles highlighted in 

this work: continuous verification, least privilege 

access, and behaviour-based anomaly detection. 

For policymakers and regulators, this suggests that the 

focus criteria for cybersecurity standards and 

compliance frameworks should also consider AI-

driven adaptive mechanisms. Traditional security 

measures that rely on infrequent audits and static rules 

are ineffective against real-time, evolving APTs. By 

advocating AI-enabled Zero-Trust implementation at 

scale, governments and industry regulators have the 

potential to nurture resilient, self-healing cyber 

defense infrastructures in both the public and private 

sectors. 

Also, these results support the need for more extensive 

government engagement, in collaboration with the 

private sector, to build open datasets and benchmark 

environments for AI-enabled security research. 

Initiatives like these would foster innovation in AI-

enabled threat detection systems in a transparent AI-

enabled threat detection systems. 

6.4. Directions for Future Research 

While the proposed framework demonstrates strong 

potential, future research should explore several 

extensions. One promising direction is the application 

of reinforcement learning and federated learning to 

enable self-adaptive trust mechanisms that learn 

continuously from distributed environments without 

centralized data collection. This would further 

improve scalability, privacy, and adaptability. 

Another direction involves the integration of 

explainable AI (XAI) methodologies to enhance the 

interpretability and auditability of decisions made by 

AI-driven security systems. This is essential for 

regulatory compliance, human oversight, and trust in 

automated decision-making. Additionally, real-world 

deployment in enterprise-scale multi-cloud 

infrastructures would provide deeper insights into 

operational resilience, cost-effectiveness, and cross-

platform interoperability. 

Lastly, expanding the framework to include quantum-

resilient cryptographic protocols and decentralized 

identity management could offer new dimensions of 

robustness in Zero-Trust implementations, ensuring 

preparedness for next-generation cybersecurity 

challenges. 

6.5. Concluding Remarks 

Overall, this work represents an essential step toward 

intelligent, environment-adaptive, and self-learning 

cybersecurity architectures. The proposed framework, 

by combining the strengths of hybrid machine learning 

with the core principles of Zero-Trust security, creates 

a robust defense model that can identify, anticipate, 

and mitigate sophisticated threats on the fly. 

These results confirm that cloud security in the AI era 

needs to move beyond static policies and become 

dynamic and context-aware, learning from and 

adapting to its operational environment. The AI-based 

Zero-Trust scheme presented in this article not only 

provides a drastic enhancement in security 

effectiveness but also enables sustainable, autonomic 

cyber defense against continuously evolving 

adversarial strategies. 
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