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Abstract- Medical image generation using deep 

generative models has emerged as a promising tool 

for augmenting limited clinical datasets, enabling 

synthetic data generation for training and improving 

model generalization. However, adversarial 

robustness remains a major challenge, especially 

under noisy or domain-shifted conditions where 

models may produce artifacts that compromise 

diagnostic reliability. This study conducts a 

comprehensive comparison between two state-of-the-

art frameworks—StyleGAN2 and Denoising 

Diffusion Probabilistic Models (DDPMs)—across 

noise, adversarial attacks, and modality shifts. Our 

experiments span over 120,000 medical images 

across chest X-rays and MRI scans. We observe that 

diffusion models exhibit a 22% higher structural 

fidelity and a 19% lower Fréchet Inception Distance 

(FID) under Gaussian and adversarial 

perturbations. Additional robustness metrics show 

diffusion models outperform StyleGAN2 in both 

clean and noisy conditions, making them preferable 

for safety-critical applications. 

 

I. INTRODUCTION 

 

Deep generative models have transformed medical 

imaging through realistic data synthesis, enabling 

advancements in diagnostic augmentation, 

anonymization, and training of AI-based diagnostic 

systems. Despite these benefits, robustness under 

adversarial attacks and environmental noise remains 

underexplored, which is critical for safe deployment in 

healthcare. For instance, medical scanners introduce 

inherent noise variations, and inter-institutional data 

discrepancies (domain shifts) can cause models to 

hallucinate unrealistic structures. Therefore, this study 

aims to quantify the adversarial and environmental 

robustness of StyleGAN2 and diffusion-based models 

across multiple imaging modalities. 

 

We formulate the following objectives: 

1. Evaluate robustness of generative models under 

Gaussian, salt-and-pepper, and FGSM 

perturbations. 

2. Measure structural and perceptual quality 

degradation under domain shifts. 

3. Identify architecture-level strengths of StyleGAN2 

vs diffusion models influencing adversarial 

resistance. 

 

II. RELATED WORK 

 

Generative Adversarial Networks (GANs) have been 

widely used in healthcare applications for image 

restoration, synthesis, and augmentation (Goodfellow 

et al., 2014). StyleGAN2 refined these architectures 

with improved feature disentanglement and adaptive 

discriminator augmentation, resulting in high-fidelity 

image generation (Karras et al., 2020). Diffusion 

models (Ho et al., 2020), by contrast, generate images 

through iterative denoising, offering inherent 

robustness to noise. However, while diffusion models 

have achieved remarkable results in general image 

synthesis, their comparative performance under 

adversarial noise within medical imaging has not been 

rigorously studied. 

 

Recent studies (Li et al., 2022; Chowdhury et al., 

2023) indicate that adversarial perturbations can 

significantly distort AI-generated radiological 

structures, raising ethical and clinical concerns. 

Moreover, domain adaptation research (Liu et al., 

2021) has shown that robustness gaps persist when 

models trained on one modality (MRI) are tested on 

another (CT). This work bridges this research gap by 

providing quantitative and qualitative analyses under 

controlled adversarial and domain conditions. 
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III. METHODOLOGY 

 

A. Datasets 

We employ two public datasets: ChestX-ray14 and 

Brain MRI (Kaggle 2023). The ChestX-ray14 dataset 

consists of 112,120 labeled images across 14 

pathologies, while the MRI dataset includes 10,000 

T1-weighted brain slices. All data were resized to 

256×256 pixels and normalized between 0–1. Data 

augmentation included random rotations, histogram 

equalization, and CLAHE normalization. 

 

B. Model Configuration 

StyleGAN2 was trained for 1.5 million image 

iterations using adaptive discriminator augmentation 

(ADA) and a learning rate of 0.002. Diffusion models 

were trained for 1000 time steps with a cosine noise 

scheduler and UNet backbone. For fairness, both 

models were trained using equal compute resources on 

4×A100 GPUs for 150 epochs each. 

 

C. Evaluation Metrics 

To assess visual and structural quality, we employed: 

1. Fréchet Inception Distance (FID): Lower values 

indicate better realism. 

2. Structural Similarity Index Measure (SSIM): 

Measures local structural preservation. 

3. Peak Signal-to-Noise Ratio (PSNR): Quantifies 

image reconstruction accuracy. 

4. Robustness Score (RS): Measures relative 

degradation under adversarial perturbations. 

5. Computational Efficiency (CE): Images generated 

per second (IPS) to compare runtime. 

 

D. Adversarial and Noise Testing 

 

We simulate perturbations as follows: 

• Gaussian noise (σ = 0.05–0.2). 

• Salt-and-pepper noise (p = 0.01–0.05). 

• FGSM attack (ε = 0.02–0.08). 

• Domain shift: Cross-training on MRI and 

evaluating on CT (BraTS → TCIA). 

 

IV. EXPERIMENTAL RESULTS 

 

The performance comparison is presented below. 

Diffusion models consistently outperform StyleGAN2 

in all noise conditions. 
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Figure 1 illustrates that diffusion models maintain 

visual fidelity even at higher noise levels (σ = 0.2), 

while StyleGAN2 exhibits notable feature distortion 

and brightness loss. Additionally, diffusion models 

maintain over 80% SSIM even when subjected to 

FGSM attacks. 

 

Runtime and Efficiency Comparison 

Model Inference 

Time 

(s/img) 

IPS 

(Images/sec) 

Memory 

Usage 

(GB) 

StyleGAN2 0.032 31.2 7.4 

Diffusion 0.045 22.1 9.8 

 

Although diffusion models exhibit superior 

robustness, StyleGAN2 is more computationally 

efficient, generating approximately 31 images per 

second compared to 22 images per second for 

diffusion models. This trade-off must be considered 

for real-time medical imaging applications. 

 

V. DISCUSSION 

 

The results demonstrate that diffusion models are 

inherently more robust due to their iterative denoising 

process, which naturally counteracts adversarial and 

stochastic noise. StyleGAN2’s generator, being a one-

shot mapping, amplifies perturbations leading to 

texture artifacts. Diffusion’s gradual noise reversal 

provides implicit defense, improving structural 

consistency across modalities. 

 

An interesting observation is that under domain shift 

(MRI → CT), diffusion models preserved 85% feature 

similarity (measured via t-SNE clustering overlap) 

compared to 63% for StyleGAN2. This indicates that 
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diffusion-based latent representations generalize 

better across modalities, possibly due to hierarchical 

feature reconstruction. We also note that adversarial 

robustness correlates positively with diffusion step 

count, suggesting that optimizing timesteps may 

further enhance robustness. 

 

CONCLUSION 

 

This paper presented a detailed analysis of 

adversarially robust image generation for medical 

imaging using StyleGAN2 and diffusion models. Our 

findings reveal that while diffusion models deliver 

superior robustness and structural integrity under 

noise and domain shifts, StyleGAN2 remains 

advantageous in generation speed and resource 

efficiency. The insights gained from this study provide 

actionable guidelines for choosing the appropriate 

generative model for clinical applications depending 

on computational budgets and robustness 

requirements. 
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