
© SEP 2025 | IRE Journals | Volume 9 Issue 3 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I4-1711286 

IRE 1711965          ICONIC RESEARCH AND ENGINEERING JOURNALS 2085 

Hybrid Deep Learning and Rule-Based Models for Real-

Time Intrusion Detection in IoT Networks: Extending 

IDS to Edge AI 
 

RAJAT PASWAN1, ATISHAY PREM2, NITIN JAIN3 
1, 2, 3Department of Computer Science, University of Arizona, USA 

 

Abstract- The rapid expansion of Internet of Things 

(IoT) networks has introduced significant security 

vulnerabilities, necessitating intelligent Intrusion 

Detection Systems (IDS) capable of operating under 

constrained edge environments. This paper presents 

a hybrid framework combining deep learning and 

rule-based models for real-time intrusion detection 

in IoT ecosystems. The proposed Edge-IDS 

integrates a CNN-LSTM-based deep model for 

behavioral pattern extraction with Snort-inspired 

rule-based decision fusion for anomaly validation. 

Evaluation across BoT-IoT, TON-IoT, and 

CICIDS2019 datasets demonstrates an average 

detection accuracy of 98.6% and latency reduction of 

31% compared to centralized IDS architectures. The 

framework’s edge-deployable nature and 

adaptability to dynamic IoT environments make it 

suitable for future 6G and industrial automation 

networks. 

 

I. INTRODUCTION 

 

With the exponential growth of IoT devices projected 

to exceed 25 billion by 2030, cybersecurity has 

emerged as a critical concern for network 

administrators and industrial stakeholders. Traditional 

cloud-based IDS solutions are limited by high latency 

and bandwidth overhead. In contrast, edge AI 

architectures promise decentralized, real-time threat 

detection at the device or gateway level. 

Despite the potential of deep learning models for 

intrusion detection, they often struggle with 

explainability, energy consumption, and adaptability 

to evolving threats. Rule-based systems like Snort and 

Suricata offer interpretability but lack scalability for 

large-scale IoT traffic. Hence, hybrid IDS approaches 

combining deep learning’s adaptability and rule-based 

systems’ interpretability can offer the best of both 

paradigms. 

II. RELATED WORK 

 

Machine learning-based IDS frameworks such as 

Kitsune, EdgeML-IDS, and DeepEdgeIDS have 

improved network monitoring efficiency. Kitsune 

employs autoencoders for anomaly detection, while 

EdgeML-IDS leverages LSTM for temporal feature 

extraction. However, these models are 

computationally intensive, limiting deployment on 

low-power IoT devices. 

Rule-based systems, including Snort, Bro (Zeek), and 

Suricata, rely on signature matching to detect known 

attacks. They are effective against known threats but 

fail under zero-day or adversarial scenarios. Our 

proposed model extends these systems with deep 

feature learning for behavioral recognition, resulting 

in improved accuracy and reduced false positives 

under adversarial stress. 

III. PROPOSED METHODOLOGY 

 

A. System Architecture 

The hybrid Edge-IDS consists of two interconnected 

modules: (1) a Deep Learning Engine deployed at the 

fog node and (2) a Rule-Based Engine implemented at 

the edge layer. The deep engine utilizes CNN-LSTM 

layers to extract temporal-spatial features from 

network flow data. Outputs are fused with Snort-like 

rule evaluations to make final intrusion predictions. 

B. Dataset and Preprocessing 

Three benchmark datasets were used: BoT-IoT, TON-

IoT, and CICIDS2019. Each dataset includes both 

normal and attack traffic (DDoS, probing, data 

exfiltration, and DoS). Feature engineering involved 

z-score normalization, one-hot encoding of categorical 

attributes, and PCA-based dimensionality reduction to 

35 key network features. 



© SEP 2025 | IRE Journals | Volume 9 Issue 3 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I4-1711286 

IRE 1711965          ICONIC RESEARCH AND ENGINEERING JOURNALS 2086 

C. Model Components 

The CNN-LSTM architecture was configured with 

three convolutional layers (kernel size 3×3, ReLU 

activation), two LSTM layers (64 units each), and a 

fully connected layer. For rule-based detection, Snort-

like rules were adapted for IoT protocols (MQTT, 

CoAP, and Zigbee). A fusion module combines both 

model outputs using weighted voting, where weights 

are dynamically adjusted via entropy-based feedback. 

D. Training and Optimization 

The model was trained on 1.2 million records per 

dataset using Adam optimizer (learning rate 0.0001, 

batch size 128). Early stopping and dropout (0.3) were 

applied to prevent overfitting. Edge deployment 

optimization used quantization-aware training and 

pruning (35% parameter reduction). 

E. Evaluation Metrics 

Model performance was assessed using Accuracy, 

Precision, Recall, F1-score, and False Positive Rate 

(FPR). In addition, latency (ms) and energy 

consumption (Joules per inference) were measured on 

NVIDIA Jetson Nano and Raspberry Pi 4 devices. 

IV. EXPERIMENTAL RESULTS 

 

The hybrid IDS demonstrates superior detection 

accuracy and efficiency across datasets. Table 1 

compares results with existing IDS architectures. 

Model Dataset Accuracy (%) Precision (%) F1-score (%) Latency (ms) 

Kitsune BoT-IoT 93.2 91.6 92.3 62 

DeepEdgeIDS BoT-IoT 95.4 94.2 94.8 49 

Proposed BoT-IoT 98.8 98.2 98.5 34 

Proposed TON-IoT 98.3 97.9 98.1 36 

Proposed CICIDS2019 98.6 98.5 98.6 32 

The proposed hybrid system outperforms both Kitsune 

and DeepEdgeIDS in detection accuracy and latency. 

Figure 1 illustrates that the hybrid approach maintains 

stability under varying attack frequencies. 

Energy Efficiency Comparison 

Device Model Energy (J/inference) Throughput (packets/sec) 

Jetson Nano Proposed 0.41 820 

Raspberry Pi 4 Proposed 0.57 620 

Edge TPU Proposed 0.35 910 

Ablation Study on Model Components 

Configuration Accuracy (%) F1-score (%) FPR (%) Latency (ms) 

CNN-LSTM only 96.7 96.4 2.8 40 
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Rule-based only 89.1 88.6 6.7 28 

Hybrid (equal weights) 98.3 98.0 1.5 35 

Hybrid (dynamic weights) 98.8 98.5 1.1 34 

As observed in Table 3, dynamic weight fusion yields 

optimal balance between precision and efficiency. The 

false positive rate is minimized to 1.1%, indicating 

improved robustness against benign traffic 

misclassification. 

V. DISCUSSION 

 

The experimental evaluation confirms that integrating 

deep learning with rule-based systems can 

significantly enhance detection capability while 

maintaining interpretability. The CNN-LSTM module 

learns abstract attack features, while the rule-based 

component ensures transparency and deterministic 

decision-making. 

Notably, deployment on edge devices showcases a 

31% latency reduction compared to centralized IDS 

models. Furthermore, quantization reduced model size 

from 120 MB to 78 MB with negligible accuracy 

degradation, demonstrating deployment feasibility on 

embedded hardware. 

VI. CONCLUSION AND FUTURE WORK 

 

This paper proposed a hybrid deep learning and rule-

based IDS framework optimized for real-time 

intrusion detection in IoT networks. By combining 

CNN-LSTM behavioral analysis with adaptive rule-

based decision logic, the system achieved high 

accuracy and low latency suitable for edge 

environments. Future research will explore federated 

learning extensions, adversarial resilience, and 

adaptation to 6G-enabled IoT ecosystems. 
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