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Abstract- Background:  

Organisations need some sort of supervision, 

control and monitoring systems to direct and ensure 

that the behaviour, attitude and perception of their 

employees are in line with the organisational 

culture and goals to enhance performance and 

productivity. The study examined various forms of 

electronic monitoring devices used in the 

commercial banks, employees’ awareness and the 

nexus with employees’ privacy.  

Methods:  

Survey research design was deployed in the study. 

Structured questionnaire was used to access 

information from the 262 respondents. Data 

collected were analyzed descriptively. 

Results: 

Findings revealed that various forms of electronic 

devices or monitoring tools were used in the selected 

banks to monitor the activities of the employees as 

well as their environments. CCTV was the mostly 

deployed followed by the use of computer 

monitoring, internet monitoring, and email 

monitoring software, key logger, GPS tracking, 

clock-in device and video / camera surveillance. 

CCTV systems were strong probing tools for 

dictating any unethical behaviour.  85.9% says 

electronic monitoring intrudes on their privacy very 

much and majority of the employees (80.5%) feel 

very bad being monitored and agreed that 

permission should be sought from employees before 

an electronic monitoring gadget can be used to 

monitor their activities. 

Conclusion: 

Electronic monitoring intrudes very much on the 

privacy of employees of banks and majority of them 

feel very bad being monitored. Therefore, 

permission should be sought from employees before 

an electronic monitoring gadget can be used to 

monitor their activities at workplace, even at remote 

areas. 

 

I. INTRODUCTION 

 

Organisations depend on human capital which 

consists of knowledge, skills and competencies held 

by their employees through whom processes and 

procedures are effectively implemented [1]. 

Therefore, human capital is crucial and is needed in 

organisations to attain competitive advantage over 

their rival in the industry [1] locally and 

internationally. More so, successful organisations 

believe that their successes, partly, are as a result of 

the way they handle their employees [2; 3] and also 

with the way they handle their environments, host 

community and the way the relate to government 

constituted authorities overseeing their operation in a 

given country/nation. This is especially true within 

the service sector such as public organisations [4] oil 

companies and banks.  

 

For organisations to achieve their goals and 

objectives, employee’s work attitude and functions 

are consistently examined and placed under various 

types of monitoring and control to ensure compliance 

to the rules and regulations of the organisations. 

Therefore, organisations need some sort of 

supervision, control and monitoring systems to direct 

and ensure that the behaviour, attitude and perception 

of their employees are in line with the organisational 

culture and goals to enhance performance and 
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productivity. As such, the evaluation and careful 

examination of employees’ attitude, conduct and 

performance occur in many organisations on a 

regular basis [5; 6].Employee monitoring has been an 

important element and is constant in business 

organisations. Employee’ surveillance is the act of 

employers (management/supervisor) examining and 

recording workers’ activities and behaviours through 

different methods. Employees monitoring at times 

involves having access to the privacy of employees’ 

which affects commitment and job satisfaction 

thereby influencing employees’ performance 

negatively or positively [7].  Employee monitoring 

before now took different dimensions like record 

keeping, filing of employees’ work profile, 

supervision of employees’ work schedules (time of 

reporting to duty, time spend on leisure/brake) and 

activities like speed of work, accuracy of work. But 

in this digital era, establishments use modern 

technologies like computer, Closed-circuit television 

(CCTV), global positioning system (GPS) tracking 

and so forth to surviel or track employee activities 

and performance. This has made workplace to be 

solely dependent on technology consisting of internet 

usage and email for actualizing critical business 

operations. Considering this, electronic monitoring 

method is increasingly being implemented by various 

organisations in order to shape the workers’ 

behaviour and to evaluate the performance of their 

staff at the work place [7] as well as their collective 

productivity. 

 

However, there are objections to monitoring 

employees while in the workplace performing duties 

[8];  but it is a known fact that workers are constantly 

reading and sending unofficial mails, playing games 

and web-browsing for personal use during office 

hours [8]. Therefore, employers and management 

team are continuously looking for means to curtail 

abnormal behaviour, control and monitor employees 

for efficiency, security, survival, enhancement of 

performance and organisational growth.  

 

The application of advanced and recent gadgets to 

monitor individual employee behaviour and output 

has raised questions about the validity and accuracy 

of the surveillance methods used; how well they 

represent employees’ contributions to the 

organisational growth and output, the violation of 

employee’ privacy and the health implications on the 

employees [9]. Furthermore, there are controversies 

about computer automation and employees unethical 

work attitude and behaviours which affects their 

output. Hence, the need for this study to ascertain 

forms of monitoring used in banks and the employee 

awareness of electronic monitoring at work place. 

 

II. LITERATURE REVIEW 

 

There are evidences from various literatures that 

show that employees exhibit dysfunctional 

behaviours at the workplace [10; 11; 12]. 

Dysfunctional behaviours within organisational 

context are deviant behaviour exhibited either by the 

employer or employee [13; 14] which is not in 

conformity with the organisational/institutional 

policies, ethics, conducts, values and norms. Such 

behaviours cut short of organisational core values, 

mission and vision statements and are capable of 

reducing the organisational competitive advantage 

over its rivalries thereby decreasing organisational 

performance and productivity [15; 14]. Dysfunctional 

behaviours tarnish the organisational image and bring 

shame to either the employer or employee depending 

on the offender of the crime.    

 

Employee’s dysfunctional behaviour is also called 

deviant /antisocial behaviour. It affects the team spirit 

of an organisation negatively [16; 17]. They are 

conducts or behaviours which mitigate acceptable 

organizational ethics at the workplace, thereby 

affecting organizational efficiency and performance 

[10; 14]; it reduces organizational out, affects 

organiastional prosperity and needs serious attention 

at grass root level [16] by using appropriate 

technologies and procedures to avoid its negative 

impact on the organisation [18; 19].  

 

Globally, monitoring in the workplace is a common 

practice which is deployed by about eighty percent 

(80%) of the majority of employers [20; 21]; 

meaning that a large number of managers and 

employers take part in employee monitoring using 

various types and means of monitoring. This level of 

control by management over the workplace and the 

employee has added a new dimension to the 

employer-employee relationship [22]. This control 

can impact either negatively or positively on the 
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management or the employee.  The manager’s ability 

to monitor and exert control over employees in 

different ways enhances managerial prerogatives. 

Thus, the following are the reasons for monitoring 

the activities of employees: to fortify security; 

observe the application of health and safety rules; to 

trace workers’ productivity; to prevent legal burden; 

to solve security concern problems; to protect 

organisational resources; to curtail employee 

abnormal behaviour;  to protect organisational 

interest; to protect the secretes of trade and 

agreement with the constitution and ethical demands 

of establishments [23; 24; 25].  

 

Furthermore, the advancement and adoption of 

modern technologies and the streamlining of modern 

technologies [26; 25] to track workers in the 

workplace has revolutionized the way by which 

employees’ monitoring is done. Not only that, 

telecommuting has also paved way for the adoption 

of modern electronic surveillance system and equally 

made it relevant. These forms of recent advanced 

surveillances (electronic monitoring with internet of 

things) are cheaper and more effective when 

compared with other types of surveillance [7] and 

also, the flexibility of work schedules in recent times 

has made the traditional types of monitoring 

unsuitable [27] at workplace and elsewhere. 

Therefore, the reason for surveillance in the 

workplace cannot be overstated because it is the main 

factor that control employees’ activities and attitudes 

in the organisation, and workers being aware that 

they are under comprehensive monitoring and careful 

examination will adhere to the organisational goals 

and policy [7]. 

 

III. METHODOLOGY 

 

Research Design 

This work adopted a survey research pattern which 

has to do with the investigation of activity, 

programme(s), opinion and other manifestations of a 

group of people, the institutions’ environment and 

getting information and facts from them.  It is also a 

plan or strategy or way of answering research 

question using empirical data [28]. 

Selection Of Data 

This research employed two types of data; primary 

data and secondary data. The researcher sourced the 

primary data from suggestions, opinions and 

responses from the respondents while the secondary 

data used were all relevant information in established 

reports, journals, periodicals and materials already 

existing in Bank A of Nigeria Plc, Bank B of Nigeria 

Plc and Bank C Plc.  

 

Collection Of Data 

In this study, the researcher used questionnaire as 

tool for data collection. For the fact that the 

respondents that were involved in this study were not 

geographically located in one area and they were 

many in number, the use of questionnaire became 

appropriate. Also, the use of questionnaire helped in 

assuring them of their privacy and confidentiality. 

 

Population Of the Study 

The research covered all the staff of Bank A Nigeria 

Plc, Bank C Nigeria Plc and Bank C Nigeria Plc 

located in the state’s capital and commercial cities of 

South-East Nigeria. 

 

Table 1:  Population of the Study 

State Banks 

Bank A Bank B Bank C 

Number of 

branches  

Number of 

Staff 

Number of 

branches  

Number of 

Staff 

Number of 

branches  

Number of 

Staff 

Abia  18 205 7 91 9 86 

Anambra 27 324 17 135 15 180 

Ebonyi 5 60 1 14 1 16 

Enugu 17 221 11 154 4 52 

Imo 12 168 6 108 5 75 

Total 79 978 42 502 34 409 

Source: From Bank A Plc Record, Bank B Plc Record and Bank C Plc December, 2022 
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Table 1 shows the population of the study by number 

of branches. Bank A with the highest number of 

branches also has the highest number of staff 

participants, while Bank C has the least value. 

IV. RESULTS AND DISCUSSION 

 

RESULTS 

 

Table 2: Distribution and return of questionnaire 

BANKS STATES No distributed No returned No unreturned 

A ABIA 36(10.9%) 28(8.5%) 8(2.4%) 

ANAMBRA 57(17.3%) 44(13.3%) 13(3.9%) 

EBONYI 10(3%) 8(2.4%) 2(0.6%) 

ENUGU 39(11.8%) 30(9.1%) 9(2.7%) 

IMO 29(8.8%) 22(7%) 7(2.1%) 

SUB TOTAL 171(51.8%) 131(40%) 39(11.7%) 

B     

ABIA 16(4.8%) 13(3.9%) 3(0.9%) 

ANAMBRA 24(7.3%) 19(5.8%) 5(1.5%) 

EBONYI 2(0.6%) 2(0.6%) - 

ENUGU 27(8.2%) 22(6.7%) 5(1.5%) 

IMO 19(5.8%) 15(4.5%) 4(1.2%) 

SUB TOTAL 88(26.7%) 71(21.5%) 17(5.1%) 

C     

ABIA 15(4.5%) 12(3.6%) 3(0.9%) 

ANAMBRA 31(9.4%) 26(7.9%) 5(1.5%) 

EBONYI 3(0.9%) 3(0.9%) -- 

ENUGU 9(2.7%) 8(2.4%) 1(0.3%) 

IMO 13(3.9%) 11(3.3%) 2(0.6%) 

SUB TOTAL 71(21.4%) 60(18.1%) 11(3.3%) 

TOTAL Distributed; 171+88+71=330(100%) 

Returned; 131+71+60 =262(79.4%) 

Unreturned; 39+17+11= 67 (20.3%) 

Source: Field survey, 2023. 

 

Table 2 shows the distribution and return of 

questionnaire; out of 330 copies of the questionnaire 

administered to the studied participants, 262 were 

duly completed and returned while 67 copies were 

not returned. Hence, the returned rate of the 

administered questionnaire was 79.4% 

 

Analysis of Responses 
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Figure 1: Forms of Monitoring Devices Used in the study Organisations (Note that multiple   responses were 

allowed). 

Source: Field survey, 2023 

 

Figure 1: Represents different forms of monitoring 

devices being used in the study organisations. It 

shows that all the respondents studied indicated that 

their organisations use CCTV (262:100%), followed 

by the use of computer monitoring by 219 (83.6%) 

and the internet monitoring and email monitoring 

software at 196 (74.8%) and 186 (71.0%) 

respectively. Others include key logger (46: 17.6%), 

GPS tracking for employee ID card (30:11.5%), 

clock-in device (25:9.5%) and video/ camera 

surveillance (25:9.5%).  A total of 7 (2.7%) 

monitoring devices were not specified by the 

respondents. 

 

 

Table 3: Distribution of Respondent awareness and feeling of being monitored at work place 

Monitoring Situation at Work Place 

Frequency              (n =262) 

Percent  

    (%) 

Are you aware of being monitored?   

Yes 262 100.0 

No 0 0 

Total 262 100.0 

How do you see or feel about electronic monitoring?  

Bad 32 12.2 

Good 13 5.0 

Neutral 2 .8 

Very bad 211 80.5 

Very good 4 1.5 

Total 262 100.0 

Electronic monitoring intrudes on my privacy   

Much 24 9.2 

No idea 5 1.9 

Partial 8 3.1 

Very much 225 85.9 

Total 262 100.0 

Permission should be sought from employees before electronic monitoring is used 
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Agreed 240 91.6 

Disagreed 3 1.1 

Neutral 4 1.5 

Strongly agreed 15 5.7 

Total 262 100.0 

The electronic monitoring policy in my organisation is well planned and implemented 

Agreed 230 87.8 

Disagreed 6 2.3 

Neutral 7 2.7 

 Strongly agreed 19 7.3 

Total 262 100.0 

Electronic monitoring is effective in my organisation   

Agreed 24 9.2 

Disagreed 5 1.9 

Neutral 7 2.7 

Strongly agreed 226 86.3 

Total 262 100.0 

 

Table 3 shows that all the studied participants are 

aware that they are being monitored at work with an 

electronic device, as all of them responded positively 

that they are aware of being monitored. However, 

majority 211 (80.6%) indicated that they feel very 

bad being monitored, additional 32 (12.2%) equally 

indicated that they feel bad about it. Only 13 (5%) 

and 4 (1.5%) respectively responded that they feel 

good and very good being monitored. The result 

clearly revealed that majority of the studied group 

have strong feeling that the use of electronic 

monitoring in their respective workplaces intrudes on 

their privacy (so much =225:85.9%; much =24: 

9.2%). Only 8 (3.3%) believe that it partially intrudes 

on their privacy and 5 (1.9%) have no idea on 

whether or not electronic monitoring intrudes on their 

privacy. 

 

In all, 240 (91.6%) agreed that permission should be 

sought from employees before an electronic 

monitoring gadget is used, while just 3 persons 

(1.1%) disagreed. Notwithstanding, majority 230 

(87.8%) agreed that the electronic monitoring policy 

in their respective organisations is well planned and 

implemented. Furthermore, majority (226: 86.3%) 

strongly agreed and agreed (24: 9.2%) that electronic 

monitoring is effective in their organisations 

compared to 5 (1.9%) that disagreed. 

 

V. DISCUSSION 

 

The study showed that different forms of monitoring 

devices were being used in the selected banks to 

monitor the activities of their employees as well as 

their environments. CCTV was the mostly deployed 

followed by the use of computer monitoring, the 

internet monitoring, email monitoring software, key 

logger, GPS tracking, clock-in device and video/ 

camera surveillance. The foregoing is in agreement 

with some authors that CCTV has the potential for 

monitoring various crimes geared to reduce or control 

their occurrence effectively [29; 30; 31; 32]. CCTV 

systems are strong probing tools for many kinds of 

unlawful behaviours [33] in the society or corporate 

organisations and even in security armory [34]. This 

agrees with others researchers that various forms of 

electronic devices or monitoring methods like 

computer monitoring [35; 36], email monitoring [37; 

38; 39; 40; 41], tracking surveillance/ location 

monitoring [42], video surveillance [43], customer 

monitoring [44],  key loggers  [45; 46], software 

monitoring [23] are now being deployed by 

organisations to either monitor their employees or 

their environments to safe guide the establishment, 

enhance productivity, enhance service delivery and 

for appraisal standards. 
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All the study participants were aware that they were 

being monitored at work with electronic devices. 

Majority indicated that they feel very bad being 

monitored. This implies that majority of the studied 

group have strong feeling that the use of electronic 

monitoring in their respective workplaces intrudes on 

their privacy. This is in agreement with the findings 

of [47; 48; 49; 50]; that employees feel that their 

privacy could be invaded with electronic monitoring 

at their work place. Monitoring signals lack of trust, 

this leads to resentment, decreases employee morale 

and productivity; it hurts employee’s feelings [51]. In 

some other studies [52; 53; 54; 55], negative 

association of monitoring revealed that employee 

monitoring leads to health and psychosocial issues 

(illness, fear, depression, stress, anxiety, burnout). It 

also decreases employee’s entanglement, social 

relationship with one another and with their 

supervisors and fears of job disengagement [56; 57].  

This very study revealed that permission should be 

sought from employees before an electronic 

monitoring gadget is used; notwithstanding, majority 

agreed that the electronic monitoring policy in their 

respective organisations is well planned and 

implemented. This agrees with the study which sees 

electronic monitoring as a strategic tool for holding 

firms [58].  This is also in line with the early 

advocates of scientific management whereby 

employers in a bit to ensure that their workers are 

doing good on job, scrutinize employee performance 

in details using electronic monitoring devices [59], 

despite the pros of monitoring, workers do not want 

their privacy to be intruded.  However, workplace 

surveillance creates frictions between organisational 

goals and employee privacy rights; these are ethical 

and legal issues [60; 56; 61; 62] that must be 

considered and addressed in organisations and future 

research. 

 

VI. CONCLUSION 

 

Electronic monitoring intrudes very much on the 

privacy of employees of banks and majority of them 

feel very bad being monitored. Therefore, permission 

should be sought from employees before an 

electronic monitoring gadget can be used to monitor 

their activities at workplace, even at remote areas. 

 

 

VII. RECOMMENDATIONS 

 

Since workplace surveillance creates frictions 

between organisational goals and employee privacy 

rights- these are ethical and legal issues and as such, 

employees must be aware that such surveillance exist 

in an organisation and take appropriation whether to 

engage in job or not. 

 

REFERENCES 

 

[1] Coff, R., & Raffiee, J. (2015). Toward a theory 

of perceived firm-Specific Human Capital. 

Academy of Management Perspectives, 29(3), 

326-341. doi:10.5465/amp.2014.0112. 

[2] Den Hartog, D., &Verburg, R. (2004). High 

performance work systems, organisational 

culture and firm effectiveness. Human Resource 

Management Journal, 14(1), 55-78. 

[3] Birasnav, M., & Rangnekar, S. (2009). Structure 

of human capital enhancing human resource 

management practices in India. International 

Journal of Business and Management, 4(5), 

226-236. 

[4] Mussie T. T., Jana, C., & Sohail S. (2015). 

Assessment of HR development and utilization: 

A Conceptual framework. International Journal 

of Managerial Studies and Research, 3(2), 32-

43. 

[5] Lee, S. & B.H. Kleiner, (2003). Electronic 

surveillance in the workplace. Management 

Research News 26, 72-81. 

[6] Lockwood, G. (2018). Workplace monitoring 

and surveillance: The British context.  Athens 

Journal of Law, 4(3), 205-228. 

[7] Lease, D.R., & Jean Gordon, D.B.A. (2005). 

Balancing productivity and privacy: Electronic 

monitoring of employees. Retrieved December 

11, 2012. 

[8] Garrie, G.B., Blakley, F. A., & Armstrong, M.J. 

(2006). The legal status of spyware. Federal 

Communications Law J, 161-218. 

[9] Sherman, L.W. (2013). The rise of evidence-

based policing: Targeting, testing, and tracking. 

Crime and Justice 42(1),377-451. DOI: 

10.1086/670819 



© NOV 2025 | IRE Journals | Volume 9 Issue 5 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I5-1711241 

IRE 1712264         ICONIC RESEARCH AND ENGINEERING JOURNALS 2020 

[10] Peterson, D.K. (2002). Deviant workplace 

behavior and the organisation’s ethical climate. 

Journal of Business and Psychology, 17(1), 47-

61. 

[11] Salin, D. (2015). Risk factors of workplace 

bullying for men and women: The role of the 

psychosocial and physical work environment. 

Scandinavian Journal of Psychology, 56(1), 69-

77. https://doi.org/10.1111/sjop.12169 

[12] Reid, E., & Ramarajan, L. (2016, June 1). 

Managing the high intensity workplace. 

Harvard Business Review, 84-90. 

https://www.semanticscholar.org/paper/Managi

ng-the-High-Intensity-Workplace-

ReiRamarajan/8b92a8d83417df5e1166296ae63

5fbbc8ad0c0de 

[13] Maher, A.  & Youssef, P. (2016). Role of 

leaders in managing employees’ dysgunctional 

behaviour at workplace. World Academy of 

Science and Technology. International Journal 

of Economics and Management Engineering 10 

(3), 992-997 

[14] Burlita, A. & Rudawska, R. (2021). 

Dysfunctional Behaviors at Work: The Case of 

Employees in Poland. European Research 

Studies Journal 24(4B), 493-506 

[15] Griffin, R.W., & Lopez, Y.P. (2005). Bad 

behavior in organisations: A review and 

typology for future research. Journal of 

Management, 31, 988-1005. 

[16] Ekezie, K. N., Chukwuocha, C., Nwoko, N.M.  

(2025). Employee Dysfunctional Behaviour: 

The Fall of Organizational Output and 

Prosperity; Review of Literature. TIJER – 

International Research Journal, 12 (3) a418-

a427 

[17] Robinson, S. L., & Bennett, R. J. (1995). A 

typology of workplace deviance: A 

multidimensional scaling study. Academy of 

Management Journal, 38, (2), 555-572. 

https://doi.org/10.2307/256693 

[18] Van Fleet, D.D., & Van Fleet, E.W. (2012). 

Towards a behavioral description of managerial 

bullying. Employee Responsibilities and Rights 

Journal, 24(3), 197-215. 

https://doi.org/10.1007/s10672-012-9190-x  

 

[19] MacKenzie, C., Garavan, T.N., & Carbery, R. 

(2015). Dysfunctional behavior in organisations: 

Can HRD reduce the impact of dysfunctional 

organisational behavior-A Review and 

Conceptual Model. Managerial Psychology, 

16(5), 322-338. 

[20] Esen, E. (2005). Workplace privacy poll 

findings, Alexandria, VA: Society for Human 

Resource Management. 

https://books.google.com.ng/books/about/Work

place_Privacy.html?id=Iuc-

ngAACAAJ&redir_esc=y. 

[21] D‟Urso, S.C. (2006). Who’s watching us at 

work? Toward a structural-perceptual model of 

electronic monitoring and surveillance in 

organisations. Communication Theory 16, 281-

303. 

[22] Nord, G.D., McCubbins T.F., & Nord, N.H. 

(2006). E-Monitoring in the Workplace: 

Privacy, legislation, and surveillance software. 

Communications of the ACM, 49(8), 72-77. 

[23] Mishra, J. M., & Crampton, S. M. (1998). 

Employee monitoring: Privacy in the 

workplace? S.A.M.Advanced Management 

Journal, 63(3), 4-14. Retrieved from 

https://search.proquest.com/docview/231233456

?accountid=14338. 

[24] Suemo, J.  (2019, June 04). 4 main reasons 

employers monitor their workers. 

https://www.worktime.com/4-main-reasons-

employers-monitor-their-workers. 

[25] Freedman, M.  (2023, March 29) Spying on 

your employees? Better understand the law first. 

https://www.businessnewsdaily.com/6685-

employee-monitoring-privacy.html. 

[26] West, D.M. (2021, January 5). How employers 

use technology to surveil employees. 

https://www.brookings.edu/blog/techtank/2021/

01/05/how- employers-use-technology-to-

surveil-employees/ 

[27] Ciocchetti, C.A. (2011). The eavesdropping 

employer: a twenty‐first century framework for 

employee monitoring. American Business Law 

Journal, 48(2), 285-369. 

[28] McCombes, S. (2023, May 31). What Is a 

Research Design | Types, Guide & Examples. 

Scribbr. Retrieved July 12, 2023, from 



© NOV 2025 | IRE Journals | Volume 9 Issue 5 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I5-1711241 

IRE 1712264         ICONIC RESEARCH AND ENGINEERING JOURNALS 2021 

https://www.scribbr.com/methodology/research-

design/ 

[29] Lim H., Kim C., Eck J. E., & Kim J. (2016). 

The crime-reduction effects of open-street 

CCTV in South Korea. Security Journal, 29, 

241–255.  

[30] Piza E. L., Welsh B. C., Farrington D. P., & 

Thomas A. L. (2019). CCTV surveillance for 

crime prevention: A 40-year systematic review 

with meta-analysis. Criminology & Public 

Policy, 18, 135–159. 

[31] AL Ashkhari A.S., and Ismail, N.  (2024). 

Effectiveness of CCTV Surveillance System on 

Crime Prevention: A Proposed Framework. 

International Journal of Business Society, 8 (4), 

904-913. 

[32] AL Ashkhari A.S., and Ismail, N.  (2024). 

Framework for Assessing the Impact of CCTV 

Surveillance Systems on Crime Prevention. 

International Journal of Academic Research in 

Business and Social Sciences 1 4(4), 1747-1757 

http://dx.doi.org/10.6007/IJARBSS/v14-

i4/21410 

[33] Ashby, M.P. J.  (2017). The Value of CCTV 

surveillance cameras as an investigative tool: 

An empirical analysis.  Eur J Crim Policy Res  

23, 441–459.  DOI 10.1007/s10610-017-9341-6. 

[34] Ainsworth, T. (2002). Buyer beware. In: 

Security Oz, 19, 18-26. 

[35] Robbins, S. P., & Coulter, M. (1999). 

Management (6th ed.). Upper saddle river, NJ: 

Prentice Hall. Schermerhorn, J. R., Jr. (2011). 

Introduction to management (11th ed.).  

[36] Givens, B. (2001). A review of current privacy 

issues. Privacy rights Clearing house.  

https://scholarworks.lib.csusb.edu/cgi/viewconte

nt.cgi?article=1263&context=ciima 

[37] [37] Littlejohn, S., & Michael, C. (2008). 

Collecting and preserving digital evidence in 

scene of the cybercrime (2nd. Ed.) 

https://www.sciencedirect.com/topics/computer-

science/electronic-communications-privacy-act. 

[38] Time Doctor (2021, October 26). What to know 

before you start monitoring employee email. 

https://biz30.timedoctor.com/monitor-

employee-email/ 

[39] Irei, A. (2022, January 24). What is cyber 

hygiene and why is it important? 

https://www.techtarget.com/searchsecurity/defin

ition/cyber-hygiene. 

[40] Pal, S. (2022, May 28). What is email 

monitoring and how does it work? 

https://www.mailmodo.com/guides/email-

monitoring/ 

[41] Sethi, A. (2022, September 2). Forensic analysis 

of emails using Stellar Email Forensic Software. 

https://www.stellarinfo.com/blog/forensic-

recovery-of-evidence-using-stellar-email-

forensic/ 

[42] Kaupins, G. E. & Minch, R. (2006).  Legal and 

ethical implications of employee location 

monitoring.  International Journal of 

Technology and Human Interaction, 2(3), 16-

35. 

[43] Coultrup, S.  & Fountain, P. D. (2012). Effects 

of electronic monitoring and surveillance and 

the psychological contract of employees: An 

Exploratory study proceeding of ASBBS, 

Annual Conference: Las Vegas, 9, 1. 

[44] Williams, J. (2023). How to Monitor Customer 

Service.https://smallbusiness.chron.com/monito

r-customer-service-1120.html 

[45] Yerby, J. (2013). Legal and ethical issues of 

employee monitoring. Online Journal of 

Applied Knowledge Management, 1(2), 44-55. 

[46] Sharma, K. (2022, February 3). Keylogging- 

types, detections and preventions. 

https://empmonitor.com/blog/keylogging-types-

detections-and-preventions/ 

[47]  Fairweather, N. B. (1999). Surveillance in 

employment: The Case of Teleworking.  

Journal of Business Ethics 22(1): 39. 

[48] Stevens, A. (2021, July 16). 15 advantages and 

disadvantages of remote work. Remote work 

can save businesses money and reduce 

absenteeism. But it also comes with its 

disadvantages. 

https://www.techtarget.com/whatis/feature/15-

advantages-and-disadvantages-of-remote-work 

[49] Eurofound, (2021). Monitoring and surveillance 

of workers in the digital age. 

https://www.eurofound.europa.eu/data/digitalisa



© NOV 2025 | IRE Journals | Volume 9 Issue 5 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I5-1711241 

IRE 1712264         ICONIC RESEARCH AND ENGINEERING JOURNALS 2022 

tion/research-digests/monitoring-and-

surveillance-of-workers-in-the-digital-age 

[50] Legal Guidance (2021, October 21). Disclosure 

Manual: Chapter 26 - Dealing with surveillance 

authorisations. https://www.cps.gov.uk/legal-

guidance/disclosure-manual-chapter-26-dealing-

surveillance-authorisations 

[51] Johnson, S. (2022, August 23). Pros and cons of 

monitoring your employees. 

https://www.business.com/articles/pros-and-

cons-of-monitoring-employees/. 

[52] Lane, F.S. (2003). The naked employee: How 

technology is compromising workplace privacy. 

AMACOM Div American Mgmt. Assn., 128-130. 

[53] Jeske D., & Kapasi I. (2017). Electronic 

performance monitoring: Lessons from the past 

and future challenges, in Proceedings of the 

14th Annual Conference of the Italian Chapter 

of the AIS, Vol. 14 eds Cabitza F., Lazazzara A., 

Magni M., Za S. (Rome: LUISS University 

Press;), 119–132. 

[54] Kalischko, T. & Riedl, R. (2021). Electronic 

performance monitoring in the digital 

workplace: Conceptualization, review of effects 

and moderators, and future research 

opportunities. Front Psychol., 12, 1-15. doi: 

10.3389/fpsyg.2021.633031 

[55] Siegel R., König C.J., & Lazar, V. (2022). The 

impact of electronic monitoring on employees' 

job satisfaction, stress, performance, and 

counterproductive work behavior: A meta-

analysis. Computers in Human Behavior 

Reports 8, 

https://doi.org/10.1016/j.chbr.2022.100227 

[56] [Ariss, S. S. (2002). Computer monitoring: 

Benefits and pitfalls facing management. 

Information & Management, 39, 553-558 

[57] Meyers, N. (2003). Employee privacy in the 

electronic workplace: Current issues for IT 

professionals. 14th Australasian Conference on 

Information Systems, Perth, Western Australia.  

[58] Giddens, M. (2010). Organisations and 

networks. In: Giddens, M., Sutton W.P. 

Sociology. 6thed (African reprint). London. 

Wiley. 779-803. 

[59] Ball, K. (2010). Workplace surveillance: An 

overview.  Labor History, 51(1), 87 –106. DOI: 

10.1080/00236561003654776.  

[60] Martin, K., & Freeman, R.E. (2003). Some 

Problems with Employee Monitoring. Journal 

of Business Ethics 43, 353–361 

https://doi.org/10.1023/A:1023014112461. 

[61] Privacy Rights Clearinghouse. (2006, February 

16). Employee monitoring: Is their privacy in 

the workplace? Retrieved September 22, 2006, 

from http://www.privacyrights.org/fs/fs7-

work.htm 

[62] Sanghavi, A. (2021, December 23) The all-in-

nne guide to employee monitoring. 

https://www.g2.com/articles/employee-

monitoring. 

 

 


