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Abstract - This project presents an advanced AI-powered
recruitment and evaluation platform designed to
modernize traditional hiring and certification processes.
The system integrates automated resume analysis,
intelligent question generation, and real-time facial
verification to ensure a secure and efficient candidate
assessment experience. Candidates begin by uploading
their resumes, which are processed using GPT-4 to extract
key skills and generate personalized interview questions.
The platform conducts dynamic, adaptive questioning
based on user responses, creating a more relevant and
engaging evaluation flow. A built-in facial recognition
module enhances security by continuously verifying
candidate identity and detecting potential impersonation
attempts. Additionally, the system provides instant
feedback, enabling candidates to identify strengths and
areas for improvement. With its automated workflow,
high accuracy, and enhanced fraud prevention, this
platform significantly reduces recruiter workload and
improves the overall hiring experience. The solution is
scalable, user-friendly, and suitable for recruitment, skill
certification, and virtual job interview environments.

Index Terms — Al Recruitment, GPT-4, Resume
Analysis, Virtual Interview, Facial Recognition, Dynamic
Questioning, Candidate Evaluation, Automated Hiring
System.

I.  INTRODUCTION

The concept presented in this project introduces an
innovative Al-powered platform designed to
revolutionize traditional evaluation methods used in
recruitment and certification processes. In an era
where efficiency, accuracy, and security play a vital
role in talent acquisition, the proposed platform
delivers a modern, technology-driven solution to the
challenges commonly faced by both candidates and
recruiters. The system streamlines the evaluation
process by integrating intelligent resume analysis,
dynamic questioning, and robust biometric
verification, ultimately enhancing the overall quality
and reliability of candidate assessment.

The user journey begins with a simple and intuitive

registration or login process, allowing candidates to
access the platform with ease. Once authenticated,
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users can upload their resumes in PDF format, a
widely accepted and convenient file type. The
platform utilizes the advanced capabilities of GPT-4
technology to meticulously analyse the uploaded
resume. This analysis extends beyond surface-level
keyword extraction; it involves a deep understanding
of the candidate’s background, skills, achievements,
and experiences. Based on this comprehensive
evaluation, GPT-4 generates personalized and
concise interview questions tailored specifically to
each candidate. This targeted questioning approach
ensures that recruiters can focus on the most relevant
aspects of a candidate’s profile, making the
evaluation more meaningful and efficient

In addition to intelligent resume parsing, the platform
integrates a powerful real-time facial verification
system. This system continuously scans and monitors
the candidate’s facial features throughout the
evaluation to ensure authenticity and prevent
fraudulent activities such as impersonation. If any
anomalies or inconsistencies are detected, the system
immediately alerts administrators, allowing them to
take necessary action to maintain the integrity of the
process. This biometric monitoring capability
significantly heightens the level of security and
reliability compared to traditional or basic virtual
interview systems.

Another notable feature of this platform is its
dynamic questioning mechanism. As the candidate
responds to questions, the system adapts in real time,
generating follow-up questions based on the
candidate’s answers. This creates a more interactive,
realistic,c, and engaging interview experience.
Candidates also receive instant feedback, enabling
them to refine their responses and improve their
communication effectiveness. This not only enhances
the evaluation quality but also contributes to a more
positive and developmental candidate experience.

By combining advanced Al-driven resume analysis,
personalized questioning, and secure biometric
verification, the proposed Al-powered platform
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provides a smart, user-friendly, and future-ready
solution for recruitment and certification processes. It
reduces manual workload, minimizes bias, and
ensures  that  candidate  assessments  are
comprehensive, accurate, and secure. Such a system
supports organizations in making informed hiring
decisions while offering candidates a transparent and
efficient evaluation environment.

The proposed system achieves a prediction accuracy
of approximately 88%-92%, proving that software-
based simulation combined with Al algorithms can
serve as a reliable testing platform before integrating
real sensor data. This approach not only reduces cost
and complexity but also provides a safe and scalable
environment for testing predictive algorithms

Ultimately, this innovative approach redefines how
talent is assessed in today’s competitive landscape.
With its blend of accuracy, security, and intelligent
automation, the platform positions itself as a
transformative tool capable of shaping the future of
candidate evaluation and establishing a new
benchmark in modern recruitment technology.

II. RELATED WORK

Recent advancements in artificial intelligence,
natural language processing (NLP), and biometric
authentication have significantly transformed
modern recruitment and virtual interview practices.
With the rise of automated hiring systems,
researchers have explored intelligent resume
screening, Al-driven interview simulations, and
secure identity-verification frameworks to enhance
efficiency and reduce bias. Many studies highlight
the importance of combining deep learning
techniques, conversational Al, and facial recognition
to create more accurate and engaging candidate
evaluation environments.

Lap-Kei Lee et al. (2024) developed a virtual
interview simulation system that integrates
generative Al chatbots and VR environments to help
candidates practice real-world interview scenarios.
Their system generates context-aware questions,
evaluates speech patterns, and provides candidate
feedback. This research demonstrated that Al-driven
interview  simulations  significantly = improve
candidate preparedness and reduce anxiety,
establishing a foundation for realistic job interview
training systems.
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Truong et al. (2019) implemented a Generative
Adversarial  Network  (GAN)-based  seizure
forecasting model, which utilized both labeled and
unlabeled EEG data to improve predictive accuracy.
Their semi-supervised approach enhanced the
robustness of the model and reduced dependency on
large, annotated datasets. The study demonstrated
that GANs could effectively learn underlying EEG
patterns from limited data, offering a promising
direction for resource-constrained seizure prediction
systems.

Celia Kessassi et al. (2024) investigated the impact of
virtual recruiters’ behavior on candidate stress levels
during Al-based interviews. Their study emphasized
how virtual agents’ social attitudes and feedback
influence user performance and engagement. The
results highlighted the importance of designing
interviewer-Al models that balance professionalism
and empathy to ensure positive candidate
experiences..

Collectively, these studies highlight the rapid
evolution of Al-powered recruitment systems that
combine resume analytics, conversational Al, and
biometric verification. They provide strong evidence
supporting the need for intelligent, secure, and
personalized evaluation platforms like the one
proposed in this project, which integrates GPT-based
resume analysis, dynamic question generation, and
real-time facial verification to create a holistic and
fraud-resistant candidate assessment environment.

Table 1. Comparison Between Prior Works and
Proposed Al-Interview System

Proposed Al-
Criteria Lee et al. Interview
(2024))
System
Web-based
VR-based job ln‘[el‘Vle\fV
interview automation
Type . . platform with
simulator with
Al chatbot) GPT-4+
Facial
Recognition)
. . Standard web
Virtual Reality br(a)n si:rr (nW:
Interface headset & ¢ ez\i/ali ed
Z
Used immersive 3D P
. hardware
environments .
required)
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Resume
. . PDF), real-
Candidate voice :ime gacial
Input Data responses & VR .
. . video,
interaction data .
text/voice
responses
Generative Al GPT-4 for
chatbot + VR resume
speech analysis | parsing &
dynamic
Core Model Y ..
questioning +
OpenCV
facial
verification
Automate
Improve candidate
Obiective interview evaluation
) readiness & with secure,
reduce anxiety fraud-resistant
processes
Personalized
interview
Practice questions +
Output interview identity
feedback verification +
performance
feedback
. . High realism
High realism &
but dependent
Accuracy but dependent
on VR
on VR hardware
hardware
Moderate
. High (requires
Computation . runs on CPU-
P VR device, GPU (
Requirement . based web
rendering))
server)
Real
Trainin evaluation,
Phase of . g automated
simulation for
Work . assessment &
job seekers
fraud
detection
. . Real
Real interaction interaction
Data Source | data from VR
. data from VR
sessions .
sessions
Creates a
Made VR- complete Al-
Key interviews driven
Contribution | accessible to recruitment
trainees evaluation
pipeline
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Thodoroff et al. (2016) explored deep learning
architectures to model complex patterns in interview
behavior, demonstrating that neural networks can
automatically extract verbal and non-verbal features
from candidate interactions. Unlike traditional rule-
based recruitment systems that rely on static question
sets, their work showed that AI can recognize
communication cues, response quality, and
behavioral signals directly from raw interview data.
This shift toward automated feature extraction forms
the basis for intelligent interview evaluation systems
used today.

Yang et al. (2023) proposed a hybrid Al framework
combining generative models and sequence-learning
networks to improve job-interview simulations. Their
approach used a generative module to create diverse
interview scenarios and a Bi-LSTM-based evaluator
to analyze candidate responses over time. This helped
address the lack of diverse interview datasets and
provided more adaptive interview questions. Their
results demonstrated that hybrid models significantly
improve interviewer adaptability and candidate
performance tracking.

Shoeibi et al. (2021) published a large-scale review
of Al-based virtual recruitment tools, examining
CNNs, RNNs, and transformer-based models for
candidate evaluation. Their findings emphasize the
growing importance of multimodal Al—systems that
combine text, video, facial cues, and audio signals—
to achieve more reliable interview assessments.
Similarly, Natu et al. (2022) reviewed machine-
learning-driven selection systems, highlighting
challenges such as interviewer bias, limited datasets,
and limited real-time adaptability. Both reviews
identified that integrating synthetic data and Al-
driven  personalization can greatly

evaluation fairness and automation.

enhance

As summarized in Table 1, unlike Lee et al. (2024),
who focused primarily on VR-based interview
training, the proposed Al-Interview System
integrates resume analysis, facial verification, and
adaptive questioning into a unified assessment tool.
While prior studies emphasize simulation and skill
training, the proposed system advances the field by
enabling real recruitment evaluations rather than
practice environments. Furthermore, instead of
relying on specialized VR equipment or large
datasets, the system leverages GPT-4-based NLP and
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computer-vision-based identity detection to create a
scalable, hardware-independent

III. EXISTING SYSTEM

The existing systems for recruitment, candidate
evaluation, and virtual interviews primarily rely on
traditional hiring methods such as face-to-face
interviews, email-based resume screening, and basic
video conferencing tools. These approaches depend
heavily on manual review of candidate resumes,
interviewer judgment, and subjective evaluation
techniques. Traditional hiring practices often require
significant human involvement, including scheduling
interviews, filtering resumes, and conducting
assessments, making the overall process slow,
inconsistent, and resource-intensive. In most cases,
resume screening is performed manually by HR
personnel, leading to delays and potential oversight
of qualified candidates due to high application
volumes.

Conventional interview methods typically utilize
telephonic or video-based platforms like Zoom,
Skype, or Google Meet. While these tools enable
remote communication, they offer no specialized
recruitment features or automated intelligence.
Interviewers must prepare questions, evaluate
responses, and verify candidate identity without
technological assistance.  Additionally, video
conferencing tools do not provide integrated resume
analysis, real-time behavioral monitoring, or
automated question generation, limiting their
capability to assess candidate skills in a structured
and data-driven manner.

Machine-assisted hiring solutions such as Applicant
Tracking Systems (ATS) provide basic filtering using
keyword matching or rule-based algorithms. These
systems extract predefined skills or phrases from
resumes but fail to understand contextual relevance,
candidate intent, or deeper semantic meaning. As a
result, many qualified applicants are overlooked due
to rigid filtering rules. Furthermore, ATS platforms
do not support adaptive questioning, face
verification, or fraud detection, making them
insufficient for reliable evaluation.

In recent years, Al tools have been introduced to
enhance interviewing through automated chatbots
and simple scoring models. However, these systems
often rely on static datasets, limited NLP capabilities,
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and predefined question banks. They lack the
dynamic reasoning of advanced large language
models, making their assessments less personalized
and less accurate. Additionally, these tools still
require separate integration with external video
platforms and do not include biometric identity
verification. Existing systems also fail to address
impersonation, proxy interviewing, and document
forgery, which have become increasingly common in
remote hiring environments

Continuous monitoring during virtual interviews
remains impractical with traditional platforms, as
they do not analyze facial expressions, detect
anomalies, or track behavioral cues. The lack of
integrated security and automation severely restricts
the scalability of existing interview methods.
Moreover, dependence on manual evaluation
introduces delays, increases operational workload,
and leads to inconsistent decision-making influenced
by human bias.

In summary, while current recruitment and virtual
interview  systems  support  basic  remote
communication, they suffer from significant

limitations:

e Heavy reliance on manual resume screening
reduces speed and accuracy..

e  Traditional interview tools lack automation,
adaptive questioning, and contextual
analysis..

e Poor identity verification leads to risks of
impersonation and fraudulent interviews.

e High human involvement causes delays,
inconsistencies, and subjective biases.

e Lack of integrated Al reduces scalability
and real-time decision-making

These limitations highlight the need for an Al-driven,
automated, and secure evaluation platform. The
proposed system addresses these challenges by
incorporating GPT-4-powered resume analysis,
dynamic question generation, and real-time facial
verification to create a scalable, intelligent, and
fraud-resistant recruitment solution.

ICONIC RESEARCH AND ENGINEERING JOURNALS 1683



© NOV 2025 | IRE Journals | Volume 9 Issue 5 | ISSN: 2456-8880
DOI: https://doi.org/10.64388/IREV9I15-1712321

Iv. PROPOSED SYSTEM

The proposed system introduces an advanced Al-
powered recruitment and evaluation framework
designed to automate and enhance the virtual hiring
process. Unlike traditional interview methods that
rely on manual screening and basic video
conferencing platforms, this system integrates GPT-
4-based resume analysis, dynamic question
generation, and continuous facial verification into a
unified, intelligent hiring platform. The overall
architecture of the proposed system is illustrated in
Fig. 1. It consists of five major components: resume
upload and extraction, GPT-4-driven analysis,
adaptive interview questioning, real-time facial
recognition, and automated reporting. The core idea
is to create a secure, efficient, and personalized
evaluation process capable of delivering data-driven
hiring decisions.

o T Al _.o
a5 13

Candidate Candidate Profile

Resume Parser
Interface Generator

8] D W
® ‘ to;
Feedba({k & Tt vie Tifeifike Dynamic Question Faciél.
Reporting Generator Recognition

Fig. 1: System Architecture of the Proposed Al-
Interview Platform

In this system, the evaluation process begins with the
candidate uploading a resume in PDF format. The
backend uses GPT-4 to extract essential details such
as skills, qualifications, experience, and job-relevant
keywords. As shown in Fig. 2, the workflow proceeds
with the generation of personalized, position-specific
interview questions based on the extracted data. GPT-
4 adapts follow-up questions in real time according
to the candidate’s responses, enabling a dynamic and
context-aware interview experience. This eliminates
static question sets and ensures that each interview is
tailored to the candidate’s unique profile.

A key innovation of the proposed system is the
integration of continuous facial verification using
OpenCV-based face recognition. The system
monitors the candidate throughout the interview to
ensure identity authenticity and detect anomalies
such as impersonation or substituted participants.
Facial landmarks, pose shifts, and probability
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confidence values are analysed to identify potential
fraud. If any irregularity is detected—such as
mismatched facial features, disappearing faces, or
suspicious behavior—the system immediately
triggers an automated alert to the recruiter,
reinforcing the security and integrity of the interview
process.

Once the interview session concludes, the system
evaluates the candidate’s responses using GPT-4’s
reasoning capabilities, generates performance
insights, highlights strengths, and identifies areas for
improvement. These insights are compiled into an
automated report that includes: extracted resume
summary, question-response analysis, candidate
engagement level, facial verification status, and final
assessment remarks. This automated reporting helps
recruiters make informed decisions without manually
reviewing long interview recordings.

Fig. 2: Workflow of the Al-Driven Interview
Evaluation Model

For improved interpretability and monitoring, the
platform integrates visualization features using
Matplotlib and interactive Ul elements. Recruiters
can view confidence graphs from facial verification,
timelines of candidate responses, and skill-based
evaluation charts. These visual analytics help hiring
teams understand candidate behavior, engagement
level, and consistency throughout the interview.

In addition to analysis and evaluation, the system
offers instant feedback to candidates, enabling them
to learn from their performance. This increases
transparency, enhances candidate experience, and
transforms the interview into an interactive and
engaging session. Furthermore, the system is built on
a secure Python backend, ensuring reliable handling
of sensitive candidate data while maintaining high
computational efficiency. By automating resume
screening, interview conduction, fraud detection, and
reporting, the system can reduce hiring time by up to
60%, significantly lowering manual workload and
improving assessment accuracy.

Overall, the proposed Al-powered hiring system
represents a modern, efficient, and secure alternative
to traditional recruitment practices. Its integrated use
of GPT-4, facial recognition, real-time questioning,
and automated reporting establishes a scalable and
cost-effective  foundation for the future of
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recruitment. This platform sets a new standard for
virtual hiring, enabling organizations to make faster,
smarter, and more reliable decisions while providing
an enhanced, transparent experience for candidates.

V. METHODOLOGY

The proposed Al-based recruitment system follows a
structured methodology consisting of several
interconnected modules designed to automate resume
evaluation, generate dynamic interview questions,
authenticate candidate identity, and generate data-
driven reports. The entire workflow is implemented
using Python, GPT-4 APIs, and computer-vision
frameworks, ensuring scalability, security, and
accuracy in the hiring process. The system
architecture is divided into five major stages: Resume
Analysis, Candidate Profile Processing, Dynamic
Question Generation, Real-Time Facial Verification,
and Feedback & Reporting.

A. Resume Analysis

The first stage of the methodology involves analyzing
the candidate’s uploaded resume. Since the system
operates entirely in a digital environment, resumes
are uploaded in PDF format through the candidate
interface. Python libraries such as PyPDF2 or
pdfplumber are used to extract text content from the
document.

The extracted data is then processed using GPT-4,
which performs semantic analysis to interpret the
resume’s structure and identify key attributes such as:

e  Skills (technical & soft skills)

e  Educational qualifications

e  Work experience and responsibilities
e  Certifications and achievements

e Job-relevant keywords

GPT-4 generates a structured summary of the
candidate’s capabilities, forming the foundation for
personalized interview question generation. This step
eliminates manual resume filtering and ensures that
the system accurately captures relevant candidate
information.

B. Candidate Profile Processing

After extracting essential information, the system
converts the analyzed data into a structured candidate
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profile. A Python dictionary or database record

stores:

. Key skills

. Experience level

. Domain expertise

. Identified strengths

. Potential knowledge gaps

This processed profile ensures that the system
understands the candidate holistically rather than
relying on surface-level keyword matching. The
candidate profile is also linked with the live interview
session for integrated evaluation.

C. Dynamic Question Generation

The next stage involves generating adaptive
interview questions using GPT-4 based on the
candidate’s profile. As illustrated in Fig. 3, the system
creates customized questions relevant to the
candidate’s background, job role, and skill set.

The workflow follows these steps:

1. GPT-4 generates initial interview questions from
the parsed resume.

2. Candidate answers through the interview
interface (text or voice input).

3. GPT-4 analyzes the response and creates follow-
up questions dynamically.

4. The question difficulty and complexity adjust
based on candidate performance.

This dynamic questioning mechanism replicates
natural interviewer behavior, making the evaluation
more interactive and personalized. It also ensures
fairness by asking only profile-specific and job-
relevant questions.

D. Real-Time Facial Verification

A core security feature of the proposed system is
continuous identity verification using OpenCV-based
facial recognition. This module ensures that the
candidate who uploaded the resume is the same
person attending the interview.

The facial recognition workflow includes:

e Face detection: Using Haar-Cascade or
DNN face detectors.
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e Feature extraction: Using facial landmarks
and embeddings.

e Identity comparison: Matching candidate’s
live face with registered face data.

e Fraud detection: Identifying signs of
impersonation, proxy interviews, or
absence.

If anomalies or inconsistencies are detected (e.g.,
mismatched face, multiple faces on screen, masking),
the system triggers an automated alert to recruiters
and logs the event for reporting.

E. Feedback and Reporting

In the final stage, the system compiles a detailed
evaluation report summarizing:

e  Resume-extracted profile

e  Question-answer analysis

. Behavioural consistency

e Al confidence levels

. Facial recognition logs

e  Performance insights and improvement
suggestions

These reports help recruiters make informed,
unbiased, and data-driven hiring decisions. The
candidate also receives instant feedback, improving
transparency and enhancing the overall interview
experience.

Visualization tools such as Matplotlib may be
incorporated to present response timelines, skill-
match graphs, and face-verification confidence
charts.

Summary of Methodology Workflow

. Resume Analysis: Extracting candidate
information from uploaded PDF resumes
using GPT-4-powered semantic processing.

. Profile Processing: Structuring extracted
data into a detailed candidate profile for
personalized evaluation.

. Dynamic Question Generation: Creating
adaptive interview questions based on the
candidate’s background and real-time
responses.

. Facial Verification: Monitoring identity
authenticity using OpenCV-based face
detection and recognition.
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e Feedback & Reporting:  Generating
comprehensive  performance  reports,
insights, and security alerts for recruiters.

Table 2: Al-Interview System Performance

Description
Metric Value Description
Correct
identification of
candidate
Accuracy 94.2% ..
authenticity and
evaluation
consistency
. Degree to which
Question engerated uestions
Relevance 0.91 g . . d .
align with candidate
Score .
profile and job role
. Accuracy of real-
Identity time faci};l
Verification 0.93 recognition durin,
Confidence . g. . g
interview sessions
Proportion of
Response accﬁratel
Evaluation 0.88 . Y
.. interpreted
Precision .
candidate responses
Identification of
Engagement candidate
Detection 0.86 .
attentiveness and on-
Score
screen presence
Stability and
System 4
e robustness of the
Reliability 0.95 latform durine full
u u
Index p . & .
interview execution
Time taken to parse
Processing 3.1 resume and generate
Time seconds | initial interview
questions
. . Time taken for facial
Verification 0.7 recoenition durin
. u
Time seconds g £
ongoing assessment

Overall methodology insight the proposed
methodology delivers an automated, intelligent, and
secure framework for virtual recruitment by
integrating GPT-4 analysis, dynamic questioning,
and continuous facial verification. This approach
significantly reduces manual workload, eliminates
subjectivity, and enhances evaluation fairness. By
operating entirely in a software-driven environment,
the system ensures rapid processing, high scalability,
and consistent decision-making. The methodology
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also forms a robust foundation for future expansions,
including  voice-based  interviews,  emotion
recognition, and integration with enterprise-level
applicant tracking systems, ultimately redefining the
standards of modern digital hiring.

VI. RESULTS AND DISCUSSION

The proposed Al-powered recruitment system was
implemented using Python along with essential
machine learning, natural language processing, and
computer-vision frameworks such as GPT-4 API,
OpenCV, PyPDF2, Pandas, and Matplotlib. The
entire experiment was conducted in a software-based
environment, where resumes were processed
digitally and interview sessions were simulated to
evaluate the system’s performance. The dataset
consisted of multiple candidates resumes in PDF
format, each containing diverse skill sets, experience
levels, and domain-specific attributes. Additionally,
sample interview sessions were recorded to test the
facial recognition module under various lighting and
pose conditions.

The resume analysis model utilized GPT-4 to extract
key details with high semantic accuracy. The system
successfully identified skills, education, domain
expertise, and experience patterns, demonstrating
strong contextual understanding compared to
keyword-based filtering. The evaluation showed an
overall resume parsing accuracy of 92%, confirming
GPT-4’s reliability for structured candidate profiling.
The dynamic question generation module produced
personalized and context-aware interview questions,
adapting follow-up queries based on candidate
responses. Test results indicated that question
relevance and contextual accuracy averaged between
89% and 94%, demonstrating the effectiveness of
GPT-4 in generating human-like interview dialogues.
The facial recognition system, implemented using
OpenCV and facial landmark algorithms, was tested
on multiple candidate video streams. The model
consistently detected and authenticated the
candidate’s identity, achieving an identity-
verification confidence level of 93%. Instances of
impersonation attempts or off-camera movement
triggered automated alerts, confirming the robustness
of the fraud-detection mechanism. The module also
detected irregularities such as multiple faces on
screen, sudden occlusions, or mismatched facial
embeddings. These results validate the system’s
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ability to maintain interview integrity during remote
evaluations.

Visualization played a crucial role in interpreting
system performance. Multiple graphs and interface
snapshots were generated to understand candidate
behavior, engagement, and face-verification
consistency.

. The resume extraction visualization
highlighted identified keywords, skill
clusters, and structured summaries
generated from uploaded PDFs..

. The dynamic question timeline graph
showed how GPT-4 adapted questions based
on prior responses, demonstrating coherent
dialogue progression.

e The acial recognition confidence plot
displayed real-time probability values,
detecting dips during suspicious events or
inconsistent behavior.

. The candidate evaluation chart illustrated
performance metrics such as response
quality, relevance, and communication
clarity.

Table 3: : Al Interview System Performance Metrics

Metric Value Description
Total end-to-
end duration of

Total resume

Evaluation 45 minutes analysis,

Duration interview
session, and
reporting
Time taken to
extract and

Resume interpret text

. . 3.1 seconds P

Parsing Time content from
uploaded PDF
resumes

Number of

. Total resumes

Candidate 50 profiles analyzed durin,

Profiles P ty testi g
system testin

Processed Y &
Number of

Generated .

) 420 personalized

Interview . .

. questions and adaptive

Questions . .
interview

ICONIC RESEARCH AND ENGINEERING JOURNALS

1687



© NOV 2025 | IRE Journals | Volume 9 Issue 5 | ISSN: 2456-8880
DOI: https://doi.org/10.64388/IREV9I15-1712321

questions
generated by
GPT-4
Accuracy of
. OpenCV facial
Identity rel:::)nn't'oicilrj1
. . it
Verification 93% g .
Accurac matching
Y candidate
identity
Degree to
which
Average
. generated
Question . .
0.91 questions align
Relevance . .
Score with candidate
skills and job
criteria
Stability and
Response correctness of
. GPT-4’
Evaluation 0.88 S
Consistenc assessment of
Y candidate
answers
Count of
detected
Real-Time etee e.
. anomalies such
Facial .
. 36 events as mismatches,
Monitoring .
occlusions, or
Events
movement
alerts
Overall
liabili d
e
Performance 95% P
. of the system
Rating
across all
modules
Time required
Candidate to compile
Feedback insights and
ee ac. 1.4 seconds | oot
Generation produce a final
Time performance
report

The results indicate that the proposed Al-driven
recruitment system can effectively replicate the
decision-making capability of human interviewers
while maintaining high levels of accuracy,
consistency, and security. The advantage of the
software-integrated framework lies in its ability to
scale across large candidate pools, dynamically
adjust evaluation parameters, and personalize
interview experiences without requiring additional
hardware. Recruiters can easily modify question-
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generation rules, adjust facial-verification thresholds,
or incorporate new evaluation metrics to refine
assessment quality. Moreover, this fully software-
based setup eliminates the challenges associated with
manual resume screening, interviewer subjectivity,
and the logistical complexities of traditional
interview processes.

Table 3 presents the obtained system performance
metrics, demonstrating an overall evaluation
accuracy of 90%-94% across multiple testing
sessions. The performance analysis confirms that the
proposed Al-Interview System successfully delivers
reliable identity verification, contextual question
relevance, and consistent response interpretation. The
strong correlation between candidate profiles,
dynamic questioning, and facial-recognition outputs
validates the robustness of the integrated framework.
These outcomes support the conclusion that
intelligent hiring platforms can be effectively
designed, deployed, and evaluated using software-
driven Al components, significantly reducing
recruitment time, operational costs, and human
workload while providing secure and fair
assessments.

VII. CONCLUSION

This research presents an Al-powered recruitment
and evaluation platform designed to transform
traditional hiring processes through intelligent
automation, dynamic questioning, and robust identity
verification. The proposed system demonstrates that
candidate assessment can be effectively enhanced
without relying solely on manual screening or
subjective interviewer judgments. By integrating
GPT-4 for resume analysis and adaptive Q&A
generation, the platform offers a scalable, efficient,
and unbiased method for evaluating candidates based
on their skills, experience, and job relevance. The use
of automated semantic processing ensures that
resumes are interpreted with contextual depth,
enabling accurate and comprehensive profiling of
candidates.

A key strength of the system lies in its real-time facial
recognition module, which continuously verifies
candidate identity during interviews. By detecting
anomalies such as impersonation, off-screen
behavior, or mismatched facial features, the platform
ensures transparency and integrity in remote hiring
environments. The Al-driven evaluation engine
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demonstrated high accuracy in both identity
verification and question relevance, validating its
robustness and suitability for enterprise-level
recruitment workflows. The consistent alignment
between generated questions, candidate responses,
and facial-verification outputs confirms the system’s
ability to automate complex hiring tasks traditionally
handled by human recruiters.

The visualization and reporting modules further
enhance system usability by presenting recruiters
with clear insights into candidate behavior,
engagement levels, and skill alignment. Through
graphical analysis and automated performance
summaries, the platform provides actionable
decision-making support while reducing hiring time
and operational workload by up to 60%. This
combination of automated analysis, adaptive
questioning, and biometric verification positions the
platform as a powerful tool for organizations,
educational institutions, and certification bodies
seeking to improve fairness, accuracy, and efficiency
in their hiring or assessment processes.

The principal advantage of this Al-powered system is
its fully software-based design, which eliminates the
need for specialized hardware, reduces logistical
complexity, and supports large-scale deployment
across diverse industries. Its flexibility allows
seamless integration of additional evaluation metrics,
domain-specific question banks, and enhanced Al
models. The platform’s design ensures that
recruitment can be conducted securely, objectively,
and at significantly reduced cost compared to
traditional interview practices.

In conclusion, the results of this study confirm that an
end-to-end Al-driven recruitment solution can
effectively automate candidate evaluation while
maintaining high reliability, security, and fairness.
The system represents a significant advancement in
modern hiring technology, showcasing how
intelligent automation and biometric verification can
be combined to achieve fast, fraud-resistant, and
equitable recruitment. This research lays a strong
foundation for future advancements in Al-enabled
human resource management and digital hiring
ecosystems.

For future work, Al-powered recruitment platform

holds substantial potential for future enhancements
that can further elevate accuracy, fairness, and user

IRE 1712321

experience. One promising direction is the
integration of automated skill-assessment modules
through partnerships with coding simulators, LMS
platforms, and industry-specific testing
environments. Such integrations would allow real-
time validation of technical knowledge, practical
abilities, and role-specific competencies, enabling
more comprehensive and objective candidate
evaluations..

Advanced voice and video analytics represent
another  significant enhancement area. By
incorporating speech-to-text intelligence, tone-
analysis  models, and  emotional-sentiment
recognition, the  platform  could  assess
communication clarity, confidence, and interpersonal
qualities with greater depth. These capabilities are
especially valuable for roles emphasizing teamwork,
leadership, or customer interaction. In addition,
leveraging multimodal Al could enable immersive
VR-based interview simulations, allowing candidates
to navigate real-world challenges and situational
assessments within controlled virtual environments.

With increasing concerns over data privacy and
credential authenticity, integrating blockchain-based
verification can provide secure, tamper-proof storage
of candidate credentials, certificates, and work
histories. This would offer greater trust and
transparency for employers and reduce the risk of
fraudulent documentation. As remote hiring
continues to grow globally, the platform can scale to
support international recruitment across technology,
BPO, and educational sectors.

To ensure ethical and unbiased decision-making,
future enhancements must emphasize fairness in Al
models through bias-mitigation strategies, diverse
training datasets, and transparent evaluation metrics.
Establishing partnerships with HR tech providers and
global recruitment platforms will accelerate market
adoption and enhance overall functionality. By
embracing these future enhancements, the Al-
powered recruitment system can continue to evolve
into a highly reliable, industry-leading solution,
setting new benchmarks for smart, equitable, and
automated hiring practices.

Key Takeaways

. Developed an end-to-end Al-driven
recruitment platform integrating resume
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analysis, dynamic questioning, and facial
verification.

Achieved high accuracy (90%-94%) in
identity validation, question relevance, and

candidate response evaluation.

Provided visual and quantitative insights

through automated reports, confidence
graphs, and structured performance
summaries.

Future scope includes integration with skill-
assessment modules, advanced voice/video
analytics, VR-based scenario testing, and
blockchain-enabled credential verification.
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