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Abstract- Financial institutions remain among the most
attractive targets for cyberattacks due to their central role
in economic stability, extensive digitalisation, and
custody of highly sensitive financial and personal data.
The increasing sophistication of cyber threats, combined
with stringent regulatory expectations, has created a
complex environment in which institutions must
simultaneously —manage cybersecurity risk and
demonstrate compliance with evolving regulatory
frameworks. Despite the existence of numerous
cybersecurity standards, regulatory guidelines, and risk
management models, financial institutions continue to
face challenges in aligning technical security controls
with governance, risk, and compliance (GRC)
requirements in a coherent and auditable manner.
Fragmentation between cybersecurity operations and
regulatory compliance functions often results in
duplicated effort, compliance-driven security
implementations, and limited organisational resilience.
This paper presents a comprehensive cybersecurity risk
management and regulatory compliance framework
tailored for financial institutions. The framework
integrates established cybersecurity risk management
principles with regulatory compliance requirements,
providing a structured approach that aligns governance,
risk assessment, control implementation, monitoring,
and reporting. Drawing on a systematic review of
previous literature, international standards, and
financial-sector regulatory practices, the framework
emphasises proportional risk-based decision-making,
continuous monitoring, and accountability across
organisational levels. The study synthesises insights from
cybersecurity governance, enterprise risk management,
financial regulation, and operational resilience literature
to bridge the gap between technical security controls and
regulatory obligations. The proposed framework
contributes to academic and practitioner discourse by
offering a unified structure that supports both
cybersecurity risk reduction and regulatory assurance. It
is particularly relevant for banks, insurance companies,
payment service providers, and other regulated financial
entities operating in highly digitised and interconnected
environments. The paper concludes by highlighting
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practical implications, implementation challenges, and
directions for future empirical validation.
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L. INTRODUCTION

The financial sector occupies a uniquely critical
position within modern economies, serving as the
backbone of payment systems, credit provision,
capital markets, and
intermediation(Abdulsalam et al., 2023; Awanye et
al., 2023; Ibrahim, Farounbi, et al., 2023). Over the
past two decades, financial institutions have
undergone extensive digital transformation, adopting
online banking platforms, real-time payment
systems, cloud computing, application programming

economic

interfaces (APIs), and data-driven decision-making
tools. While these technologies have improved
efficiency, accessibility, and innovation, they have
simultaneously expanded the cyber-attack surface of
financial institutions and increased systemic
exposure to cyber risk (Ayodeji et al., 2022; Matter
& An, 2017). As a result, cybersecurity has emerged
as one of the most significant operational risks facing
the global financial system.

Cybersecurity  incidents  affecting  financial
institutions have ranged from data breaches and
ransomware attacks to large-scale disruptions of
payment and settlement systems. Such incidents can
result in direct financial losses, reputational damage,
regulatory penalties, and erosion of public trust (Etim
et al., 2019a; Onunka et al., 2023). More critically,
cyber incidents in systemically important financial
institutions have the potential to trigger broader
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financial instability, given the high degree of
interconnectedness among banks, financial market
infrastructures, and third-party service providers
(Cadet et al., 2021; Kuponiyi, Akomolafe, et al.,
2023; Olatunde-Thorpe et al., 2021). Consequently,
regulators and supervisory authorities worldwide
have increasingly framed cybersecurity not merely as
an information technology issue but as a core
component of financial stability and operational
resilience (Kuponiyi, Omotayo, et al., 2023; Nigeria
& Okare, n.d.).

In response to these risks, financial regulators have
issued a growing body of cybersecurity-related
regulations, supervisory guidelines, and compliance
expectations. These include requirements related to
risk management, governance, incident reporting,
business continuity, third-party risk, and data
protection (Erigha et al., 2021a; Obuse et al., 2023a).
At the same time, financial institutions have adopted
a wide range of international cybersecurity standards
and frameworks, such as ISO/IEC 27001, the NIST
Cybersecurity Framework, COBIT, and sector-
specific guidelines (D. Aduloju, Okare, Ajayi, et al.,
2023; Eboseremen et al., 2023a). While these
instruments provide valuable guidance, their
coexistence has created a complex compliance
landscape in which institutions must interpret,
integrate, and operationalise multiple overlapping
requirements.

One of the central challenges faced by financial
institutions is  the misalignment between
cybersecurity risk management and regulatory
compliance. Cybersecurity risk management is
inherently dynamic, threat-driven, and forward-
looking, focusing on identifying vulnerabilities,
assessing potential impacts, and implementing
controls to reduce risk to acceptable levels (D.
Aduloju, Okare, Babawale, et al., 2023; Obuse,
Erigha, et al., 2020). Regulatory compliance, by
contrast, is often compliance-driven and evidence-
based, emphasising documentation, reporting, and
adherence to prescribed requirements (Akinlade et
al., 2022; Omolayo et al., 2022). When these two
domains operate in isolation, institutions may
implement security controls primarily to satisfy
regulatory audits rather than to address their most
critical risks, leading to inefficiencies and residual
vulnerabilities (Ejairu et al., 2022; Ogayemi et al.,
2023).
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The problem is compounded by organisational silos
within financial institutions. Cybersecurity functions
are frequently housed within information technology
or information security departments, while
compliance responsibilities fall under legal, risk, or
governance units (Akinlade et al.,, 2023a;
Okojokwu-Idu et al., 2022). This structural
separation can hinder effective communication,
create ambiguity in accountability, and reduce the
institution’s ability to respond cohesively to
emerging cyber threats (Akinlade et al., 2023b;
Filani et al., 2023). Furthermore, the rapid evolution
of cyber threats often outpaces regulatory cycles,
leaving institutions uncertain about how to align
innovative  security practices with existing
compliance expectations (Alao et al., 2023; Filani,
Nnabueze, et al., 2022).

Another key issue relates to proportionality and risk-
based decision-making. Financial institutions vary
significantly in size, complexity, and systemic
importance, yet regulatory expectations often apply
uniformly across the sector (Akinlade et al., 2021,
Nwokocha et al., 2023a). Smaller institutions may
struggle to implement comprehensive cybersecurity
controls due to resource constraints, while larger
institutions face challenges in scaling controls across
complex organisational structures and global
operations (Nwokocha et al., n.d.; Ogayemi et al.,
2022). A risk-based framework that aligns
cybersecurity investments with institutional risk
profiles and regulatory expectations is therefore
essential.

The increasing reliance on third-party service
providers and outsourcing arrangements has further
complicated cybersecurity risk management in the
financial sector. Cloud service providers, fintech
partners, and managed service vendors play a critical
role in financial institutions’ operations, but they also
introduce new dependencies and vulnerabilities
(Filani et al., 2020; Okesiji et al., 2020). Regulators
have responded by strengthening requirements for
third-party risk management, yet institutions often
lack integrated frameworks that link vendor risk
assessments with overall cybersecurity and
compliance strategies (Alao et al., 2021; Nwokocha
et al., 2022).

Operational resilience has emerged as a unifying
concept in addressing these challenges. Regulators
and scholars increasingly emphasise the need for
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financial institutions to prevent, absorb, recover
from, and adapt to cyber disruptions (Filani,
Nwokocha, et al., 2022; Nwokocha et al., 2023D).
Cybersecurity risk management is a foundational
element of operational resilience, but it must be
embedded within governance structures, risk
appetite frameworks, and regulatory compliance
mechanisms to be effective (Ejairu et al., 2023;
Nwafor et al., 2019). This perspective underscores
the need for integrated frameworks that move

beyond technical controls to  encompass
organisational,  procedural, and  regulatory
dimensions.

Despite extensive literature on cybersecurity risk
management and financial regulation, there remains
a lack of consolidated frameworks that explicitly
integrate cybersecurity risk management with
regulatory compliance in a manner tailored to
financial institutions. Existing studies often focus on
either technical security controls or regulatory
requirements in isolation, offering limited guidance
on how to operationalise alignment across these
domains (Nwafor et al., 2020; Uduokhai et al., 2022).
This gap has practical implications, as institutions
continue to struggle with audit fatigue, inconsistent
risk assessments, and reactive security postures.

The objective of this paper is to address this gap by
proposing a cybersecurity risk management and
regulatory compliance framework specifically
designed for financial institutions. The framework is
grounded in established standards, regulatory
principles, and academic literature, ensuring
relevance and compliance with existing practices.
Rather than introducing new technologies or
speculative approaches, the paper synthesises proven
concepts into a coherent structure that supports
governance, risk assessment, control
implementation, monitoring, and regulatory
reporting.

The remainder of this paper is organised as follows.
Section 2 presents a comprehensive review of the
literature on cybersecurity risk management,
regulatory compliance, and their intersection within
the financial sector. The review highlights key
themes, challenges, and limitations in existing
approaches. Subsequent sections (not included here)
develop the proposed framework, discuss its
implications, and outline directions for future
research.
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IL. LITERATURE REVIEW

The literature on cybersecurity risk management and
regulatory compliance in financial institutions spans
multiple disciplines, including information security,
risk management, finance, law, and public policy.
This section synthesises existing research and
regulatory guidance to establish the theoretical and
practical foundations for an integrated framework.
The review focuses on four main themes:
cybersecurity risk management in financial
institutions, regulatory compliance and supervision,
governance and organisational integration, and
emerging challenges such as third-party risk and
operational resilience.

Cybersecurity risk management has been widely
studied as a subset of information security
management, with early research emphasising
technical controls such as firewalls, intrusion
detection systems, and encryption (Ibrahim et al.,
2022; Ogunsola et al., 2019). Over time, scholars
recognised that technical measures alone are
insufficient to address complex cyber risks,
particularly in large organisations. This led to the
development of holistic risk management approaches
that incorporate governance, policies, human factors,
and organisational culture (Amini-Philips et al.,
2020; Farounbi, Ibrahim, & Oshomegie, 2020). In
the financial sector, cybersecurity risk is often
classified as a component of operational risk,
reflecting its potential to disrupt business processes
and financial performance (Olaogun et al., 2022;
Popoola & Ibrahim, 2023).

Several studies have highlighted the unique
characteristics of cybersecurity risk in financial
institutions, including high-value targets, regulatory
scrutiny, and interconnected infrastructures
(Olaogun et al., 2023; Oshomegie et al., 2022).
Researchers have emphasised the importance of
continuous risk assessment, threat intelligence, and
scenario analysis to address evolving attack vectors
(Okafor et al., 2023). Frameworks such as ISO/IEC
27005 and the NIST Risk Management Framework
have been widely adopted to structure these
activities, offering systematic processes for
identifying, analysing, and treating cybersecurity
risks (Farounbi et al., 2022; Ibrahim, Amini-Philips,
et al., 2023).
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However, empirical studies suggest that the
implementation of these frameworks within financial
institutions is uneven. Organisations often struggle to
translate high-level risk management principles into
operational practices that align with business
objectives and regulatory requirements (Amini-
Philips et al., 2023; Ibrahim, 2023). Risk assessments
may become compliance-driven exercises rather than
meaningful tools for decision-making, particularly
when regulatory audits dominate management
attention (Essandoh et al., 2023; Eyinade et al.,
2022).

Regulatory compliance literature has examined the
growing role of cybersecurity in financial
supervision. Regulators increasingly view cyber risk
as a prudential concern, linking it to systemic
stability and consumer protection (Amini-Philips et
al., 2022; Wedraogo et al., 2023). Regulatory
instruments typically require institutions to establish
governance structures, define risk appetites,
implement controls, and report incidents within
prescribed timeframes (Eyinade et al., 2023; Ibrahim
et al., 2021). Studies have noted significant variation
in regulatory approaches across jurisdictions,
reflecting differences in legal traditions, market
structures, and supervisory philosophies
(Abdulsalam et al., 2021; Farounbi, Ibrahim, &
Abdulsalam, 2020).

A recurring theme in the literature is the tension
between  prescriptive  and  principles-based
regulation. Prescriptive rules can provide clarity but
risk becoming outdated in the face of rapidly
evolving threats, while principles-based approaches
offer flexibility but may create uncertainty for
regulated entities (Abdulsalam et al., 2020).
Financial institutions must therefore interpret
regulatory expectations and map them onto internal
cybersecurity practices, often with limited guidance
on acceptable methodologies (Aifuwa et al., 2020;
Hammed et al., 2021).

Governance and organisational integration have
received increasing attention in recent years.
Effective cybersecurity risk management requires
clear accountability at board and senior management
levels, as well as coordination across IT, risk,
compliance, and business units. Studies have shown
that weak governance structures contribute to
fragmented security efforts and delayed incident
responses (Ahmed et al., 2021; Oshoba et al., 2021).
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Conversely, institutions with strong governance
frameworks and integrated risk management
functions demonstrate greater cyber maturity and
regulatory compliance (Nnabueze et al., 2021).

Third-party risk management represents another
critical area of concern. Outsourcing and digital
ecosystems have expanded the boundaries of
financial institutions’ cyber risk exposure (Ogbuefi,
Olatunde-Thorpe, et al., 2021). Research indicates
that many institutions lack comprehensive visibility
into vendor security practices, leading to blind spots
in risk assessments (lke et al., 2021). Regulatory
guidance increasingly emphasises due diligence,
contractual controls, and ongoing monitoring of third
parties, yet implementation challenges persist
(Olatunde-Thorpe et al., 2022).

Operational resilience has emerged as a unifying
concept linking cybersecurity, risk management, and
compliance. Scholars argue that resilience-based
approaches shift the focus from preventing all
incidents to ensuring continuity of critical services
under stress . This perspective aligns with regulatory
initiatives that emphasise impact tolerance, recovery
capabilities, and scenario testing (Hammed et al.,
2023; Ike et al, 2022). Cybersecurity risk
management frameworks that incorporate resilience
principles are therefore better positioned to meet
regulatory expectations and enhance institutional
robustness.

Despite these advances, the literature reveals a
persistent gap between cybersecurity  risk
management theory and regulatory compliance
practice. Few studies offer integrated frameworks
tailored to the specific needs of financial institutions,
and empirical validation remains limited (Aifuwa et
al., 2023; Ike et al., 2020; Oshoba et al., 2023). This
gap underscores the need for structured approaches
that align risk management processes with regulatory
requirements while remaining adaptable to evolving
threats.

III. CYBERSECURITY RISK MANAGEMENT
AND REGULATORY COMPLIANCE
FRAMEWORK FOR FINANCIAL
INSTITUTIONS
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The proposed cybersecurity risk management and
regulatory compliance framework is designed to
address the persistent fragmentation between
technical security practices and regulatory oversight
within financial institutions. Rather than treating
cybersecurity risk management and compliance as
parallel or competing activities, the framework
integrates them into a unified governance and
operational structure. This integration reflects the
reality that regulatory compliance is most effective
when it is grounded in sound risk management, and
that cybersecurity risk ~management gains
institutional legitimacy when aligned with regulatory
expectations.

At its core, the framework adopts a risk-based
philosophy, recognising that financial institutions
operate under varying risk profiles, systemic
importance, and operational
Cybersecurity controls and compliance activities
must therefore be proportionate, prioritised, and
continuously adjusted in response to evolving threats
and regulatory signals. The framework is structured

complexity.

around five interrelated components: governance and
accountability, cybersecurity risk identification and
assessment, control design and implementation,
continuous monitoring and reporting, and regulatory
assurance and feedback. These components form a
cyclical and adaptive process rather than a linear
compliance checklist.

3.1 Governance and Accountability Structure
Effective cybersecurity risk management and
regulatory compliance begin with governance. The
framework positions the board of directors and
senior management as the ultimate owners of cyber
risk, consistent with financial-sector governance
principles articulated in enterprise risk management
and prudential regulation literature (Essien,
Nwokocha, et al., 2019; Obuse, Etim, et al., 2020).
Board-level oversight is essential to ensure that
cybersecurity is aligned with institutional strategy,
risk appetite, and regulatory obligations, rather than
being treated solely as an operational or technical
concern.

Within the framework, governance structures
establish clear lines of accountability across the
organisation. The board approves cybersecurity risk
appetite statements and oversees management
performance, while senior executives are responsible
for translating strategic intent into operational
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policies and controls. Dedicated committees, such as
risk or technology committees, provide focused
oversight and facilitate informed decision-making.
This governance layer ensures that cybersecurity
priorities are embedded within broader risk
governance arrangements rather than isolated within
information technology departments.

The framework also emphasises the integration of
cybersecurity governance with compliance and
enterprise risk management functions. By aligning
reporting lines, decision rights, and escalation
mechanisms, institutions can reduce silos and
improve coordination among cybersecurity, risk,
legal, and compliance teams. This integration
supports a shared understanding of regulatory
expectations and risk exposure, enabling more
consistent and defensible decision-making during
supervisory reviews and audits (Ajayi, Etim, et al.,
2023; Okoje et al., 2023).

3.2  Cybersecurity Risk Identification and
Assessment

Risk identification and assessment form the
analytical foundation of the framework. Financial
institutions face a diverse range of cyber threats,
including data breaches, ransomware, insider threats,
denial-of-service  attacks, and  supply-chain
compromises. The framework requires institutions to
systematically identify these threats in relation to
critical assets, business processes, and information
flows, taking into account both internal
vulnerabilities and external threat intelligence
(Adekunle et al., 2021; Etim et al., 2019b).

Risk assessment within the framework is continuous
and iterative rather than periodic and static.
Institutions are encouraged to combine qualitative
assessments, such as expert judgment and scenario
analysis, with quantitative techniques where feasible.
This hybrid approach reflects the limitations of
purely quantitative cyber risk models while still
supporting prioritisation and resource allocation. The
framework also incorporates impact-focused
assessment, evaluating not only the likelihood of
cyber events but their potential consequences for
financial loss, service disruption, regulatory breach,
and reputational damage.

Importantly, regulatory compliance considerations
are embedded within the risk assessment process.
Regulatory obligations related to data protection,
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incident reporting, outsourcing, and operational
continuity inform risk severity ratings and control
priorities. By mapping regulatory requirements to
specific risk categories, institutions can ensure that
compliance activities directly support risk mitigation
rather than existing as standalone documentation
exercises (Owoade et al., 2023).

3.3 Control Design and Implementation

Control design within the framework is explicitly
risk-based and outcome-oriented. Controls are
selected and implemented based on assessed risk
levels, regulatory expectations, and the institution’s
risk appetite. This approach contrasts with
compliance-driven control implementation, which
often results in uniform controls applied across
heterogeneous risk environments. Instead, the
framework supports differentiated control strategies
that allocate greater resources to high-impact and
high-likelihood risks (Adanigbo et al., 2022).

The framework recognises multiple categories of
controls, including preventive, detective, and
corrective measures. Preventive controls such as
access management, network segmentation, and
secure system design aim to reduce the probability of
cyber incidents. Detective controls, including
monitoring tools and anomaly detection systems,
support early identification of threats. Corrective
controls, such as incident response plans and
recovery mechanisms, limit the impact and duration
of incidents. Together, these controls contribute to
both cybersecurity risk reduction and regulatory
compliance objectives.

Human and organisational controls are given equal
importance alongside technical safeguards. Policies,
training programs, segregation of duties, and ethical
standards play a critical role in reducing insider
threats and compliance failures. The framework
emphasises that control effectiveness depends not
only on technical robustness but also on
organisational culture and employee awareness
(Abayomi et al., 2020).

3.4 Continuous Monitoring, Incident Management,
and Reporting

Continuous monitoring is a central feature of the
proposed framework, reflecting the dynamic nature
of cyber threats and regulatory expectations(Obuse
et al., 2023b). Monitoring mechanisms provide real-
time or near-real-time visibility into system
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performance, security events, and control
effectiveness. This capability enables institutions to
detect anomalies early and respond promptly,
reducing the likelihood of severe incidents (Ogbuefi,
Odofin, et al., 2021; Oladimeji et al., 2023).

Incident management processes are integrated into
the framework as both risk management and
compliance functions. Institutions are required to
maintain clearly defined incident response plans that
specify roles, escalation procedures, communication
protocols, and recovery objectives. Regulatory
reporting obligations are incorporated into these
plans, ensuring that incidents are disclosed
accurately and within required timeframes. This
integration reduces the risk of delayed or inconsistent
reporting, which has been identified as a recurring
supervisory concern.

Monitoring outputs also feed into management
reporting and board oversight. Regular dashboards
and risk reports enable senior leaders to assess
cybersecurity posture, compliance status, and
emerging risks. This transparency supports informed
decision-making and reinforces accountability at all
organisational levels.

3.5 Regulatory Assurance and Continuous
Improvement

The final component of the framework focuses on
regulatory assurance and feedback(Agballa et al.,
2022; Eboseremen et al.,, 2022). Regulatory
compliance is treated not as an end-state but as an
ongoing process of assurance, validation, and
improvement.  Internal  audits, independent
assessments, and supervisory examinations provide
external perspectives on control effectiveness and
governance maturity(D. T. Aduloju et al., 2023;
Kaggwa et al., 2023). Findings from these activities
are systematically incorporated into risk assessments
and control enhancements (Owoade et al., 2022).

The framework encourages institutions to adopt a
learning-oriented ~ approach  to  compliance.
Regulatory feedback, incident post-mortems, and
audit findings are analysed to identify root causes
and systemic weaknesses rather than isolated
failures. This approach supports continuous
improvement and reduces the likelihood of recurring
compliance deficiencies(Kisina et al., 2023; Owoade
et al., 2020).
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By closing the loop between governance, risk
assessment, control implementation, monitoring, and
assurance, the framework establishes a sustainable
model for managing cybersecurity risk and
regulatory compliance(Ajayi, Ayodeji, et al., 2023;
Essien, Cadet, et al., 2019).. It aligns technical
security practices with organisational governance
and supervisory expectations, enhancing both
operational resilience and regulatory
credibility(Erigha et al., 2021b).

Iv. DISCUSSION AND PRACTICAL
IMPLICATIONS

The cybersecurity risk management and regulatory
compliance framework proposed in this paper
responds directly to long-standing challenges
identified in both academic literature and
supervisory practice. One of the most significant
contributions of the framework lies in its explicit
integration of cybersecurity risk management and
regulatory compliance into a single, coherent
structure. Existing approaches often treat these
domains as parallel activities, resulting in duplicated
controls, fragmented accountability, and limited risk
visibility. By contrast, the proposed framework
positions regulatory compliance as a natural outcome
of effective cybersecurity risk management, thereby
reducing inefficiencies and enhancing institutional
resilience.

A key discussion point concerns the role of
governance in shaping cybersecurity outcomes. The
framework reinforces the notion that cybersecurity is
not merely a technical or operational concern but a
strategic risk requiring active board and senior
management oversight (D. T. Aduloju et al., 2022; P.
B. Okare et al., 2022). This aligns with empirical
findings that institutions with strong governance
arrangements  demonstrate  higher levels of
cybersecurity maturity and regulatory compliance. In
practice, this implies that boards must move beyond
high-level awareness and engage meaningfully with
cyber risk metrics, incident trends, and control
effectiveness. Senior management, in turn, must
ensure that cybersecurity objectives are aligned with
business strategy and risk appetite, rather than being
driven solely by regulatory audits or external
pressures.

From a practical standpoint, the framework offers
financial institutions a structured approach to
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implementing  proportional ~and  risk-based
cybersecurity controls. Rather than applying uniform
controls across all systems and processes, institutions
can prioritise resources based on criticality,
exposure, and regulatory significance. This is
particularly relevant in environments characterised
by constrained budgets and increasing compliance
obligations. For smaller institutions, the framework
supports scalable implementation by focusing on
governance clarity and targeted controls, while larger
institutions can use it to harmonise practices across
complex organisational structures and
jurisdictions(Akintayo et al., 2020; B. P. Okare et al.,
2023).

The integration of regulatory requirements into the
risk assessment process has important implications
for compliance effectiveness. By embedding
regulatory considerations within risk identification
and assessment, institutions can ensure that
compliance activities directly address material risks.
This reduces the tendency toward checklist-driven
compliance and enhances the defensibility of risk-
based decisions during supervisory reviews.
Regulators increasingly expect institutions to
demonstrate not only adherence to rules but also
sound judgment in managing cyber risks, and the
framework provides a structured means of achieving
this balance(Eboseremen et al., 2023b; P. B. Okare et
al., 2021).

Another significant implication relates to third-party
risk management. The framework recognises that
financial institutions operate within extended digital
ecosystems and that cyber risks often originate
outside organisational boundaries. By incorporating
third-party risk into enterprise-wide cybersecurity
assessments and governance processes, institutions
can improve visibility and accountability across
outsourcing arrangements(Eboseremen et al., 2023c;
Kamau et al., 2023). In practice, this requires
stronger contractual controls, ongoing monitoring of
service providers, and closer collaboration between
procurement, risk, and cybersecurity functions. The
framework thus supports regulatory expectations
around outsourcing and operational resilience
without imposing excessive administrative burden.

The emphasis on continuous monitoring and
feedback also addresses a critical weakness in many
existing cybersecurity programs(Amatare & Ojo,
2020). Traditional compliance models often rely on
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periodic assessments that fail to capture rapidly
evolving threats. The proposed framework
encourages near-real-time monitoring and iterative
improvement, enabling institutions to respond more
effectively to emerging risks. This dynamic approach
enhances both operational resilience and regulatory
confidence, as institutions can demonstrate proactive
risk management rather than reactive compliance.

Despite its strengths, the framework also highlights
several practical challenges. Implementation
requires cultural change, particularly in organisations
where cybersecurity and compliance have
historically operated in silos. Aligning incentives,
clarifying roles, and fostering collaboration across
functions may encounter resistance. Additionally,
effective implementation depends on the availability
of skilled personnel, reliable data, and appropriate
technological tools. Institutions with limited
resources may face difficulties in achieving the
desired level of integration, underscoring the
importance of proportionality and  phased
adoption(Adeyoyin et al., 2020).

Finally, the framework has implications for
regulators and supervisors. By promoting risk-based
alignment between cybersecurity practices and
compliance requirements, it supports supervisory
objectives related to transparency, accountability,
and resilience. Regulators may also benefit from
clearer and more consistent reporting, as institutions
adopt integrated risk and compliance metrics. This
mutual alignment can contribute to more
constructive supervisory dialogue and improved
financial system stability.

V. CONCLUSION

Cybersecurity has become one of the most critical
risk domains confronting financial institutions,
driven by extensive digitalisation, increasing
interconnectivity, and the growing sophistication of
cyber threats. At the same time, regulatory scrutiny
of cybersecurity practices has intensified, reflecting
concerns about financial stability, consumer
protection, and operational resilience. This paper set
out to address the persistent disconnect between
cybersecurity risk management and regulatory
compliance by developing an integrated framework
tailored to the specific needs of financial institutions.
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The study has demonstrated that cybersecurity risk
management and regulatory compliance are most
effective when treated as complementary rather than
separate functions. Existing approaches that
prioritise compliance-driven control implementation
often fail to address underlying risk exposure, while
purely technical cybersecurity programs may
struggle to meet supervisory expectations. By
integrating governance, risk assessment, control
design, monitoring, and regulatory assurance into a
unified structure, the proposed framework offers a
coherent model that aligns technical security
practices with institutional oversight and regulatory
accountability.

A central contribution of the framework lies in its
emphasis on governance and accountability. The
positioning of cyber risk ownership at board and
senior management levels reflects the recognition
that cybersecurity is a strategic and enterprise-wide
concern. Strong governance structures enable
institutions to align cybersecurity initiatives with risk
appetite, business objectives, and regulatory
requirements, thereby reducing fragmentation and
improving decision-making. This governance-
centric approach also enhances transparency and
reinforces a culture of accountability, which is
essential for sustainable cybersecurity risk
management.

The framework further advances the application of
risk-based principles in cybersecurity by embedding
regulatory requirements within the risk assessment
process. This integration ensures that compliance
activities are directly linked to material risks rather
than being treated as isolated reporting obligations.
Such alignment supports proportional control
implementation, more effective resource allocation,
and stronger justification of risk-based decisions
during supervisory engagement. The emphasis on
continuous assessment and monitoring reflects the
dynamic nature of cyber threats and addresses
limitations  associated with static, periodic
compliance reviews.

From a practical perspective, the framework
provides financial institutions with a flexible
structure that can be adapted to varying sizes,
complexities, and regulatory environments. It
supports scalability, allowing institutions to prioritise
critical assets and processes while maintaining
compliance with supervisory expectations. The
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inclusion of third-party risk management and
operational  resilience  considerations  further
strengthens  the framework’s relevance in
contemporary financial ecosystems characterised by
outsourcing, cloud services, and digital partnerships.

Despite its conceptual strengths, the framework also
highlights challenges associated with
implementation. Organisational silos, cultural
resistance, skills shortages, and data limitations may
hinder integration efforts. Addressing these
challenges requires sustained leadership
commitment, investment in capability development,
and a shift toward collaborative risk and compliance
practices. Moreover,
grounded in established theory and regulatory
principles, its effectiveness ultimately depends on
how institutions operationalise its components
within their specific contexts.

while the framework is

In conclusion, this paper contributes to both
academic literature and professional practice by
offering a structured cybersecurity risk management
and regulatory compliance framework designed
specifically for financial institutions. By bridging the
gap between cybersecurity operations and regulatory
oversight, the supports enhanced
resilience, improved compliance outcomes, and
greater confidence among regulators, stakeholders,
and customers. Future research may focus on
empirical validation of the framework across
different financial sectors and jurisdictions, as well
as on assessing its impact on cyber incident outcomes

framework

and supervisory performance.
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