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Abstract: The rapid integration of digital technologies into 

primary and secondary education systems has 

fundamentally transformed teaching, learning, and 

student interaction with information. While e-learning 

platforms and digital tools offer significant opportunities 

for enhancing access, engagement, and learning 

outcomes, they have also exposed persistent gaps in digital 

literacy and raised concerns regarding responsible 

technology use among school-age learners. These 

challenges are particularly pronounced in basic education, 

where students are still developing cognitive, ethical, and 

social competencies necessary for navigating digital 

environments safely and effectively. This paper presents a 

comprehensive e-learning framework aimed at improving 

digital literacy and promoting responsible technology use 

in primary and secondary schools. Drawing on literature 

in educational technology, digital citizenship, media 

literacy, and ICT integration, the framework integrates 

pedagogical, technological, institutional, and socio-ethical 

dimensions of e-learning implementation. The study 

synthesises existing models and empirical findings to 

identify key determinants of effective digital literacy 

development, including curriculum design, teacher 

preparedness, learner engagement, parental involvement, 

and policy support. By consolidating these elements into a 

unified framework, the paper provides guidance for 

educators, school administrators, and policymakers 

seeking to leverage e-learning not only as a delivery 

mechanism for content, but as a structured means of 

cultivating responsible, critical, and ethical technology use 

among learners. The framework contributes to ongoing 

discourse on sustainable and inclusive digital education 

and offers a foundation for future empirical validation and 

contextual adaptation. 
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I. INTRODUCTION 

 

The increasing penetration of digital technologies into 

everyday life has reshaped the educational landscape 

across the globe(Legner et al., 2017; Witschel et al., 

2019). By the end of the 2010s, computers, mobile 

devices, internet connectivity, and online learning 

platforms had become integral components of 

teaching and learning processes in many primary and 

secondary schools (Legner et al., 2017; Rowley, 

2008). Governments and educational institutions have 

invested heavily in information and communication 

technologies (ICTs) with the expectation that digital 

tools would enhance instructional quality, expand 

access to learning resources, and better prepare 

learners for participation in knowledge-based 

economies (Geradts, 2019). As a result, e-

learningbroadly defined as the use of electronic 

technologies to support, deliver, and enhance 

learninghas moved beyond higher education and 

professional training to occupy a growing role in basic 

education systems (Chanias et al., 2019; Nikkel, 

2014). 

 

Despite these advances, the integration of e-learning 

in primary and secondary education has revealed 

critical challenges related to digital literacy and 

responsible technology use(Kannan et al., 2016; 

Samek et al., 2017). While young learners are often 
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perceived as “digital natives,” research consistently 

demonstrates that frequent exposure to technology 

does not automatically translate into the skills required 

to use digital tools effectively, critically, and ethically 

(Anderson & Simester, 2013; Brodie et al., 2000). 

Many students possess operational skills, such as 

navigating applications or searching for information 

online, but lack deeper competencies associated with 

evaluating information credibility, protecting privacy, 

managing digital identities, and engaging respectfully 

in online environments (Oztaysi et al., 2017; Vial, 

2019). These gaps raise concerns about the educational 

value of e-learning initiatives that prioritise access to 

technology without sufficient attention to the 

development of responsible digital 

practices(Baležentis & Štreimikiene, 2019; Fan et al., 

2019). 

 

Digital literacy has emerged as a central concept in 

addressing these challenges. Early definitions of 

digital literacy focused primarily on technical 

proficiency, such as the ability to operate computers 

and software (Adams et al., 2018; Agarwal et al., 

2010). However, by the late 2000s and 2010s, scholars 

increasingly conceptualised digital literacy as a 

multidimensional construct encompassing 

information literacy, media literacy, communication 

skills, critical thinking, and ethical awareness (Agbaje 

et al., 2018; Magrabi et al., 2016; Warner & Wäger, 

2019). In the context of primary and secondary 

education, digital literacy is closely linked to the 

notion of digital citizenship, which emphasises 

responsible participation in digital society, respect for 

others, and adherence to legal and ethical norms in 

online spaces (Barrington et al., 2010; Chesbrough & 

Rosenbloom, 2002; Lokuge et al., 2019). These 

perspectives highlight that digital competence is not 

merely an individual technical skill, but a socio-

cultural capability shaped by education, policy, and 

community values. 

 

Responsible technology use has become particularly 

salient in school settings due to rising concerns about 

cyberbullying, exposure to inappropriate content, data 

privacy risks, excessive screen time, and the misuse of 

digital devices for non-educational purposes (Bae & 

Kim, 2011; Mubarak et al., 2019). Studies conducted 

document increasing incidents of online harassment 

among school-age learners, as well as challenges faced 

by teachers in managing digital behaviour in blended 

and online learning environments (Yen et al., 2017; 

Yoo et al., 2010). At the same time, the proliferation of 

social media and user-generated content platforms has 

blurred the boundaries between formal learning spaces 

and informal digital interactions, complicating efforts 

to regulate and guide student behaviour (Bernasconi et 

al., 2018; Chaudhry, Wang, Wu, Maglione, Mojica, 

Roth, et al., 2006). These developments underscore the 

need for structured educational interventions that 

address not only how students use technology, but also 

why and with what consequences(Chibale et al., 2012; 

Wenzelburger et al., 2010). 

 

E-learning environments present both risks and 

opportunities in this regard. On one hand, poorly 

designed or inadequately supported e-learning 

initiatives may exacerbate existing inequalities, 

reinforce superficial engagement with content, and 

expose learners to digital risks without sufficient 

guidance (Konduri et al., 2018). On the other hand, 

when intentionally designed, e-learning platforms can 

serve as powerful vehicles for embedding digital 

literacy instruction and modelling responsible 

technology use (Alami et al., 2019). Interactive 

learning activities, online collaboration tools, and 

multimedia resources can be leveraged to foster 

critical evaluation of information, ethical decision-

making, and reflective digital practices (Huang et al., 

2017). The challenge lies in aligning technological 

affordances with pedagogical strategies and 

institutional policies that support holistic digital 

development(Mitchell et al., 2013; Oliver et al., 2004). 

 

A growing body of  research highlights the fragmented 

nature of digital literacy and e-learning initiatives in 

basic education. Many programs focus on isolated 

skills, such as computer operation or internet 

navigation, without integrating broader ethical, social, 

and cognitive dimensions (Holeman et al., 2016). 

Similarly, responsibility for digital education is often 

distributed unevenly across curricula, teachers, and 

extracurricular activities, resulting in inconsistent 

learning experiences for students (Were et al., 2019). 

Teachers frequently report limited training and 

confidence in addressing digital citizenship topics, 

particularly when these topics intersect with sensitive 

issues such as online behaviour, privacy, and media 

influence (Ivanov et al., 2019). These challenges point 



© SEP 2020 | IRE Journals | Volume 4 Issue 3 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV4I3-1713776 

IRE 1713776          ICONIC RESEARCH AND ENGINEERING JOURNALS 268 

to the absence of comprehensive frameworks that 

systematically integrate digital literacy and 

responsible technology use within e-learning 

environments at the primary and secondary levels. 

 

This paper responds to this gap by proposing an e-

learning framework specifically designed to enhance 

digital literacy and responsible technology use among 

school-age learners. Rather than introducing new 

technologies, the framework synthesises established 

theories, models, and empirical findings to organise 

existing knowledge into a coherent structure. The 

framework emphasises the alignment of curriculum 

design, pedagogical practices, technological 

infrastructure, teacher capacity, learner engagement, 

parental involvement, and policy support. By situating 

e-learning within a broader educational ecosystem, the 

framework seeks to move beyond tool-centric 

approaches toward sustainable and values-driven 

digital education. 

 

The objectives of this paper are threefold. First, it aims 

to critically examine literature on digital literacy, 

responsible technology use, and e-learning in primary 

and secondary education, identifying key themes, 

challenges, and best practices. Second, it seeks to 

synthesise these insights into a conceptual framework 

that articulates the relationships between pedagogical, 

technological, and socio-ethical components of e-

learning. Third, it aims to provide practical 

implications for educators, school leaders, and 

policymakers interested in strengthening digital 

literacy outcomes through structured e-learning 

initiatives. 

 

The remainder of the paper is organised as follows. 

Section 2 presents a comprehensive review of relevant 

literature on digital literacy, responsible technology 

use, and e-learning frameworks in basic education. 

Section 3 introduces and explains the proposed e-

learning framework, detailing its core components and 

underlying assumptions. Section 4 discusses the 

implications of the framework for practice and policy, 

while Section 5 concludes the paper and outlines 

directions for future research. 

 

II. LITERATURE REVIEW 

 

The literature on e-learning, digital literacy, and 

responsible technology use in primary and secondary 

education expanded significantly during the last two 

decades. This body of work spans multiple disciplines, 

including education, information science, psychology, 

and communication studies, reflecting the 

multifaceted nature of digital learning environments 

(Majchrzak et al., 2016). This section reviews key 

strands of this literature, focusing on 

conceptualisations of digital literacy, approaches to 

responsible technology use, and existing e-learning 

frameworks relevant to basic education. 

 

Early research on digital literacy in school contexts 

largely equated competence with technical skills, such 

as operating computers, using word processors, and 

accessing online information (Cavalcante et al., 2019). 

These skill-based approaches were influenced by 

workforce readiness agendas that emphasised ICT 

proficiency as a prerequisite for economic 

competitiveness (Defraeye et al., 2019). However, by 

the mid-2000s, scholars began to question the 

adequacy of purely technical definitions, arguing that 

they failed to capture the cognitive and critical 

dimensions of digital engagement (Ashraf et al., 2015; 

Mandolla et al., 2019). Information overload, 

misinformation, and the commercialisation of online 

content highlighted the need for learners to develop 

evaluative and interpretive skills alongside operational 

competence(Koperski, 2017; Tao et al., 2019). 

 

The concept of information literacy played a pivotal 

role in this shift. Researchers emphasised the ability to 

locate, evaluate, and use information effectively as a 

core educational outcome in digital environments 

(Clemons & Madhani, 2010; Melville et al., 2004; 

Scott et al., 2017). In school settings, information 

literacy was linked to inquiry-based learning, 

problem-solving, and critical thinking, positioning 

digital tools as resources for knowledge construction 

rather than passive consumption (Behlen et al., 2000; 

Seigfried-Spellar, 2014). Nevertheless, information 

literacy frameworks often focused on academic 

contexts and did not fully address social interaction, 

identity formation, or ethical considerations associated 

with online participation (Hoffman & Mora 

Rodríguez, 2013; Keramati et al., 2011). 

 



© SEP 2020 | IRE Journals | Volume 4 Issue 3 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV4I3-1713776 

IRE 1713776          ICONIC RESEARCH AND ENGINEERING JOURNALS 269 

Media literacy research further broadened the scope of 

digital literacy by examining how learners interpret, 

create, and respond to media messages (Gruner et al., 

2015; Ortega-Morán et al., 2017). Studies highlighted 

the influence of digital media on attitudes, values, and 

behaviour, particularly among children and 

adolescents (Ball & Lillis, 2001; “E-Health,” 2009; 

Sharma & Agrawal, 2012). Media literacy education 

sought to empower learners to critically analyse media 

representations, recognise bias, and understand the 

economic and political forces shaping digital content 

(Coleman et al., 2012; Khoja et al., 2007). In the 

context of e-learning, media literacy was increasingly 

viewed as essential for navigating multimedia 

resources and participatory platforms (Baccarelli et 

al., 2016). 

 

By the 2010s, integrated models of digital literacy 

began to emerge, combining technical, informational, 

media, and ethical dimensions (Chaudhry, Wang, Wu, 

Maglione, Mojica, & Roth, 2006; Hargaden et al., 

2019; Luz et al., 2019). These models emphasised that 

digital literacy is developmental and context-

dependent, requiring sustained educational support 

across grade levels (Khan et al., 2013; McKinley et al., 

2008). For primary and secondary schools, this 

implied the need for age-appropriate curricula that 

progressively build digital competencies while 

addressing emerging risks and responsibilities (Altonji 

et al., 2005; Margolis et al., 2004). 

 

Responsible technology use is closely intertwined 

with digital literacy but places greater emphasis on 

behaviour, ethics, and social responsibility. Research 

on digital citizenship conceptualised responsible use 

as encompassing respect for others, protection of 

personal and collective well-being, and adherence to 

legal and ethical norms in digital spaces (Ray et al., 

2019; Schmitz & Leoni, 2019). Educational initiatives 

in this area often addressed issues such as 

cyberbullying prevention, online safety, intellectual 

property, and digital footprints (Buntin et al., 2011; 

Gomez-Trujillo et al., 2020). Studies prior to 2020 

suggest that explicit instruction in these areas can 

positively influence student attitudes and behaviours, 

particularly when reinforced through school culture 

and parental involvement (Chang et al., 2019; Mitchell 

et al., 2012). 

 

E-learning frameworks in basic education have 

evolved alongside these conceptual developments. 

Early frameworks focused primarily on technological 

infrastructure and content delivery (Chaudhuri et al., 

2011; Han et al., 2011). Subsequent models 

incorporated pedagogical considerations, emphasising 

learner-centred design, interaction, and feedback (Boh 

& Yellin, 2006; Dhillon, 2018). More holistic 

frameworks introduced socio-cultural and institutional 

factors, recognising that effective e-learning depends 

on teacher competence, leadership support, and policy 

alignment (Aral et al., 2012; Urquhart & Rodden, 

2017). However, relatively few frameworks explicitly 

integrated digital literacy and responsible technology 

use as central outcomes rather than peripheral 

concerns (Byun et al., 2018; Sequist, 2011). 

 

The reviewed literature thus reveals a need for an 

integrated e-learning framework that foregrounds 

digital literacy and responsibility within the core 

design of primary and secondary education systems. 

Such a framework should synthesise established 

theories and empirical insights, aligning technological 

affordances with pedagogical and ethical objectives. 

 

III. PROPOSED E-LEARNING FRAMEWORK 

FOR DIGITAL LITERACY AND 

RESPONSIBLE TECHNOLOGY USE 

 

The proposed e-learning framework is designed to 

support the systematic development of digital literacy 

and responsible technology use among learners in 

primary and secondary schools. Rather than 

introducing new technologies or pedagogical 

paradigms, the framework consolidates well-

established principles from digital literacy education, 

instructional design, and ICT integration literature into 

a coherent structure suitable for basic education 

contexts. The framework recognises that effective 

digital education emerges from the interaction of 

pedagogical, technological, institutional, and socio-

ethical components, each of which must be aligned to 

achieve sustainable learning outcomes. 

 

At the core of the framework is the learner, whose 

cognitive, social, and ethical development is shaped by 

both formal instructional activities and informal 

digital experiences. The framework assumes that 

learners’ digital competencies evolve progressively, 
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requiring age-appropriate scaffolding and continuous 

reinforcement across grade levels. Digital literacy 

within the framework is conceptualised as a 

multidimensional construct encompassing technical 

proficiency, information evaluation skills, media 

awareness, communication competence, and ethical 

judgment. Responsible technology use is treated not as 

a standalone topic, but as an embedded outcome that 

emerges through repeated engagement with guided 

digital practices. 

 

Curriculum and pedagogy constitute the first structural 

layer surrounding the learner. The framework 

emphasises curriculum integration, whereby digital 

literacy and responsible technology use are embedded 

across subjects rather than confined to isolated ICT 

courses. This approach aligns with research 

advocating for cross-curricular digital competence 

development, allowing learners to apply digital skills 

in authentic disciplinary contexts. Pedagogically, the 

framework promotes learner-centred strategies such as 

inquiry-based learning, collaborative projects, 

reflective activities, and problem-solving tasks 

facilitated through e-learning platforms. These 

approaches encourage active engagement with digital 

tools while fostering critical thinking and ethical 

reflection. 

 

The second layer of the framework focuses on 

technological infrastructure and e-learning platform 

design. Technology is positioned as an enabler rather 

than a driver of educational change. The framework 

assumes the use of established learning management 

systems, educational software, and online 

communication tools that support content delivery, 

interaction, assessment, and feedback. Emphasis is 

placed on usability, accessibility, and age-appropriate 

design to ensure that technological environments do 

not become barriers to learning. Within this layer, 

features such as discussion forums, digital portfolios, 

and moderated collaboration spaces are highlighted as 

mechanisms for modelling responsible online 

behaviour and reinforcing digital citizenship norms. 

 

Teacher capacity and professional development form 

a critical third layer of the framework. Teachers play a 

central role in mediating learners’ interactions with 

digital technologies and shaping classroom norms 

related to technology use. The framework underscores 

the importance of teacher digital competence, 

pedagogical confidence, and ethical awareness. 

Professional development is viewed as an ongoing 

process that equips teachers not only with technical 

skills, but also with strategies for integrating digital 

literacy instruction, addressing online safety issues, 

and responding to inappropriate digital behaviour. 

Teacher modelling of responsible technology use is 

considered essential for reinforcing expected learner 

behaviours. 

 

The institutional and policy environment represents 

the fourth layer of the framework. School leadership, 

policies, and organisational culture significantly 

influence the effectiveness of e-learning initiatives. 

The framework emphasises the need for clear 

institutional policies on acceptable use, data privacy, 

online conduct, and digital well-being, aligned with 

broader educational regulations and child protection 

principles. Leadership support is critical for allocating 

resources, sustaining professional development, and 

embedding digital literacy objectives into school 

improvement plans. Parental engagement is also 

situated within this layer, recognising the shared 

responsibility between schools and families in guiding 

children’s technology use. 

 

Finally, the framework incorporates continuous 

monitoring and evaluation mechanisms to ensure 

adaptability and improvement. Evaluation focuses not 

only on technical performance or academic outcomes, 

but also on learners’ digital behaviours, attitudes, and 

ethical understanding. Feedback from learners, 

teachers, and parents informs iterative refinement of e-

learning practices and policies. This cyclical approach 

reflects the dynamic nature of digital environments 

and the evolving challenges associated with 

technology use in education. 

 

IV. DISCUSSION 

 

The proposed e-learning framework responds directly 

to gaps identified in the literature concerning 

fragmented approaches to digital literacy and 

responsible technology use in basic education(Bernal, 

2010; Sajid & Ahsan, 2016a). By integrating 

pedagogical, technological, institutional, and ethical 

dimensions, the framework moves beyond tool-centric 

or skills-based models and offers a holistic perspective 
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on digital education. This integration is particularly 

important in primary and secondary school contexts, 

where learners’ values, habits, and identities are still 

forming(Achieng & Ruhode, 2019; Sajid & Ahsan, 

2016b). 

 

One of the key strengths of the framework lies in its 

emphasis on curriculum integration. Research prior to 

2020 consistently indicates that isolated ICT 

instruction has limited impact on long-term digital 

competence development(Aljuneidi & Bulgak, 2016; 

Aydin et al., 2018). Embedding digital literacy across 

subjects enables learners to contextualise digital skills 

within meaningful learning activities and reinforces 

responsible practices through repeated application. 

This approach also supports equity by ensuring that all 

learners, regardless of subject choices or 

extracurricular access, are exposed to consistent 

digital literacy instruction(Criscuolo et al., 2005; 

Lieder et al., 2017). 

 

The framework also highlights the central role of 

teachers as agents of change in e-learning 

environments. While technological infrastructure is 

often prioritised in digital education 

initiatives(Papazoglou & Andreou, 2019; Zaki, 2019), 

the literature suggests that teacher preparedness and 

pedagogical alignment are stronger predictors of 

success(Cozmiuc & Petrisor, 2018; Lieder et al., 

2017). By foregrounding professional development 

and ethical awareness, the framework addresses 

common challenges reported by teachers, including 

uncertainty about managing online behaviour and 

integrating digital citizenship topics into existing 

curricula(Aljuneidi & Bulgak, 2016; Criscuolo et al., 

2005). 

 

Institutional leadership and policy coherence emerge 

as critical enablers within the framework. Schools 

operate within complex regulatory and social 

environments, and inconsistent policies can 

undermine efforts to promote responsible technology 

use(El Mokadem, 2016; Meudt et al., 2017). The 

framework’s emphasis on clear guidelines, parental 

involvement, and alignment with educational 

objectives reflects evidence that digital literacy 

development is most effective when supported by a 

shared vision and consistent expectations across 

stakeholders(Haddud et al., 2017; Hoofnagle et al., 

2019). 

 

At the same time, the framework acknowledges 

contextual variability. Differences in resource 

availability, cultural norms, and policy environments 

mean that implementation strategies must be adapted 

to local conditions(Ghobakhloo, 2018; Thoben et al., 

2017). The framework is therefore intentionally 

flexible, offering guiding principles rather than 

prescriptive solutions. This adaptability enhances its 

relevance across diverse educational systems while 

maintaining a consistent focus on learner 

development(Alvez et al., 2018; Liu et al., 2016). 

 

V. CONCLUSION 

 

This paper has presented a comprehensive e-learning 

framework aimed at improving digital literacy and 

responsible technology use in primary and secondary 

schools. Drawing exclusively onliterature, the study 

has synthesised established theories and empirical 

findings to address persistent challenges associated 

with digital education in basic schooling contexts. The 

framework positions e-learning not merely as a 

mechanism for content delivery, but as a structured 

educational environment capable of fostering critical, 

ethical, and socially responsible digital practices. 

 

By integrating curriculum design, pedagogy, 

technology, teacher capacity, institutional policy, and 

continuous evaluation, the framework offers a holistic 

approach to digital literacy development. It 

underscores the importance of aligning technological 

affordances with educational values and 

developmental needs, particularly for younger 

learners. The framework also highlights the shared 

responsibility of educators, school leaders, parents, 

and policymakers in shaping learners’ digital 

experiences. 

 

While the framework is conceptual in nature, it 

provides a foundation for future empirical research 

and practical implementation. Subsequent studies may 

explore its application in specific educational contexts, 

examine its impact on learner outcomes, and refine its 

components based on empirical evidence. As digital 

technologies continue to shape educational 

environments, frameworks grounded in ethical, 
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pedagogical, and developmental considerations 

remain essential for ensuring that e-learning 

contributes positively to learner growth and societal 

well-being. 
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