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I. INTRODUCTION 

 

Today there is no doubt as to the importance of data. 

It is the bedrock of technology today. It is the means 

through which identity is established aside from 

being the source of information. It is used to assert 

control and sovereignty over personal data.  The 

evolution of technology has created a convergence of 

three critical elements which are biometric identity 

verification fibre-based data infrastructures and data 

sovereignty. The convergence of these three elements 

has resulted in the creation of powerful tools for 

governance by both the state and private sector. It is 

the focus of this essay. As decentralized ID systems 

are emerging, as a deviation from centralized 

systems, they create a platform or infrastructure 

through which decentralized data identity (DDID) 

systems are built. These infrastructures ensure high 

speed and secure data exchange as well as a 

compatible legal and regulatory framework that can 

navigate complex issues concerning privacy consent 

cross-border data flows as well as ensuing liabilities. 

Nonetheless even where these exist serious issues on 

the legal ownership, governance and sovereignty over 

data which form part of or establish digital identity 

arise.   

 

Even us decentralized systems evolve, the legal and 

infrastructural implications of this emergence diverge 

from jurisdiction to jurisdiction and are defined by 

differences in regulatory, and infrastructural capacity 

as well as the approach of the state to digital 

governance. In the light of this essay examines the 

legal and infrastructural implications of decentralized 

identity systems in the United States and in emerging 

economies.  As a corollary, this essay will consider 

several key aspects of the topic as it builds towards 

achieving the aim of the essay. These include 

biometric identity and DDID systems, Fiber-

infrastructure and its implications in the U.S. and 

emerging economies, the Legal implication of 

decentralizes systems in the U.S. and emerging 

economies and the future of data sovereignty. 

 

II. BIOMETRIC IDENTITY AND 

DECENTRALIZED DIGITAL ID (DDID) 

SYSTEMS 

 

Biometric identity simply refers to the immutable 

physical traits such as fingerprints and facial features 

that are unique to an individual and can be used to 

identify such an individual.1 Biometric identity 

systems use these features for authentication 

purposes2 It offers a unique means of authentication 

which has several advantages when compared to 

traditional credentials such as passwords or physical 

cards3 According to the research by Grand View 

Research, the biometrics ecosystem is projected to 

reach approximately $150.58 billion by 2030, its 

broad adoption and applications in technology and 



© APR 2026 | IRE Journals | Volume 9 Issue 10 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I10-1716234 

IRE 1716234          ICONIC RESEARCH AND ENGINEERING JOURNALS 4139 

many aspects of human endeavor.  Biometric systems 

offer significant advantages and address critical 

vulnerabilities associated with passwords or physical 

cards.4 For instance, they cannot be forgotten easily 

like passwords nor can they be covertly shared like 

tokens.5 In fact, when integrated into digital identity 

systems they tend to be frictionless and secure across 

applications whether in banking, health care, business 

etc. 

 

Identity data can be stored and managed either in a 

centralized system or in a decentralized system. A 

centralized identity system relies on a single or 

central authority, such as a private organization, to 

store and manage identity data and as such is prone to 

vulnerabilities such as single points of failure and 

large-scale breaches.6 They raise concerns about user 

privacy. Decentralized ID systems on the other hand 

are built on a decentralized ledger system such as 

block chains or cryptographic protocols.7 They are 

designed to transfer control from a central authority 

such as a government or corporation to the 

individual. In this system, the user or individual holds 

controls and manages their identity credentials which 

includes biometric data within a personal wallet.7 The 

user only presents verifiable proof to third parties 

without any other intermediary accessing or storing 

the raw biometric data.8 The goal here is to attain a 

self-sovereign identity where the issuance storage 

and verification of data is decoupled from a central 

identity and reserved for the user or owner of the 

data.9 This enhances privacy and security by 

minimizing data exposure eliminating honeypots of 

centralized biometric databases and facilitating user 

autonomy. 

 

Despite its many advantages embedding biometric 

data within decentralized identity systems faces 

several operational challenges emanating from failure 

to enrol rates, security paradox and operational 

challenges. 

 

One such challenge emanates from failure-to-enroll 

(FTE).  This refers to a situation where an individual 

is unable to enrol into a biometric system for the 

purpose of identification as a result of an insufficient 

and distinct biometric sample, absence of the 

required parts of the body that is needed for obtaining 

the necessary biometric sample, or design in the 

system making it challenging for an individual to 

provide a consistent biometric credential etc.11  This 

affects manual labourers disproportionately due to 

the fact that they have worn out fingerprints or fading 

iris patterns and those with disabilities. A good 

example of this is the Aadhaar system in India which 

utilizes a central ID system where each citizen is 

given a 12-digit ID number issued by the Unique 

Identification Authority of India (UIDAI).10 

According to Drèze et al., over 1.5 million indigent 

persons were denied welfare benefits because of 

biometric authentication failures.11  In a decentralized 

identification system, the individual bears 

responsibility for managing their biometric 

information or credentials, thus failure to enrol can 

result in a complete digital exclusion of the 

individual without recourse to a central authority. 12 

A second issue is what is referred to as the security 

privacy paradox. The paradox is that while 

decentralization minimizes the risk of mass breaches 

that often occur in centralized biometric databases it 

creates a new attack vector.13 Due to the fact that 

biometrics are irrevocable, once they are 

compromised, they cannot be reset like passwords.14 

Hence, storing these in a decentralized system, means 

that the burden of security is shifted to the individual 

who more often than not stores them in a smartphone 

which is vulnerable. In addition, given that 

decentralized systems rely on blockchain technology, 

which is an immutable ledger and is auditable, the 

individual may become legally liable if his biometric 

data is breached and utilized for fraudulent purposes 

which ends up being recorded in the ledger against 

him.    

 

An operational challenge associated with 

decentralization occurs when there is a loss of 

cryptographic keys through which an individual 

accesses is DDID.15 Here, the point of creation, 

storage, and recovery of cryptographic keys becomes 

a point of vulnerability. Where the keys are lost or 

forgotten, digital identity may be lost.16 Recovery 

may involve the use of some trusted intermediary or 

complex social recovery protocols which in turn 

undermines the idea of ‘decentralization’ or ‘self-

sovereign’.  This also creates another point of failure 

or coercion. Further, there is the possibility of 

interoperability as the DDID ecosystem may vary 
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from place to place particularly between advanced 

and emerging economies.17 

 

III. FIBER INFRASTRUCTURE 

 

As earlier mentioned, centralized digital identity 

systems offer instant secure and user-controlled 

verification across borders. However, this is made 

possible or is contingent on a physical layer of data 

transmission. This layer is the fiber infrastructure 

which consists of fiber optic networks with high 

bandwidth and low latency rates.  Compared to other 

network infrastructures such as wireless it offers 

extreme speeds of data transfer in huge volumes with 

even stronger signal integrity over long distances.  

These features make it an indispensable aspect of 

decentralized digital identity systems and their 

cryptographic protocols and real-time biometric 

authentication. However, there is an uneven 

distribution of fiber infrastructure globally which 

creates a huge gap in infrastructural sovereignty 

which in turn affects the feasibility and security of 

deploying decentralized identity systems both in the 

United States and in emerging economies. 

 

Fibre infrastructure is critical for the deployment of 

DDID for various reasons. First, is that DDID 

Operations require significant computational 

resources while also generating significant traffic 

which consequently results to latency issues and 

cryptographic overheads.  These operations include 

zero-knowledge proof generation or verification, 

blockchain consensus mechanisms for credential 

status checks as well as secure biometric template 

matching. Wireless networks such as 4G and 5D tend 

to have higher delays or latency situated around 30-

100 milliseconds as opposed to 10 milliseconds 

provided by fiber optic internet.  Given this, 

biometric authentication through facial recognition 

across a congested network may experience delays of 

around 200 milliseconds consequently increasing 

failure rates by 15 to 22% compared to fiber which 

delivered a sub-50ms performance which is needed at 

least for user acceptance.   Latency and inconsistency 

of network quality can result in challenges in the 

cause of authentication which may take the form of 

timeouts which may also disrupt users' experience 

and impede the stimulus delivery of digital services. 

Another reason is that fibre is more secure as it is 

harder to tap into undetected compared to others like 

wireless.  This is vital for sensitive ID data as it 

protects the data in transit from the user’s device, 

verifiers and decentralized ledgers. 

 

a. Infrastructural Implications in the U.S and 

Emerging Economies 

In the United States, there are severe disparities with 

Respect to the distribution of fibre infrastructure 

which is necessary for decentralized digital identity 

systems. For instance, in 2023 it was reported that 

92.11% of people living in urban areas had access to 

high-speed broadband reaching up to 100/mbs 

download and 20/mbs upload which was largely 

attained through fiber infrastructure playing a 

significant role.  However, only 77% of rural 

residents have access to similar quality of service 

now.  The implications of these are twofold. The first 

one is that it creates a digital divide between the 

urban areas and the rural areas which is significant. 

The second implication is that fibre is more reliable 

and faster compared to mobile and satellite networks 

therefore limited access to this results in exclusion 

and limited opportunities for education work 

healthcare and others.  This is then translated directly 

into DDID the exclusion. It therefore means that 

states that have large rural populations and are 

lacking in fiber infrastructure will be unable to access 

or carry out DDID operations as they will be forced 

to rely on satellite or other networks. 

 

For many emerging economies, fibre coverage tends 

to be generally low. In such economies, major cities 

tend to have fibre infrastructure at least to an extent 

but in terms of the national penetration of fibre, it is 

low. For instance, it is usually below 20%. According 

to the International Telecommunication Union (ITU), 

only about 35% of the population in the least 

developed countries can access the Internet let alone 

fibre-quality broadband.   The implication of these 

for DDI D deployment in such economies will be 

greatly deficient. DDID systems require a high 

internet capability that Fiber delivers. Where fibre 

has been deployed its importance has been felt. For 

instance, in Rwanda where the KTRN (Kigali 

Terrestrial Network) has attained about 95% national 

coverage to administrative sectors, It enabled the roll 

of the Irembo digital series platform in 2015 which 

includes key ID and biometric-linked services.   
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Beyond access ownership of fiber infrastructure and 

its routing affects data sovereignty which is one of 

the central aims of DDID. The physical path traveled 

by fiber cables is significant and determining 

jurisdiction and control over data. First, on the issue 

of routing as data travels through fiber optics it is 

subject to the legal regime of the country where such 

cables traverse.  Consequently, a biometric 

verification request from Kenya to a decentralized 

identifier anchored on a blockchain load in Germany 

may travel through cables that pass through Egypt or 

Portugal. This then exposes the metadata or content 

in a situation where, for instance, encryption is 

compromised, to the surveillance laws of several 

jurisdictions. This negates the aspiration of DDID 

systems which is ‘user-controlled’ data flows and 

self-sovereignty. 

 

In addition, the ownership of such infrastructure 

affects data sovereignty. In developed countries and 

even emerging economies, fibre backbones tend to be 

built and operated by foreign private companies. 

Although this makes deployment faster, it creates 

dependencies and points of leverage for instance, in 

cases of dispute over licensing fees or geopolitical 

pressures. This could affect access and quality of 

service, thus undermining the DDID systems of such 

nations that are reliant on the infrastructure. 

 

IV. LEGAL IMPLICATIONS OF 

DECENTRALIZED ID  

 

Systems in the U.S and Emerging Economies 

Deploying DDID systems faces a number of conflicts 

which include a fragmented legal framework, 

changing regulatory practices and uncertainty in 

terms of jurisdiction. Although DDID promises 

sovereignty to the user and borderless verifications, 

the legal reality of this is a maze of conflicting 

obligations that may negatively impact innovation 

undermine security and lead to a significant 

compliance burden. This situation is more obvious in 

the US which has a system where laws diverge 

according to sectors and state. In emerging 

economies, this takes the form of GDPR-based 

frameworks. Neither of these addresses the unique 

challenges of decentralization. 

 

a. Legal Implications in the U.S 

The legal implication of biometric data, fibre 

infrastructure, and data sovereignty on DDID is 

simple yet complex. For starters, the laws on digital 

Identity or Biometric data are fragmented.  Each state 

has its laws with varying degrees of differences as 

will be discussed below. Secondly, there different 

laws regulating digital identity or biometric data in 

different sectors. None of these laws at any level or 

sector makes provisions for DDID.  This will become 

a significant problem that will have an impact on the 

future of DDID in the U.S.   

 

In the United States, there is no unified federal 

legislation that governs digital identity or biometric 

data. The legal terrain is made up of divergent state 

laws. One of the most common is the Illinois 

Biometric Information Privacy Act (BIPA) which 

was enacted in 2008 and is often considered to be one 

of the strictest.  

 

BIPA, in s.14/15(b) and (c), makes provision 

requiring explicit and written consent of the data 

subject or individual before the collection or storage 

of biometric data and also prohibits entities from 

selling leasing or profiting from an individual’s 

biometric data. Paragraph (d) of the same section also 

prevents the disclosure of an individual’s biometric 

information without their consent unless it is required 

by law. The standard of care required from data 

controllers in the storage and handling of biometric 

data is a 'reasonable standard of care'. An important 

provision is the ‘private right of action’ in s.14/20 

which allows an individual whose data has been 

violated to sue for statutory damage even in the 

absence of actual damage with penalties for 

violations. This was affirmed by the Illinois Supreme 

Court in Rosenbach v. Six Flags Entertainment 

Corp., that where there is such a violation, it is 

sufficient in itself without the need to provide 

evidence of actual harm under the private right of 

action.  This decision opened the door for a flurry of 

litigation with respect to BIPA. In Tims v. Black 

Horse Carriers, Inc., the limitation period of 5 years 

was extended to all BIPA claims and liability. Also, 

in Cothron v. White Castle System, Inc.,  it was held 

that every scan or transmission of an individual 

biometric data counts as a distinct and separation 

violation which multiplies the statutory damages. 

Penalties for statutory damages are pegged at $1000 
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per violation, and $5,000 for any intentional or 

reckless violations. 

These strict provisions and application of BIPA 

meant that cases and penalties were going to be 

significant, with many of the cases targeted at facial 

recognition technologies and biometric timekeeping 

systems.  This in turn led to significant financial 

exposures for organizations. An example is re 

Facebook Biometric Information Privacy Litigation, 

where Meta (Facebook) was found guilty of using it 

photo-tagging feature which is a facial recognition 

technology to collect and store the data of individuals 

without their informed consent and had to settle by 

paying $650 million. In another case involving 

Google, Rivera v. Google Inc., $100million was paid 

by Google for similar violations but for its Google 

photo services which collected and stored facial 

recognition data without informed consent.  This has 

made BIPA a reference point for national regulation 

particularly as emerging technologies continue to rely 

on biometric authentication systems.  

 

Comparatively, the Texas Business & Commerce 

Code (Tex. Bus. & Com. Code) and the Washington 

Revised Code (Wash. Rev. Code) are both narrow in 

scope and enforcement. The Tex. Bus. & Com. Code 

in S. 503.001 and Wash. Rev. Code in S. 19.375.020 

both require notice and consent for biometric data 

collection and prohibit commercial sales. However, 

they do not provide for a private right of action. 

Thus, enforcement rests solely within the discretion 

of the Attorney General under s.503.001(f) of the 

Texas law and s.19.375.030 of the Washington Rev. 

Code.   the implication of this is reduced deterrence 

and minimal litigation against companies in those 

jurisdictions.  

 

The overall landscape remains fragmented with as 

much as about 35 States having introduced biometric 

privacy laws, many of which are modelled after the 

BIPA but excluding the right to private action which 

is integral for accountability. At the federal level, 

there are moves towards regulating biometric data 

with the proposal of the American Data Privacy and 

Protection Act (ADPPA) which has failed to go 

beyond the committee stages.  

 

Aside from the patchwork of biometric identity laws, 

another legal implication stems from the existence of 

sectoral differences or limitations in the U.S. legal 

terrain. There is no cross-sector-specific law that 

regulates digital identity or biometric data both at the 

federal and state levels.  The laws are fragmented by 

sector even if they deal with digital identity or 

biometric data. For instance, the law that regulates 

health-related data, at the federal level, falls under the 

Health Insurance Portability and Accountability Act 

(HIPPA), 2008 which covers only healthcare 

providers, insurers and their business associates. 

Under 45 CFR §§ 160 and 164, HIPPA regulates the 

use of ‘protected health information' which includes 

biometric identifiers such as fingerprints but applies 

only in health care settings.  This means that other 

areas where biometric data are collected are outside 

the scope of HIPPA.   Another example is the 

Gramm-Leach-Bliley Act (GLBA) which applies to 

regulate how financial institutions handle an 

individual’s biometric data described as ‘nonpublic 

personal information’.  However, it seems to apply 

only to traditional financial institutions.  

 

DDID systems deviate from centralized ID systems 

traditionally used today. Within the U.S, the legal 

framework on DDID is yet to be developed and as 

such there is a lacuna.  There is a lack of a federal 

statute that addresses DDID, leading to uncertainty at 

every level of its adoption and implementation. The 

U.S. laws quite notably, do not provide a clear 

allocation of responsibility in the DDID environment. 

In centralized frameworks such as the GDPR and 

sector-specific laws like HIPPA and GLBA are based 

on the presence of an identifiable ‘data controller’ 

and ‘data processor’. These are individuals or entities 

that are subject to duties and obligations which can 

be enforced against them. They are saddled with the 

responsibility of obtaining informed consent, 

notifying regulators where there is a breach and 

protecting the integrity of data.  DDID systems are 

self-sovereign and self-manages as the data subject 

retains ID credentials locally in a digital wallet and 

verifications or authentication takes place in a peer-

to-peer structure with zero-knowledge proofs (ZKPs).  

There is no central entity to be held legally 

accountable as current laws provide where there is a 

breach. This raises the fundamental question of 'who 

is the controller' in this context.  
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This lacuna also extends to the requirement for 

consent under the law. Current laws require that the 

data controller must obtain and, a data subject must 

give a clear and informed consent before their 

personal data including biometric data can be 

obtained and used by the controller.  This outplay, in 

a centralized system, takes the form of ticking a box 

or agreeing to a privacy policy.  In a DDID system, 

this scenario will be different because the system 

does not rely on such clickwrap agreements or 

written disclosures because no central authority or 

data controller is seeking such consent. Rather, 

authentication is done through cryptographic methods 

such as by ZKPs or a digital challenge which allows 

the data subject to prove its identity without using its 

biometric data.   The issue is that this may satisfy the 

technical requirement in a DDID system but it does 

not meet the requirement of informed consent under 

data privacy or biometric laws like BIPA. In this 

case, does cryptographic proof or digital challenge 

meet the standard of consent legally? Existing laws 

do not make any provision regarding this. 

 

Another situation where the current legal framework 

is inadequate is with regard to the requirement for 

notification when there is a data breach of personal 

data.  This obligation rests on the data controller and 

is in favor of the data subject.  This applies in a 

centralized ID system but this may be inadequate or 

does not properly address a similar scenario in a 

decentralized ID system. In a DDID system, data is 

fragmented across verifiers, issuers and user-

controlled storage or digital wallet. This structure is 

devoid of a single point of failure.  In a situation 

where a verifier's system is compromised but no 

complete biometric profile or credential is breached, 

does this amount to a ‘breach’ under data 

protection/privacy laws? If it does who is obligated to 

notify whom, given that no single party controls all 

the data? This creates a lack of clarity regarding who 

is legally responsible and what qualifies as a breach 

requiring notification. 

 

This lack of clarity and certainty has a direct impact 

on investments and innovations in many sectors. 

Tech companies are hesitant to invest or build new 

systems for fear of inadvertently violating laws and 

the ensuing legal actions from that especially when it 

comes to dealing with sensitive data like biometrics. 

The absence of clarity means that the U.S. is not yet 

well adapted to govern the legal and infrastructure 

complexities of DDID. This not only limits domestic 

adoption of DDID systems but also its ability to 

shape the global norms on the subject. 

 

b. Legal implication for emerging economies. 

Emerging economies are enacting data protection 

laws which are based on and similar to the EU 

GDPR. Emerging economies are not yet fully 

engrossed in the centralized systems and as such still 

have room to be flexible enough to adapt and design 

modern digital frameworks including DDID systems.   

Nations like Kenya, South Africa, Brazil and even 

India have either passed or are in the process of 

finalizing their laws that are heavily reliant on the 

GDPR.  A good example is the Kenya Data 

Protection Act (2019) which provides for limitations 

on the purpose of data, data minimization and 

processing. S. 24 of the Act considers biometric data 

as ‘sensitive personal data’ and as such requires 

stronger protections. Also, there is South Africa’s 

Protection of Personal Information Act (POPIA) 

2021 which considers biometric data as sensitive 

information and prohibits the processing of such data 

with consent unless a legal obligation or public 

interest warrants it in s.26.   India’s Digital Personal 

Data Protection Act (2023) also tows this line. 

 

However, each emerging nation faces unique 

challenges. The majority of them struggle with weak 

enforcement, resources, capacity, limited digital 

literacy among users and poor cybersecurity 

infrastructure.  In the rural or informal economies, 

where digital ID systems may be reliant on social 

welfare schemes or mobile access which requires 

informed consent, or robust protection, it becomes 

difficult to obtain.  Consequently, while the laws 

appear to be strong on paper, implementation in 

terms of DDID systems that rely on biometric data 

will be challenging.  The infrastructural support and 

legal framework are just non-existent.  In Kenya, for 

instance, the Data Protection Commissioner (ODPC) 

is responsible for enforcing data protection laws but, 

it has a small staff to deal with thousands of 

complaints in addition to other limitations to 

enforcement.   Its effort has led to a series of fines 

against erring organizations. For instance, it fined a 

school Ksg500,000 for collecting and using student 
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data without their consent.  The situation is almost 

the same in Brazil.  This situation results in some 

form of compliance asymmetry where big 

multinational companies, especially those used to 

being regulated by European or U.S regulations, 

spend significantly on legal teams, and audits and 

instil audit mechanisms to stay compliant while local 

businesses and institutions tend to not comply.  Given 

that enforcement remains a patchwork and the 

penalties are low, the chances of being held 

accountable are significantly low. Sometimes, such 

violations go under the radar.  

 

Also, data protection laws in emerging economies 

provide or lean towards data localization which 

provides that sensitive personal data including 

biometric and ID data be stored within national 

borders.  The essence is to assert sovereignty over 

citizen data, minimize the risk of foreign surveillance 

and imbue local regulatory authorities with 

jurisdiction over the use and handling of personal 

data. An example of this is in the Draft Rules 2025 

for the Indian Digital Person Data Protection Act 

2023 which in Rule 14 made pursuant to Rule 12, 

required ‘significant Data fiduciaries’ to store 

personal and traffic data exclusively in India.  Prior 

to this, its 2022 Draft Data Governance Policy had 

already classified biometric and digital ID as ‘critical 

personal data’ and as such must be exclusively stored 

on servers located within India.   The implication of 

this is that companies that manage or use such data 

regardless of whether they are public or private 

cannot store such data in overseas databases.   

Similarly, in Nigeria, Nigeria's Data Protection 

Regulation (NDPR) via its Implementation 

Framework 2020, article 8 implied such requirement 

for retention of data within national jurisdiction. It is 

not express, however, but signifies a move towards 

localization.   

 

Despite the aim of localization, they may likely pose 

a challenge to DDID systems. DDID operates on an 

almost borderless principle such that identity 

credentials and authentication may be issued in one 

country and stored in another in a user-controlled 

wallet and can also be authenticated in another 

through a distributed ledger or cloud-based services.  

Localization also has financial implications for DDID 

systems. According to PIFS (Program on 

International Financial Systems), digital service 

providers will face a 30-60% increase in operational 

costs to comply with localization law.   This in turn 

becomes a financial hurdle for startups or cross-

border platforms that want to build scalable and 

interoperable DDID systems. This is more so if 

countries adopt laws that conflict with data 

localization. 

 

Another legal implication comes from the seeming 

extraterritoriality of data protection laws which create 

further jurisdictional complexities particularly given 

the cross-border nature of DDID systems.  An 

example is S.3 of the GDPR which asserts 

jurisdiction over entities that offer goods and services 

to EU data subjects or monitor their behaviour 

regardless of physical location. This is also the case 

with many emerging economies' data laws styled 

after the GDPR. This has implications for DDID 

systems because they use biometric data for 

authentication and to interact across borders.  An 

example is where a decentralized authenticator based 

in one country processes a biometric authentication 

request from an individual by a European citizen, 

they would be subject to the provisions of the GDPR. 

This has implications as it increases the compliance 

burden and legal risk for emerging economies with 

global users. For example, fines and penalties can 

reach up to €20 million or 4% of the turnover of that 

company depending on which is higher. This could 

be crippling for startups or local companies in 

emerging economies. But nonetheless, they are 

exposed to this in a DDID system. 

 

V. THE FUTURE OF DATA SOVEREIGNTY 

 

DDID systems are still in their nascent stage. As they 

evolve, they will be shaped by the conflict for control 

between corporate entities and state authorities.  

Meta’s login feature via Facebook which happens to 

be used to access e-commerce sites is a good example 

of how systems can subtly erode user sovereignty and 

transform Identity into a proprietary commodity. On 

the other hand, systems controlled by the state can 

become tools for centralized surveillance because 

laws require or mandate the use of biometric data 

across welfare, finance, telecommunications and 

many other spheres.    In the midst of these, DDID 

systems present themselves as an alternative by 



© APR 2026 | IRE Journals | Volume 9 Issue 10 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I10-1716234 

IRE 1716234          ICONIC RESEARCH AND ENGINEERING JOURNALS 4145 

allowing the data subject or user to control their 

credentials and store their biometric data. However, 

DDID systems remain constrained by infrastructural, 

legal and even sociotechnical barriers. A lack of 

digital literacy may limit the speed of adoption in 

emerging economies.   

 

Geopolitical tensions will also complicate the 

landscape largely due to the technological rivalry 

between the U.S and China which has increasingly 

dictated the standards for ID systems.   While the U.S 

tends to align with Western regulatory frameworks 

which lean towards decentralized ID systems, China 

leans towards integrated ID ecosystems embedded 

with technologies such as facial recognition with 

state-influenced protocols. The impact of this on 

emerging economies is that it forces them into 

making binary choices as they try to navigate the 

issue.    The future of data sovereignty would require 

considering autonomy as a negotiated 

interdependence as opposed to isolation.  The risk of 

collusion between the state and corporate bodies 

remains tangible.  

 

VI. CONCLUSION 

 

The movement towards DDID systems indicates a 

major interplay between technology, infrastructure 

and law.  While there is the appeal of a user-

controlled identity framework, implementing it most 

definitely sheds light on issues yet to be resolved in 

the context of biometric governance, infrastructural 

disparity and legal framework. Currently, the practice 

faces the risk both legally and infrastructurally.  In 

both the U.S and emerging economies, the legal 

environment is not yet adapted to meet the demands 

of a decentralized system.  There still exists a lack of 

clarity in the laws on data ownership, liability and 

cross-border governance. These are also challenges 

that neither the centralized nor decentralized systems 

can ignore. Unless these are addressed, DDID might 

end up creating significant hurdles for individuals 

and companies.   

 

Addressing these issues would require more specific 

legislation, investments in digital infrastructure, and 

unwavering commitment towards DDID systems. 

Comparative experience indicates that it is possible to 

balance both individual autonomy and institutional 

accountability but through coordinated efforts from 

states, developers and other stakeholders in the 

ecosystem. Stakeholders must come to a perception 

that decentralization is a domain that requires 

innovative governance. 
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