
© APR 2026 | IRE Journals | Volume 9 Issue 10 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I10-1716464 

IRE 1716464          ICONIC RESEARCH AND ENGINEERING JOURNALS 1871 

Constitutional Validity of Section 66a Of the Information 

Technology Act, 2000: A Critical Analysis 

 

SATYAM SINGH1, SIDDHARTH KUMAR SINGH2, SWARNIM CHAUDHARY3 
1, 2, 3Quantum University 

 
Abstract- Section 66A of the Information Technology Act, 

2000, was introduced in 2008 as a response to the 

increasing problem of cyber misuse, especially the spread 

of harmful and offensive content through electronic 

communication. The law made it a crime to send 

messages that were considered "grossly offensive," 

"menacing," or false, with the purpose of causing 

annoyance, inconvenience, danger, insult, or creating ill 

feelings. While the intention behind the law was to stop 

cyber harassment and ensure order on the internet, it 

quickly became a contentious issue because its language 

was unclear and open to different interpretations. Words 

like "offensive," "annoyance," and "inconvenience" 

were not clearly defined, which led to a lot of confusion. 

This lack of clarity made it easy for law enforcement to 

apply the law inconsistently and sometimes unfairly. As a 

result, there were serious concerns about whether this law 

was constitutional. It was often used to silence people who 

expressed different opinions, especially on social media, 

which raised worries about freedom of speech. This paper 

looks closely at the constitutional validity of Section 66A, 

with a special focus on the important Supreme Court case 

of Shreya Singhal v. Union of India. In this case, the 

Supreme Court ruled that Section 66A was 

unconstitutional, stating that it violated the fundamental 

right to freedom of speech and expression under Article 

19(1)(a) of the Constitution. The Court also said that the 

law did not meet the criteria for reasonable restrictions 

under Article 19(2) and was unfair because it lacked clear 

distinctions. The paper examines key legal ideas like 

vagueness, overbreadth, and the chilling effect on free 

speech, showing how Section 66A didn't meet these legal 

standards. It also discusses what happened after the 

judgment, including instances where the law was still 

being used even though it was declared invalid. This 

shows that there are still problems with how the law is 

being applied and how institutions are handling it. The 

study highlights the need for cyber laws that are clear and 

limited in scope, so they can protect against harmful 

content without infringing on fundamental rights. It 

recommends that future laws should have precise 

definitions, fair penalties, and strong protections to 

prevent misuse. The case of Section 66A shows the 

importance of checking new laws against constitutional 

rights, especially in the digital world, and highlights the 

need for laws that respect both technology and freedom. 

 

 

 

 

   

I. INTRODUCTION 

 

The Information Technology Act, 2000 was India’s 

first major law to control activities in cyberspace and 

deal with new kinds of cybercrimes. With the internet 

and digital communication growing quickly, new 

problems like online harassment, misuse of social 

media, and spreading of false or harmful content 

became more common. To deal with these new 

challenges, the government passed the Information 

Technology (Amendment) Act, 2008, which 

broadened the original law. Among the new rules 

added in this amendment was Section 66A, which 

became one of the most discussed and controversial 

parts of the law. Section 66A made it a crime to send 

information through a computer or communication 

device that was seen as "grossly offensive," 

"menacing," or false. 

 

This was especially true if the message was meant to 

cause annoyance, inconvenience, danger, insult, 

injury, threats, enmity, hatred, or ill-will. The 

punishment for this was imprisonment for up to three 

years and a fine. The lawmakers introduced this 

section to stop cyber harassment and prevent people 

from using online platforms to spread harmful or 

misleading information. As digital communication 

changed how people interacted, this law was meant to 

keep order and discipline in the online world. 

However, Section 66A soon caused many legal and 

constitutional problems. One key issue was the 

unclear and vague language used in the section. 

Words like "grossly offensive," "annoyance," and 

"inconvenience" were not clearly defined. This made 

it hard to know what kind of behavior would be 

considered a crime, which goes against the basic 

rules of criminal law. Without clear definitions, 

people couldn’t easily understand what actions might 

lead to legal trouble, making it hard to protect their 
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rights. The wide wording of Section 66A also gave 

too much power to police authorities. 

 

Law enforcers could interpret the law in different 

ways and take action based on their own judgment. 

This led to situations where people were arrested for 

expressing opinions, sharing posts, or criticizing 

others on social media. The law was often used in 

cases where there was no real threat to public safety, 

showing how it could be misused. This raised 

concerns about limiting free speech, a basic right in a 

democratic country. From a constitutional point of 

view, Section 66A faced criticism for not matching 

the rights protected in the Indian Constitution. The 

law punished expressions that only caused annoyance 

or inconvenience, which was seen as going beyond 

reasonable limits on free speech. The lack of clear 

standards and protections also led to unfair 

enforcement, questioning the fairness and equality of 

the law. The way it treated online speech differently 

from offline speech also sparked debates about 

whether it was fair or reasonable. Because of these 

issues, Section 66A was challenged in the Supreme 

Court in the important case of Shreya Singhal v. 

Union of India. The court examined the law in light 

of fundamental rights and constitutional principles to 

decide its validity and fairness. 

 

II. LITERATURE REVIEW 

 

The constitutional validity of Section 66A of the 

Information Technology Act, 2000 has been widely 

debated in academic and legal circles. A lot of 

literature has examined this provision, looking at how 

vague its language is, how broad its scope can be, 

and how it affects fundamental rights, especially the 

freedom to express opinions. Scholars, judges, and 

policy groups have constantly said that Section 66A 

did not meet the constitutional standards required for 

limiting speech in a democratic country. One of the 

main critiques of Section 66A comes from Gautam 

Bhatia, who has written a lot about free speech in 

India. Bhatia says that this provision is overbroad 

because it criminalizes not just harmful speech, but 

also legitimate speech like criticism, satire, and 

political disagreement. According to him, any law 

that restricts speech must be very specific and 

directly connected to the reasons mentioned in 

Article 19(2) of the Constitution. However, Section 

66A goes beyond these limits by criminalizing 

speech that causes "annoyance" or "inconvenience," 

which are not valid reasons for restriction. Bhatia 

also points out that such wide laws can make people 

afraid to speak up, which discourages free 

expression. Similarly, D.D. Basu, in his book on the 

Indian Constitution, stresses the need for clear and 

precise language in criminal laws. Basu argues that 

any law that makes someone responsible for a crime 

must clearly define what is not allowed so people 

know what to avoid. Section 66A fails to do that. 

Terms like "grossly offensive," "menacing," and 

"annoyance" are not defined, making the provision 

open to different interpretations. This lack of clarity 

can lead to arbitrary use of the law, which violates 

the rule of law. Another important contribution 

comes from the Internet Freedom Foundation, which 

has documented the real-world impact and misuse of 

Section 66A through reports and studies. 

 

The organization has shown that many people were 

arrested for expressing opinions, making comments, 

or sharing views online. These reports show how the 

provision was often used to silence criticism and 

control political opposition. Even after the Supreme 

Court ruled against Section 66A in Shreya Singhal v. 

Union of India, the Foundation continued to report 

cases where it was still being used. This is known as 

the "zombie law" effect, which shows problems in 

how court decisions are implemented and reflects 

ongoing unconstitutional practices. In addition to 

individual scholars, several academic studies and 

journal articles have looked at Section 66A from 

different angles, including comparing it with laws in 

other countries. In the United States, the First 

Amendment protects free speech strongly, and courts 

have often struck down vague and overly broad laws 

that control online speech. The case Reno v. ACLU 

(1997) is often used here, where the Supreme Court 

invalidated parts of the Communications Decency 

Act due to vagueness. Scholars say Section 66A 

would not pass such strict tests because of its broad 

reach and lack of clear definitions. In the United 

Kingdom, while there are laws against offensive 

communication, courts interpret them narrowly to 

protect free speech. They require that communication 

causes serious harm before it can be considered a 

crime. Unlike Section 66A, these laws include 

safeguards that prevent misuse. European legal 
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systems also take a balanced approach, focusing on 

regulating harmful speech like hate speech or 

incitement to violence, not just vague ideas of 

offensiveness. Indian legal scholars have also 

connected Section 66A with colonial-era laws such as 

sedition under Section 124A of the Indian Penal 

Code. Both laws have been criticized for being used 

to control dissent and limit criticism of the 

government. Scholars argue that Section 66A 

represents a continuation of these restrictive laws that 

don't fit with modern democratic values. The way this 

law was misused in cases involving students, 

activists, and artists supports this argument. Another 

important theme in the literature is the "chilling 

effect" on free speech. 

 

Researchers have noted that the fear of being arrested 

or charged under Section 66A made people avoid 

expressing their views online. This chilling effect is a 

big problem in a democracy, where open discussion 

and debate are essential. By making people self-

censor, Section 66A undermined the basics of 

democratic society. Empirical studies and data from 

reports like those from the National Crime Records 

Bureau (NCRB) and independent tracking initiatives 

have shown that a lot of cases were filed under 

Section 66A, often for minor or non-harmful online 

activities. Even after the provision was ruled 

unconstitutional, many cases continued to be filed, 

showing a lack of awareness and accountability 

among law enforcement. Overall, the literature on 

Section 66A presents a consistent and critical view. 

Scholars, legal experts, and policy groups all agree 

that the provision was flawed due to its vague 

language, broad scope, and tendency to be misused.  

 

The main idea is that it failed to balance the need to 

control harmful online behavior with the protection 

of fundamental rights. Instead, it unfairly restricted 

free speech and allowed the state to act arbitrarily. 

The insights from these studies were important in 

shaping the Supreme Court's decision in Shreya 

Singhal v. Union of India, where the Court ultimately 

struck down Section 66A. The literature not only 

criticizes the provision but also contributes to 

understanding constitutional principles in regulating 

the internet. 

 

 

III. METHODOLOGY 

 

This research uses a doctrinal method, which means 

it focuses on studying and understanding legal texts, 

court rulings, and established legal ideas. This 

approach is ideal for the study since the goal is to 

check if Section 66A of the Information Technology 

Act, 2000, is allowed under the Constitution, 

considering both the constitutional rules and how 

courts have interpreted them. Instead of using data 

collected from people or surveys, this research 

mainly uses official legal sources to understand what 

Section 66A covers, how it works, and the legal 

issues it may cause. 

 

The doctrinal method involves carefully looking at 

laws, court cases, and legal writings to find out the 

rules and principles of law. In this study, it's used to 

see how Section 66A was created, how courts have 

understood it, and whether it respects the rights 

guaranteed by the Indian Constitution. This method 

allows for a detailed and thoughtful check of the 

provision within the context of constitutional law, 

especially focusing on Articles 14 and 19. 

 

Primary Sources 

The study mainly relies on primary legal sources, 

which are the most important for the analysis. These 

sources are the official documents that form the basis 

for understanding the legal aspects of Section 66A. 

The Constitution of India is the most important of 

these sources. It provides the framework for 

fundamental rights, especially Article 19(1)(a), which 

gives people the freedom to speak and express 

themselves, and Article 19(2), which allows for 

reasonable limits on that freedom. Article 14, which 

ensures equality before the law, is also important in 

checking if Section 66A treats people unfairly or 

treats some differently without a proper reason. The 

way these constitutional parts are interpreted is key to 

assessing whether Section 66A is legal. Another 

important primary source is the Information 

Technology Act, 2000, and the Information 

Technology (Amendment) Act, 2008, which 

introduced Section 66A. 

 

The exact language of this provision is closely looked 

at to find issues like being too vague, covering too 

much, or not being clear. A close reading of the law 
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helps in knowing the intention of the lawmakers as 

well as the practical effects of the provision. Judicial 

decisions, especially the case of Shreya Singhal v. 

Union of India, are central to this study. This case is 

the main authority on the legality of Section 66A, as 

the Supreme Court removed the provision for 

violating freedom of expression. This judgment is 

closely examined to understand the reasoning of the 

Court, including its use of ideas like vagueness, 

overbreadth, and the chilling effect on free speech. 

Other relevant court decisions are also used as a 

reference for a more complete understanding. 

 

Secondary Sources 

In addition to primary sources, the research also uses 

secondary sources, which provide opinions, critiques, 

and more detailed analysis of the law. These sources 

help in understanding the broader and practical views 

on Section 66A. Books on constitutional law and 

cyber law, especially those written by respected legal 

scholars, are referred to for gaining insights into the 

rules that govern free speech and the allowed 

restrictions. Legal commentaries give a detailed 

explanation of constitutional ideas and how they are 

applied in different cases. Research articles and 

journal publications are another major category of 

secondary sources. 

 

These articles deeply examine Section 66A, how it's 

misused, and its effect on fundamental rights. They 

also provide a comparative view by discussing 

similar laws in other countries, which adds a more 

complete picture to the analysis. Reports by 

organizations like the Internet Freedom Foundation 

and data from the National Crime Records Bureau 

(NCRB) are also used. These reports give insights 

into how Section 66A has been applied, including 

instances of misuse and the fact that cases continued 

even after the provision was removed. Such data 

helps in understanding the gap between the law as 

written and how it's actually used in practice. 

 

Method of Analysis 

The research uses a qualitative approach, focusing on 

interpreting the law rather than using numbers or 

data. Legal provisions are examined in relation to 

constitutional principles to determine if they are 

clear, reasonable, and proportionate. Court decisions 

are looked at to understand how the courts apply 

these principles in practice. The study also makes 

limited use of a comparative method by referencing 

developments in other countries like the United 

States and the United Kingdom. 

 

This helps in placing the Indian situation in a global 

context and highlights differences in how online 

speech is regulated. Moreover, the research takes a 

critical and analytical approach, which means it not 

only describes the law but also evaluates its 

effectiveness and legality. The arguments presented 

by scholars, courts, and policy groups are carefully 

studied to find the strong and weak points of the 

provision. 

 

Limitations of the Study 

Although the doctrinal approach gives a solid legal 

foundation, it has some drawbacks. The study does 

not include field-based data like surveys or 

interviews, which could offer more insight into the 

impact of Section 66A on individuals. The study is 

also limited to published materials and court 

decisions up to now. Despite these limitations, the 

doctrinal approach is still suitable for studying the 

constitutional aspects of the provision. Overall, the 

methodology used in this research ensures a thorough 

and structured examination of Section 66A, 

combining legal analysis with academic views to 

arrive at well-reasoned conclusions. 

 

IV. ANALYSIS 

 

Section 66A of the Information Technology Act, 

2000 is one of the most controversial parts of Indian 

cyber law because it has serious problems with its 

constitutionality. 

 

A detailed look at the provision shows several legal 

issues, such as being too vague, too broad, violating 

basic rights, being used wrongly by authorities, and 

not being properly followed even after it was ruled 

unconstitutional. These problems together explain 

why the law was ultimately removed and why it 

failed to meet the standards required by the 

Constitution. 

 

 

 



© APR 2026 | IRE Journals | Volume 9 Issue 10 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I10-1716464 

IRE 1716464          ICONIC RESEARCH AND ENGINEERING JOURNALS 1875 

Vagueness 

One big problem with Section 66A is that it is very 

vague. The law uses words like 'grossly offensive', 

'annoyance', 'inconvenience', and 'menacing', but it 

does not define what these terms really mean. In 

criminal law, it's important for laws to be clear and 

precise so people know exactly what actions are not 

allowed. However, Section 66A does not give any 

clear standard for what makes something offensive or 

annoying. This lack of clear definitions caused 

confusion for both citizens and police. 

 

Since these terms are subjective, the same message 

could be treated differently in different situations. 

What one person finds offensive might be perfectly 

fine for someone else. As a result, people were at risk 

of being arrested or charged without clear legal basis. 

This kind of vagueness goes against the rule of law 

and creates uncertainty, which is not acceptable in a 

democratic system. 

 

Overbreadth 

Another major problem with Section 66A is that it 

covers too much. The law was not limited to specific 

bad behaviors but covered a wide range of speech, 

including speech that is protected and allowed. It 

criminalized not just harmful or dangerous 

communication but also speech that simply causes 

inconvenience or annoyance. This broad language 

meant that even speech like criticizing government 

actions, making jokes, or expressing political 

opinions could be considered a violation. 

 

In a democratic society, such types of speech are 

necessary for public discussion and holding leaders 

accountable. By including these types of speech, 

Section 66A went beyond what is needed to maintain 

order or prevent harm. The overbreadth doctrine 

requires that a law limiting speech should be focused 

only on speech that is not protected. However, 

Section 66A did not meet this requirement, as it 

restricted both protected and unprotected speech. 

This overreach made the law unconstitutional. 

 

Violation of Article 19(1)(a) 

Section 66A directly affected the freedom of speech 

and expression guaranteed under Article 19(1)(a) of 

the Indian Constitution. While Article 19(2) allows 

some restrictions on this right, these restrictions must 

be based on specific reasons like public order, 

defamation, or incitement to commit a crime. Section 

66A, however, went beyond these allowed limits. 

 

It punished speech that caused 'annoyance' or 

'inconvenience', which are not listed as valid reasons 

under Article 19(2). There was no clear connection 

between the prohibited actions and the objectives of 

maintaining order or security. As a result, the 

restrictions imposed by the law were neither 

reasonable nor justified. In addition, the provision 

had a chilling effect on free speech. People worried 

about being arrested or facing legal consequences, so 

they were less likely to express their views openly 

online. This fear led to self-censorship, which 

weakens the right to free expression in a democratic 

society. 

 

Violation of Article 14 

Section 66A was also criticized for violating Article 

14 of the Indian Constitution, which ensures equality 

before the law and equal protection of the law. The 

law created an unfair distinction between speech 

made online and speech made offline. For example, a 

statement made in a newspaper or verbally might not 

lead to legal action, but the same statement online 

could result in punishment under Section 66A. 

 

This difference lacked a clear reason and did not have 

a logical connection to the law's purpose. Such 

arbitrary categorization is not allowed under the 

principle of equality. Laws should treat people in 

similar situations the same unless there's a valid 

reason for different treatment. Section 66A did not 

provide such a reason, making it discriminatory and 

unconstitutional. 

 

Misuse of the Provision 

One of the most serious issues with Section 66A was 

its frequent misuse. The vague and broad nature of 

the law made it an easy tool for authorities to control 

dissent and punish people for their opinions. Several 

cases show how the law was misused. The arrest of 

cartoonist Aseem Trivedi for his satirical work 

criticizing corruption is a major example. Similarly, 

people were arrested for making Facebook or Twitter 

comments that questioned political leaders or 

government actions. In many cases, the content was 

not a real threat to public order or safety. 
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These incidents show how Section 66A was used not 

to protect society from harm but to silence criticism 

and restrict free speech. Such misuse is especially 

dangerous in a society where open discussion and 

dissent are vital for accountability and good 

governance. 

 

Landmark Judgment 

The constitutional validity of Section 66A was 

challenged in the landmark case of Shreya Singhal v. 

Union of India. This case was a turning point in 

protecting digital rights in India. The Supreme Court, 

after a thorough review, ruled that Section 66A was 

unconstitutional. The Court found that the provision 

was vague, too broad, and not justified under the 

reasonable restrictions in Article 19(2). It emphasized 

that freedom of speech includes the right to express 

opinions, even if they are not popular or are critical. 

The Court also pointed out the chilling effect of the 

law and stressed that any law regulating speech 

should be clear and narrowly defined. This judgment 

reinforced the importance of protecting basic rights in 

the digital age and set an important precedent for 

future cases. 

 

Zombie Law Issue 

Despite being struck down in 2015, Section 66A 

continued to be used by law enforcement authorities 

in several cases. This phenomenon is often referred to 

as the “zombie law” problem, where a law that has 

been declared unconstitutional continues to exist in 

practice. Reports have shown that police authorities, 

due to lack of awareness or failure to update legal 

systems, continued to register cases under Section 

66A. This reflects serious issues in the 

implementation of judicial decisions and highlights 

the gap between law and practice. 

 

The persistence of such cases raises concerns about 

accountability and the effectiveness of the legal 

system. It also shows that merely striking down a law 

is not sufficient; proper mechanisms must be in place 

to ensure that unconstitutional provisions are not 

enforced. Overall, the analysis of Section 66A clearly 

demonstrates that it suffered from multiple 

constitutional defects, including vagueness, 

overbreadth, and violation of fundamental rights. Its 

misuse and continued application even after being 

struck down further highlight the need for better 

legislative drafting and stronger institutional 

safeguards. 

 

V. CONCLUSION 

 

Section 66A of the Information Technology Act, 

2000 was ultimately found to be unconstitutional 

because it directly conflicted with the fundamental 

rights guaranteed by the Constitution of India. A 

detailed examination of the provision clearly shows 

that it violated both Article 14, which ensures equal 

treatment under the law, and Article 19(1)(a), which 

guarantees the right to freedom of speech and 

expression. The provision did not satisfy the 

constitutional requirements of clarity, reasonableness, 

and proportionality, which are essential for any law 

that seeks to limit individual freedoms. One of the 

main reasons Section 66A was unconstitutional was 

its unclear and ambiguous language. 

 

Words like "grossly offensive," "annoyance," and 

"inconvenience" were not clearly defined, making 

them open to different interpretations. This lack of 

precision caused confusion and made it hard for 

people to know exactly what actions were prohibited. 

In criminal law, such vagueness is not acceptable, as 

it can lead to unfair treatment and misuse. The 

provision therefore failed to respect the principle of 

the rule of law, which requires that laws must be 

clear, predictable, and applied consistently. In 

addition to being vague, Section 66A was also too 

broad in its scope. It didn’t just target genuinely 

harmful or dangerous speech but covered a wide 

range of expressions, including fair criticism, satire, 

and political opinions. By doing so, it went beyond 

the limits of reasonable restrictions allowed under 

Article 19(2). The provision effectively made 

protected speech illegal, which weakened the 

democratic value of free expression. This broad 

application also had a chilling effect, where people 

avoided expressing their views out of fear of being 

punished. The misuse of Section 66A further 

demonstrated its problematic nature. 

 

Many cases were reported where people were 

arrested for sharing comments or opinions on social 

media, even when those expressions did not pose any 

real threat to public order or security. The arrest of 

cartoonist Aseem Trivedi and similar cases showed 
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how the provision was used to suppress dissent and 

limit criticism. Such misuse is particularly worrying 

in a democracy, where open discussion and criticism 

are vital for holding people accountable and ensuring 

good governance. The landmark decision in Shreya 

Singhal v. Union of India played a key role in 

addressing these issues. The Supreme Court ruled 

that Section 66A was unconstitutional. The Court 

explained that any restrictions on freedom of speech 

must be reasonable, narrowly targeted, and directly 

related to the grounds listed in Article 19(2). The 

Court also highlighted the chilling effect of vague 

laws and reaffirmed the importance of protecting free 

speech in the digital age. This ruling not only 

removed Section 66A but also set a precedent for 

evaluating future laws that regulate online speech. 

However, the issues did not end with the removal of 

the provision. 

 

The continued use of Section 66A by law 

enforcement even after it was declared 

unconstitutional showed serious problems with 

implementation. This "zombie law" situation reflects 

a lack of awareness, poor training, and failure to 

update the legal system. It underscores the need for 

stronger institutional mechanisms to ensure that 

judicial decisions are properly followed and that 

unconstitutional laws are not enforced in practice. In 

conclusion, Section 66A serves as a clear example of 

how poorly drafted laws can infringe upon 

fundamental rights and be misused by authorities. 

Although its goal of regulating harmful online 

content was reasonable, its vague language, wide 

scope, and lack of safeguards made it 

unconstitutional. The experience with Section 66A 

highlights the importance of careful legislative 

drafting, judicial supervision, and effective 

implementation. Future cyber laws must find a 

balance between preventing misuse of digital 

platforms and protecting the fundamental rights of 

individuals. Clear definitions, proportionate 

restrictions, and proper safeguards are essential to 

ensure that digital regulation remains consistent with 

constitutional values. 
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