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Abstract—The rapid advancement of generative artificial 

intelligence has led to the widespread creation and 

distribution of deepfake media — synthetically generated 

images, videos, and audio that can convincingly imitate 

real individuals. Deepfakes pose a critical threat to digital 

trust, misinformation prevention, and public security. 

Traditional methods of media authentication are no 

longer sufficient to detect these highly realistic forgeries. 

This research proposes an AI-based deepfake detection 

system that integrates Convolutional Neural Networks 

(CNNs) for spatial feature extraction with a Transformer-

based attention mechanism for temporal and contextual 

analysis. The proposed model is trained on benchmark 

datasets including FaceForensics++ and DFDC 

(Deepfake Detection Challenge), enabling it to recognize 

subtle visual artifacts, inconsistencies in facial geometry, 

and unnatural blending patterns. Experimental results 

demonstrate a detection accuracy of 97.3% across diverse 

manipulation techniques, outperforming existing 

baseline models significantly. The system also 

incorporates an explainability module using Grad-CAM 

visualizations to highlight the regions that contributed to 

each detection decision. The findings of this study 

confirm that a hybrid deep learning approach provides a 

robust and generalizable solution for real-world deepfake 

detection, contributing meaningfully to the fields of 

digital forensics, AI ethics, and cybersecurity. 
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I. INTRODUCTION 

 

The emergence of Generative Adversarial Networks 

(GANs) and diffusion-based models has made it 

significantly easier for anyone with limited technical 

knowledge to synthesize photorealistic videos and 

images of individuals. Deepfakes — a portmanteau 

of “deep learning” and “fake” — are synthetic media 

produced by AI algorithms that can swap faces, alter 

expressions, or fabricate entirely non-existent events. 

While these techniques have legitimate creative 

applications in entertainment and film production, 

their misuse for disinformation, political 

manipulation, non-consensual content, and financial 

fraud presents an urgent societal challenge. [1] 

 

The volume and sophistication of deepfake content 

has grown exponentially since 2017. Modern face-

swap technologies can generate videos 

indistinguishable to the untrained human eye, making 

manual detection virtually impossible at scale. Social 

media platforms, news organizations, and law 

enforcement agencies are increasingly overwhelmed 

by the volume of synthetic media that circulates 

online daily. The consequences of undetected 

deepfakes range from reputational damage to 

individuals to national-level security risks. [2] 

 

Automated deepfake detection has thus become a 

critical area of research within artificial intelligence, 

computer vision, and cybersecurity. While several 

approaches have been proposed — ranging from 

classical image forensics to deep learning models — 

none has achieved the combination of high accuracy, 

real-time performance, and explainability required 

for practical deployment. This research addresses 

these limitations by proposing a hybrid detection 

system that combines the spatial feature extraction 

power of CNNs with the contextual reasoning 

capabilities of Transformer architectures. The system 

is designed to be accurate, interpretable, and scalable 

for real-world application. [3] 

 

1.1 Research Gap and Motivation 

Existing deepfake detection systems suffer from 

several critical limitations. First, many models are 

trained on specific datasets and fail to generalize to 

unseen manipulation techniques, a phenomenon 

known as dataset bias. Second, the majority of 

detection approaches are black-box models that 

provide predictions without any explanation of which 

visual features influenced the decision, making them 

unsuitable for forensic or legal contexts. Third, most 

current solutions are computationally expensive and 
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cannot process video streams in real time, limiting 

their deployment in live media verification scenarios. 

 

Furthermore, as deepfake generation methods 

continue to evolve rapidly, detection models must be 

designed with adaptability in mind. The present study 

is motivated by the need for a unified, explainable, 

and generalizable detection framework that can 

respond to the dynamic nature of AI-generated 

forgeries. By combining multiple deep learning 

paradigms and introducing explainability through 

Grad-CAM, this research fills a significant gap in the 

existing literature. 

 

1.2 Uniqueness of the Proposed System 

The proposed deepfake detection system 

distinguishes itself from existing solutions in the 

following key dimensions: 

 

• Hybrid Architecture: The system integrates 

CNN-based spatial feature extraction with a 

Transformer encoder for temporal and 

contextual reasoning, enabling detection of 

both frame-level and sequence-level 

inconsistencies. 

• Explainability Module: Unlike black-box 

detection models, the system employs 

Gradient-weighted Class Activation 

Mapping (Grad-CAM) to produce visual 

heatmaps that clearly highlight manipulated 

regions, supporting transparent decision-

making. 

• Cross-Dataset Generalization: The model is 

trained and validated across multiple 

benchmark datasets to ensure robustness 

against diverse manipulation techniques, 

including face swap, face reenactment, and 

expression synthesis. 

• Real-Time Processing Capability: The 

optimized inference pipeline supports near 

real-time video analysis, making it suitable 

for deployment in social media moderation 

and live broadcast verification systems. 

• Ethical Design: The system is designed with 

fairness constraints to minimize 

demographic bias in detection performance 

across gender, skin tone, and age groups. 

 

1.3 Literature Review 

Early efforts in deepfake detection relied on classical 

image forensics techniques such as error level 

analysis (ELA) and noise pattern analysis. While 

these methods were effective against early-

generation deepfakes, they quickly became obsolete 

as GAN-based synthesis improved. Rossler et al. [4] 

introduced FaceForensics++, a large-scale 

benchmark dataset for facial manipulation detection, 

which became foundational for subsequent research. 

 

Deep learning approaches using CNN architectures 

such as XceptionNet and EfficientNet demonstrated 

significant improvements in detection accuracy on 

controlled datasets. However, these models showed 

poor generalization when tested on unseen 

manipulation methods or compression artifacts 

common in real-world social media content. 

 

Transformer-based models, originally designed for 

natural language processing, were later adapted for 

vision tasks and showed promise for capturing long-

range dependencies in image sequences. Researchers 

such as Zheng et al. explored multi-attention 

mechanisms for detecting temporal inconsistencies in 

video deepfakes. Nonetheless, the interpretability of 

these models remained a concern for practical 

forensic use. 

 

More recent work has explored multi-modal 

detection strategies that analyze both visual and audio 

streams for synchronization inconsistencies. While 

promising, these approaches require additional 

infrastructure and are not always applicable to image-

only forgeries. The present study addresses these 

gaps through a unified hybrid model that is both 

powerful and interpretable, without requiring multi-

modal inputs. 

 

II. METHODOLOGY 

 

The methodology of this research follows a 

structured pipeline comprising data acquisition and 

preprocessing, model architecture design, training 

and optimization, and performance evaluation. The 

proposed system processes video inputs frame-by-

frame, extracts facial regions using a landmark-

guided face detector, and classifies each frame as 

authentic or manipulated. The final verdict for a 

video sequence is determined through a temporal 

aggregation strategy that considers confidence scores 

across all analyzed frames. This end-to-end approach 

ensures both accuracy and processing efficiency. 

 

2.1 Dataset Description 

Three benchmark datasets were utilized to train and 

evaluate the proposed detection system: 
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• FaceForensics++ (FF++): A widely used 

dataset containing over 1,000 original video 

sequences and their corresponding 

manipulated versions generated using four 

techniques: Deepfakes, Face2Face, 

FaceSwap, and NeuralTextures. Both raw 

and compressed versions (c23, c40) were 

used to simulate real-world social media 

conditions. 

• Deepfake Detection Challenge (DFDC): 

Released by Meta AI, this dataset contains 

over 100,000 video clips with diverse 

demographic representations and 

manipulation techniques, providing high 

variability for generalization testing. 

• Celeb-DF v2: A high-quality dataset 

containing celebrity deepfake videos 

synthesized using an improved face-

swapping algorithm, offering realistic and 

challenging samples for evaluation. 

 

All video samples were preprocessed to extract facial 

regions at 224x224 pixel resolution. Data 

augmentation techniques including random 

horizontal flipping, brightness jitter, Gaussian noise 

injection, and JPEG compression simulation were 

applied to improve model robustness during training. 

 

2.2 System Architecture 

The proposed system consists of three core modules: 

a Face Extraction Module, a Feature Encoding 

Module, and a Classification and Explainability 

Module. 

 

1. Face Extraction Module: A RetinaFace-

based detector localizes and crops facial 

regions from each video frame. Facial 

landmarks are used to normalize face 

alignment, ensuring consistent spatial 

representation across diverse head poses and 

lighting conditions. 

2. Feature Encoding Module: The cropped 

face images are passed through a CNN 

backbone (EfficientNet-B4) to extract 

hierarchical spatial features capturing 

artifacts such as blending boundaries, 

texture inconsistencies, and unnatural skin 

tones. The extracted feature maps are then 

fed into a Transformer encoder with multi-

head self-attention, which models 

relationships between different spatial 

regions and captures contextual 

dependencies that CNNs alone cannot 

represent. 

3. Classification and Explainability Module: A 

fully connected classification head produces 

a binary prediction (real or fake) along with 

a confidence score. The Grad-CAM module 

computes gradient-weighted activation 

maps from the CNN layers, producing 

interpretable heatmaps that visually indicate 

the facial regions most influential to the 

model’s decision. 

 

2.3 Training Configuration and Units 

The model was trained using the Adam optimizer 

with an initial learning rate of 0.0001, reduced by a 

factor of 0.5 on validation loss plateau. Binary cross-

entropy loss was used as the training objective. A 

batch size of 32 was used across 50 training epochs 

with early stopping applied based on validation AUC. 

 

• Input resolution: 224 × 224 pixels per facial 

frame 

• CNN backbone: EfficientNet-B4 pretrained 

on ImageNet 

• Transformer encoder: 4 attention heads, 2 

encoder layers, hidden dimension 512 

• Training epochs: 50 (with early stopping at 

epoch 38) 

• Evaluation metrics: Accuracy (%), AUC-

ROC, F1-Score, False Positive Rate (FPR) 

 

2.4 Key Equations 

The following mathematical formulations underpin 

the system’s detection logic: 

 

2.4.1  Binary Cross-Entropy Loss: 

L = − [y · log(ŷ) + (1 − y) · log(1 − ŷ)] 

Where y is the ground truth label (0 = real, 1 = fake) 

and ŷ is the predicted probability of the input being a 

deepfake. 

 

2.4.2  Multi-Head Self-Attention: 

Attention(Q, K, V) = softmax(QKᵀ / √dₖ) · V 

Where Q, K, and V represent query, key, and value 

matrices respectively, and dₖ is the dimensionality of 

the key vectors. This mechanism enables the model 

to focus on the most informative facial regions for 

detecting manipulations. 

 

2.4.3  Grad-CAM Activation Map: 

Lᶜᵃᵀ‐ᶜᵃᵀ = ReLU(Σₖ αₖᶜ · Aᵏ) 
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Where αₖᶜ represents the importance weight for 

feature map Aᵏ with respect to class c, computed by 

global average pooling of gradients. The ReLU 

ensures only positively contributing features are 

visualized. 

 

III. RESULTS AND DISCUSSION 

 

The proposed hybrid CNN-Transformer deepfake 

detection system was evaluated across all three 

benchmark datasets under standardized experimental 

conditions. The results demonstrate that the proposed 

model consistently outperforms baseline and state-

of-the-art detection methods across all evaluation 

metrics. Notably, the integration of the Transformer 

attention mechanism with the CNN backbone yielded 

a significant improvement in generalization 

performance, particularly on unseen manipulation 

techniques present in the DFDC and Celeb-DF v2 

datasets. 

 

3.1 Key Observations 

Model Architecture Insights: Ablation experiments 

confirmed that the Transformer encoder contributed 

a 4.2% increase in detection accuracy over the CNN-

only baseline by capturing long-range spatial 

relationships invisible to convolutional layers alone. 

The multi-head self-attention mechanism proved 

particularly effective in detecting face-reenactment 

forgeries, where local artifacts are minimal but global 

facial motion patterns are inconsistent. 

 

Feature Importance: Grad-CAM analysis 

consistently highlighted the periorbital region (eyes 

and eyebrows), the jaw boundary, and the skin-hair 

transition zone as the most discriminative regions for 

deepfake detection. These regions correspond to 

areas where current face-swap algorithms produce 

the most visible blending artifacts. 

 

Robustness Under Compression: The model 

maintained an accuracy above 93% even when 

evaluated on highly compressed video (c40 quality in 

FF++), demonstrating resilience against real-world 

social media compression artifacts that significantly 

degrade traditional detection systems. 

 

3.2 Performance Comparison 

Table 1: Detection Accuracy Comparison Across Models and Datasets 

Model 
FF++ Acc. 

(%) 

DFDC Acc. 

(%) 

Celeb-DF Acc. 

(%) 
Avg. AUC 

XceptionNet 95.7 72.2 65.3 0.891 

EfficientNet-B4 (CNN only) 96.1 74.8 68.1 0.904 

Multi-Attention 

(Transformer) 
95.3 78.4 73.9 0.921 

Proposed CNN + 

Transformer 
97.3 83.6 81.2 0.961 

 

Table 2: Detection Performance Across Deepfake Manipulation Types 

Manipulation Type Accuracy (%) Precision (%) Recall (%) F1-Score 

Deepfakes (Face Swap) 97.8 97.2 98.1 0.977 

Face2Face (Reenactment) 96.4 95.9 96.8 0.964 

NeuralTextures 95.9 95.1 96.4 0.958 

FaceSwap 98.1 97.6 98.5 0.981 

GAN-based Synthesis 97.1 96.8 97.3 0.971 
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Table 3: Grad-CAM Explainability – Most Discriminative Facial Regions 

Facial Region Avg. Activation Score Interpretation 

Periorbital Area (Eyes) 0.91 
Blinking frequency and eyelid texture 

artifacts 

Jaw & Chin Boundary 0.87 Facial contour blending inconsistencies 

Skin-Hair Transition 0.83 Unnatural edge blending at hairline 

Nose Bridge 0.74 Lighting and shadow inconsistency 

Lip & Mouth Region 0.71 Temporal synchronization artifacts 

 

IV. CONCLUSION 

 

This research presented a comprehensive AI-based 

deepfake detection system that combines the spatial 

learning capabilities of a CNN backbone 

(EfficientNet-B4) with the contextual reasoning 

power of a Transformer encoder. The proposed 

hybrid architecture demonstrated a detection 

accuracy of 97.3% on FaceForensics++, 83.6% on 

the DFDC dataset, and 81.2% on Celeb-DF v2, 

outperforming all evaluated baseline models across 

all three benchmarks. The integration of Grad-CAM 

explainability further enhanced the system’s 

suitability for real-world forensic applications by 

providing transparent and interpretable detection 

decisions. 

 

The study confirms that no single architectural 

paradigm is sufficient for robust deepfake detection; 

rather, the complementary strengths of CNNs and 

Transformers must be combined to handle the visual 

complexity and diversity of modern AI-generated 

forgeries. The system’s ability to maintain high 

accuracy even under compression artifacts and across 

unseen manipulation techniques highlights its 

generalizability and practical value. Future work will 

extend the system to multi-modal detection 

incorporating audio analysis, and explore lightweight 

model variants suitable for mobile and edge 

deployment. 

 

Overall, this research makes a significant 

contribution to the growing field of AI-driven digital 

media authentication and demonstrates the critical 

role that explainable, high-performance deep 

learning models can play in protecting the integrity 

of information in the digital age. 
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