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Abstract- The proliferation of digital multimedia content 

has necessitated the development of secure methods for 

legal distribution to mitigate issues like alterations, 

exploitation, and illegal duplication during video 

communication. Crystography, a combination of 

cryptography and steganography, enhances information 

hiding security by encrypting data while concealing its 

presence. However, existing video steganographic 

techniques are vulnerable to attacks and suffer from high 

computational overhead. This study proposes an Advanced 

Encryption Standard (AES) modification combining Fast 

Fourier Transform (FFT), dubbed AES-FFT, to improve 

data hiding, encryption, and decryption time efficiency. 

Two video formats from YouTube were evaluated: an AVI 

video with 200 frames and an MP4 video with 402 frames. 

Many video applications require fast, real-time data 

hiding, necessitating techniques with low 

encryption/decryption time overhead. The results 

demonstrate AES-FFT's superior performance over 

traditional AES. For the AVI format, AES-FFT encrypted 

all frames in 0.5356 ms compared to 1.8552 ms for AES, 

and decrypted in 0.5204 ms versus 1.8408 ms for AES. 

Similarly, for the MP4 format, AES-FFT encrypted in 

0.2363 ms versus 1.5360 ms (AES), and decrypted in 

0.2200 ms compared to 1.5185 ms (AES). Lower 

encryption/decryption times indicate better performance, 

highlighting AES-FFT's significant speed advantage over 

AES for encrypting and decrypting video files securely. 

This technique's ability to enhance data hiding security 

while reducing computational overhead holds promise for 

efficient, secure digital video distribution across various 

applications. 
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I. INTRODUCTION 

 

The rise of digital multimedia content has brought 

about significant challenges in combating piracy and 

illegal exploitation of copyrighted material. Film 

piracy, in particular, poses a major economic threat to 

copyright owners and the entertainment industry 

(Tade &Mmahi, 2018). Piracy involves the 

unauthorized reproduction and distribution of 

intellectual property for financial gain, facilitated by 

the ease of digital duplication (Freitas, 1994; 

Nnamani, 2016). Protecting intellectual property 

rights for multimedia content has long been a complex 

issue without an ideal solution (Liu et al., 2003; 

Zeilinger, 2018). 

 

The growth of modern communication technologies 

necessitates robust security mechanisms to ensure the 

secrecy and safety of digital data, especially for digital 

products (Nnamani, 2016; Aboladeet al., 2023). These 

technologies aim to enhance the scope of control for 

rightful owners to assert authority over their 

intellectual property (Rao et al., 2009). Encryption 

plays a crucial role in protecting various types of 

digital content, including videos, e-books, documents, 

and games (Liu et al., 2003; Malgieri, 2018). 

 

The Advanced Encryption Standard (AES) is a widely 

used symmetric block cipher encryption algorithm 

(Daemen &Rijmen, 2002). It employs variable key 

lengths of 128, 192, and 256 bits and performs various 

transformations, such as SubBytes, ShiftRows, 

MixColumns, and AddRoundKey (Gaton & Geetha, 

2019). AES offers advantages over asymmetric 

ciphers like RSA and ECC in terms of processing 
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power, time, and key length (Parmar & Verma, 2017). 

However, AES has a computational overhead 

drawback due to its large secret key and consistent 

encryption method for all keys. To overcome the 

computational overhead associated with the standard 

AES technique when dealing with complex 

multimedia data like text, images, and videos, this 

study proposes incorporating the Fast Fourier 

Transform (FFT) to modify the AES algorithm 

(Hameed et al., 2018).  

 

The ubiquity of digital multimedia content in modern 

times has accentuated the pressing need to develop 

robust and secure methods for legal dissemination. 

This is crucial to circumvent nefarious activities such 

as unauthorized alterations, malicious exploitation, 

and unlawful duplication during video communication 

and distribution processes (Okolie, 2023). 

Crystography, an amalgamation of cryptography and 

steganography, presents an innovative approach to 

fortifying information hiding security (Okediran 

andOguntoye, 2023). It achieves this by employing a 

dual-pronged strategy of encrypting data while 

simultaneously obfuscating its very 

existence.However, despite the potential benefits of 

crystography, existing video steganographic 

techniques are beset by vulnerabilities that render 

them susceptible to various attacks (Dalal,& Juneja, 

2021). Furthermore, these techniques are 

characterized by substantial computational overhead, 

which impedes their efficacy and practical utility. 

Consequently, there is an imperative need to explore 

and develop more efficient and secure alternatives that 

can circumvent these limitations (Yungaicela-Naulaet 

al., 2022). In this study, the proposed AES-FFT 

technique presents a promising solution. By 

synergistically combining the robust encryption 

capabilities of the Advanced Encryption Standard 

(AES) with the computational efficiency of the Fast 

Fourier Transform (FFT), this technique aims to 

enhance data hiding security while mitigating the 

computational overhead associated with traditional 

video steganographic methods. 

 

II. LITERATURE REVIEW 

 

Video encryption algorithms have become an 

important area of research due to the increasing 

application of video data and the need for security 

during transmission (Dumbere&Janwe, 2014). 

Various approaches have been proposed to provide 

security for information disseminated over networks, 

including encryption, authentication, and digital 

signatures. Specifically for video data, encryption 

methods have been adopted to protect against 

unwanted interception and viewing during 

transmission(Sarker et al., 2012).  

 

The Advanced Encryption Standard (AES) is one of 

the most prominent and secure cryptographic 

algorithms for encrypting electronic data (Hameed et 

al., 2018). As a symmetric block cipher established by 

the U.S. National Institute of Standards and 

Technology (NIST), AES offers advantages such as a 

strong encryption standard and efficient 

implementation.However, AES also has certain 

limitations when handling complex multimedia data 

like video. These include computational overhead, the 

use of a fixed S-Box (a potential weakness), and 

pattern problems (Hameed et al., 2018). Additionally, 

AES can be inefficient for video encryption due to its 

slowness property (Abaas &Shibeeb, 2015). 

 

Researchers have proposed various modifications to 

the AES algorithm to improve its performance and 

suitability for video encryption. One approach 

involves a new Fast Fourier Transform (FFT) 

representation-based cryptographic system for 

multimedia data security (Again & Caglayan, 2006). 

This system maps the FFT structure based on discrete 

orthogonal transforms and efficiently implements 

encryption within the core of the FFT, providing 

flexibility in shuffling sensitive information and dual 

key security.Another modification focuses on 

replacing the slowest transformations in the original 

AES, such as mix columns, with a new Henon map 

chaotic-based mask and one mix columns 

transformation (Abaas &Shibeeb, 2015). This 

approach aims to reduce encryption and decryption 

time while enhancing the security level and increasing 

the key space. 

 

Vijayarajanet al. (2019) presented a fingerprint 

biometric key-based AES for personalized image 

cryptography. Their bio-key generation scheme used 

fingerprint matching for user authentication and a 

passcode for key generation. The experimental results 

demonstrated better encryption and decryption 
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performance compared to other key-based encryption 

techniques.Okeet al. (2019) proposed a crystographic 

technique combining cryptography (Enhanced AES) 

and steganography (Space Insertion Text Semagram) 

for secure electronic voting systems. They addressed 

confidentiality using the crystographic algorithm and 

post-election auditing using the SHA-256 

cryptographic hash function. Performance evaluation 

showed the effectiveness of the integrated techniques 

in handling confidentiality and post-election auditing 

verification.Hafsa et al. (2022) proposed an Improved 

AES (IAES) algorithm specifically designed for real-

time video security. This method eliminates the shift-

row and sub-byte transformations, replacing them with 

a mix-row operation to reduce run time. It also 

incorporates the Henon chaotic map in the key 

generation procedure to provide more randomness, 

using the SHA-3 hash algorithm to generate the initial 

conditions of the chaotic attractor. 

 

These empirical studies highlight the potential of FFT-

based techniques and modified AES algorithms in 

enhancing multimedia security, particularly for video 

encryption applications. The proposed methods aim to 

improve security, reduce computational overhead, and 

address limitations of traditional approaches. 

 

III. METHODOLOGY 

 

In digital video security, the need for efficient and 

robust encryption techniques is paramount. Video 

data, owing to its substantial file sizes, is typically 

stored in compressed formats such as AVI and MP4. 

However, this compression alone does not provide 

adequate security, leaving the video content 

vulnerable to unauthorized access and interception 

during transmission or storage. To address this 

concern, this study proposes a modified encryption 

algorithm tailored specifically for securing 

compressed video data.The methodology employed in 

this research revolves around the development of an 

enhanced Advanced Encryption Standard (AES) 

algorithm, referred to as AES-FFT. This approach 

utilized the Fast Fourier Transform (FFT) to integrate 

encryption within the core of the compression process, 

thereby providing an additional layer of security while 

preserving the advantages of video compression.The 

AES-FFT algorithm was designed to operate directly 

on compressed video files in AVI and MP4 formats. 

The proposed technique aims to achieve a seamless 

integration of security and data compression, resulting 

in efficient and secure video transmission and storage. 

 

To evaluate the performance of the developed AES-

FFT algorithm, a comprehensive experimental setup 

was employed. A dataset comprising various video 

files in AVI and MP4 formats was obtained, 

representing a diverse range of video content and 

compression levels. The encryption and decryption 

processes were then carried out using the AES-FFT 

technique, and the resulting performance metrics were 

compared against the standard AES algorithm.The 

primary performance indicators considered in this 

study were encryption and decryption time. This is to 

assess the computational efficiency of the proposed 

AES-FFT algorithm and its suitability for real-time 

video applications, where timely encryption and 

decryption are critical. 

 

The conceptual model of the proposed cryptographic 

scheme for digital video security is illustrated in 

Figure 1. However, the current study primarily focuses 

on the encryption and decryption aspects using the 

AES-FFT algorithm, while the integration of 

steganographic techniques falls beyond the scope of 

the current work and is earmarked for future research 

endeavours. 

 

 
Figure 1: A Conceptual Model of the Developed 

Crystographic Scheme 

 

Figure 2 illustrates the schematic diagram of the 

cryptographic processes, depicting the workflow of 

the encryption and decryption processes using the 

AES-FFT technique. The compressed video data 

undergoes encryption using the AES-FFT algorithm, 

and the resulting ciphertext is transmitted or stored 

Video 
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securely. While the overarching objective of this 

research is to develop a comprehensive cryptographic 

focuses on the encryption and decryption aspects using 

the AES-FFT algorithm. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Schematic diagram of the cryptographic 

processes 

 

3.1 Video Acquisition and Pre-processing 

The video data corpus for this study comprised 

uncompressed video files in AVI and MP4 formats, 

which are among the most commonly used video 

formats with high-definition resolution and 

compatibility for DVD distribution. These videos were 

acquired from online sources, specifically YouTube, 

ensuring the selection of popular videos with 

consistent resolution characteristics for reproducibility 

purposes.  

The acquired video data underwent a pre-processing 

phase before being subjected to encryption. Initially, 

the video files were decomposed into their constituent 

frames, and two additional copies of these frames were 

created – one set with embedded bit-1 and another 

with embedded bit-0. This step facilitated the 

subsequent evaluation of the proposed encryption 

scheme's performance under different data embedding 

scenarios.The raw video signal from the acquired data 

was digitized into a time-series of RGB colour images 

using a video capture board. Each RGB colour image 

was then transformed into the YUV colour space, 

which separates the luminance (grayscale) information 

represented by the Y component from the chromatic 

(colour) information represented by the U and V 

channels. Additionally, a difference (D) image was 

computed by calculating the absolute value of the 

difference between consecutive frames. This D image 

captures the motion information within the video 

stream, highlighting moving objects. 

 

Subsequently, the four image representations (YUVD) 

were successively subsampled at each time step, 

generating representations at lower and higher 

resolutions. This multi-resolution approach facilitated 

the analysis of the encryption scheme's performance 

across varying levels of detail and enabled the 

evaluation of computational efficiency trade-offs.The 

pre-processed video data, comprising the multi-

resolution YUVD representations, served as the input 

for the encryption phase of the proposed cryptographic 

scheme. 

 

3.2 Fast Fourier Transform (FFT) 

To obtain the FFT coefficients of the frames, the Fast 

Fourier Transform (FFT) was applied to the image 

frame 𝐼(𝑥, 𝑦). Following application, the image 

features include the real part (𝑥𝑛), imaginary part (𝐶𝑘), 

magnitude value (𝜔(𝑘)), and phase angle (
2𝑛+1

2𝑁
𝜋𝑘). 

FFT is fast, and the real part (𝑥𝑘) of the obtained 

coefficients increased its efficiency. The Fast Fourier 

Transform (FFT) is as follows: 

𝐶𝑘 =
2

𝑁
𝜔(𝑘) ∑ 𝑥𝑛𝐶𝑜𝑠 (

2𝑛 + 1

2𝑁
𝜋𝑘) ,           0 ≤ 𝑘

𝑁−1

𝑛=0

≤ 𝑁 − 1 (3.1) 

𝑥𝑘 = ∑ 𝐶𝑘𝐶𝑜𝑠 (
2𝑛 + 1

2𝑁
𝜋𝑘) ,           0 ≤ 𝑛

𝑁−1

𝑘=0

≤ 𝑁 − 1 (3.2) 

     

As a researcher, I would rewrite the section on 

"Advanced Encryption Standard (AES)" as follows: 

 

Video Data 

Get Frame 

FFT 

AES 

Encipher 

Encoding 

Secured Data 

Video 

Inverse FFT 

AES 

Decipher 

Decoding 
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3.3 Advanced Encryption Standard (AES) 

The Advanced Encryption Standard (AES) is a 

symmetric-key algorithm that operates on a column-

major order matrix of bytes. The encryption and 

decryption processes follow a series of well-defined 

steps, as outlined below: 

 

Encryption Process: 

Step 1: Derive a set of round keys from the cipher key 

using the key expansion algorithm. 

Step 2: Initialize the state array with the block of 

plaintext data. 

Step 3: Add the initial round key to the starting state 

array using an XOR operation. 

Step 4: Perform the tenth and final round of state 

manipulation, which consists of the following 

operations: 

SubBytes: A non-linear substitution step that replaces 

each byte with another according to a predefined 

substitution table (S-box). 

ShiftRows: A transposition step that cyclically shifts 

the bytes in each row by a certain offset. 

MixColumns:A linear mixing operation that combines 

the bytes in each column using a fixed polynomial 

multiplication over the Galois Field (GF(2^8)). 

AddRoundKey: An XOR operation that combines the 

current state with the corresponding round key. 

Step 5:Copy the final state array as the encrypted data 

(ciphertext) 

 

The decryption process follows the inverse operations 

of encryption in reverse order, using inverse functions 

like InvSubBytes, InvShiftRows, and 

InvMixColumns. The round keys are applied in 

reverse order, starting from the last round key. 

 

3.4 Video Compression and AES-FFT 

Integration 

To address the high dimensionality and spatial 

redundancies inherent in video data, a hybrid approach 

was adopted, integrating the Fast Fourier Transform 

(FFT) with the Advanced Encryption Standard (AES) 

algorithm. Specifically, the frames of bands extracted 

from each video file were decomposed using the FFT, 

facilitating the extraction of motion vectors for 

efficient compression of the frames before subjecting 

them to the AES transformation. 

 

After the FFT decomposition, the inverse FFT was 

applied, and the resulting coefficients were used as 

modification factors in the ShiftRowsand 

MixColumns operations of the AES algorithm. The 

basic structure of this modification process is depicted 

in Figure 3. 

 

 
Figure 3: Basic Structure of AES-FFT 

 

ShiftRows Modification: 

The ShiftRows operation was modified based on the 

parity of the element at the first row and first column 

of the state matrix. If this element was even, the first 

and fourth rows remained unchanged, while each byte 

in the second and third rows of the state was cyclically 

shifted right by a different number of positions. 

Conversely, if the element was odd, the first and third 

rows remained unchanged, and each byte in the second 

and fourth rows was cyclically shifted right by a 

different number of positions. 

MixColumns Modification: 

In the original AES algorithm, the MixColumns 

operation operates on each column of the state matrix 

independently. Each column is treated as a four-term 

polynomial over the finite field GF(2^8), and it is 

multiplied modulo (x^4 + 1) with a fixed polynomial 

a(x) = {03}x^3 + {01}x^2 + {01}x + {02}. 
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In the modified AES-FFT approach, after obtaining 

the state matrix from the ShiftRows step, the rows and 

columns were interchanged. This transposition was 

followed by the application of the standard 

MixColumns operation on the transposed matrix. 

 

3.5 Implementation of the Video Encryption  

The developed technique for secure digital video 

encryption and decryption using the AES-FFT 

approach was implemented using MATLAB R2018a,. 

The experiments were conducted on a Windows 10 

Enterprise 64-bit Operating System, equipped with an 

Intel Pentium® CPU T4500 @ 2.30GHz Central 

Processing Unit, 4GB RAM, and a 500GB hard disk 

drive.The implementation process encompassed 

several stages, including video data loading, pre-

processing, encryption, and decryption. 

 

IV. RESULT AND DISCUSSION 

 

This section presents the results obtained from the 

implementation and evaluation of the developed AES-

FFT technique, which aimed to achieve improved data 

hiding, encryption, and decryption for digital video 

security. The experiments were conducted using two 

widely-used video formats: AVI and MP4. The AVI 

video format comprised 200 frames, while the MP4 

video format consisted of 402 frames.The 

performance of the proposed AES-FFT technique was 

analyzed and compared with the conventional AES 

algorithm in terms of encryption and decryption times. 

Table 2 summarizes the obtained results for both video 

formats. 

 

For the AVI video format, the AES-FFT technique 

demonstrated significantly faster encryption times, 

requiring only 0.5356 milliseconds (ms) to encrypt all 

frames, compared to 1.8552 ms for the AES technique. 

Similarly, the decryption process was accelerated, 

with the AES-FFT technique achieving a decryption 

time of 0.5204 ms, while the AES technique required 

1.8408 ms for the same task.The performance 

advantage of the AES-FFT technique was also evident 

in the MP4 video format. The encryption time for all 

frames was 0.2363 ms, substantially lower than the 

1.5360 ms required by the AES technique. Likewise, 

the decryption time for the AES-FFT technique was 

0.2200 ms, outperforming the AES technique, which 

took 1.5185 ms to decrypt all frames. 

 

Table 2: Performance based on Encryption and 

Decryption Time 

Video 

Format 

Encryption Time 

(ms) 

Decryption Time 

(ms) 

AES AES-

FFT 

AES AES-

FFT 

AVI 1.8552 0.5354 1.8408 0.5204 

MP4 1.5360 0.2363 1.5185 0.2200 

 

These results demonstrate the effectiveness of the 

proposed AES-FFT technique in achieving faster 

encryption and decryption times compared to the 

conventional AES algorithm. The integration of the 

Fast Fourier Transform (FFT) with the AES algorithm, 

along with the modifications to the ShiftRows and 

MixColumns operations, contributed to the observed 

performance improvements. In several video 

applications, fast processing speed and real-time 

effects are crucial requirements, as highlighted by Liu 

et al. (2020). The faster encryption and decryption 

times achieved by the AES-FFT technique can 

potentially enable more efficient and responsive video 

security solutions, particularly in real-time or time-

sensitive scenarios. 

 

The performance of an encryption technique is 

critically evaluated based on its encryption and 

decryption times, where shorter durations are desirable 

for efficient operations (Kansal and Mittal, 2014; 

Maqsood et al., 2017). The proposed AES-FFT 

technique demonstrated superior performance 

compared to the conventional AES algorithm in terms 

of encrypting and decrypting video files.Notably, the 

encryption and decryption times for the MP4 video 

format were shorter than those for the AVI video 

format. This observation can be attributed to the 

inherent structural differences between these video 

formats, as highlighted by Alattar et al. (1999). 

Consequently, the AES-FFT technique exhibited 

faster processing speeds, a crucial requirement for 

many video applications that demand real-time effects 

and responsiveness. 

 

The encryption and decryption time evaluations 

presented in Table 2 reveal that the integration of the 

Fast Fourier Transform (FFT) with the Advanced 

Encryption Standard (AES) algorithm resulted in a 

significant reduction in processing times for both the 
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AVI and MP4 video formats. This improvement can 

be attributed to the efficient compression capabilities 

of the FFT, which helped mitigate the computational 

overhead associated with the AES technique when 

handling complex multimedia data, such as video 

(Suresh and Dhanapathi, 2016; Hameed et al., 

2018).Figures 4a and 4b provide graphical 

representations of the encryption and decryption time 

performances, respectively, for the AES and AES-FFT 

techniques. These visual aids clearly illustrate the 

superior performance of the proposed AES-FFT 

approach, substantiating the effectiveness of the 

hybrid technique in achieving faster encryption and 

decryption times compared to the conventional AES 

algorithm. 

 

 
Figure 4a: Encryption Time 

 

 
Figure 4b: Encryption Decryption Time 

 

The reduced processing times achieved by the hybrid 

approach have the potential to enable more efficient 

and responsive video security solutions, particularly in 

real-time or time-sensitive applications (Lianet al., 

2008; Tsakanikas and Dagiuklas,2018).The 

performance enhancements achieved through the 

integration of FFT with AES can potentially enable 

more seamless and secure video transmission, storage, 

and processing in various domains, such as 

multimedia communication, surveillance systems, and 

content distribution networks (Liu et al., 2020; 

Oguntoyeet al., 2023). 

 

To further substantiate the performance improvements 

observed with the AES-FFT technique, an inferential 

statistical analysis was conducted using a paired-

sample t-test. This analysis aimed to determine the 

level of significance in the performance difference 

between the AES-FFT and AES techniques for 

encryption and decryption times. 

The null hypothesis (H0) stated that there is no 

significant difference between the AES-FFT and AES 

encryption techniques, while the alternative 

hypothesis (H1) posited a significant difference 

between the two techniques. The hypotheses were 

tested at a 5% level of significance, as suggested by 

Tabachnick and Fidell (2013). 

 

 

 

 

Table 3: Summary of T-test Result for AES and 

AES-FFT technique 

Parameter t 

Degree 

of 

Freedo

m (df) 

p-

valu

e 

Comment 

Encryptio

n and 

Decryptio

n Time 

-

215.80

8 

3 0.00

0 

Significa

nt 

 

The results of the paired-sample t-test, presented in 

Table 3, revealed a p-value of 0.000 for the encryption 

time at a 95% confidence level. Since the p-value 

(0.000) is less than the α-value (0.05), the null 

hypothesis is rejected, and the alternative hypothesis 

is accepted, in line with the decision criteria 
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established by Hosmer et al. (2013). This inferential 

statistical analysis provides quantitative evidence to 

support the observed performance improvements 

achieved by the AES-FFT technique over the 

conventional AES algorithm. The integration of the 

Fast Fourier Transform (FFT) with AES resulted in a 

statistically significant reduction in encryption time, 

highlighting the efficacy of the proposed hybrid 

approach in addressing the computational challenges 

associated with multimedia data encryption (Alattar et 

al., 1999; Kansal & Mittal, 2014). 

 

The statistical significance of the results not only 

substantiates the practical implications of the AES-

FFT technique but also strengthens the theoretical 

foundation for exploring and developing advanced 

encryption techniques that utilized the synergies 

between signal processing and cryptographic 

methodologies (Maqsood et al., 2017; Guptaet al., 

2023; Atandaet al., 2023).  

 

From a theoretical perspective, this study contributes 

to the existing body of knowledge by demonstrating 

the feasibility and advantages of integrating signal 

processing techniques, such as the Fast Fourier 

Transform, with cryptographic algorithms like AES. 

The hybrid approach not only addresses the 

computational challenges associated with multimedia 

data encryption (Alattar et al., 1999; Kansal and 

Mittal, 2014) but also opens up avenues for further 

exploration and optimization of multimedia security 

solutions (Maqsood et al., 2017).The theoretical 

implications extend beyond the specific domain of 

video encryption, as the principles and methodologies 

employed in this study can potentially be adapted and 

applied to other multimedia formats or security 

applications (Jianget al., 2024;Kheddaret al., 2024). 

Furthermore, the study paves the way for future 

research in developing advanced encryption 

techniques that utilise the strengths of various signal 

processing and cryptographic algorithms, ultimately 

enhancing the security and efficiency of multimedia 

data protection (Hameed et al., 2018; Suresh and 

Dhanapathi, 2016). 

 

V. CONCLUSION, RECOMMENDATION 

AND FUTURE WORK 

 

5.1 Conclusion 

This research aimed to develop an efficient and secure 

encryption technique for digital video data, addressing 

the computational challenges associated with 

multimedia data encryption and decryption. The 

proposed AES-FFT technique integrated the Fast 

Fourier Transform (FFT) with the Advanced 

Encryption Standard (AES) algorithm, using the 

efficient compression capabilities of FFT to mitigate 

the computational overhead of AES when handling 

video data. 

 

The experimental results demonstrated the superior 

performance of the AES-FFT technique in achieving 

faster encryption and decryption times compared to 

the conventional AES algorithm. For both AVI and 

MP4 video formats, the AES-FFT technique exhibited 

significantly reduced processing times, with 

encryption times. These improvements were attributed 

to the effective integration of FFT with AES, along 

with modifications to the ShiftRows and 

MixColumnsoperations.Inferential statistical analysis 

using a paired-sample t-test further substantiated the 

performance differences between the AES-FFT and 

AES techniques, revealing a statistically significant 

reduction in encryption time achieved by the proposed 

approach. The AES-FFT technique can potentially 

enable more efficient and responsive video security 

solutions, particularly in time-sensitive scenarios. 

 

 

5.2 Recommendation 

Based on the research findings and conclusions, the 

following recommendations are proposed: 

1. Implement the AES-FFT technique in real-world 

video security applications to evaluate its 

performance under diverse operational conditions 

and resource constraints. 

2. Conduct further investigations to assess the 

security robustness and potential vulnerabilities of 

the AES-FFT technique, ensuring its suitability for 

practical deployment in critical applications. 

3. Explore the integration of the AES-FFT technique 

with other multimedia security mechanisms, such 

as watermarking or steganography, to develop 

comprehensive multimedia protection solutions. 

4. Investigate the scalability and adaptability of the 

AES-FFT technique for different video 

resolutions, bit rates, and compression formats to 

broaden its applicability. 
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5.3 Future Work 

The current research focused on the encryption and 

decryption aspects of the proposed cryptographic 

scheme using the AES-FFT technique. However, to 

achieve a comprehensive solution for digital video 

security, future work should address the full 

implementation of the Cryptographic Scheme, which 

involves the integration of steganographic 

techniques.Specifically, the DWT-MPSO (Discrete 

Wavelet Transform-Modified Particle Swarm 

Optimization) technique will be employed for 

embedding and extracting the stego object (encrypted 

video data). The combination of the AES-FFT 

technique for encryption/decryption and the DWT-

MPSO technique for data hiding and extraction can 

provide an efficient authentication mechanism for 

proof of ownership and copy control of multimedia 

content.Future research efforts should focus on the 

seamless integration of these techniques, optimizing 

the overall performance and ensuring the security 

robustness of the complete Cryptographic Scheme. 

Additionally, extensive testing and evaluation under 

various real-world scenarios and multimedia formats 

should be conducted to validate the practical 

applicability and scalability of the proposed solution. 
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