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Abstract- This paper presents the design and simulation
of an adaptive energy-efficient Internet of Things (loT)-
based security surveillance system developed for resource-
constrained environments characterized by unstable
power supply and unreliable network connectivity. The
proposed system integrates passive infrared (PIR) and
ultrasonic sensors with intelligent operational mode
switching to optimize energy consumption while
maintaining reliable surveillance performance. Hardware
simulation was implemented using Proteus 8.17
Professional, while software functionalities including
image processing and real-time monitoring were
developed using Python, OpenCV, and Node-RED. The
developed framework dynamically switches between
continuous monitoring and trigger-based monitoring
according to environmental activity conditions and time-
of-day  analysis. Experimental simulation results
demonstrated that the adaptive surveillance architecture
achieved an average energy savings of 43.90% compared
with conventional surveillance systems. Statistical
validation using the Wilcoxon signed-rank test confirmed
the significance of the observed energy reduction (p <
0.00001). Economic evaluation revealed projected annual
cost savings of approximately ¥110,856 with an estimated
return on investment period of about 5.5 months.
Environmental assessment further showed an annual CO:
emission reduction of 428.31 kg. The results demonstrate
that the proposed adaptive IoT surveillance system
successfully  balances energy efficiency, security
effectiveness, affordability, and operational reliability.
The developed architecture provides a scalable and
sustainable surveillance solution suitable for deployment
in developing regions and other energy-constrained
environments.

Keywords: IoT Surveillance, Adaptive Monitoring,
Energy Efficiency, Smart Security Systems, Node-RED

L INTRODUCTION

The increasing demand for intelligent security
systems has accelerated the adoption of Internet of

IRE 1718549

Things (IoT)-based surveillance technologies across
residential, industrial, and public infrastructures.
Security challenges such as theft, vandalism,
unauthorized intrusion, and public safety threats
continue to increase in developing regions,
particularly in countries characterized by unstable
power infrastructure and unreliable communication
networks.  Conventional surveillance  systems
generally rely on  continuous  monitoring
architectures, which consume substantial electrical
energy and increase operational costs.

In Nigeria and similar developing countries,
persistent power instability and rising energy costs
significantly affect the practical deployment and
sustainability of surveillance infrastructures. Existing
surveillance systems often operate continuously
irrespective of environmental conditions or threat
levels, thereby resulting in unnecessary energy
consumption. These limitations create the need for
adaptive surveillance systems capable of intelligently
optimizing power consumption without
compromising security effectiveness.

Recent advancements in IoT technologies, embedded
systems, and edge computing have enabled the
development of energy-efficient smart surveillance
systems. Adaptive surveillance frameworks that
combine intelligent monitoring logic with low-power
sensors provide promising opportunities  for
sustainable security applications. The integration of
passive infrared (PIR) sensors, ultrasonic sensors,
real-time clock (RTC) modules, and intelligent
switching mechanisms allows surveillance systems to
transition dynamically between operational states
according to environmental activity and predefined
security conditions.
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Several studies have investigated IoT-based
surveillance architectures using wireless sensor
networks, cloud computing, machine learning, and
energy management strategies. However, many
existing solutions remain limited by high
implementation costs, dependence on stable internet
connectivity, excessive computational requirements,
or inadequate energy optimization strategies.
Furthermore, most existing systems lack practical
adaptation for resource-constrained environments
characterized by unstable power supply.

This research therefore presents the design and
simulation of an adaptive IoT-based surveillance
system that combines intelligent state-based
monitoring, multi-sensor triggering mechanisms,
real-time monitoring dashboards, and automated alert
systems to achieve improved energy efficiency and
operational reliability

The major contributions of this research include:

1. Development of an adaptive surveillance
architecture  that dynamically switches
between continuous and  trigger-based
monitoring modes.

2. Integration of PIR and ultrasonic sensors for
improved intrusion detection reliability.

3. Implementation of a real-time IoT monitoring
and alert platform using Node-RED.

4. Comprehensive statistical, economic, and
environmental
performance.

5. Development of a cost-effective surveillance

evaluation  of  system

solution suitable for resource-constrained
environments.

II. RELATED WORKS

Energy efficiency remains one of the major
challenges in IoT-based surveillance systems,
particularly in environments with unstable electrical
infrastructure. Several researchers have investigated
different approaches for reducing power consumption
while maintaining reliable surveillance performance.

Abubakar et al. developed a Raspberry Pi-based
surveillance system with motion detection and
remote monitoring functionalities. Although the
system achieved real-time surveillance capability, it
depended heavily on stable internet connectivity and
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continuous operation, leading to increased energy
consumption. Oladipo et al. integrated facial
recognition algorithms into IoT surveillance systems
using deep learning approaches. Their work achieved
high recognition accuracy but introduced significant
computational and power overhead.

Emmanuel et al. proposed a hybrid solar-powered
surveillance architecture aimed at improving
operational continuity during power outages. Their
approach reduced power-related downtime but
required relatively expensive hardware infrastructure.
Wilson and Ahmed later introduced intelligent sleep-
mode techniques for reducing surveillance power
consumption; however, implementation complexity
and hardware dependency limited scalability.

Adewale et al. focused on cost reduction using
locally available components and open-source
software platforms. While their system successfully
reduced implementation costs, it lacked adaptive
energy management and multi-sensor fusion
capabilities.

Research on  multi-sensor  integration  has
demonstrated improved intrusion detection reliability
in smart surveillance systems. Combining PIR
sensors, ultrasonic sensors, and image-processing
algorithms enhances detection accuracy while
reducing false alarm rates. Similarly, cloud-based and
edge-based surveillance platforms have enabled real-
time monitoring and automated alert generation.

Despite these advancements, several research gaps
remain evident in existing studies:
* Limited implementation of  adaptive
monitoring strategies.
* Insufficient focus on intelligent energy
optimization.
* High dependence on stable network
infrastructure.
« Lack of integrated economic and
environmental performance evaluation.
» High deployment cost in developing regions.

The present research addresses these limitations by
integrating intelligent adaptive monitoring, low-
power hardware architecture, multi-sensor fusion,
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and loT-based real-time monitoring into a unified
energy-efficient surveillance framework

SYSTEM DESIGN AND METHODOLOGY

3.1 System Architecture

The proposed surveillance system integrates
hardware and software subsystems designed to
achieve adaptive monitoring and energy-efficient
operation. The system architecture consists of PIR
sensors, ultrasonic sensors, an ATmega328P
microcontroller, a real-time clock (RTC) module,
Python-based image-processing modules, OpenCV
libraries, and a Node-RED monitoring dashboard.
The complete adaptive surveillance architecture is
illustrated in Fig. 1.
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Fig. L. Proposed Adaptive 10T Based Surveillance System Architecture

The surveillance framework operates using two
adaptive operational states:

* Continuous Monitoring Mode

» Trigger-Based Monitoring Mode

Continuous monitoring is activated during high-risk
periods or within critical security zones, while
trigger-based monitoring operates during low-risk
periods to  minimize  unnecessary  energy
consumption.

The adaptive monitoring algorithm dynamically
controls the transition between operational states
according to detected environmental activity and
predefined scheduling conditions. The operational
logic of the adaptive monitoring process is presented
in Fig. 4, while the functional block diagram of the
surveillance architecture is shown in Fig. 2
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Fig. 2. The block diagram of the adaptive
surveillance system

3.2 Hardware Components

3.2.1 PIR Sensor

The PIR sensor detects infrared radiation emitted by
moving objects and serves as the primary low-power
motion detection mechanism. The sensor activates
the surveillance system only when motion is
detected, thereby minimizing standby energy
consumption.

3.2.2 Ultrasonic Sensor

The HC-SRO04 ultrasonic sensor complements the
PIR sensor by verifying object presence and
movement through distance measurement. This dual-
sensor configuration improves intrusion detection
accuracy and reduces false positive alerts.

3.2.3 ATmega328P Microcontroller

The ATmega328P microcontroller functions as the
central processing unit for sensor coordination and
operational state management. The low-power
architecture of the microcontroller contributes
significantly to the overall energy efficiency of the
surveillance system.

3.2.4 Real-Time Clock Module

The DS1307 RTC module enables time-based
operational control, allowing automatic switching
between continuous and trigger-based monitoring
according to predefined operational schedules.

The circuit diagram of the simulated hardware setup
is presented in Fig. 3.
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Fig. 3. Circot deagram of the simulation hardware setup

Fig. 3. Circuit diagram of simulation hardware setup

Prototype
Implementation

I0T-BASED SECURITY SURVEILLANCE PROTOTYPE

Fig. 3b. Prototype Development

3.3 Software
Framework

Pig 4. Operation Flowehart of the Prapoud Adapaive Survediance Syviom

Fig. 4. Operation Flowchart of the Adaptive
Surveillance System

Python programming language was employed for
system control, image acquisition, and image-
processing functionalities. OpenCV libraries were
integrated for motion analysis and object detection.
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The software control framework for the surveillance
system is illustrated in Fig. 5.
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Fig. 5. Python Framework Flowchart

Node-RED was implemented as the IoT dashboard
platform for:

* Real-time monitoring

» Dashboard visualization

* Automated alert generation

* Performance tracking

* Remote access capability

The software framework additionally supports email
notification services and local backup image storage
for reliable documentation of security events.

The Node-RED monitoring dashboard is illustrated in
Fig.6

Fig. 6. Node-RED IoT Dashboard showing different
Metrics
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3.4 Simulation Environment

Proteus 8.17 Professional was deployed for the
simulation of the integrated hardware architecture.
The simulation environment enabled schematic
design, sensor integration, serial communication
interfacing through COMPIM, and validation of
adaptive operational behavior. The Proteus schematic
capture environment is shown in Fig. 7.
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Fig. 7. Proteus 8.17 Professional Simulation
Environment

3.5 Performance Evaluation Metrics
System performance was evaluated using the
following performance metrics.

Energy Efficiency Metrics
* Power consumption
» Standby power usage
* Operational state distribution
» Energy savings percentage

Security Effectiveness Metrics
* Detection accuracy
» False positive rate
» False negative rate

System Performance Metrics
* Processing latency
» Storage efficiency
* Network bandwidth usage
* Alert response capability

A detailed description of the evaluated performance
metrics is presented in Table 1.

Table 1 Performance Metrics of the Adaptive
Surveillance System
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3.6 Experimental Simulation Procedure

The proposed adaptive loT-based surveillance system
was experimentally evaluated through simulation
using Proteus 8.17 Professional integrated with
Python/OpenCV image-processing modules and a
Node-RED IoT monitoring dashboard. Simulation
experiments were conducted over multiple
operational hours and simulated daily activity cycles
to analyse energy consumption behaviour, adaptive
operational detection
performance, and overall system efficiency under
varying environmental conditions.

switching, intrusion

The simulation experiments were performed
continuously across several simulated operational
days in order to evaluate the adaptive monitoring
behaviour of the proposed surveillance architecture
under different environmental activity conditions.
The experimental simulations generated cumulative
datasets consisting of approximately 5-10 grouped
operational sample categories representing different
monitoring conditions and operational states.

Energy consumption, operational state distribution,
processing behaviour, and monitoring performance
metrics were obtained directly from the simulation
environment without the introduction of random
assumptions or artificially generated estimation
values. All reported datasets were derived from
actual experimental simulation outputs generated
within the Proteus simulation environment integrated
with the Python/OpenCV and Node-RED software
framework.
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To improve the reliability and validity of the obtained
results, cumulative statistical datasets containing
more than 250 energy-consumption records were
compiled and analysed. The recorded values
represented  actual  operational = measurements
obtained during adaptive state switching between
standby mode, continuous streaming mode, and
active image/video capturing mode.

The generated datasets were subsequently subjected
to statistical validation procedures as presented in
Section 4. Normality analysis using the Shapiro—Wilk
test indicated non-normal distribution characteristics
within the energy-consumption dataset.
Consequently, non-parametric statistical analysis
using the Wilcoxon signed-rank test was applied to
validate the significance of the observed reduction in
energy consumption achieved by the adaptive
surveillance architecture.

The statistical validation confirmed that the reported
energy savings were experimentally obtained through
simulation-based operational measurements rather
than through theoretical assumptions or randomized
estimation models

Iv. RESULTS AND DISCUSSION

4.1 Adaptive Monitoring Performance

Simulation results demonstrated the successful
implementation of the adaptive surveillance
framework. The system dynamically switched
between standby, streaming, and capturing
operational ~ states  according to  detected
environmental activity and predefined monitoring
conditions.

Analysis of the operational state distribution revealed
that approximately 42% of operational time was
spent in low-power standby mode, 55% in streaming
mode, and about 2% in active capturing mode, as
illustrated in Fig. 8. This adaptive operational
behaviour significantly reduced overall energy
consumption while maintaining effective surveillance
coverage.
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Distribution of System States

Fig. & Operational Stase Disteitostion

Fig. 8. Operational State Distribution

The average power consumption recorded for the
different operational states was as follows:

» Standby Mode: 0.3 W

» Streaming Mode: 1.8 W

» Capturing Mode: 2.5 W

The comparative power consumption across
operational states is presented in Fig. 9. The
substantial difference between standby and capturing
power consumption validates the effectiveness of
adaptive monitoring in minimizing unnecessary
energy usage

Fig. 9. Average Power Consumption by System State

The operational switching behaviour further confirms
that intelligent state-based monitoring can effectively
balance surveillance reliability and energy efficiency
in resource-constrained environments.

4.2 Energy Consumption Analysis

Comparative analysis between the proposed adaptive
surveillance system and a conventional continuously
operating surveillance architecture demonstrated
significant energy savings throughout the simulation
period.
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The adaptive system consistently consumed lower
energy across different operational conditions due to
its ability to transition intelligently between standby,
streaming, and capturing modes. The comparative
energy consumption behaviour of both systems is
illustrated in Fig. 10 and Fig. 12. While the bar chart
in Fig. 11 shows average power consumption by
system state

Fig. 10. Comparative Energy Consumption Analysis

Average Powet Cnraumetion by Sywer Shew
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Fig. 11. Average Power Consumption by System
State

Fig. 12. Energy Consumption: Traditional vs
Adaptive System

Experimental simulation results showed that the
proposed adaptive architecture achieved an average
energy savings of 43.90% relative to the conventional
surveillance system.
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The temporal energy-consumption analysis further
revealed that the adaptive system achieved the
highest energy savings during periods of minimal
environmental activity by maintaining prolonged
operation in low-power standby mode.

The distribution of energy savings percentages
obtained from the experimental simulation dataset is
presented in Fig. 13. The consistency of the savings
distribution confirms the stability and reliability of
the adaptive operational strategy.

Frugy Sovwepn |
Q

Fig. 13. Percentage Distribution of Energy Savings

The projected long-term economic savings resulting
from the reduction in power consumption are
illustrated in Fig. 14. These findings demonstrate that
intelligent operational state switching -effectively
reduces unnecessary power consumption without
compromising surveillance effectiveness

Fig. 14. Projected Cost Savings Over Time

Statistical ~Computation of Average Energy
Consumption from Dataset. Table 2 gives the
statistical calculation of average energy consumption
of the adaptive system over a wide sample of
simulation data

Table 2 Statistical Average Energy Computation
from Dataset
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4.3 Statistical Validation

To validate the significance of the observed energy
savings, statistical analysis was conducted on the
cumulative experimental energy-consumption dataset
obtained from the simulation environment.

Normality analysis using the Shapiro—Wilk test
indicated that the energy-consumption dataset did not
follow a normal distribution. Consequently, a non-
parametric Wilcoxon signed-rank test was applied for
statistical validation.

The Wilcoxon signed-rank test produced the
following results:

+ Test Statistic = 0.0000

* p<0.00001

The Q—Q plots generated from the statistical dataset
are presented in Fig. 15.

The statistical analysis confirmed a highly significant
reduction in energy consumption for the adaptive
surveillance system when compared with the
conventional surveillance architecture.
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Fig. 15. Q-Q Plots for Energy Consumption Data
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To further validate the reliability of the obtained
results, a paired t-test was additionally performed and
produced consistent findings, thereby strengthening
the validity of the observed energy savings.

The statistical datasets analysed in this study
consisted of more than 250 cumulative experimental
energy-consumption measurements obtained directly
from the simulation environment during adaptive
operational switching. No randomized assumptions
or synthetic estimation techniques were employed
during dataset generation.

The statistical validation therefore confirms that the
reported energy savings were experimentally
obtained  from  simulation-based  operational
measurements  rather than from theoretical
assumptions or randomly generated datasets.

4.4 Economic Analysis

The economic evaluation demonstrated substantial
long-term operational savings associated with the
proposed adaptive surveillance architecture. A
comprehensive economic cost-benefit analysis is
presented in Table 3

Table 3 Economic Cost and Benefit Analysis.

ECONOMIC COST AND BENEFIT ANALYSIS

— b bt £ o - o g— e

- o - wiiom
8 3 4 . + =

The projected annual cost savings achieved by the
adaptive surveillance system reached approximately:
+ N110,856 per annum

The economic evaluation further revealed:
* Return on Investment (ROI): 221.7%
» Estimated Payback Period: Approximately 5.5
months

These findings confirm the economic viability of the
proposed surveillance architecture for residential,
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commercial, and institutional security applications,
particularly in regions characterized by unstable
power supply and rising energy costs.

The results additionally demonstrate that software-
driven adaptive monitoring can provide substantial
operational cost reductions without requiring
expensive hardware modifications.

4.5 Environmental Impact Assessment

The reduction in overall energy consumption also
contributed  significantly  to environmental
sustainability.

The adaptive surveillance system achieved:
* Annual CO: Emission Reduction: 428.31 kg
* Equivalent Environmental Impact:
Approximately 20 trees in  carbon
sequestration capacity

The environmental impact analysis is illustrated in
Fig. 16.

Armasai CO; Ruvetion » 428,31 k- Equivalens Envtravnental Inpact * 20 tree:
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Fig. 16. Environmental Impact Analysis (EIA)

These findings demonstrate that energy-efficient
surveillance systems can simultaneously improve
security operations while reducing environmental
impact and carbon emissions. The results further
highlight the potential contribution of adaptive IoT
surveillance systems toward sustainable smart-
environment development.

4.6 Comparative Evaluation with Existing Studies
Compared with several existing surveillance
architectures reported in previous studies, the
proposed system demonstrated multiple significant
advantages.
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The developed architecture provided:
* Improved energy efficiency
* Intelligent adaptive monitoring
* Integrated multi-sensor detection
* Reduced implementation cost
* Real-time [oT dashboard monitoring
* Local backup support for unstable network
environments

Unlike many existing surveillance systems that rely
primarily on hardware-based power optimization
techniques, the proposed framework achieved
substantial energy savings through software-driven
adaptive operational control

The comparative evaluation presented in Table 4
further demonstrates that the proposed system
successfully addresses several critical limitations
identified in previous studies, particularly in the areas
of adaptive monitoring, energy optimization,
operational cost reduction, and deployment suitability
for resource-constrained environments.

Table 4. Comparative Evaluation of Existing Systems
with the Novel Adaptive Syste
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Overall, the obtained results confirm that the
proposed adaptive surveillance framework provides a
scalable, sustainable, and economically viable
solution for modern IoT-based security surveillance
applications.
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V. CONCLUSION

This study presented the design and simulation of a
cost-effective and energy-efficient IoT-based security
surveillance system using a multi-sensor architecture
comprising a Passive Infrared (PIR) sensor,
ultrasonic sensor, ATmega328P microcontroller, and
Real-Time Clock (RTC) module. The system was
developed to enhance real-time intrusion detection
while maintaining low power consumption and
operational efficiency.

Through extensive simulation cycles and repeated
experimental runs, performance data were collected
over multiple operational scenarios, yielding a
statistically significant dataset used for evaluation.
The results demonstrated that the integration of dual-
sensor fusion improved detection reliability while
reducing false alarms compared to single-sensor
approaches. Furthermore, the incorporation of time-
stamped event logging via the RTC module ensured
accurate temporal tracking of detected activities.

The communication framework, incorporating
COMPIM  serial interfacing and Node-RED
dashboard visualization, enabled
monitoring and remote system interaction. Overall,
the system achieved a balance between energy
efficiency, detection accuracy, and system
responsiveness, confirming its suitability for
deployment in low-cost surveillance applications in
resource-constrained environments.

real-time

VL LIMITATIONS OF THE STUDY

Despite the promising results obtained, the system
has several limitations:

1. Simulation-Based Validation

The study relied primarily on simulated and
controlled experimental environments rather than
large-scale real-world deployment, which may
introduce discrepancies in performance under
uncontrolled conditions.

2. Environmental Sensitivity

The PIR and ultrasonic sensors may exhibit reduced
accuracy under extreme environmental conditions
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such as high temperature variations, air turbulence, or
physical obstructions.

3. Limited Sensor Diversity

The system utilizes only two sensing modalities.
While effective, this limits robustness in complex
intrusion scenarios where multi-modal confirmation
(e.g., visual or thermal imaging) could improve
accuracy.

4. Communication Dependency

The reliance on serial communication (COMPIM)
and Node-RED visualization introduces potential
bottlenecks in scalability and distributed deployment
scenarios.

5. Energy Modeling Constraints

Although energy consumption was analyzed
statistically, real hardware power profiling under
long-term continuous operation was not fully
implemented.

VIL FUTURE WORK

To enhance the performance and applicability of the
proposed system, the following future improvements
are recommended:

1. Integration of Computer Vision Modules

Future implementations could incorporate OpenCV-
based image processing or Al-driven object detection
to complement sensor-based intrusion detection and
reduce false positives.

2. Deployment on Embedded IoT Platforms
Migration from simulation to full hardware
deployment using platforms such as Raspberry Pi or
ESP32 would enable real-world validation under
diverse environmental conditions.

3. Wireless Communication Upgrade

Replacing serial/COMPIM communication with
MQTT, LoRa, or Wi-Fi-based protocols would
improve scalability and remote accessibility for
distributed surveillance systems.

4. Advanced Machine Learning Integration
Incorporating lightweight machine learning models at
the edge could enhance decision-making accuracy
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and adaptive thresholding based on environmental
learning.

5. Energy Harvesting and Optimization

Future designs could explore solar energy integration
and adaptive duty-cycling techniques to further
improve energy efficiency for off-grid deployments.

6. Multi-Sensor Fusion Expansion

Additional sensors such as cameras, vibration
sensors, and temperature sensors could be integrated
to improve system robustness and contextual
awareness
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