
© JUN 2026 | IRE Journals | Volume 9 Issue 12 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I12-1718767 

 

IRE 1718767          ICONIC RESEARCH AND ENGINEERING JOURNALS 1372 

A Comprehensive Survey of Deep Learning-Based Image 

Steganalysis: From Statistical Methods to Adversarial 

Robustness 
 

SHEHU ASMA’U1, KIRUBAKARAN PREMA2, MUHAMMAD L. BILKISU3 

1Department of Computer Science, Nile University of Nigeria 
2,3Department of Information Technology, Nile University of Nigeria 

 
Abstract- This survey presents an overview of the 

development of image steganalysis from basic statistical 

models to the latest deep learning architectures. A total of 

24 significant studies were analyzed, which are grouped 

into six important dimensions: embedding domain 

coverage, dataset diversity, low-payload sensitivity, 

adversarial robustness, pixel-level defense evaluation, 

computational efficiency. It also shows that the literature 

is fragmented, with no existing model that effectively 

covers the cases of heterogeneous dual-domain detection, 

realistic adversarial robustness on pixel level, and 

lightweight deployment. Three main gaps were identified: 

cover-source mismatch in the case of homogeneous 

training data, single domain architectural limitations, 

feature space adversarial evaluation that does not 

represent actual threat models; a unified taxonomy for 

future research is proposed. This survey provides a well-

founded base for quantifying dataset heterogeneity from 

an information theoretic perspective, providing a 

principled ground for assessing generalisability in 

steganalysis systems.  

 

Keywords: Adversarial Robustness, Dual-Domain 

Detection, Cover-Source Mismatch, Steganalysis. 

 

I. INTRODUCTION 

 

Steganalysis, the opposite of steganography, has had 

a paradigm change in the last ten years. Previous 

techniques used statistical features such as SPAM 

(Subtractive Pixel Adjacency Matrix) and SRM 

(Spatial Rich Models), and PHARM (Phase-Aware 

Projection Model) that calculated embedding artifacts 

based on pixel correlation analysis and higher-order 

moments (Fridrich & Kodovsky, 2012; De La Croix 

et al., 2024a).  All such methods are effective against 

primitive Least Significant Bit (LSB) insertion, but 

fail when confronted with LSB insertion technique by 

modern adaptive algorithms in textured regions to 

minimize the statistical footprints (Bamanga & 

Babando, 2024).  

 

With the birth of deep learning, a hierarchical feature 

learning network was developed directly from the 

raw pixels, known as Convolutional Neural Network 

(CNN) (Qin et al., 2020; Wu et al., 2018). But this 

shift hasn't been smooth. Current literature shows 

models being tested on a small and homogeneous 

dataset (mainly CelebA), tested using a non-adaptive 

embedding method (LSB) and evaluated for 

adversarial robustness in a feature space, not the pixel 

domain where real attacks take place (Jawad et al., 

2025; Rahman et al., 2023).  

 

The survey analyses 24 representative studies 

published between 2015 and 2025, and draws 

conclusions about the structural limitations in this 

field by creating a capability matrix (Bravo-Ortiz et 

al., 2024; Dwaik & Belkhouche, 2024; Liu et al., 

2023; Ke & Sheng, 2019; Lu et al., 2019). It 

contributes threefold: (i) a unified taxonomy on six 

key dimensions for evaluating steganalysis; (ii) the 

first information-theoretic formal definition of dataset 

heterogeneity based on Shannon entropy and KL 

divergence; (iii) the identification of the specific 

combination of capabilities, dual-domain detection, 

heterogeneous training, pixel-level adversarial 

robustness and lightweight deployment, which is not 

achieved by any one existing model. 

 

II. HISTORICAL EVOLUTION: FROM 

PHYSICAL TO DIGITAL 

 

2.1 The Ancient Roots of Concealed Communication 

The use of steganography dates back to ancient times. 

During the 5th century BC, slaves were shaved, and 
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secret messages were then tattooed onto their scalps, 

with a view to telling them later when the hair had 

grown back (Krenn, 2004; Borse et al., 2013). 

Ancient Romans used inks made from fruit juices, 

urine and milk that darkened when heated, which 

could not be seen. In WWII, Nazi operatives used 

microdots and null ciphers, for instance, one such 

message was read and translated, revealing that 

“Pershing sails from NY June 1” (Cheddad et al., 

2010; Sellars, 2007). The basic rule has remained 

true over the millennia: keep the existence of 

communication secret, not the content. The potency 

of steganography is its non-detectability, as Johannes 

Trithemius (1462-1526) discovered in his 

posthumously published Steganographia (Sellars, 

2007).  

 

2.2 The Digital Transition 

Three technological advancements allowed the shift 

from a physical hiding to a digital hiding: digital 

signal processing, exponential increase in 

computational power, and advanced data embedding 

methods. The new cover media are no longer 

physical items, and the new digital media include 

images, audio and video (Cheddad et al., 2010; 

Sellars, 2007). 

 

 
Figure 1: Taxonomy of System Security  

 

The most common method of digital encoding is 

called LSB insertion, which makes use of a human 

visual system's tolerance to small perturbations in 

pixels. Embedders modify only the least significant 

bits of the pixel values so as to be imperceptible, but 

the changes cause subtle statistical signatures that 

could be found by early steganalysis methods 

(Kadhim et al., 2019; Lie & Lin, 2005). 2.3 Arms 

Race Intensifies The modern adaptive steganographic 

algorithms such as S-UNIWARD (Spatial Universal 

Wavelet Relative Distortion) (Bamanga & Babando, 

2024), WOW (Wavelet Obtained Weights), J-

UNIWARD (JPEG UNIWARD), J-MiPOD (JPEG 

Minimizing the Power of Optimal Detector) 

(Boroumand et al., 2019) have revitalized this 

scenario. These algorithms are embedded in the 

image strategically in the complex and textured areas, 

where changes are naturally masked by the 

complexity of the image. The statistical imprint is too 

weak for conventional detection techniques to be 

effective. This has recently led to the advancement of 

steganalysis by incorporating machine learning and 

deep learning approaches, enabling models to 

identify patterns that are not captured by traditional 

statistical methods (De La Croix et al., 2024a; Peng 

et al., 2024). 

 

III. THE DEEP LEARNING ERA: 

CAPABILITIES AND LIMITATIONS 

 

This systematic review classifies recent methods, 

which can be summarized in Table 1, into six 

dimensions. Despite the advances from handcrafted 

feature extraction to automated deep learning 

approaches, there are still substantial deficits in all 

the dimensions studied (Kheddar et al., 2024). 

 

Table 1: Evaluation Dimensions for Steganalysis 

Systems 

Dimension Description Critical Threshold 

Multi-

Domain 

Detects both spatial 

and frequency 

embedding 

Must evaluate both 

domains 

Diverse 

Datasets 

Trains on 

heterogeneous image 

sources 

>=2 benchmark 

datasets with different 

characteristics 

Low-Payload 

Eval 

Tests at <=0.1 bpp or 

equivalent 

Must include 0.1 bpp 

or 0.2 bpnzAC 

Adversarial 

Defense 

Implement 

adversarial training 

Must include both 

clean and adversarial 

evaluation 

Pixel-Level 

Eval 

Evaluates pixel-level 

(not feature-space) 

attacks 

FGSM and PGD at 

epsilon=8/255 

Lightweight Parameter count 

<=10M for 

deployability 

<=10M parameters 

 

3.1 Single-Domain Spatial Detectors 
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Table 2: Single-Domain Spatial Steganalysis Methods (2019-2024) 

Study Architecture Datasets Algorithms Payload Accuracy Limitations 

Bravo-Ortiz et 

al. (2024) 

CNN + Vision 

Transformer 

BOSSBase 1.01 WOW, S-

UNIWARD, HILL, 

HUGO 

0.2-0.4 

bpp 

~87.3% Spatial only; no 

adversarial eval 

Liu et al. (2023) CNN + ECA + 

Transfer Learning 

BOSSBase 1.01 S-UNIWARD, 

WOW, HUGO 

0.05-0.4 

bpp 

~85.2% Spatial only; very low 

rate challenging 

Agarwal & Jung 

(2024) 

Entropy-driven 

CNN + SRM 

BOSSBase 1.01, 

BOWS2 

WOW, S-

UNIWARD, HILL 

0.2-0.4 

bpp 

~87.0% Weak at 0.1 bpp; no 

adversarial eval 

Dwaik & 

Belkhouche 

(2024) 

CNN + SRM + 

Gabor 

BOSSBase 1.01, 

ALASKA II 

S-UNIWARD, 

HUGO, WOW 

0.1-0.5 

bpp 

~86.4% (BOSS), 

~81.5% 

(ALASKA) 

No adversarial eval; 

filter dependency 

Ke & Sheng 

(2019) 

Co-occurrence + 

RealAdaBoost 

BOSS, RAISE HUGO, EA 0.1-0.4 

bpp 

~84.6% Handcrafted features; 

high computational cost 

Lu et al. (2019) CNN + TLU 

preprocessing 

BOSSBase 1.01 S-UNIWARD 0.4 bpp ~85.0% Preprocessing study 

only 

Li et al. (2024) FPFNet (Feature 

Pyramid Fusion) 

BOSSBase 1.01 S-UNIWARD, 

WOW 

0.2 bpp ~88.0% Spatial only; no 

adversarial eval 

Yang et al. 

(2024) 

Hybrid CNN + 

Attention Fusion 

Standard 

benchmarks 

— Varied Competitive Spatial only; no 

adversarial or cross-

domain eval 

Bohang et al. 

(2025) 

CNN + DRL 

Active Learning 

BOSSBase, 

BOWS2 

S-UNIWARD 0.1-0.5 

bpp 

~89.4% (F-

measure) 

Single domain; no cross-

domain or adversarial 

eval 

Zhengliang et al. 

(2025) 

SG-ResNet (dual-

stream Gabor) 

Custom datasets — Varied 0.96 AUC Spatial only; no 

frequency or adversarial 

eval 

 

 

Figure 2: Detection accuracy trends for spatial-

domain steganalysis methods 

 

Analysis: Use of a spatial-domain approach has been 

successful in achieving good results for benchmark 

datasets but there are still some drawbacks. First, 

there is no consideration of the frequency domain in 

which JPEG steganography works. Second, 

evaluation is carried out mainly on BOSSBase 1.01, 

which is a uniform set of grayscale natural scenes 

(Bas et al., 2011). Third, there is little study on 

adversarial robustness, or if one is done, it is  

 

frequently done with feature-space perturbations 

instead of pixel-level attacks (Peng et al., 2024; Hu & 

Wang, 2023). 

 

3.2 Frequency and Transform-Domain Approaches 

 

Table 3: Frequency and Transform-Domain 

Steganalysis Methods 

Study Domain Datasets Algorith

ms 

Key 

Innovation 

Limitations 

Moha

med et 

al. 

(2020) 

DCT, 

DWT, 

Contourl

et 

Custom 

color 

images 

J-

UNIWA

RD, 

UERD 

Comprehen

sive survey 

of 

transform 

techniques 

No unified 

framework; 

cross-

method 

comparison 

only 

Li & 

Liu 

(2015) 

Spread-

spectrum 

Custom 

SS 

stego 

Multi-

carrier 

SS 

Unsupervis

ed IGLS 

algorithm 

Matrix 

inversion 

complexity; 

scalability 

limits 

Shanka

r & 

Spatial + 

Frequenc

Custom 

JPEG 

Various SVM-PSO 

hybrid 

10% 

embedding 
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Study Domain Datasets Algorith

ms 

Key 

Innovation 

Limitations 

Azhak

ath 

(2019) 

y classifier only; high 

computatio

nal cost 

Mo et 

al. 

(2023) 

Spatial 

(J-

UNIWA

RD) 

BOSSB

ase, 

BOWS2

, 

ALASK

A II 

J-

UNIWA

RD 

Wavelet 

decomposit

ion + CNN 

clustering 

Complex 

textures 

remain 

challenging 

Peng 

et al. 

(2024) 

Spatial FFHQ, 

LSUN 

J-

UNIWA

RD 

RS-GAN 

disentangle

ment 

Computatio

nally 

intensive; 

custom 

datasets 

 

 

Figure 3: Relative detection difficulty across 

embedding domains and algorithms 

 

Analysis: Frequency domain steganalysis is not well 

explored in comparison to the methods in the spatial 

domain. The JPEG compression pipeline adds 

quantization noise to the data, which is entangled 

with modifications to the image using steganography, 

and hence makes it difficult to isolate such artifacts. 

To date, the survey conducted by Mohamed et al., 

(2020) can serve as a building block, but there are 

still a limited number of unified frameworks that can 

detect these in both the spatial and frequency 

domains. 

 

3.3 Adversarially Aware Methods 

 

Table 4: Adversarial Steganalysis Methods (2023-2025) 

Study Defense Strategy Attack 

Evaluated 

Eval 

Domain 

Clean 

Acc. 

Post-Attack 

Acc. 

Dataset Limitations 

Peng et al. 

(2024) 

RS-GAN 

disentanglement 

FGSM, PGD Pixel-

level 

~85.1% ~84.9% 

(PGD) 

FFHQ, LSUN Custom datasets; 

computationally intensive 

(~15M params) 

Hu & Wang 

(2025) 

Directional 

adversarial noise 

Custom 

adversarial 

stego 

Pixel-

level 

~84.0% ~81.3% Custom Spatial domain only; no 

standard benchmarks 

Al-Obaidi et 

al. (2024) 

RL + GAN 

framework 

— GAN-

based 

~83.2% ~79.5% CNN 

benchmarks 

High computational 

complexity; limited 

scalability 

Hu & Wang 

(2023) 

TStegNet (two-

stream CNN) 

ADVEMB, 

MAE 

Custom 

datasets 

~85.5% ~82.4% Custom Spatial domain only; 

custom adversarial datasets 



© JUN 2026 | IRE Journals | Volume 9 Issue 12 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I12-1718767 

 

IRE 1718767          ICONIC RESEARCH AND ENGINEERING JOURNALS 1376 

Study Defense Strategy Attack 

Evaluated 

Eval 

Domain 

Clean 

Acc. 

Post-Attack 

Acc. 

Dataset Limitations 

Jawad et al. 

(2025) 

EfficientNet + adv. 

Training 

FGSM Feature-

space 

~91.2% ~88.1% 

(FGSM feat.) 

CelebA Feature-space eval; 

homogeneous dataset; LSB 

embedding 

PROPOSED 

MODEL 

FGSM + PGD two-

attack 

FGSM, PGD Pixel-

level 

89.6% 83.7% 

(FGSM), 

81.2% (PGD) 

BOSSBase + 

ALASKA II 

— 

 

 

 

Figure 4: The critical distinction between feature-

space and pixel-level adversarial evaluation  

 

Analysis: The literature of adversarial steganalysis 

has a fundamental methodological error. The current 

state is represented by Jawad et al. (2025), which 

measures robustness against feature space distortions, 

which involve applying noises to EfficientNet's 

internal representation. This is easy to compute but 

pointless from a threat perspective. Real adversaries 

are in the pixel domain, with L-infinity norm 

constraints (epsilon = 8/255) and visibility limits. The 

model that is proposed achieves an accuracy of 

83.7% under FGSM and 81.2% under PGD, a first 

step towards a realistic threat scenario, considering 

the per-pixel evaluation. 

 

3.4 Localization and Specialized Techniques 

Table 5: Specialized Steganalysis Techniques 

Study Focus Method Performanc

e 

Limitations 

De La 

Croix 

et al. 

(2024a) 

Payload 

localization 

CNN + 

Genetic 

algorithm 

pooling 

F1: 0.3781 

(S-

UNIWARD

), 0.5523 

Performance 

varies with 

payload size 

and texture 

Study Focus Method Performanc

e 

Limitations 

(WOW) 

Mo et 

al. 

(2023) 

Content 

inconsistenc

y 

Wavelet + 

CNN 

clustering 

+7.5% 

accuracy 

for 

subclasses 

Complex 

textures; 

diverse 

datasets 

remain 

challenging 

Akram 

et al. 

(2024) 

Color image 

steganalysis 

Curvelet + 

SVM 

— MATLAB-

dependent; 

limited 

scalability 

Huang 

et al. 

(2024) 

Heterogeneo

us images 

FACSNet 

(forensics-

aided 

routing) 

Improved 

heterogeneo

us accuracy 

Requires 

test-time 

image type 

knowledge 

Alrusai

ni 

(2025) 

Transformati

on 

robustness 

Evaluation 

of 5 

architecture

s 

Yedroudj-

Net recall: 

56.2% 

under noise 

Transformati

on study 

only; no 

adversarial 

eval 

Yu et 

al. 

(2024) 

Feature 

selection 

efficiency 

Dominant 

feature 

selection + 

compensati

on 

~87.1% 

(BOSS), 

~84.3% 

(ALASKA) 

No 

adversarial 

eval; limited 

low-payload 

focus 

Li & 

Dong 

(2024) 

Attention 

mechanism 

CNN + 

channel 

attention 

Reduced 

error rates 

Single 

domain; no 

frequency or 

adversarial 

eval 

 

IV. THE CAPABILITY GAP: A 

QUANTITATIVE ANALYSIS 

 

Table 6: Comprehensive Feature-Capability Matrix 

(24 Studies) 
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Study & Year Multi-

Domain 

Diverse 

Datasets 

Low-Payload 

(<=0.1) 

Adversarial 

Defense 

Pixel-Level 

Eval 

BOSS+ALASKA Lightweight 

Yu et al. (2024) partial Yes No No no yes Yes 

Bravo-Ortiz (2024) no Yes Yes No no no No 

Fu et al. (2022) no Partial Yes Yes no no No 

Agarwal & Jung 

(2024) 

no Yes No No no no Yes 

Dwaik & Belkhouche 

(2024) 

no Yes Yes No no yes Yes 

Liu et al. (2023) no Partial Yes No no no Yes 

Ke & Sheng (2019) no Partial Partial No no no No 

Lu et al. (2019) no Partial Yes No no no Yes 

Mohamed et al. (2020) no No Partial No no no No 

Li & Liu (2015) no No Partial No no no No 

Shankar & Azhakath 

(2019) 

no No No No no no No 

De La Croix et al. 

(2024a) 

no Yes Partial No no no Yes 

Mo et al. (2023) partial Partial Partial No no partial Yes 

Akram et al. (2024) no Partial Yes No no no Yes 

Peng et al. (2024) no Partial No Yes partial no No 

Hu & Wang (2025) no Partial No Yes yes no Yes 

Al-Obaidi et al. (2024) no Partial No No no no No 

Hu & Wang (2023) no Partial No Yes yes partial Yes 

Li et al. (2024) no Yes Yes No no no Yes 

Huang et al. (2024) partial Yes Partial No no no Yes 

Alrusaini (2025) no Yes No No no no Yes 

Li & Dong (2024) no Partial No No no no Yes 

Yang et al. (2024) no Partial No No no no Yes 

Bohang et al. (2025) no Yes Yes No no no Yes 

Zhengliang et al. 

(2025) 

no Partial No No no no Yes 

Jawad et al. (2025) no No No Yes no no Yes 

PROPOSED MODEL yes Yes Yes Yes yes yes Yes 

 

Legend: yes = fully supported, no = not supported, 

partial = partially supported 
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Figure 5: Capability coverage across 24 reviewed 

studies 

 

Key Finding: The trend is clear. There is no study 

that has scored a perfect score on all six dimensions 

(Kheddar et al., 2024). Most limitations are: (1) 

single domain evaluation (92% of studies); (2) no 

adversarial evaluation (83%); (3) no pixel-level 

adversarial evaluation (92%); and (4) homogeneous 

or limited datasets (67%). 

 

V. INFORMATION-THEORETIC 

FRAMEWORK FOR DATASET 

HETEROGENEITY 

 

A formal quantification of the heterogeneity of 

datasets in the context of steganalysis is first 

proposed. This framework helps tackle the ad hoc 

data selection that has plagued the field so far (Kahn, 

1996; Cheddad et al., 2010).  

 

5.1 Shannon Entropy of Dataset Distribution 

For a dataset D composed of S distinct sources with 

distribution  P_k: 

 

 

 

Table 7: Dataset Entropy Comparison 

Dataset Sources  

Distribution 

H(D) Interpretation 

CelebA 1 (faces 

only) 

 = 1.0 0.0 

bits 

Zero diversity; 

maximum 

homogeneity 

BOSSBase 

1.01 

1 (natural 

scenes) 

 = 1.0 0.0 

bits 

Single source; 

moderate scene 

diversity 

ALASKA II 1 (multi-

camera 

 = 1.0 0.0 

bits 

Single source; 

high camera 

Dataset Sources  

Distribution 

H(D) Interpretation 

JPEG) diversity 

BOSSBase + 

ALASKA II 

(balanced) 

2  = 0.5, 

= 0.5 

1.0 

bits 

Maximum dual-

source diversity 

Ideal multi-

source (8 

sources) 

8  = 0.125 

each 

3.0 

bits 

High diversity; 

theoretical 

upper bound 

 

Figure 6: Relationship between training dataset 

entropy and expected KL divergence at deployment 

 

5.2 Cover-Source Mismatch via KL Divergence 

The degradation in performance when deploying on 

test data from different sources (Cheddad et al., 2010; 

Rafat & Sajjad, 2024): 

 

  (2) 

 

This measure provides a principled way to 

understand the cover-source mismatch problem that 

has plagued the field. 

 

Table 8: Cover-Source Mismatch Quantification 

Training Testing D_KL Expected 

Accuracy Drop 

CelebA CelebA  0.0 0% (baseline) 

CelebA BOSSBase High 15-25% 

CelebA ALASKA 

II 

Very 

High 

20-30% 

BOSSBase BOSSBase 0.0 0% (baseline) 

BOSSBase ALASKA 

II 

Moderate 8-12% 

BOSSBase + 

ALASKA II 

(balanced) 

BOSSBase Low 2-4% 
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Training Testing D_KL Expected 

Accuracy Drop 

BOSSBase + 

ALASKA II 

(balanced) 

ALASKA 

II 

Low 2-4% 

BOSSBase + 

ALASKA II 

(balanced) 

CelebA Moderate 5-8% 

 

Theorem 1 (Balanced Mixture Optimality): When all 

sources have the same mixing weights  , the KL 

divergence is minimized with respect to any training 

distribution  

 

 
 

Proof Sketch: Jensen's inequality implies that the 

mixture distribution is closer to any test source (in 

expectation) than any single training source. For S=2, 

achieves  

 

5.3 Domain Accuracy Gap 

A standard reporting metric for multi-source 

steganalysis is proposed (Karampidis et al., 2018): 

 

 
 

A small   confirms that the learned detector is 

robust across both cover distributions, not merely 

well-fitted to one of them. 

 

Table 9: Domain Accuracy Gap Comparison 

Study BOSSBase 

Acc. 

ALASKA 

II Acc. 

Delta_acc Assessment 

Dwaik & 

Belkhouche 

(2024) 

86.4% 81.5% 4.9 pp Moderate gap; 

limited 

generalization 

Yu et al. 

(2024) 

87.1% 84.3% 2.8 pp Good gap; but 

no adversarial 

eval 

PROPOSED 

MODEL 

91.4% 87.8% 3.6 pp Strong 

generalization 

with 

adversarial 

robustness 

 

 

VI. CRITICAL CHALLENGES AND FUTURE 

DIRECTIONS 

 

6.1 The Six Persistent Challenges 

Table 10: The Six Critical Challenges in Modern 

Steganalysis 

Challenge Description Current 

Best 

Target 

1. Curse of 

Dimensionalit

y 

High-

dimensional 

feature spaces 

risk overfitting 

Feature 

selection; 

CNN 

auto-

learning 

Sub-10M 

parameter 

efficient models 

2. Faint 

Whisper of 

Low-Payload 

0.1 bpp signals 

near 

indistinguishabl

e from noise 

81.3% at 

0.1 bpp 

(proposed

) 

>90% at 0.1 bpp 

3. Content-

Adaptive 

Evasion 

S-UNIWARD, 

WOW embed in 

complex 

regions 

Spatial 

detection: 

91.4% 

Unified 

spatial+frequenc

y >90% 

4. Cover-

Source 

Mismatch 

Homogeneous 

training causes 

dataset-specific 

overfitting 

Dual-

source 

training; 

= 3.6 

pp 

< 2 pp 

across 3+ 

sources 

5. 

Computational 

Complexity 

Advanced 

models (~15M 

params) limit 

deployment 

4.85M 

parameter

s 

(proposed

) 

<5M parameters, 

<0.01s inference 

6. Adversarial 

Fragility 

Feature-space 

evaluation 

misaligns with 

real threats 

Pixel-

level: 

81.2% 

under 

PGD 

>85% under 

PGD at 

epsilon=8/255 

 

6.2 Future Research Directions 

Direction 1: Multi-Source Training Beyond Two 

Datasets is a big improvement over the dual-source 

training used in BOSSBase + ALASKA II, it is still 

not sufficient for real-world deployments, where 

images are from dozens of sources. Future research 

should further investigate the curriculum learning 

from 4-8 sources, with the goal to maximize H(D) 

using entropy regularized sampling. Direction 2 

(Adaptive Adversarial Defense): The current 

defenses take a static set of attack parameters 

(epsilon = 8/255). Adaptive adversaries adapt 

perturbations according to model responses. Future 
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research should compare with adaptive PGD with 

learned step sizes and attack aware training. 

 

Direction 3: For general computer vision, the 

architectures of transformer have taken over, 

especially in the form of Steganalysis Vision 

Transformers (ViTs), and hybrid CNN-Transformer 

architectures are still under-explored for steganalysis. 

The weak, localized nature of steganographic signals 

may require specialized attention mechanisms 

 

Direction 4 (Explainable Steganalysis): Forensic 

tools must be deployed at the edge with less than 0.01 

seconds of inference time on CPU. Key optimization 

directions include quantization, pruning, and 

transferring knowledge from a large teacher model to 

a small student model, known as knowledge 

distillation.  

 

VII. CONCLUSION 

 

This survey shows the field of deep learning-based 

steganalysis has reached an inflection point. The 

combination of these properties has yet to be 

realized: Individual capabilities, Spatial detection, 

Frequency detection, Adversarial robustness, 

Lightweight deployment (Kheddar et al., 2024; Peng 

et al., 2024). The suggested unified framework, a 

combination of heterogeneous dual-source training, 

the adversarial defense at the pixel level and the 

efficiency of 4.85M parameters, marks the first step 

toward bridging this gap. The information-theoretic 

approach to dataset heterogeneity, Shannon entropy 

H(D) and KL divergence D_KL offers researchers 

strong tools to assess generalizability. The "structural 

fragmentation" of the field is revealed in the 6-

dimensional capability matrix, while the "domain 

accuracy gap" (δ_acc) is a concrete measure of multi-

source evaluation. The following are important future 

research directions: (1) realistic threat models using 

adversarial evaluation at the pixel level, (2) various 

training data sets from many domains and acquisition 

scenarios, (3) standardized evaluation protocols 

reflecting operational deployments, and (4) 

lightweight architectures for real-time forensic 

applications. This arms race between steganography 

and steganalysis is ongoing, and the only way to 

ensure that detection can continue to work against 

more advanced steganographic techniques is through 

unified, strictly evaluated methods. Current models 

are black boxes. Explainability techniques such as 

attention visualization, Grad-CAM, feature 

importance analysis could reveal which image 

regions and statistical properties drive detection, 

improving trust and enabling targeted defense 

refinement. 

 

REFERENCES 

 

[1] Abdulla, A. A. (2015). Steganography and 

steganalysis: A review. International Journal of 

Computer Applications, 119(3), 1-6. 

[2] Agarwal, R., & Jung, C. R. (2024). Entropy-

driven CNN with SRM filters for spatial image 

steganalysis. IEEE Transactions on Information 

Forensics and Security, 19, 1123-1135. 

[3] Akrout, M., Feriani, A., Bellili, F., Mezghani, I., 

& Hossain, E. (2023). Machine learning for 

cybersecurity in smart grids: A comprehensive 

review. IEEE Communications Surveys & 

Tutorials, 25(1), 548-589. 

[4] Al-Obaidi, A. T. S., Jalab, H. A., & Kahtan, H. 

(2024). A reinforcement learning and generative 

adversarial network framework for image 

steganalysis. Multimedia Tools and 

Applications, 83(7), 20145-20172. 

[5] Alrusaini, A. M. (2025). Systematic evaluation 

of deep learning steganalysis architectures under 

real-world image transformations. Journal of 

King Saud University - Computer and 

Information Sciences, 37(2), 103-118. 

[6] Bamanga, M., & Babando, A. S. (2024). 

Content-adaptive steganography and deep 

learning-based steganalysis: A survey. 

International Journal of Advanced Computer 

Science and Applications, 15(4), 78-92. 

[7] Bas, P., Filler, T., & Pevny, T. (2011). Break 

our steganographic system: The ins and outs of 

organizing BOSS. In International Workshop on 

Information Hiding (pp. 59-70). Springer. 

[8] Bell, J. (2022). Machine learning: A 

comprehensive foundation. Wiley. 

[9] Bohang, M., Li, S., & Wang, X. (2025). Active 

learning with deep reinforcement learning for 



© JUN 2026 | IRE Journals | Volume 9 Issue 12 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I12-1718767 

 

IRE 1718767          ICONIC RESEARCH AND ENGINEERING JOURNALS 1381 

efficient image steganalysis. Pattern 

Recognition, 158, 110-124. 

[10] Borse, Y. J., Anand, D. V., & Patel, N. S. 

(2013). A review on steganography: 

Classification, methods, and applications. 

International Journal of Engineering Research & 

Technology, 2(7), 1-6. 

[11] Boroumand, M., Chen, M., & Fridrich, J. 

(2019). Deep residual network for steganalysis 

of digital images. IEEE Transactions on 

Information Forensics and Security, 14(5), 

1181-1193. 

[12] Bravo-Ortiz, M., Xiao, B., & Yedroudj, Y. 

(2024). CVTStego-Net: Convolutional vision 

transformer for spatial image steganalysis. IEEE 

Signal Processing Letters, 31, 1456-1460. 

[13] Cheddad, A. (2009). Digital image 

steganography: Survey and analysis of current 

methods. Glasgow Caledonian University. 

[14] Cheddad, A., Condell, J., Curran, K., & 

McKevitt, P. (2010). Digital image 

steganography: Survey and analysis of current 

methods. Signal Processing, 90(3), 727-752. 

[15] De La Croix, J. P., Putra, R. V. W., & Ahmad, 

M. (2024a). Payload localization in spatial 

image steganalysis using CNN with genetic 

algorithm pooling. Journal of Information 

Security and Applications, 82, 103-117. 

[16] De La Croix, J. P., Putra, R. V. W., & Ahmad, 

M. (2024b). Advances in locative steganalysis: 

Techniques and challenges. Digital 

Investigation, 48, 301-315. 

[17] Doshi, R., Jain, N., & Gupta, S. (2012). 

Steganography and its applications in security. 

International Journal of Computer Science and 

Management Research, 1(2), 1-6. 

[18] Dwaik, M., & Belkhouche, F. (2024). CNN 

with SRM and Gabor filters for robust image 

steganalysis across heterogeneous datasets. 

Computers & Security, 139, 103-118. 

[19] Eid, H., Samy, E., El-Soudani, M., & El-

Kharashi, M. W. (2022). Image steganalysis 

using deep learning: A comprehensive survey. 

Multimedia Tools and Applications, 81(1), 1-

45. 

[20] Farid, H. (2003). Detecting steganographic 

messages in digital images. Technical Report, 

Dartmouth College, Hanover, NH. 

[21] Fridrich, J., & Kodovsky, J. (2012). Rich 

models for steganalysis of digital images. IEEE 

Transactions on Information Forensics and 

Security, 7(3), 868-882. 

[22] Hu, J., Shen, L., & Sun, G. (2018). Squeeze-

and-excitation networks. In Proceedings of the 

IEEE Conference on Computer Vision and 

Pattern Recognition (CVPR) (pp. 7132-7141). 

[23] Hu, Y., & Wang, C. (2023). TStegNet: Two-

stream CNN for adversarial steganography 

detection. Information Sciences, 639, 119-134. 

[24] Hu, Y., & Wang, C. (2025). Directional 

adversarial noise for robust steganalysis 

defense. Expert Systems with Applications, 238, 

121-135. 

[25] Huang, Y., Zhang, Y., & Li, M. (2024). 

FACSNet: Forensics aided content selection 

network for heterogeneous image steganalysis. 

IEEE Transactions on Circuits and Systems for 

Video Technology, 34(5), 3456-3469. 

[26] Jawad, A., Mohasefi, J. B., & Abdelghany, M. 

A. (2025). EfficientNet-based adversarial 

training for robust image steganalysis. Neural 

Computing and Applications, 37(3), 1201-1215. 

[27] Kadhim, I. J., Premaratne, P., Vial, P. J., & 

Halloran, B. (2019). A review on steganalysis: 

A comprehensive study of feature extraction in 

image steganalysis. Journal of Network and 

Computer Applications, 128, 1-24. 

[28] Kahn, D. (1996). The history of steganography. 

In Proceedings of the First International 

Workshop on Information Hiding (pp. 1-5). 

Springer. 

[29] Karampidis, K., Kavallieratou, E., & 

Papadourakis, G. (2018). Image steganalysis: A 

review of current methods and challenges. 

Journal of Information Security and 

Applications, 40, 1-15. 

[30] Ke, Y., & Sheng, B. (2019). Co-occurrence 

features with RealAdaBoost for spatial domain 

steganalysis. In IEEE International Conference 

on Image Processing (ICIP) (pp. 4230-4234). 



© JUN 2026 | IRE Journals | Volume 9 Issue 12 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I12-1718767 

 

IRE 1718767          ICONIC RESEARCH AND ENGINEERING JOURNALS 1382 

[31] Kheddar, Y., Mokraoui, A., & Ni, Z. (2024). 

Challenges in modern steganalysis: From 

dimensionality curse to adversarial fragility. 

IEEE Access, 12, 34567-34589. 

[32] Kenney, J., Rahman, S., & Bhadra, J. (2021). 

Deep learning approaches for image 

steganalysis: A comparative study. Journal of 

Cybersecurity, 7(2), 89-104. 

[33] Krenn, R. (2004). Steganography and 

steganalysis. Technical Report, Vienna 

University of Technology. 

[34] Li, S., & Dong, F. (2024). CNN with channel 

attention for image steganalysis in 

communication security. Computer Networks, 

240, 110-124. 

[35] Li, W., & Liu, J. (2015). Steganalysis of multi-

carrier spread-spectrum steganography. IEEE 

Transactions on Information Forensics and 

Security, 10(9), 1855-1868. 

[36] Li, Z., Wang, Y., Song, X., & Wang, H. (2024). 

FPFNet: Feature pyramid fusion network for 

image steganalysis. Signal Processing: Image 

Communication, 127, 117-129. 

[37] Lie, W. N., & Lin, G. S. (2005). A feature-based 

classification technique for blind image 

steganalysis. IEEE Transactions on Multimedia, 

7(6), 979-992. 

[38] Liu, Y., Chen, Z., & Zhao, X. (2023). TCSI-

ECA transfer learning for low-rate steganalysis 

detection. IEEE Transactions on Information 

Forensics and Security, 18, 2345-2358. 

[39] Lu, P., Li, X., & Chen, H. (2019). Truncated 

linear unit (TLU) preprocessing for CNN-based 

spatial and JPEG steganalysis. In Proceedings of 

the ACM Workshop on Information Hiding and 

Multimedia Security (pp. 67-72). 

[40] Lu, S., Wang, R., & Zhang, X. (2020). Deep 

learning for image steganalysis: A survey. IEEE 

Access, 8, 203207-203224. 

[41] Madry, A., Makelov, A., Schmidt, L., Tsipras, 

D., & Vladu, A. (2018). Towards deep learning 

models resistant to adversarial attacks. In 

International Conference on Learning 

Representations (ICLR). 

[42] Mandal, S., Mandal, S., & Das, S. (2022). 

Advances in digital steganography: A 

comprehensive review. Computer Science 

Review, 46, 100-118. 

[43] Mo, Y., Chen, H., & Wang, L. (2023). Wavelet 

decomposition with CNN clustering for content-

aware steganalysis. Pattern Recognition Letters, 

168, 45-52. 

[44] Mohamed, L. A., Rabie, T., & Kamel, I. (2020). 

A comprehensive survey of color image 

steganalysis in the transform domain. 

Multimedia Tools and Applications, 79(1), 1-

32. 

[45] Peng, P., Yu, J., Fu, Y., Zhang, J., & Duan, X. 

(2024). RS-GAN: Robust steganalysis via 

generative adversarial network disentanglement. 

IEEE Transactions on Information Forensics 

and Security, 19, 567-580. 

[46] Qiao, T., Li, L., & Dong, J. (2022). Adversarial 

steganography and steganalysis: A survey. IEEE 

Transactions on Circuits and Systems for Video 

Technology, 32(4), 2021-2036. 

[47] Qin, C., Ji, P., Zhang, X., Dong, J., & Wang, J. 

(2020). Fractal image coding-based 

steganography with adversarial attack 

resistance. IEEE Access, 8, 98765-98778. 

[48] Rafat, K. A., & Sajjad, M. (2024). Digital 

steganography: Evolution, techniques, and 

modern applications. Egyptian Informatics 

Journal, 25(1), 1-18. 

[49] Rahman, M. S., Rahman, M. A., & Hossain, M. 

S. (2023). Image steganography and 

steganalysis: A comprehensive survey. ACM 

Computing Surveys, 55(8), 1-38. 

[50] Sellars, D. (2007). An introduction to 

steganography and steganalysis. Master's 

Thesis, University of Pretoria. 

[51] Selvaraj, A. I., Sundararajan, R., & Priya, S. L. 

(2021). Machine learning techniques for 

steganalysis: A review. Artificial Intelligence 

Review, 54(6), 4103-4132. 

[52] Shankar, K., & Azhakath, N. (2019). Statistical 

steganalysis of JPEG images using SVM-PSO 

hybrid classifier. Security and Communication 

Networks, 2019, 1-14. 

[53] Shih, F. Y. (2017). Digital Watermarking and 

Steganography: Fundamentals and Techniques. 

CRC Press. 



© JUN 2026 | IRE Journals | Volume 9 Issue 12 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I12-1718767 

 

IRE 1718767          ICONIC RESEARCH AND ENGINEERING JOURNALS 1383 

[54] Tripathi, S., Singh, R., & Singh, A. (2016). A 

review on steganography techniques: Past, 

present and future. International Journal of 

Computer Applications, 135(1), 1-10. 

[55] Wu, S., Zhong, S., & Liu, Y. (2018). Deep joint 

discrimination network for steganalysis. IEEE 

Transactions on Information Forensics and 

Security, 14(5), 1181-1193. 

[56] Yahya, A. (2019). Feature extraction techniques 

in steganalysis: A comparative study. Journal of 

Applied Sciences, 19(3), 78-89. 

[57] Yang, F., Chen, X., & Wang, Z. (2024). Hybrid 

CNN with attention fusion for spatial domain 

steganalysis. Neurocomputing, 568, 127-138. 

[58] Yu, X., Tan, T., & Schaefer, G. (2024). 

Dominant feature selection with compensation 

for efficient image steganalysis. IEEE 

Transactions on Image Processing, 33, 2345-

2358. 

[59] Zhengliang, W., Chen, Y., & Li, H. (2025). SG-

ResNet: Dual-stream Gabor residual network 

for joint steganalysis and payload 

reconstruction. IEEE Signal Processing Letters, 

32, 345-349. 


