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Abstract- The rapid proliferation of Supervisory Control
and Data Acquisition (SCADA) systems in wind turbines
has generated massive volumes of high-dimensional,
multivariate time-series data, creating significant
opportunities and challenges for intelligent anomaly
detection in predictive maintenance. From a Computer
Science and Engineering perspective, effective analysis of
this data requires advanced machine learning and deep
learning techniques capable of handling severe class
imbalance, noise, concept drift, non-stationarity, and
complex temporal dependencies. This review paper
presents a comprehensive survey of SCADA-based
anomaly detection techniques for wind turbine
monitoring systems, with a strong emphasis on hybrid
machine learning frameworks. We systematically examine
data pre-processing pipelines, feature engineering
methods, classical machine learning algorithms, deep
learning architectures (such as LSTM, autoencoders, and
CNNs), and state-of-the-art hybrid models that integrate
representation learning, temporal modelling, ensemble
methods, and contrastive learning. Special attention is
given to hybrid architectures such as deep autoencoder-
ensemble  systems, CNN-LSTM  with  attention
mechanisms, and physics-informed neural network
hybrids, which have demonstrated superior performance
in feature extraction, anomaly Ssensitivity, and
generalization across varying operating conditions.
Furthermore, this paper critically analyses key research
challenges in industrial AI/ML, including computational
efficiency, model interpretability, scalability to edge
devices, and handling of imbalanced industrial datasets.
Finally, emerging research directions such as
Explainable Al (XAl), federated learning, physics-
informed  machine learning, and  standardized
benchmarking for SCADA anomaly detection are
discussed to guide future work in intelligent industrial
monitoring systems.
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L. INTRODUCTION

Wind energy has emerged as one of the fastest-
growing renewable energy sources globally, playing
a critical role in the transition toward sustainable
power generation. However, the high operation and
maintenance (O&M) costs and unexpected downtime
of wind turbines significantly impact their economic
viability [1], [2]. Modern wind turbines are equipped
with Supervisory Control and Data Acquisition
(SCADA) systems that continuously generate large
volumes of multivariate time-series data, including
wind speed, rotor speed, generator temperature,
vibration levels, active power output, pitch angle, and
environmental parameters. This data stream offers
rich opportunities for data-driven intelligent
monitoring and predictive maintenance [3]. From a
Computer Science and Engineering (CSE)
perspective, SCADA-based anomaly detection
presents several challenging problems in artificial
intelligence and machine learning: high-dimensional
noisy data, severe class imbalance (normal operation
samples vastly outnumber fault instances), non-
stationarity due to varying wind conditions, concept
drift, and complex temporal dependencies [4], [5].
Traditional threshold-based or purely physics-based
methods often fail to capture subtle early-stage fault
patterns and nonlinear interactions present in real-
world SCADA data.

Recent advancements in machine learning and deep
learning have substantially improved anomaly
detection performance. Standalone approaches such
as Support Vector Machines (SVM), Random
Forests, Long Short-Term Memory (LSTM)
networks, and autoencoders have been widely
explored [6], [7]. However, hybrid machine learning
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frameworks that intelligently combine statistical
learning, ensemble methods, representation learning,
and temporal deep architectures have shown superior
results in feature extraction, anomaly sensitivity,
robustness to noise, and generalization across
different operating regimes [8], [9].

This review paper provides a comprehensive analysis
of SCADA-based anomaly detection techniques for
wind turbine systems with a strong emphasis on
hybrid AI/ML  methodologies. The  study
systematically reviews data preprocessing and feature
engineering pipelines, classical ML and deep learning
models, and state-of-the-art hybrid architectures from
a CSE viewpoint. Key research challenges, including
computational efficiency, model scalability, and
interpretability, are critically examined. Finally,
promising future directions such as Explainable
Artificial Intelligence (XAl), physics-informed neural
networks, federated learning, and standardized
benchmarking are discussed [10], [11].

1 Y A 1 demeee
1 bws rwrvcoey ) bamry Dngremy. e e 1wy veme
A
. ’ s W
— % it
v ~~
[ AN y eI
gl 0 ——
-

Fig.1 Overview of SCADA-based anomaly detection
pipeline in wind turbines.

The remainder of this paper is organized as follows:
Section II presents a literature survey, Section III
discusses SCADA  data  characteristics and
preprocessing techniques, Section IV reviews
traditional and single-model approaches, Section V
presents hybrid frameworks, Sections VI and VII
cover research challenges and future directions,
respectively, followed by the conclusion.

IL. LITERATURE SURVEY

The application of machine learning and deep
learning techniques for SCADA-based anomaly
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detection in wind turbines has evolved significantly
over the past decade. Early research primarily
focused on statistical and model-based methods,
while recent studies have shifted toward advanced
AI/ML architectures, particularly hybrid frameworks

(11, [3].

Wang et al. [12] presented one of the early works on
SCADA data analysis using power curve modeling
and residual-based fault detection. Their approach
relied on statistical thresholds but suffered from poor
adaptability to varying operating conditions.
Subsequent studies by Zhao et al. [13] applied
classical machine learning algorithms such as
Support Vector Machines (SVM) and Random Forest
for gearbox fault classification, achieving moderate
accuracy. However, these models struggled with
temporal dependencies and high false positive rates.
The introduction of deep learning marked a major
advancement. Li et al. [14] proposed an LSTM-based
Normal Behavior Model (NBM) that predicts
expected sensor readings and detects anomalies
through residual analysis. This work demonstrated
improved early fault detection capabilities compared
to traditional ML methods. Chen et al. [15] explored
unsupervised anomaly detection using Deep
Autoencoders (DAE), leveraging reconstruction error
as an anomaly score. Their model showed better
robustness to noisy SCADA data but performed
poorly under severe class imbalance. Hybrid
approaches have gained substantial attention in recent
years. Zhang et al. [16] developed a hybrid
framework combining Variational Autoencoders
(VAE) with Isolation Forest, reporting significant
improvement in F1-score on real wind farm datasets.
Kumar et al. [17] proposed a CNN-LSTM hybrid
architecture with attention mechanisms to capture
both spatial correlations and long-term temporal
dependencies in multivariate SCADA time-series
data. Their model achieved state-of-the-art results in
multi-fault detection.

To address severe class imbalance, Zhou et al. [18]
introduced Matching Contrastive Learning (MCL)
combined with ensemble classifiers. This self-
supervised approach effectively learns discriminative
representations even with limited fault samples.
Physics-informed hybrid models have also emerged.
Aslam et al. [19] proposed a State-Space Generative
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yaw angle), and physical (bearing temperatures,
gearbox oil temperature, generator power,
vibration) variables.

e Multivariate Temporal Dependencies: Strong
correlations exist between variables, and the data
is highly sequential with long-term dependencies.

e Severe Class Imbalance: Normal operation data
constitutes over 98-99% of samples, while fault
instances are extremely rare [22].

e Non-Stationarity and Concept Drift: Data
distribution changes significantly with wind
speed, weather conditions, and turbine aging.

e Noise and Missing Values: Sensor noise,
communication failures, and outliers are common
in remote wind farm environments.

e Dynamic Operating Regimes: Performance varies
widely across low, medium, and high wind speed
regions [23].

These characteristics make direct application of
standard ML algorithms ineffective, necessitating
sophisticated preprocessing and feature engineering
pipelines.

3.2 Data Engineering and Preprocessing Pipelines
Effective prepzrocessing is a critical step in the CSE
pipeline for SCADA-based anomaly detection.
Common techniques include:

e Data cleaning and imputation of missing values
using interpolation or advanced methods like
KNN-imputation and autoencoder-based
reconstruction.

e Outlier removal using statistical methods (Z-
score, IQR) or ML-based approaches (Isolation
Forest).

e Normalization and scaling (Min-Max, Z-score, or
robust scaling) to handle different parameter
ranges.

e Operating condition binning based on wind speed
or power curve to create regime-specific models
[24].

3.3 Feature FEngineering and Dimensionality

Reduction

Feature engineering plays a vital role in improving

model performance. Important techniques include:

e Statistical features (mean, variance, skewness,
kurtosis) over sliding windows.
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e Time-domain and frequency-domain features
using FFT or wavelet transforms.

e Domain-specific features such as power curve
residuals and temperature differentials.

For dimensionality reduction, Principal Component
Analysis (PCA), t-SNE, and Autoencoder-based
latent representations are widely used to reduce the
curse of dimensionality while preserving critical
information [25].

Table 3.1: Common Preprocessing Techniques for

SCADA Data
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This section highlights that robust data preprocessing
and feature engineering are foundational steps that
significantly  influence the effectiveness of
subsequent hybrid machine learning models.

ICONIC RESEARCH AND ENGINEERING JOURNALS 1126




© JUN 2026 | IRE Journals | Volume 9 Issue 12 | ISSN: 2456-8880
DOI: https://doi.org/10.64388/IREV9I12-1718782

Iv. TRADITIONAL AND SINGLE-MODEL Al

APPROACHES

Before the widespread adoption of hybrid
frameworks,  researchers  primarily  explored
traditional statistical methods, classical machine
learning algorithms, and standalone deep learning
models for SCADA-based anomaly detection. This
section reviews these approaches from a Computer
Science and Engineering perspective, highlighting
their strengths and limitations when applied to high-
dimensional, imbalanced, and non-stationary wind
turbine SCADA data [3], [21].

4.1 Statistical and Classical Machine Learning
Methods

Early anomaly detection systems relied heavily on
statistical techniques. These include threshold-based
monitoring, control charts, and distance-based
methods such as Mahalanobis Distance. While simple
and interpretable, these methods often fail under
dynamic operating conditions due to their inability to
capture nonlinear relationships [26]. Classical
machine learning algorithms were later introduced to
improve performance. Support Vector Machines
(SVM) and One-Class SVM (OC-SVM) have been
widely used for binary and unsupervised anomaly
detection. Random Forest (RF) and Gradient
Boosting  Decision  Trees (e.g., XGBoost)
demonstrated good performance on tabular SCADA
features due to their robustness to noise and ability to
handle mixed data types [13], [27]. However, these
models generally treat SCADA data as independent
samples, ignoring the critical temporal dependencies
inherent in time-series data. They also suffer from
high false alarm rates in the presence of concept drift
caused by varying wind speeds.

4.2 Deep Learning Models for Time-Series Anomaly
Detection

Deep learning models addressed some limitations of
classical ML by automatically learning hierarchical
representations from raw SCADA data.

based on large prediction residuals. This approach
showed improved early fault detection for
gearbox and generator faults.

e Autoencoders (AE) and Variational Autoencoders
(VAE) are commonly used for unsupervised
anomaly detection. Reconstruction error serves as
the anomaly score. Chen et al. [15] demonstrated
that Deep Autoencoders could effectively handle
noisy SCADA data by learning compressed
representations of normal behavior.

e Convolutional Neural Networks (CNNs),
particularly 1D-CNNs, have been applied to
extract local patterns from multivariate time-
series. They perform well in capturing spatial
correlations between different sensors (e.g.,
temperature and vibration) [28].

Table 4.1: Performance Comparison of Traditional
and Single-Model Approaches

Approac | Represen | Key Major Typi
h tative Strengths | Limitati | cal
Categor | Models ons F1-
y Scor
e
Ran
ge
Statistic | Threshol | High Poor on | 0.65
al d, interpreta | nonlinea | —
Methods | Mahalan | bility, r & | 0.78
obis low dynamic
Distance | complexit | data
y
Classical | SVM, Robust to | Ignores | 0.75
ML Random | noise, fast | temporal | —
Forest, training depende | 0.87
XGBoost ncies
RNN/LS | LSTM Good Vanishi | 0.82
T™- Normal temporal | ng -
based Behavior | modeling | gradient, | 0.91
Model high
false
alarms

Autoenc | DAE, Unsuperv | Poor on | 0.80

e Recurrent Neural Networks (RNNs) and Long oder- VAE ised, severe _
Short-Term Memory (LSTM) networks became based handles class 0.92
popular for modeling temporal dependencies. Li noise imbalan
et al. [14] developed an LSTM-based Normal ce
Behavior Model (NBM) that predicts expected
values of sensor readings and flags anomalies
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CNN- ID-CNN | Effective | Limited | 0.83
based local long- -
feature term 0.90
extraction | depende
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g

While single-model approaches have laid a strong
foundation, they often reach performance ceilings
when dealing with the full complexity of real-world
SCADA data. These limitations have driven the
development of hybrid frameworks, discussed in the
next section.

V. HYBRID AND ENSEMBLE MACHINE
LEARNING FRAMEWORKS

Hybrid machine learning frameworks have emerged
as the most effective solution for SCADA-based
anomaly detection in wind turbines. By integrating
multiple Al paradigms — such as representation
learning, temporal modeling, ensemble methods, and
contrastive learning — these architectures overcome
the limitations of single-model approaches while
addressing key CSE challenges like high
dimensionality, class imbalance, concept drift, and
computational efficiency [8], [9], [19].

5.1 Autoencoder-Based Hybrid Architectures

One of the most successful hybrid strategies
combines Deep Autoencoders (DAE) or Variational
Autoencoders (VAE) for unsupervised feature
learning with ensemble classifiers for anomaly
scoring. The autoencoder learns a low-dimensional
latent representation of normal operating behavior.
Reconstruction error is then fused with outputs from
models such as Isolation Forest, XGBoost, or
LightGBM.

Zhang et al. [16] proposed a VAE + Isolation Forest
hybrid that significantly improved detection accuracy
and reduced false positives on real SCADA datasets.
These models excel in automated feature extraction
from high-dimensional multivariate data.

5.2 CNN-LSTM and Attention-Augmented Hybrids

To capture both spatial and temporal dependencies,
CNN-LSTM  hybrid architectures have gained
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prominence. Convolutional layers extract local sensor
correlations (e.g., vibration-temperature patterns),
while LSTM/GRU layers model long-term temporal
dynamics. Attention mechanisms are often added to
focus on critical time steps and improve
interpretability.

Kumar et al. [17] developed a 1D-CNN-LSTM-
Attention model that achieved superior performance
in early detection of gearbox and pitch system faults.
Such architectures effectively handle the sequential
and multivariate nature of SCADA time-series data.

5.3 Contrastive Learning and Ensemble Techniques
To tackle severe class imbalance, self-supervised
contrastive learning approaches have been integrated
with ensemble methods. Zhou et al. [18] introduced
Matching Contrastive Learning (MCL) combined
with XGBoost, which learns rich discriminative
representations even with very few fault samples.

Ensemble techniques such as stacking, boosting, and
voting further enhance robustness and generalization
across different wind turbines and operating
conditions.
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Fig. 5.1: Representative Hybrid CNN-LSTM-
Attention Architecture for SCADA Anomaly
Detection.
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ion e 6.1 Data-Related Challenges
extract Wind turbine SCADA datasets present unique
ion difficulties for AI/ML algorithms:
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Physi | State- Domai | 0.96 | High [19] [18], [22].
cs- Space + | n - e Concept Drift and Non-Stationarity: Changing
Infor | Generati | knowl | 0.99 wind speeds, weather conditions, and turbine
med ve edge aging cause frequent shifts in data distribution,
Hybri | Models | injecti leading to model performance degradation over
d on + time.
genera e Noise, Missing Values, and Sensor Drift: Remote
lizatio wind farms suffer from communication issues,
n sensor degradation, and high noise levels,
complicating reliable feature learning [21].
6.2 Model Scalability and Computational Efficiency
IRE 1718782 ICONIC RESEARCH AND ENGINEERING JOURNALS 1129




© JUN 2026 | IRE Journals | Volume 9 Issue 12 | ISSN: 2456-8880
DOI: https://doi.org/10.64388/IREV9I12-1718782

e High Computational Cost: Complex hybrid
models (especially CNN-LSTM and physics-
informed networks) require significant GPU
resources for training, making real-time
deployment on edge devices in wind turbines
challenging.

e Model Compression Needs: Techniques such as
pruning, quantization, and knowledge distillation
must be further optimized to enable on-turbine
inference with limited computational power [31].

e Generalization Across Turbines: Models trained
on one wind farm often fail to generalize to
different turbine models or manufacturers due to
variations in SCADA configurations.

6.3 Interpretability and Explainability Issues

Most deep hybrid models function as black boxes,
which reduces trust among maintenance engineers.
Providing clear explanations for why an anomaly was
flagged remains a major barrier to industrial
adoption. While SHAP and LIME have been applied
in some studies, integrating explainability directly
into hybrid architectures without sacrificing
performance is still an open research problem [20],
[32].

6.4 Deployment and Operational Challenges

o False Alarm Fatigue: High false positive rates can
overwhelm operators and reduce system
credibility.

e Lack of Standardized Benchmarks: There is no
widely accepted public SCADA dataset with
proper fault labeling, making fair comparison of
different algorithms difficult [33].

e Real-Time Requirements: Predictive maintenance
systems must deliver low-latency anomaly
detection while operating under strict safety and
reliability constraints.

Table 6.1: Major Research Challenges and Their

Impact
Challenge | Specific Impact on | Current
Category Issues AI/ML Mitigatio
Systems n
Strategie

S
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Data- Class Poor Contrasti
Related imbalance, generaliza | ve
concept drift, | tion and | learning,
noise high false | regime
alarms binning
Computati | High Difficult Model
onal training/infer | edge pruning,
Efficiency | ence cost deployme | quantizat
nt ion
Interpretab | Black-box Low trust | XAI
ility nature of | in technique
deep hybrids | industrial | s (SHAP,
settings Attention
)
Generalizat | Lack of | Hard  to | Transfer
ion & | standardized | compare learning,
Benchmark | datasets methods open
ing fairly datasets
Operationa | False alarms, | Alarm Ensembl
1 real-time fatigue, e voting,
constraints delayed threshold
maintenan | optimizat
ce ion
VII. FUTURE RESEARCH DIRECTIONS

The field of SCADA-based anomaly detection in
wind turbines is rapidly evolving. While hybrid
machine learning frameworks have shown strong
potential, several promising research directions
remain open from a Computer Science and
Engineering perspective. This section outlines key
areas that can significantly advance intelligent
industrial monitoring systems [9], [32].

7.1 Explainable Artificial Intelligence (XAI)

A major barrier to industrial adoption is the black-
box nature of deep hybrid models. Future research
should focus on developing inherently explainable
hybrid architectures by integrating techniques such as
SHAP (SHapley Additive exPlanations), LIME,
attention mechanisms, and counterfactual
explanations. Post-hoc XAI methods tailored
specifically for time-series SCADA data will be
crucial for enabling maintenance engineers to
understand and trust anomaly predictions [20], [32].
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7.2 Physics-Informed Machine Learning (PIML)
Integrating domain knowledge through physics-
informed neural networks (PINNs) and hybrid
physics-data-driven models represents a promising
direction. These approaches embed physical laws
(power curves, aerodynamic models, state-space
representations) directly into the loss function or
architecture, improving generalization and reducing
data dependency [19], [34].

7.3 Edge Al and Model Efficiency

With the growth of edge computing, there is a strong
need for lightweight hybrid models suitable for on-
turbine deployment. Research on model compression
techniques — including pruning, quantization,
knowledge distillation, and neural architecture search
(NAS) — will be essential for achieving real-time
anomaly detection with limited computational
resources [31].

7.4 Federated and Continual Learning

Federated learning can enable collaborative model
training across multiple wind farms without sharing
sensitive raw SCADA data, addressing privacy and
data ownership concerns. Additionally, continual
learning frameworks are needed to handle concept
drift and allow models to adapt over time without
catastrophic forgetting [35].

7.5 Multi-Modal Data Fusion and Benchmarking
Future systems should integrate SCADA data with
other modalities such as vibration sensors, acoustic
signals, drone imagery, and meteorological forecasts.
Furthermore, the creation of large-scale, publicly
available, well-labeled SCADA benchmark datasets
with standardized evaluation protocols is urgently
needed to enable fair comparison of algorithms [33].

VIIL CONCLUSION

This review paper has presented a comprehensive
analysis of SCADA-based anomaly detection
techniques for wind turbine systems, with a strong
emphasis on hybrid machine learning frameworks
from a Computer Science and Engineering
perspective. The study systematically examined the
unique characteristics of SCADA data, preprocessing
and feature engineering pipelines, traditional and
single-model AI approaches, and state-of-the-art
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hybrid architectures. It is evident that hybrid machine
learning frameworks — particularly those integrating
deep autoencoders, CNN-LSTM architectures,
attention mechanisms, ensemble methods, and
contrastive learning — significantly outperform
standalone statistical, classical ML, and deep learning
models. These hybrids excel in handling high-
dimensionality, severe class imbalance, concept drift,
and complex temporal dependencies inherent in wind
turbine SCADA data. Despite remarkable progress,
several critical challenges remain, including data
imbalance, model interpretability, computational
efficiency for edge deployment, and the lack of
standardized benchmarks. Addressing these issues is
essential for translating research advancements into
reliable industrial systems. Future research should
prioritize the integration of Explainable Al (XAI),
physics-informed machine learning, edge Al
federated learning, and multi-modal data fusion. The
development of standardized open SCADA datasets
and evaluation protocols will further accelerate
innovation in this domain. In conclusion, hybrid
AI/ML approaches hold tremendous potential to
enhance predictive maintenance, reduce operation
and maintenance costs, and improve the reliability of
wind energy systems. As wind power continues to
play a vital role in the global energy transition,
advancing intelligent SCADA-based anomaly
detection will be crucial for building more resilient
and sustainable renewable energy infrastructure.
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