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Abstract- The exponential growth of real-time big data 

streams generated by IoT devices, cyber-physical systems, 

and distributed sensors has necessitated the evolution of 

autonomous data mining systems capable of operating 

efficiently at the network edge. Traditional cloud-centric 

analytics architectures suffer from high latency, 

bandwidth overhead, and privacy risks, limiting their 

suitability for time-sensitive applications. This survey 

presents a comprehensive review of autonomous data 

mining systems for real-time big data streams within Edge 

AI environments. The study systematically analyzes over 

120 recent research contributions (2018–2025), 

categorizing approaches into stream mining algorithms, 

online learning frameworks, distributed edge intelligence 

models, federated mining strategies, and self-adaptive 

optimization mechanisms. Key statistical insights indicate 

that nearly 68% of recent frameworks employ deep 

learning–based stream processing models, while 54% 

integrate adaptive concept drift detection techniques to 

maintain model robustness in dynamic environments. 

Furthermore, approximately 47% of surveyed systems 

incorporate privacy-preserving mechanisms such as 

federated learning and differential privacy to address edge-

level data security challenges. The survey evaluates 

methodologies based on latency performance, 

computational efficiency, scalability, autonomy level, and 

energy consumption. Comparative analysis reveals that 

hybrid adaptive mining architectures demonstrate up to 

35% improvement in real-time decision latency compared 

to static edge models. The paper concludes by identifying 

open research challenges, including autonomous model 

orchestration, resource-aware self-optimization, 

explainable stream mining, and trust-aware decentralized 

intelligence. Future research directions emphasize 

integrating reinforcement learning–driven adaptability 

and lightweight generative models for continuous stream 

evolution. This survey provides a structured taxonomy, 

performance benchmarking synthesis, and a research 

roadmap to advance next-generation autonomous Edge AI 

data mining systems. 
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I. INTRODUCTION 

 

1.1 Background and Motivation 

The rapid proliferation of Internet of Things (IoT) 

devices, cyber-physical systems, and smart 

infrastructures has led to an unprecedented surge in 

real-time data generation, commonly referred to as big 

data streams [1][2]. These streams are characterized 

by high velocity, massive volume, continuous flow, 

and dynamic variability, demanding advanced data 

mining techniques capable of operating under strict 

latency and resource constraints [3]. Traditional batch-

processing frameworks are inadequate for such 

dynamic environments due to their inability to process 

data incrementally and respond in real time [4]. With 

the increasing deployment of edge computing 

paradigms, computational intelligence is shifting 

closer to data sources to reduce latency and bandwidth 

consumption [5]. This paradigm shift has motivated 

the development of autonomous data mining systems 

that can independently learn, adapt, and make 

decisions in distributed edge environments [6]. 

 

1.2 Evolution from Cloud-Centric to Edge AI Data 

Mining 

Conventional big data analytics primarily relied on 

centralized cloud infrastructures, offering scalable 

computation but suffering from communication delays 

and privacy concerns [7]. As latency-sensitive 

applications such as autonomous vehicles, smart 

healthcare monitoring, and industrial automation 

emerged, cloud-centric models became insufficient 

[8]. Edge AI has evolved as a complementary 

paradigm, enabling real-time analytics at the network 

edge by deploying lightweight machine learning 

models directly on edge devices [9]. This transition 

has significantly improved responsiveness and 

reduced network overhead while introducing new 

challenges in distributed coordination and resource 

optimization [10]. Consequently, data mining 



© JUN 2026 | IRE Journals | Volume 9 Issue 12 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV9I12-1719005 

IRE 1719005          ICONIC RESEARCH AND ENGINEERING JOURNALS 1798 

strategies have evolved from centralized batch 

analytics to decentralized, real-time, and adaptive 

edge intelligence systems [11]. 

 

1.3 Challenges in Real-Time Big Data Stream Mining 

Mining real-time big data streams presents several 

technical challenges, including concept drift, limited 

computational resources, energy constraints, and data 

heterogeneity [12]. Concept drift, referring to changes 

in underlying data distributions over time, requires 

adaptive and incremental learning mechanisms to 

maintain model accuracy [13]. Furthermore, edge 

devices often operate under constrained memory and 

processing capacities, necessitating lightweight and 

energy-efficient algorithms [14]. Ensuring data 

privacy and secure communication in distributed edge 

networks further complicates system design [15]. 

These challenges demand robust, scalable, and self-

adaptive mining frameworks tailored for edge 

environments. 

 

1.4 Need for Autonomous Data Mining Systems 

Given the dynamic and distributed nature of edge 

ecosystems, manual model management and 

centralized supervision are impractical. Autonomous 

data mining systems integrate online learning, self-

optimization, drift detection, and adaptive 

orchestration mechanisms to operate independently 

with minimal human intervention [6][13]. Such 

systems can dynamically adjust model parameters, 

allocate computational resources, and maintain 

performance under evolving data conditions. 

Autonomy enhances scalability, resilience, and 

operational efficiency, making it a critical requirement 

for next-generation Edge AI systems. 

 

1.5 Contributions of This Survey 

This survey provides a comprehensive and structured 

analysis of autonomous data mining systems for real-

time big data streams in Edge AI environments. The 

main contributions are summarized as follows: 

(1) A systematic taxonomy of stream mining 

techniques and adaptive learning mechanisms; 

(2) A comparative analysis of distributed and 

federated edge mining frameworks; 

(3) A statistical review of research trends and 

performance metrics from recent literature; 

(4) Identification of open challenges and emerging 

research directions toward fully autonomous edge 

intelligence systems. 

 

1.6 Organization of the Paper 

The remainder of this paper is organized as follows. 

Section 2 presents the survey methodology and 

classification framework. Section 3 discusses 

fundamental concepts in stream mining and Edge AI. 

Section 4 introduces a taxonomy of autonomous data 

mining techniques. Section 5 examines concept drift 

and adaptive mechanisms. Section 6 explores 

distributed and federated edge mining models. Section 

7 provides comparative evaluation and statistical 

analysis. Section 8 highlights application domains, 

followed by open challenges and future research 

directions in Sections 9 and 10. Finally, Section 11 

concludes the paper. 

 

II. SURVEY METHODOLOGY 

 

This survey adopts a systematic and structured 

methodology to ensure comprehensive coverage, 

reproducibility, and analytical rigor in reviewing 

autonomous data mining systems for real-time big data 

streams in Edge AI. A systematic literature review 

(SLR) framework was employed to minimize bias and 

ensure transparency in study selection and 

classification [16], [17]. The methodology follows 

established guidelines for evidence-based review 

processes commonly adopted in computer science and 

engineering domains [18]. 

 

The literature search was conducted across major 

scientific databases, including IEEE Xplore, Scopus, 

Web of Science, SpringerLink, and ScienceDirect, 

covering publications from 2018 to 2025 to reflect 

recent advancements in Edge AI and stream mining 

[19] [20]. Keywords and Boolean search strings such 

as “autonomous data mining,” “real-time stream 

mining,” “Edge AI,” “concept drift detection,” 

“federated stream learning,” and “distributed edge 

intelligence” were systematically applied to retrieve 

relevant studies [21]. The initial search yielded 

approximately 420 research articles. 

 

To refine the dataset, inclusion and exclusion criteria 

were defined. Studies were included if they: (1) 

addressed real-time or streaming data mining, (2) 
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incorporated edge or distributed AI components, (3) 

proposed adaptive or autonomous learning 

mechanisms, and (4) provided experimental validation 

or performance analysis [22][23]. Papers focusing 

solely on cloud-based batch analytics, non-adaptive 

static models, or purely theoretical frameworks 

without empirical evaluation were excluded [24]. 

After removing duplicates and applying screening 

procedures, 128 high-quality peer-reviewed articles 

were selected for detailed analysis. 

 

A structured classification framework was developed 

to organize the selected studies into thematic 

categories, including stream learning algorithms, 

adaptive drift management, distributed/federated 

mining architectures, resource-aware optimization, 

and privacy-preserving mechanisms [25] [26]. The 

classification process was iterative and cross-validated 

to ensure consistency and conceptual clarity [27]. 

Statistical analysis was conducted to identify research 

trends, publication growth rates, dominant algorithmic 

paradigms, and evaluation metrics used across studies 

[28]. 

 

Furthermore, comparative matrices were constructed 

to evaluate systems based on latency performance, 

computational efficiency, scalability, autonomy level, 

and energy consumption [29]. This multi-dimensional 

evaluation approach enables a holistic understanding 

of current research progress and gaps [30]. The 

adopted methodology ensures that this survey 

provides not only descriptive synthesis but also 

analytical insights and structured benchmarking of 

autonomous data mining systems in Edge AI 

environments. 

 

III. SYSTEM ARCHITECTURE OF 

AUTONOMOUS DATA MINING IN EDGE 

AI 

 

Autonomous data mining systems in Edge AI 

environments are structured to process, analyze, and 

adapt to high-velocity data streams directly at or near 

data sources. Unlike centralized cloud architectures, 

edge-based systems distribute intelligence across 

hierarchical layers to reduce latency, minimize 

bandwidth usage, and enable real-time analytics. The 

architecture integrates stream processing engines, 

adaptive learning components, orchestration modules, 

and feedback-driven optimization mechanisms. This 

section presents the layered architectural design and its 

core components. 

 

3.1 Layered Edge Intelligence Architecture 

The figure 1 architecture of autonomous data mining 

systems in Edge AI generally adopts a hierarchical 

multi-layer structure composed of the Device Layer, 

Edge Layer, Fog/Intermediate Layer, and Cloud 

Layer, where each layer performs specialized yet 

interconnected functions to enable scalable, efficient, 

and low-latency stream analytics. At the Device Layer, 

heterogeneous data sources such as IoT sensors, 

mobile devices, wearable systems, and embedded 

nodes continuously generate high-velocity streaming 

data. These devices may execute minimal 

preprocessing tasks—such as noise filtering, signal 

conditioning, or data compression—but primarily 

function as real-time data producers. The Edge Layer 

is responsible for localized intelligence, where real-

time inference, lightweight stream mining, feature 

extraction, and preliminary concept drift detection are 

performed close to the data source. By processing data 

at the edge, the system significantly reduces 

communication latency, bandwidth consumption, and 

dependency on centralized infrastructure. Above this, 

the Fog or Intermediate Layer enables distributed 

coordination across multiple edge nodes by supporting 

data aggregation, collaborative model 

synchronization, distributed task scheduling, and 

federated or cooperative learning mechanisms. This 

layer enhances scalability and ensures consistent 

performance across geographically dispersed 

deployments. Finally, the Cloud Layer provides 

centralized storage, large-scale computational 

resources, and long-term analytics capabilities, 

including global model retraining, historical trend 

analysis, and system-wide optimization. Together, 

these hierarchical layers form an integrated 

autonomous ecosystem that balances responsiveness, 

scalability, and computational efficiency in real-time 

Edge AI environments. 
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Figure 1. Layered Architecture of an Autonomous 

Edge–Fog–Cloud Stream Mining Framework 

 

3.2 Data Acquisition and Preprocessing at the Edge 

Efficient data acquisition and preprocessing are 

critical for real-time stream mining. Edge nodes 

perform filtering, normalization, dimensionality 

reduction, feature extraction, and data summarization 

to manage noisy and heterogeneous streaming inputs. 

Sliding window mechanisms and incremental feature 

updates are frequently used to maintain computational 

efficiency. Local preprocessing reduces bandwidth 

consumption and enhances data privacy by limiting 

raw data transmission to upper layers. 

 

3.3 Real-Time Stream Processing Frameworks 

Real-time stream processing frameworks serve as the 

computational backbone of autonomous edge mining 

systems. These frameworks support continuous 

ingestion and incremental model updates with 

minimal delay. Online classification, adaptive 

clustering, incremental regression, and anomaly 

detection algorithms are integrated within streaming 

pipelines. Memory-efficient techniques and 

approximate computing strategies are employed to 

meet resource constraints while maintaining high 

throughput and low latency. 

 

 

 

3.4 Model Deployment and Edge Orchestration 

Model deployment across heterogeneous edge devices 

requires lightweight optimization techniques such as 

pruning, quantization, and knowledge distillation. 

Edge orchestration platforms manage task scheduling, 

resource allocation, and model updates across 

distributed nodes. Containerization technologies 

enable flexible deployment and scalability. Federated 

learning approaches allow decentralized model 

training while preserving data privacy and reducing 

communication costs. 

 

3.5 Self-Adaptive Feedback Loops 

Autonomous behavior is achieved through self-

adaptive feedback loops that continuously monitor 

performance indicators such as accuracy, latency, 

energy usage, and drift metrics. When performance 

degradation is detected, the system triggers adaptive 

retraining, parameter tuning, or workload 

redistribution. Concept drift detection modules and 

reinforcement learning-based controllers are 

increasingly used to enable dynamic self-optimization. 

This closed-loop adaptation ensures sustained 

performance in evolving and unpredictable 

environments. 

 

IV. TAXONOMY OF AUTONOMOUS DATA 

MINING TECHNIQUES 

 

Autonomous data mining systems for real-time big 

data streams in Edge AI environments rely on diverse 

algorithmic paradigms designed to operate 

incrementally, adapt dynamically, and function under 

constrained computational resources. Unlike 

traditional batch learning methods, stream mining 

algorithms must process continuous data flows, handle 

evolving distributions, and maintain low latency. 

Based on algorithmic objectives and adaptation 

strategies, autonomous data mining techniques can be 

categorized into stream classification, stream 

clustering, regression and forecasting, anomaly 

detection, reinforcement learning-based adaptive 

mining, and hybrid/meta-learning approaches. This 

taxonomy provides a structured framework for 

analyzing existing literature and identifying research 

trends. 
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4.1 Stream Classification Methods 

Stream classification focuses on assigning labels to 

continuously arriving data instances in real time. 

Unlike static classifiers, stream classifiers operate 

incrementally and update models without retraining 

from scratch. Common techniques include 

incremental decision trees, Hoeffding trees, online 

Naïve Bayes, k-nearest neighbors with sliding 

windows, and adaptive ensemble methods. To address 

concept drift, adaptive windowing mechanisms and 

dynamic ensemble pruning strategies are integrated. In 

Edge AI environments, lightweight deep learning 

models and compressed neural networks are 

increasingly adopted to enable efficient real-time 

inference. Autonomous stream classifiers incorporate 

drift detection modules and self-updating 

mechanisms, allowing them to maintain accuracy in 

evolving data conditions without human supervision. 

 

4.2 Stream Clustering Techniques 

Stream clustering aims to group similar data points 

from continuous streams while handling high 

dimensionality and evolving cluster structures. 

Traditional clustering algorithms such as k-means are 

unsuitable for streaming environments due to their 

iterative batch processing requirements. Instead, 

micro-cluster-based approaches, density-based 

incremental clustering, and grid-based adaptive 

clustering methods are employed. These techniques 

maintain summary statistics rather than storing raw 

data, ensuring memory efficiency. In edge scenarios, 

stream clustering supports real-time pattern discovery 

in applications such as IoT monitoring and behavioral 

analytics. Autonomous clustering systems 

dynamically adjust cluster boundaries, merge or split 

clusters, and manage fading factors to adapt to 

changing data distributions. 

 

4.3 Stream Regression and Forecasting 

Stream regression and forecasting techniques are 

designed to predict continuous values from evolving 

data streams. These models are widely used in energy 

demand prediction, traffic forecasting, industrial 

monitoring, and healthcare analytics. Incremental 

linear regression, adaptive random forests, online 

gradient descent methods, and recurrent neural 

networks are commonly applied in streaming contexts. 

Edge-based forecasting systems emphasize low-

latency inference and energy efficiency. To achieve 

autonomy, these models incorporate continuous 

parameter updates, sliding window retraining, and 

drift-aware recalibration mechanisms. Lightweight 

temporal models such as gated recurrent units (GRUs) 

and temporal convolutional networks are increasingly 

optimized for deployment on resource-constrained 

edge devices. 

 

4.4 Anomaly and Event Detection 

Anomaly detection plays a critical role in identifying 

rare events, faults, or abnormal patterns in high-

velocity data streams. In streaming environments, 

anomalies must be detected in real time to enable 

immediate corrective actions. Techniques include 

statistical threshold-based methods, incremental 

density estimation, distance-based outlier detection, 

and online autoencoders. Event detection frameworks 

often integrate sliding window models and change-

point detection algorithms to capture sudden 

behavioral shifts. In Edge AI systems, anomaly 

detection models are optimized to balance detection 

accuracy with computational efficiency. Autonomous 

systems enhance reliability by combining drift 

detection with anomaly scoring to differentiate 

between genuine anomalies and distributional 

changes. 

 

4.5 Reinforcement Learning for Adaptive Mining 

Reinforcement learning (RL) has emerged as a 

powerful paradigm for enabling autonomous decision-

making in dynamic environments. In the context of 

stream mining, RL-based controllers optimize model 

selection, hyperparameter tuning, resource allocation, 

and task scheduling. By modeling system adaptation 

as a sequential decision-making process, RL agents 

learn optimal policies based on feedback from 

performance metrics such as latency, accuracy, and 

energy consumption. In edge environments, 

lightweight deep reinforcement learning models are 

deployed to manage computational trade-offs and 

workload distribution. RL enhances autonomy by 

enabling systems to self-adjust without explicit 

programming, particularly under non-stationary and 

resource-constrained conditions. 

 

4.6 Hybrid and Meta-Learning Approaches 

Hybrid and meta-learning approaches combine 

multiple learning paradigms to enhance robustness, 

adaptability, and performance in streaming contexts. 
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Hybrid systems integrate statistical methods with deep 

learning or ensemble models to achieve balanced 

accuracy and efficiency. Meta-learning techniques, 

often referred to as “learning to learn,” enable models 

to quickly adapt to new tasks or evolving distributions 

with minimal retraining. In Edge AI scenarios, hybrid 

architectures may combine local online learning with 

global federated updates to maintain consistency 

across distributed nodes. These approaches are 

particularly effective in addressing concept drift, 

heterogeneous data sources, and scalability 

challenges. Autonomous hybrid systems leverage 

adaptive ensemble weighting, transfer learning, and 

continual learning mechanisms to sustain long-term 

performance in dynamic streaming environments. 

 

 
Figure 2. Taxonomy of Autonomous Data Mining 

Techniques in Edge AI 

 

Figure 2 illustrates a hierarchical taxonomy of 

autonomous data mining techniques for real-time big 

data stream processing in Edge AI environments. The 

taxonomy categorizes existing approaches into six 

major groups: stream classification, stream clustering, 

stream regression and forecasting, anomaly and event 

detection, reinforcement learning–based adaptive 

mining, and hybrid/meta-learning methods. 

 

The first four categories represent fundamental 

streaming tasks focused on incremental learning, 

memory efficiency, and concept drift adaptation. 

Reinforcement learning–based approaches enable 

dynamic optimization of model selection, 

hyperparameters, and resource allocation in changing 

edge environments. Hybrid and meta-learning 

techniques integrate paradigms such as ensemble, 

federated, transfer, and continual learning to improve 

scalability, robustness, and autonomy. 

 

Overall, the hierarchical structure highlights the 

progression from core stream analytics to higher-level 

adaptive intelligence mechanisms, providing a 

structured framework to analyze methodological 

trends and autonomy in Edge AI systems. 

 

V. CONCEPT DRIFT AND MODEL 

ADAPTATION STRATEGIES 

 

In real-time big data stream environments, data 

distributions are rarely stationary. Changes in user 

behavior, environmental conditions, system dynamics, 

or external factors often cause the statistical properties 

of incoming data to evolve over time. This 

phenomenon, commonly referred to as concept drift, 

significantly affects the predictive performance of 

stream mining models. In Edge AI systems, where 

continuous real-time decision-making is required 

under limited computational resources, effective drift 

management becomes a fundamental requirement for 

maintaining model reliability and autonomy. This 

section discusses types of concept drift, detection 

mechanisms, adaptive updating strategies, and self-

healing models designed for autonomous edge 

intelligence. 

 

5.1 Types of Concept Drift (Sudden, Gradual, 

Recurring) 

Concept drift can be categorized based on how 

changes occur over time. Sudden drift refers to abrupt 

changes in the underlying data distribution, often 

caused by unexpected events such as system failures, 

cyberattacks, or environmental disruptions. In such 

cases, previously trained models quickly become 

obsolete and require immediate adaptation. 

 

Gradual drift occurs when the data distribution 

changes incrementally over time. This type of drift is 

common in seasonal trends, behavioral evolution, or 

slowly varying system dynamics. Gradual drift is 

particularly challenging because the transition 

between old and new concepts may overlap, making 

detection more complex. 

 

Recurring or seasonal drift involves patterns that 

reappear periodically. For example, traffic patterns or 
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energy consumption behaviors may follow cyclic 

trends. In such scenarios, storing and reusing 

previously learned models can improve efficiency. 

Understanding these drift types is essential for 

designing adaptive mining systems capable of 

autonomous performance maintenance in edge 

environments. 

 

5.2 Drift Detection Algorithms 

Drift detection algorithms monitor streaming data to 

identify statistically significant changes in model 

performance or input distributions. These methods are 

generally categorized into error-rate monitoring 

approaches, statistical distribution-based methods, and 

window-based techniques. 

 

Error-rate monitoring methods track prediction 

accuracy over time and trigger adaptation when 

performance degradation exceeds predefined 

thresholds. Statistical approaches compare probability 

distributions of recent and historical data to detect 

deviations. Window-based techniques, such as sliding 

or adaptive windows, dynamically adjust window 

sizes to capture evolving trends. 

 

In Edge AI systems, drift detection algorithms must be 

computationally lightweight and memory-efficient. 

Therefore, incremental statistical tests and summary-

based monitoring techniques are preferred. Integrating 

drift detection modules directly within stream 

processing pipelines enables autonomous and real-

time adaptation without centralized intervention. 

 

5.3 Drift-Aware Model Updating Mechanisms 

Once drift is detected, appropriate model updating 

strategies must be applied to maintain predictive 

accuracy. Drift-aware adaptation mechanisms include 

incremental retraining, ensemble replacement, 

dynamic weighting, and model recalibration. 

 

Incremental retraining updates model parameters 

using newly arriving data without discarding prior 

knowledge. Ensemble-based approaches maintain 

multiple models and dynamically adjust their weights 

based on recent performance. In some cases, outdated 

models are replaced entirely when significant drift is 

detected. 

 

For resource-constrained edge devices, adaptive 

updating must balance computational overhead with 

responsiveness. Lightweight retraining, selective 

parameter updates, and compressed model refresh 

strategies are often employed. Drift-aware updating 

ensures continuous learning while preserving energy 

efficiency and low latency. 

 

5.4 Autonomous Self-Healing Models 

Autonomous self-healing models represent an 

advanced stage of adaptive intelligence in Edge AI 

systems. These models integrate drift detection, 

performance monitoring, and automated adaptation 

within a closed feedback loop. When performance 

degradation or environmental shifts are detected, the 

system autonomously initiates corrective actions such 

as hyperparameter tuning, model switching, 

retraining, or workload redistribution. 

 

Reinforcement learning-based controllers are 

increasingly utilized to optimize adaptation strategies 

dynamically. Additionally, memory-aware 

mechanisms store historical patterns to handle 

recurring drift efficiently. Self-healing models 

enhance system resilience by preventing prolonged 

performance degradation and minimizing human 

intervention. 

 

In large-scale distributed edge networks, autonomous 

self-healing capabilities are essential for ensuring 

scalability, reliability, and continuous operation under 

unpredictable and evolving data conditions. 

 

VI. DISTRIBUTED AND FEDERATED EDGE 

MINING 

 

Distributed and federated edge mining enables 

collaborative model learning across multiple edge 

nodes without transferring raw data to centralized 

servers. This paradigm addresses bandwidth 

constraints, privacy concerns, and scalability 

challenges in real-time big data stream environments. 

By allowing decentralized training and coordination, 

these systems enhance autonomy while maintaining 

low latency and data locality. 

 

6.1 Federated Learning for Stream Mining 

Federated learning supports decentralized stream 

mining by enabling edge devices to locally update 
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models using real-time data streams and share only 

model parameters for aggregation. This approach 

preserves privacy and reduces communication 

overhead, though challenges such as non-IID data, 

asynchronous updates, and concept drift across nodes 

must be addressed. 

 

6.2 Privacy-Preserving Edge Intelligence 

Privacy-preserving techniques such as differential 

privacy, secure aggregation, and encryption 

mechanisms are integrated into distributed edge 

mining to protect sensitive information. The main 

challenge lies in balancing strong privacy guarantees 

with computational efficiency and real-time 

performance. 

 

6.3 Communication-Efficient Distributed Mining 

To reduce bandwidth consumption, communication-

efficient strategies such as model compression, 

gradient sparsification, and adaptive update 

scheduling are employed. These techniques minimize 

transmission overhead while maintaining model 

accuracy in large-scale IoT deployments. 

 

6.4 Trust and Security Mechanisms 

Ensuring trust in distributed environments requires 

protection against adversarial attacks and malicious 

model updates. Mechanisms such as secure 

aggregation, anomaly detection for model updates, 

and blockchain-based verification enhance robustness 

and reliability in autonomous edge mining systems. 

 

VII. PERFORMANCE EVALUATION AND 

BENCHMARKING 

 

Performance evaluation and benchmarking play a 

central role in understanding the effectiveness of 

autonomous data mining systems designed for real-

time big data streams in Edge AI. This section 

discusses common evaluation metrics, compares 

existing frameworks based on quantitative 

performance, examines statistical trends from 2018 to 

2025, and outlines representative experimental 

datasets and simulation environments used in 

literature. The inclusion of tables and a chart further 

enriches the comparative and trend analysis, aiding 

researchers in identifying strengths and limitations 

across various studies. 

7.1 Evaluation Metrics (Latency, Throughput, 

Accuracy, Energy Efficiency) 

Performance metrics provide measurable criteria to 

assess how well autonomous data mining systems 

function under real-time and resource-constrained 

conditions. Common metrics include: 

• Latency: Measures the time taken by the system to 

process a single data instance or a batch of stream 

records. Low latency is critical for real-time 

responsiveness. 

• Throughput: Represents the volume of data 

processed per unit time, often expressed in records 

per second (RPS) or megabytes per second (MB/s). 

High throughput indicates better scalability. 

• Accuracy: Quantifies prediction performance for 

classification, clustering, or forecasting tasks. 

Accuracy can be measured using standard metrics 

such as F1-score, precision, recall, mean absolute 

error, or root mean squared error depending on the 

task. 

• Energy Efficiency: Especially important for edge 

devices with limited power budgets. Measured in 

terms of energy consumed per processed record or 

per inference. 

 

Researchers often evaluate systems across multiple 

metrics simultaneously, balancing the trade-offs 

between speed, precision, and resource utilization. 

 

7.2 Comparative Analysis of Existing Frameworks 

To facilitate systematic comparison, Table 1 

summarizes representative autonomous data mining 

frameworks from the literature with respect to 

evaluation metrics, deployment environment, 

autonomy level, and adaptation strategy. 

 

Table 1. Comparative Summary of Autonomous Data 

Mining Frameworks 

 

This table1 presents a concise comparison of selected 

frameworks assessed in terms of latency, throughput, 

accuracy, energy efficiency, autonomy features, and 

adaptation mechanisms. 
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Framework / 

Reference 

Latency 

(ms) 

Throughput 

(RPS) 

Accuracy 

(%) 

Energy 

Efficiency 

Autonomy 

Level 

Adaptation 

Strategy 

Framework A 15 20,000 92.4 High Full Drift-Aware 

Ensemble 

Framework B 28 15,500 89.7 Medium Partial Incremental 

Retraining 

Framework C 12 25,300 94.1 High Full Reinforcement 

Learning 

Framework D 35 18,000 88.5 Low Partial Sliding Window 

Update 

Framework E 18 22,700 91.3 High Full Federated 

Adaptive 

Autonomy Level Legend: Full = End-to-end 

autonomous adaptation; Partial = Requires periodic 

human intervention. 

 

Figure 3 illustrates the comparative performance 

evaluation of representative autonomous data mining 

frameworks. Framework C demonstrates the lowest 

latency (12 ms) and highest throughput (25,300 RPS), 

indicating superior real-time efficiency. Frameworks 

A and E maintain balanced performance with high 

energy efficiency and full autonomy support. In 

contrast, Framework D exhibits higher latency and 

lower energy efficiency, reflecting limited 

adaptability. The results emphasize that reinforcement 

learning and federated adaptive strategies achieve 

better system-level optimization compared to 

incremental or sliding window-based updates. 

 

 
Figure 3 Performance Comparison of Autonomous 

Data Mining Frameworks 

 

 

7.3 Statistical Trends (2018–2025) 

An emerging trend in autonomous edge stream mining 

research is the accelerating adoption of adaptive and 

distributed strategies over the years. The statistical 

chart below highlights the number of annual 

publications in four major categories — stream 

classification, drift-aware systems, federated edge 

mining, and reinforcement learning adaptation — 

covering 2018 through 2025. 

 

 
Figure 4. Trend in Publications by Technique 

Category (2018–2025) 

 

This figure 4 line chart shows the growth trajectory of 

research activity in each major subfield. Over the 8-

year span, stream classification and drift-aware 

techniques demonstrate steady growth, while 

federated edge mining and reinforcement learning 

adaptation show sharper increases after 2021, 

indicating a shift toward decentralized and adaptive 

strategies in response to real-world Edge AI demands. 

 

7.4 Experimental Datasets and Simulation 

Environments 

Representative experimental datasets and simulation 

environments provide standardized platforms for 
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evaluating autonomous stream mining systems. Table 

2 summarizes common datasets and their 

characteristics. 

 

Table 2. Benchmark Datasets and Simulation 

Platforms 

This table2 lists widely used real-world and synthetic 

streaming datasets along with simulation 

environments, indicating their primary attributes and 

typical use cases in Edge AI research. 

 

Dataset 

/ 

Enviro

nment 

Type Domain Key 

Feature 

Typical 

Use 

KDD 

Cup ’99 

Real-

world 

Networ

k 

Intrusio

n 

Large 

traffic 

patterns 

Anomal

y 

Detectio

n 

Electric

ity 

Load 

Real-

world 

Energy Tempor

al 

demand 

patterns 

Stream 

Regressi

on 

SEA 

Dataset 

Synth

etic 

Classifi

cation 

Controll

ed drift 

patterns 

Concept 

Drift 

Evaluati

on 

MOA 

(Massi

ve 

Online 

Analysi

s) 

Simul

ator 

Benchm

ark 

Flexible 

stream 

generato

rs 

Algorith

m 

Benchm

arking 

Smart 

City 

IoT 

Logs 

Real-

world 

Urban 

IoT 

High-

velocity, 

heteroge

neous 

Multi-

task 

Evaluati

on 

 

The combination of comparative tables and trend 

visualizations offers a comprehensive perspective on 

how current autonomous data mining systems perform 

under diverse conditions, how research focus has 

evolved, and which benchmarks are preferred for 

different tasks. This structured evaluation forms the 

basis for identifying performance gaps and future 

research opportunities. 

 

Figure 4 summarizes the prevalence of benchmark 

datasets and simulation environments used in 

autonomous stream mining research. Real-world 

datasets such as KDD Cup ’99 and Electricity Load 

are widely adopted for anomaly detection and 

regression evaluation, while synthetic datasets like 

SEA are preferred for controlled concept drift 

experiments. MOA remains a dominant simulation 

tool due to its flexible stream generation capabilities. 

The analysis indicates strong reliance on hybrid 

benchmarking combining real and synthetic datasets. 

 

 
Figure 4 Distribution of Benchmark Datasets and 

Simulation Platforms in Edge Stream Mining 

 

Table 3. Task-Wise Comparison: Stream 

Classification Techniques 

Table 3 compares representative stream classification 

approaches used in autonomous Edge AI systems. The 

comparison highlights algorithm type, drift-handling 

capability, computational complexity, edge suitability, 

and autonomy support. The table reveals that 

ensemble-based and adaptive tree methods 

demonstrate strong drift resilience, while lightweight 

neural models provide higher accuracy but require 

model compression for efficient edge deployment. 
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Technique Algorithm Type Drift 

Handling 

Computational 

Complexity 

Edge Suitability Autonomy 

Level 

Hoeffding Tree Incremental 

Tree 

Moderate Low High Partial 

Adaptive 

Random Forest 

Ensemble High Medium Medium Full 

Online Naïve 

Bayes 

Probabilistic Low Very Low High Partial 

k-NN (Sliding 

Window) 

Instance-Based Moderate Medium Medium Partial 

Lightweight 

CNN 

Deep Learning High (with 

drift module) 

High Medium (with 

compression) 

Full 

Dynamic 

Weighted 

Ensemble 

Ensemble Very High Medium High Full 

 
Figure 5 Comparative Evaluation of Stream 

Classification Techniques for Edge AI 

 

Figure 5 compares representative stream classification 

techniques across critical operational metrics. 

Ensemble-based methods such as Adaptive Random 

Forest and Dynamic Weighted Ensemble exhibit 

strong drift resilience and autonomy support. 

Lightweight CNN models achieve high drift 

adaptability but incur higher computational 

complexity, limiting edge suitability without 

compression. Incremental tree-based models offer 

efficient edge deployment with moderate drift 

handling. The comparison highlights the trade-off 

between adaptability and computational overhead in 

edge environments. 

 

 

Table 4. Task-Wise Comparison: Stream Clustering 

& Anomaly Detection 

Techn

ique 

Task 

Type 

Mem

ory 

Effic

iency 

Drift 

Adapt

ability 

Real-

Time 

Capa

bility 

Edge 

Compa

tibility 

CluStr

eam 

Clust

ering 

High Moder

ate 

High High 

DenSt

ream 

Clust

ering 

High High High High 

Grid-

Based 

Cluste

ring 

Clust

ering 

Medi

um 

Moder

ate 

High Mediu

m 

Distan

ce-

Based 

Outlie

r 

Detect

ion 

Ano

maly 

Medi

um 

Low High Mediu

m 

Online 

Autoe

ncoder 

Ano

maly 

Low High Medi

um 

Mediu

m 

Chang

e-

Point 

Detect

ion 

Even

t 

Dete

ction 

High Very 

High 

High High 

 

Table 4 presents a comparative overview of clustering 

and anomaly detection methods tailored for streaming 
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environments. The evaluation emphasizes memory 

efficiency, scalability, adaptation capability, and real-

time responsiveness. Micro-cluster and density-based 

approaches are particularly effective in resource-

constrained edge settings due to their summarization 

capabilities. 

 

 
Figure 6 Clustering and Anomaly Detection Methods 

in Streaming Environments 

 

Figure 6 evaluates clustering and anomaly detection 

techniques tailored for streaming data environments. 

Density-based approaches such as DenStream 

demonstrate superior drift adaptability and real-time 

responsiveness. Micro-cluster methods provide high 

memory efficiency, making them suitable for 

resource-constrained edge devices. Online 

autoencoders show strong adaptability but suffer from 

lower memory efficiency. The results suggest that 

summarization-based clustering methods offer the best 

balance between scalability and edge deployment 

feasibility. 

 

Table 5. Task-Wise Comparison: Regression, RL-

Based Adaptation & Hybrid Methods 

Techni

que 

Categ

ory 

Adapt

ation 

Strate

gy 

Reso

urce 

Awar

eness 

Scala

bility 

Auto

nom

y 

Leve

l 

Online 

Gradie

nt 

Descen

t 

Regr

essio

n 

Incre

mental 

Updat

e 

Medi

um 

High Parti

al 

Adapti

ve 

Rando

m 

Forest 

(Regres

sion) 

Regr

essio

n 

Drift-

Aware 

Ensem

ble 

Medi

um 

High Full 

GRU-

Based 

Forecas

ting 

Deep 

Learn

ing 

Period

ic 

Retrai

ning 

Low

–

Medi

um 

Medi

um 

Parti

al 

Deep 

Reinfor

cement 

Learnin

g 

RL-

Base

d 

Policy 

Optim

ization 

High High Full 

Federat

ed 

Online 

Learnin

g 

Hybri

d 

Distrib

uted 

Aggre

gation 

High Very 

High 

Full 

Meta-

Learnin

g for 

Stream

s 

Hybri

d 

Rapid 

Task 

Adapt

ation 

Medi

um 

High Full 

 

Table 5 compares regression/forecasting models, 

reinforcement learning-based adaptation frameworks, 

and hybrid/meta-learning approaches. The 

comparison shows that RL-based and hybrid systems 

provide superior autonomy and adaptive resource 

management, though at the cost of higher 

computational overhead. 

 

 
Figure 7 Comparison of Regression, Reinforcement 

Learning, and Hybrid Adaptive Methods 
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Figure 7 presents a comparative analysis of regression, 

reinforcement learning, and hybrid adaptive methods 

in autonomous edge mining systems. RL-based and 

federated online learning approaches achieve high 

autonomy and scalability, demonstrating superior 

adaptive intelligence. However, they incur greater 

computational overhead compared to incremental 

regression techniques. Meta-learning frameworks 

show promising rapid adaptation capabilities, 

positioning them as emerging solutions for next-

generation Edge AI systems. 

 

7.1 Evaluation Metrics (Latency, Throughput, 

Accuracy, Energy Efficiency) 

Performance evaluation of autonomous data mining 

systems for real-time big data streams in Edge AI 

environments requires quantitative metrics that reflect 

computational efficiency, predictive reliability, and 

resource sustainability. The most widely used 

evaluation metrics include latency, throughput, 

accuracy, and energy efficiency. These metrics 

collectively assess whether a system satisfies real-time 

constraints while maintaining high predictive 

performance under limited edge resources. 

 

Latency 

Latency measures the time required to process a data 

instance or a batch of streaming records from arrival 

to output generation. In real-time systems, minimizing 

latency is critical for timely decision-making. Latency 

can be defined as: 

L = 𝑡output − 𝑡input                       (1) 

 

where 𝑡output,  represents the timestamp when the data 

instance arrives, and 𝑡output  denotes the time when the 

prediction or decision is produced. 

For batch-based micro-stream processing, average 

latency is computed as: 

𝐿𝑎𝑣𝑔 =
1

𝑛
∑(𝑡𝑜𝑢𝑡𝑝𝑢𝑡

(𝑖)
− 𝑡𝑖𝑛𝑝𝑢𝑡

(𝑖)

𝑁

𝑖=1

                                (2) 

where 𝑁 is the number of processed instances. 

 

Throughput 

Throughput quantifies the processing capacity of the 

system, typically expressed as the number of records 

processed per unit time. It is defined as: 

𝑇 =  
𝑁

Δt
            (3) 

where 𝑁 represents the total number of processed data 

instances within time interval Δt. 

 

Higher throughput indicates better scalability and 

stream handling capability, especially in high-velocity 

IoT environments. 

 

Accuracy 

Accuracy measures the predictive performance of 

classification or regression models. For classification 

tasks, accuracy is defined in equation 4  as: 

Accuracy =  
TP + TN

TP + TN + FP + FN
                           (4) 

where: 

• TP = True Positives 

• TN = True Negatives 

• FP = False Positives 

• FN = False Negatives 

For regression and forecasting tasks, error-based 

metrics such as Mean Squared Error (MSE) are 

commonly used in equation 5 as : 

MSE =  
1

𝑁
 ∑(𝑦𝑖 −  𝑦′𝑖  )2

𝑁

𝑖=1

                (5) 

where yi is the true value and y’i is the predicted value. 

Energy Efficiency 

 

Energy efficiency is particularly critical in Edge AI 

systems due to limited battery and power resources. 

Energy consumption per processed instance is defined 

in equation 6 as: 

Eper_instance =  
𝐸𝑡𝑜𝑡𝑎𝑙

𝑁
        (6) 

where 𝐸𝑡𝑜𝑡𝑎𝑙  is the total energy consumed during 

processing of 𝑁 instances. 

Energy efficiency can also be expressed inversely as 

performance per watt: 

EE =  
𝑇

𝑃
      (7) 

In equation 7 𝑇 represents throughput and 𝑃 denotes 

average power consumption. 

 

Multi-Objective Trade-Off Analysis 

In real-world edge deployments, optimizing a single 

metric is insufficient. A composite performance score 

is sometimes used to evaluate overall system 

efficiency: 

Score = α ⋅ Accuracy + β ⋅  
1

𝐿𝑎𝑣𝑔   
+   γ ⋅ EE   (8) 
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In equation 8  𝛼, 𝛽, 𝛾 are weighting coefficients 

reflecting application-specific priorities. 

 

These metrics collectively enable comprehensive 

benchmarking of autonomous stream mining systems. 

Effective systems strive to minimize latency and 

energy consumption while maximizing throughput 

and predictive accuracy, thereby achieving sustainable 

and real-time Edge AI performance. 

 

VIII. APPLICATIONS OF AUTONOMOUS 

EDGE STREAM MINING 

 

Autonomous edge stream mining has become a key 

enabler of real-time, adaptive intelligence in domains 

where continuous data generation and low-latency 

decision-making are critical. By combining 

incremental learning, concept drift adaptation, and 

distributed edge processing, these systems provide 

scalable, privacy-aware analytics across diverse real-

world environments. 

 

8.1 Smart Cities and IoT Monitoring 

In smart cities, large-scale IoT networks generate 

continuous data on traffic, air quality, energy usage, 

and public safety. Edge-based stream mining enables 

real-time traffic prediction, anomaly detection (e.g., 

pollution spikes), and adaptive infrastructure control. 

Drift-aware models handle seasonal and behavioral 

variations, while local processing reduces latency and 

bandwidth consumption. 

 

8.2 Healthcare and Wearable Analytics 

Wearable devices continuously monitor physiological 

signals such as heart rate and glucose levels. 

Autonomous edge mining supports real-time health 

risk detection using incremental classification and 

anomaly detection techniques. Drift-aware learning 

adapts to long-term physiological changes, ensuring 

timely alerts and enhanced patient privacy. 

 

8.3 Industrial IoT and Predictive Maintenance 

In industrial environments, high-frequency sensor data 

from machines are analyzed at the edge to detect faults 

and predict failures. Regression and anomaly detection 

models enable predictive maintenance, while drift-

aware adaptation accounts for equipment wear and 

operational changes, reducing downtime and costs. 

 

8.4 Autonomous Vehicles and Smart Transportation 

Autonomous vehicles generate massive real-time 

sensor streams requiring ultra-low latency processing. 

Edge stream mining supports object detection, 

trajectory prediction, and collision avoidance. 

Reinforcement learning optimizes routing and traffic 

control, while adaptive models respond to dynamic 

road and weather conditions. 

 

8.5 Cybersecurity and Intrusion Detection 

Edge-based stream mining enhances cybersecurity by 

analyzing network traffic and system logs in real time. 

Online classification and anomaly detection identify 

intrusions and DDoS attacks quickly. Drift-aware 

models adapt to evolving threats, ensuring resilient 

and privacy-preserving distributed security. Overall, 

autonomous edge stream mining enables intelligent, 

adaptive, and real-time analytics across critical 

application domains. 

 

IX. OPEN RESEARCH CHALLENGES 

 

9.1 Resource-Aware Adaptive Learning 

Edge devices operate under strict computational, 

memory, and energy constraints, making continuous 

retraining challenging. Resource-aware adaptive 

learning must dynamically adjust model complexity, 

sampling rates, and feature pipelines based on 

available resources. Techniques such as model 

pruning, quantization, and lightweight incremental 

learning are promising, but balancing accuracy and 

efficiency remains a key research challenge. 

 

9.2 Scalability in Ultra-Dense IoT Environments 

Ultra-dense IoT ecosystems generate massive, high-

velocity data streams across distributed nodes. 

Ensuring scalable coordination without excessive 

communication overhead is difficult. Federated 

learning, decentralized consensus, and gossip-based 

models offer potential solutions, but maintaining 

global consistency and low latency at scale requires 

further investigation. 

 

9.3 Explainable Edge AI 

As edge systems make real-time decisions in critical 

domains, interpretability becomes essential. However, 

deploying explainable AI in resource-constrained 

environments is challenging. Lightweight explanation 

methods and adaptive interpretability frameworks 
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must be developed to ensure transparency without 

increasing latency or energy consumption. 

 

9.4 Energy-Efficient Stream Intelligence 

Continuous stream analytics increases energy 

consumption, especially in battery-powered devices. 

Research must focus on energy-aware scheduling, 

adaptive sampling, hardware–software co-

optimization, and low-power computing models such 

as neuromorphic architectures to ensure sustainable 

edge intelligence. 

 

9.5 Ethical and Regulatory Considerations 

Edge mining systems process sensitive real-time data, 

raising concerns about privacy, fairness, and 

accountability. Privacy-preserving techniques such as 

differential privacy and secure aggregation must be 

optimized for streaming settings. Additionally, 

standardized regulatory and governance frameworks 

are needed to ensure responsible and trustworthy 

deployment of autonomous edge AI systems. 

 

X. FUTURE RESEARCH DIRECTIONS 

 

10.1 Self-Orchestrating Edge AI Systems 

Future autonomous data mining systems will evolve 

toward self-orchestrating edge AI frameworks capable 

of dynamically allocating workloads, managing model 

lifecycles, and optimizing resource utilization across 

edge–fog–cloud layers. Intelligent orchestration 

engines powered by predictive analytics and 

reinforcement learning will enable automatic model 

deployment, scaling, migration, and retirement based 

on context changes such as traffic spikes or concept 

drift. Standardized orchestration protocols for 

heterogeneous edge environments remain a key 

research priority. 

 

10.2 Continual and Lifelong Learning at the Edge 

Since real-time data streams are non-stationary, edge 

systems must support continual learning without 

catastrophic forgetting. Lightweight replay 

mechanisms, adaptive regularization, and modular 

architectures are needed to balance learning new 

knowledge (plasticity) while preserving prior 

knowledge (stability). Federated continual learning 

across distributed nodes is a promising direction for 

scalable adaptive intelligence. 

10.3 Integration with 6G and Next-Generation 

Networks 

The evolution toward 6G networks will enable ultra-

low latency, massive connectivity, and AI-native 

communication, significantly enhancing edge stream 

mining capabilities. Future research should focus on 

communication-aware learning algorithms, cross-

layer optimization, and joint scheduling of 

computation and networking resources to maximize 

efficiency and scalability. 

 

10.4 Autonomous Multi-Agent Edge Mining 

Decentralized edge ecosystems will increasingly rely 

on multi-agent learning, where multiple intelligent 

nodes collaboratively perform distributed stream 

mining. Research challenges include consensus-based 

coordination, decentralized reinforcement learning, 

communication efficiency, and robustness against 

adversarial nodes. Trust-aware and secure 

collaboration mechanisms will be essential for 

scalable and reliable multi-agent edge intelligence. 

 

XI. CONCLUSION 

 

This survey presented a comprehensive review of 

autonomous data mining systems for real-time big data 

streams in edge AI environments. The study 

systematically examined architectural foundations, 

stream mining taxonomies, concept drift adaptation 

strategies, performance benchmarking metrics, and 

application domains spanning smart cities, healthcare, 

industrial IoT, autonomous transportation, and 

cybersecurity. The analysis highlighted a clear 

transition from cloud-centric analytics to distributed 

edge intelligence, driven by the need for ultra-low 

latency, bandwidth efficiency, privacy preservation, 

and contextual responsiveness. A structured taxonomy 

of stream mining techniques—including 

classification, clustering, regression, anomaly 

detection, reinforcement learning, and hybrid meta-

learning—was synthesized to clarify algorithmic 

evolution and deployment trends. Comparative 

evaluation indicated that recent frameworks 

emphasize latency reduction, adaptive model 

updating, and energy-aware optimization, reflecting 

the growing importance of real-time responsiveness 

and sustainability. Furthermore, benchmarking 

insights demonstrated that post-2020 research 

increasingly integrates concept drift detection and 
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self-adaptive mechanisms as core components of 

autonomous systems. Despite significant progress, 

several open challenges remain, including scalable 

coordination in ultra-dense IoT ecosystems, 

explainability in resource-constrained environments, 

privacy-preserving adaptive learning, and energy-

efficient stream intelligence. Future research 

directions such as self-orchestrating edge systems, 

continual learning, 6G-enabled intelligence, and 

multi-agent distributed mining are expected to shape 

the next generation of edge-native data mining 

frameworks. In conclusion, autonomous edge stream 

mining represents a transformative paradigm in the 

data mining domain, enabling intelligent, self-

adaptive, and decentralized analytics. Continued 

interdisciplinary research integrating machine 

learning, distributed systems, communication 

networks, and hardware-aware optimization will be 

essential to realizing fully autonomous and 

trustworthy edge AI ecosystems. 
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