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Abstract- Financial fraud has become one of the most
significant challenges confronting modern electronic
payment systems, resulting in substantial financial losses
for individuals and financial institutions worldwide. The
increasing volume of digital financial transactions
necessitates intelligent fraud detection systems capable of
accurately distinguishing fraudulent transactions from
legitimate ones. This study proposes a machine learning
framework for financial fraud detection using a publicly
available credit card transaction dataset obtained from
Kaggle. The research focuses on analyzing the
characteristics of financial transaction data and
developing a robust framework for fraud detection through
systematic data preprocessing and feature engineering.
The methodology involved duplicate removal, feature
scaling using StandardScaler, creation of a transaction-
hour feature and class balancing using the Synthetic
Minority Over-sampling Technique (SMOTE) to address
the severe class imbalance inherent in fraud datasets. The
processed data were integrated into a structured machine
learning framework designed to support fraud detection
and future model deployment. The proposed framework
provides a comprehensive workflow encompassing data
acquisition, preprocessing, feature engineering, model
development and evaluation. The developed architecture
enhances data quality, improves model readiness, and
establishes a reliable foundation for implementing
intelligent  fraud detection systems in financial
environments. The study contributes a scalable and
practical machine learning framework that can be adapted
for real-world financial transaction monitoring and future
intelligent fraud prevention applications.
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L. INTRODUCTION
The rapid growth of electronic payment systems,

online banking, mobile commerce, and digital
financial services has significantly transformed the
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global financial sector. Although these technological
advancements have improved the speed, convenience,
and accessibility of financial transactions, they have
also increased the vulnerability of financial systems to
fraudulent activities. Financial fraud, particularly
credit card fraud, has become one of the most
persistent challenges facing financial institutions,
businesses, and consumers worldwide. Fraudulent
transactions result in substantial economic losses,
undermine customer confidence, and threaten the
integrity of digital payment infrastructures.

The increasing volume and complexity of financial
transactions have made traditional fraud detection
techniques, such as manual auditing and rule-based
systems, less effective. Conventional approaches often
struggle to detect evolving fraud patterns because
fraudsters continuously modify their strategies to
evade predefined rules. As a result, there has been
growing interest in applying Artificial Intelligence
(AI) and Machine Learning (ML) techniques to
automate fraud detection by learning complex
transaction patterns and identifying suspicious
activities with minimal human intervention. Recent
studies have demonstrated that machine learning
algorithms can effectively distinguish fraudulent
transactions from legitimate ones by analyzing
historical transaction data and recognizing hidden
behavioural patterns (Dal Pozzolo et al., 2018;
Hernandez Aros et al., 2024; Almalki & Masud,
2025).

One of the major challenges in financial fraud
detection is the highly imbalanced nature of
transaction datasets, where legitimate transactions
significantly outnumber fraudulent ones. Such
imbalance often biases machine learning models
toward the majority class, resulting in poor fraud
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detection performance despite achieving high overall
accuracy. Consequently, effective preprocessing
techniques, including feature scaling, feature
engineering, duplicate removal, and class balancing
methods such as the Synthetic Minority Over-
sampling Technique (SMOTE), have become essential
for improving model learning and enhancing fraud
detection capability (Chawla et al., 2002; Thivaios et
al., 2026).

In addition to data preprocessing, the development of
a structured machine learning framework plays a
critical role in ensuring the successful implementation
of fraud detection systems. A well-designed
framework integrates data acquisition, preprocessing,
feature engineering, model development, and
evaluation into a unified workflow that facilitates
efficient fraud analysis and supports future
deployment in real-world financial environments.
Such frameworks improve reproducibility, scalability,
and the practical applicability of machine learning-
based fraud detection solutions.

This study proposes a comprehensive machine
learning framework for financial fraud detection using
a publicly available credit card transaction dataset.
The proposed framework incorporates data cleaning,
duplicate removal, feature scaling, engineered
temporal features, and SMOTE-based class balancing
to prepare transaction data for intelligent fraud
detection. Unlike studies that primarily focus on
comparing classifier performance, this research
emphasizes the development of a robust preprocessing
pipeline and a modular framework capable of
supporting reliable fraud detection applications. The
framework provides a systematic foundation for
subsequent model development and deployment in
financial transaction monitoring systems.

The remainder of this paper is organized as follows.
Section 2 reviews related studies on financial fraud
detection and machine learning applications. Section 3
presents the materials and methods, including dataset
description,  preprocessing  techniques, feature
engineering, and the proposed machine learning
framework. Section 4 discusses the proposed
framework and its practical implications, while
Section 5 concludes the paper and outlines future
research directions.
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II. RELATED WORK

Financial fraud detection has attracted considerable
attention from researchers due to the rapid growth of
electronic payment systems and the increasing
sophistication of fraudulent activities. Machine
learning techniques have emerged as -effective
solutions because of their ability to automatically learn
transaction patterns and distinguish fraudulent
activities from legitimate financial transactions.

Ngai et al. (2011) conducted one of the earliest
comprehensive reviews of data mining techniques for
financial fraud detection. Their study demonstrated
that machine learning algorithms, including Decision
Trees, Logistic Regression, and Artificial Neural
Networks, significantly improved fraud detection
performance compared with traditional statistical
methods. However, the review highlighted the need
for more scalable and adaptive fraud detection systems
capable of handling large financial datasets.

Abdallah et al. (2016) conducted a comprehensive
survey of financial fraud detection systems, reviewing
both traditional statistical methods and intelligent
computational techniques used in fraud detection
applications. The authors highlighted the growing
complexity of financial fraud and emphasized that
machine learning approaches have become
increasingly effective due to their ability to learn
hidden patterns from large transaction datasets. The
study also identified several challenges, including
class imbalance, evolving fraud patterns, and the need
for adaptive detection models capable of responding to
emerging fraud strategies. However, the survey was
primarily theoretical and did not experimentally
evaluate or compare machine learning algorithms
using real financial transaction datasets. The present
study builds upon these observations by developing
and evaluating a practical machine learning
framework using real-world credit card transaction
data while incorporating preprocessing techniques,
class balancing using SMOTE, and comprehensive
performance evaluation.

West and Bhattacharya (2016) presented a
comprehensive review of intelligent financial fraud
detection techniques, focusing on the application of
machine learning and data mining methods in financial
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security. The review demonstrated that intelligent
learning algorithms outperform traditional rule-based
systems in identifying fraudulent financial
transactions due to their capability to model complex
relationships within large datasets. Nevertheless, the
authors identified several limitations affecting
practical implementation, including limited model
interpretability, class imbalance, and difficulties
associated with deploying fraud detection systems in
operational financial
observations support the motivation for the present
study, which proposes a structured machine learning
framework that integrates preprocessing, feature

environments. These

engineering, class balancing, and system architecture
to improve the practical applicability of financial fraud
detection systems.

Dal Pozzolo et al. (2018) investigated the challenges
associated with highly imbalanced credit card
transaction datasets. Their research demonstrated that
addressing class imbalance is essential for improving
fraud detection performance and reducing false
negative predictions. The study emphasized the
importance of appropriate sampling techniques and
robust evaluation metrics when developing fraud
detection models.

Carcillo et al. (2019) proposed a hybrid fraud detection
approach that combines supervised and unsupervised
machine learning techniques to improve credit card
fraud detection performance. The study demonstrated
that integrating anomaly detection with supervised
classification enables the identification of both
previously known and emerging fraud patterns. The
authors further highlighted the importance of handling
highly imbalanced transaction datasets and adapting
fraud detection models to continuously evolving fraud
behaviors. Despite its strong predictive capability, the
proposed approach involved relatively complex model
integration, which may increase computational
requirements and implementation complexity in
operational financial systems. The present study
adopts a simpler yet effective supervised learning
framework enhanced through preprocessing, feature
engineering, SMOTE-based balancing, and systematic
model evaluation to achieve reliable fraud detection
performance while maintaining implementation
simplicity.
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Arrieta et al. (2020) presented a comprehensive review
of Explainable Artificial Intelligence (XAl),
discussing various techniques developed to improve
the transparency, interpretability, and accountability
of artificial intelligence systems. The authors argued
that as machine learning models become increasingly
complex, understanding how prediction decisions are
generated is essential for building trust in high-risk
application domains such as finance, healthcare, and
cybersecurity. Although the study established a strong
theoretical foundation for explainable Al, it was not
specifically designed for financial fraud detection and
did not propose an operational fraud detection
framework. The present study focuses primarily on
developing a structured machine learning framework
for financial fraud detection while recognizing
explainability as an important direction for future
research and system enhancement.

Sadineni (2020) developed a credit card fraud
detection system using multiple supervised machine
learning algorithms, including Artificial Neural
Networks (ANN), Decision Trees (DT), Support
Vector Machines (SVM), Logistic Regression (LR),
and Random Forest (RF). The study employed
Principal Component Analysis (PCA) for feature
extraction and evaluated model performance using
Accuracy, Precision, and False Alarm Rate.
Experimental results indicated that the Artificial
Neural Network achieved the highest prediction
accuracy among the evaluated models. Although the
study provided a useful comparative evaluation of
machine learning algorithms, it did not address class
imbalance using oversampling techniques, incorporate
cross-validation, or simulate real-time fraud detection.
Shakeabubakor (2024) proposed an integrated
framework for real-time financial fraud detection by
combining machine learning techniques with cloud-
based data warehousing technologies. The study
demonstrated that cloud computing environments
facilitate rapid processing of financial transactions
while supporting scalable fraud detection systems
capable of handling large transaction volumes. The
research emphasized the importance of real-time
monitoring in minimizing financial losses caused by
fraudulent activities. However, the study provided
limited discussion on feature engineering, class
imbalance handling, and comparative evaluation of
multiple machine learning algorithms. Building upon
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this work, the present study introduces comprehensive
preprocessing  techniques, SMOTE-based class
balancing, and a structured machine learning
framework designed to improve fraud detection
reliability ~while supporting future real-time
deployment.

Rao and Mandhala (2024) conducted a comprehensive
review of machine learning and data mining
techniques applied to financial fraud detection. The
study examined various supervised and unsupervised
learning algorithms, highlighting their strengths,
limitations, and suitability for different fraud detection
scenarios. The authors concluded that although
machine learning has significantly improved fraud
detection accuracy, challenges remain regarding
scalability, model interpretability, class imbalance,
and deployment in dynamic financial environments.
Since the study was primarily a review, it did not
develop or experimentally validate a fraud detection
framework. The present study addresses these research
gaps by proposing and implementing a structured
machine learning framework that integrates
preprocessing, feature engineering, class balancing,
and performance evaluation using real financial
transaction data.

Preciado Martinez et al. (2025) performed a
comparative analysis of several machine learning
algorithms for detecting fraudulent banking
transactions. The study evaluated the predictive
performance of different classification models using
standard performance metrics and reported that
ensemble learning methods generally achieved
superior fraud detection accuracy compared with
conventional classification algorithms. The authors
also emphasized the importance of selecting
appropriate machine learning models based on dataset
characteristics and  operational requirements.
Nevertheless, the research focused primarily on
comparative model evaluation and did not propose a
comprehensive fraud detection framework that
integrates preprocessing, feature engineering, and
deployment considerations. The present study extends
this line of research by developing a modular machine
learning framework that incorporates comprehensive
preprocessing, SMOTE-based balancing, feature
engineering, and system architecture to improve the
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effectiveness and practical applicability of fraud
detection systems.

Recent studies have focused on improving the
transparency, robustness, and practical applicability of
machine learning-based fraud detection systems.
Hernandez Aros et al. (2024) reported that machine
learning techniques significantly enhance financial
fraud detection capabilities but emphasized the need
for improved real-world deployment strategies and
scalable fraud detection frameworks. Similarly,
Chiaburu et al. (2024) highlighted the importance of
explainable artificial intelligence (XAl) in increasing
user confidence and supporting decision-making in
intelligent financial systems.

Unlike Almalki and Masud (2025), who focused on
integrating explainable artificial intelligence with
stacking ensemble methods to improve prediction
transparency, the present study emphasizes the
development of a comprehensive fraud detection
framework that combines data preprocessing, feature
engineering, SMOTE-based class balancing, modular
system architecture, and comparative evaluation of
multiple machine learning algorithms. This broader
methodological approach improves the framework's
applicability for practical fraud detection system
development while providing a foundation for future
integration of explainable Al techniques.

Thivaios et al. (2026) presented a comprehensive
survey of machine learning and deep learning
techniques for financial fraud detection. The study
reviewed various fraud detection architectures, data
modalities, and deployment challenges associated
with intelligent financial systems. The authors
concluded that while machine learning models have
significantly improved fraud detection accuracy,
future research should focus on scalable system
architectures, explainable artificial intelligence,
graph-based learning, and real-time deployment
frameworks. These recommendations support the
motivation for the present study, which proposes a
structured machine learning framework capable of
supporting practical financial fraud detection
applications.

Motivated by these studies, the present research
proposes a comprehensive machine learning
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framework that integrates duplicate removal, feature
scaling, temporal feature engineering, and SMOTE-
based class balancing before model development.
Unlike previous studies that primarily emphasized
algorithm comparison, the proposed framework
focuses on establishing a structured preprocessing and

development pipeline that improves data quality,
enhances model readiness, and supports future
deployment within practical financial fraud detection
environments.

Table 1. Summary of Related Studies

Author(s) Year Focus Limitation

Ngai et al. 2011 Data mining for financial fraud detection Limited discussion of modern ML techniques

Dal Pozzolo et 2018 Class imbalance in credit card fraud Focused mainly on sampling techniques

al.

Sadineni 2020 ML comparison for fraud detection No SMOTE, no cross-validation, no real-time
simulation

Hernandez 2024 Machine learning in financial fraud Recommended practical deployment

Aros et al. improvements

Chiaburuetal. 2024 Explainable Al

Limited focus on fraud detection
implementation

Almalki & 2025 Explainable Al framework for financial Did not emphasize preprocessing, SMOTE,

Masud fraud detection

cross-validation, or real-time simulation

Thivaios etal. 2026 Survey of ML and DL techniques, Review paper only; no implementation or

architectures, and
challenges

deployment experimental validation

2.2 Research Gaps

The reviewed literature demonstrates that machine
learning has become one of the most effective
approaches for financial fraud detection due to its
ability to identify complex transaction patterns and
improve fraud classification accuracy. Early studies by
Abdallah et al. (2016) and West and Bhattacharya
(2016) established the importance of intelligent fraud
detection systems and highlighted the growing need
for adaptive machine learning techniques capable of
addressing increasingly sophisticated financial fraud.
However, these studies were primarily review-based
and did not develop or experimentally validate
practical fraud detection frameworks.

Subsequent studies focused on improving specific
components of fraud detection systems. Bahnsen et al.
(2016) demonstrated the importance of feature
engineering in enhancing predictive performance,
while Carcillo et al. (2019) proposed a hybrid learning
approach that combined supervised and unsupervised
learning techniques for fraud detection. Although
these studies improved model performance, they
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provided limited emphasis on developing
comprehensive machine learning frameworks that
integrate preprocessing, feature engineering, class
balancing, and deployment considerations into a
unified architecture.

Recent studies have further expanded financial fraud
detection research by incorporating explainable
artificial intelligence, cloud computing, and advanced
machine learning techniques. Arrieta et al. (2020)
emphasized the importance of Explainable Artificial
Intelligence (XAI) for improving model transparency,
whereas Shakeabubakor (2024) proposed a cloud-
based framework for real-time financial fraud
detection. Similarly, Rao and Mandhala (2024)
reviewed modern machine learning and data mining
techniques, identifying challenges related to
scalability, class imbalance, and deployment in
dynamic financial environments. More recently,
Preciado Martinez et al. (2025) compared the
predictive performance of several machine learning
algorithms for banking fraud detection but
concentrated primarily on algorithm evaluation rather
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than the development of an integrated fraud detection
framework.

Despite these contributions, several research gaps
remain. First, many existing studies focus primarily on
algorithm  comparison  without proposing a
comprehensive framework that integrates data
acquisition, preprocessing, feature engineering, class
balancing, model development, prediction, and
performance evaluation within a single workflow.
Second, limited attention has been given to combining
preprocessing techniques such as duplicate removal,
feature scaling, engineered temporal features, and
SMOTE-based class balancing to improve model
readiness before classification. Third, while recent
literature highlights the need for scalable and practical
fraud detection systems, relatively few studies provide
a structured system architecture that can support future
deployment in operational financial environments.
Finally, although recent research has increasingly
emphasized explainability and real-time fraud
detection, there remains a need for practical machine
learning frameworks capable of supporting reliable
fraud detection using real-world transaction datasets.

To address these gaps, the present study proposes a
structured machine learning framework for financial
fraud detection that integrates comprehensive
preprocessing, feature engineering, SMOTE-based
class balancing, modular system architecture, and
performance evaluation using multiple machine
learning models. By combining these components into
a unified framework, the study aims to improve the
robustness, scalability, and practical applicability of
intelligent financial fraud detection systems.

III.  MATERIALS AND METHODS

3.1 Research Design

This study adopted an experimental research design to
develop a machine learning framework for financial
fraud detection using historical credit card transaction
data. The framework was designed to provide a
systematic ~workflow for preparing financial
transaction data before model development. The
research focused on improving data quality through
preprocessing and feature engineering while
establishing a structured architecture capable of
supporting intelligent fraud detection in financial
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systems. The methodology comprised data
acquisition, preprocessing, feature engineering, class
balancing, framework development, and system
architecture design.

3.2 Dataset Description

The study utilized the publicly available Credit Card
Fraud Detection dataset obtained from the Kaggle
repository. The dataset contains 284,807 credit card
transactions collected from European cardholders over
two consecutive days. Each transaction is described
using 31 attributes, including Time, Amount, Class,
and twenty-eight anonymized numerical features (V1-
V28) generated through Principal Component
Analysis (PCA) to preserve customer confidentiality.
The Class attribute represents the target variable,
where legitimate transactions are labeled as 0 and
fraudulent transactions as 1.

Following duplicate removal, the dataset contained
283,726 unique transactions, comprising 283,253
legitimate and 473  fraudulent transactions,
highlighting the severe class imbalance typical of
financial fraud datasets.

3.3 Data Preprocessing

Data preprocessing was performed to improve data
quality and ensure suitability for machine learning.
The following preprocessing operations were applied:
1. Loading the dataset into the Python environment.
Inspecting data types and descriptive statistics.
Detecting and removing duplicate records.
Confirming the absence of missing values.

DA

Standardizing numerical features using the

StandardScaler algorithm.

6. Separating predictor variables from the target
class.

7. Partitioning the dataset into training and testing

subsets using stratified sampling.

These preprocessing steps enhanced the consistency of
the dataset and prepared it for subsequent feature
engineering and  machine learning  model
development.

3.4 Feature Engineering

Feature engineering was performed to improve the
representational quality of the dataset. A new temporal
feature (Hour) was extracted from the original Time
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variable to capture transaction periods that may
influence fraudulent behaviour. The engineered
feature provides additional contextual information that
may assist machine learning algorithms in
distinguishing legitimate and fraudulent transactions.

To address the severe imbalance between legitimate
and fraudulent transactions within the training data,
the Synthetic Minority Over-sampling Technique
(SMOTE) was employed. SMOTE generates synthetic
minority-class observations, producing a balanced
training dataset and reducing model bias toward the
majority class. Previous studies have shown that class
balancing significantly improves fraud detection
performance in highly imbalanced datasets.

3.5 Proposed Machine Learning Framework

The proposed framework consists of five sequential
stages:

1. Data Acquisition

Data Preprocessing

Feature Engineering and Class Balancing
Machine Learning Model Development

wokh W

Fraud Prediction and System Evaluation

The framework provides a structured methodology for
transforming raw financial transaction data into
machine learning-ready datasets while ensuring
scalability and reproducibility. It establishes a modular
pipeline that can be extended for deployment in
practical financial fraud detection environments.

Table 2: Summary of the proposed machine learning
methodology for financial fraud detection.

Technique/Tool
Used

Kaggle  Credit Raw

Stage Process Output

Data .
1 . Card Fraud transaction
Acquisition
Dataset dataset
Duplicate
Data P .
2 . removal, missing Clean dataset
Cleaning . .
value inspection
3 Feature Hour feature Enhanced
Engineering extraction feature set
Feature Standardized
4 . StandardScaler numerical
Scaling
features
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Technique/Tool

Stage P
age Process Used

Output

Stratified Train- Training and
5 Data Splitting Test Split testing

(70:30) datasets
Balanced
Class ..
6 . SMOTE training
Balancing
dataset
Model Machine Traine?d fraud
7 learning model detection
Development . .
training framework
. Legitimat;
3 Fraud Binary Fegl dm;a et of
.. . . raudulen
Prediction Classification .
transaction
Accuracy,
Precision, Model
Performance
9 Evaluation Recall, F1- performance
val Score, ROC- assessment
AUC

The methodology presented in Table 2 summarizes the
sequential stages adopted in this study, beginning with
data acquisition and ending with fraud prediction and
model evaluation. Each stage contributes to improving
data quality and establishing a reliable framework for
machine learning-based financial fraud detection.

Table 3. Comparison of Existing Frameworks and the
Proposed Framework

S I t
Study Focus Limitation i??;?:esrzl?y
Dat P d
Ngai et al. 2.1 2.1 No real-time Topose
2011 mining deployment modular
framework ¥ framework
ML Added
Sadineni combariso No SMOTE, preprocessing
(2020) P no framework SMOTE,
architecture
Hernande _ . Developed
Literature . . .
z Aros et review implementatio practical
al. (2024) framework
Thivaios No Developed
et al. Survey implementatio and validated
(2026) n framework
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3.6 Proposed Machine Learning Framework

The proposed machine learning framework was
developed to provide a systematic and scalable
approach for financial fraud detection using credit card
transaction data. The framework integrates data
acquisition, preprocessing, feature engineering, class
balancing, model development, and fraud prediction
into a unified workflow. By organizing these
processes into sequential stages, the framework
enhances data quality, improves model readiness, and
supports reliable fraud detection in practical financial
environments.

The framework begins with data acquisition, where
historical credit card transaction data are obtained
from the Kaggle repository. The collected dataset
contains transaction records with anonymized
features, transaction amount, transaction time, and
class labels indicating whether each transaction is
legitimate or fraudulent.

The second stage involves data preprocessing, which
prepares the raw dataset for machine learning analysis.
During this stage, duplicate transactions are removed,
missing values are examined, numerical features are
standardized using the StandardScaler technique, and
the dataset is partitioned into training and testing
subsets. These operations improve data consistency
and reduce noise that could negatively affect model
learning.

The third stage consists of feature engineering and

class balancing. A new temporal feature representing
the transaction hour is generated from the original time
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attribute  to  provide additional behavioural
information. Subsequently, the Synthetic Minority
Over-sampling Technique (SMOTE) is applied to the
training dataset to generate synthetic fraud samples
and balance the class distribution. This reduces bias
toward legitimate transactions and improves the
learning capability of the machine learning models.

The fourth stage focuses on machine learning model
development. The balanced dataset is used to train
multiple supervised learning algorithms capable of
learning the underlying transaction patterns associated
with fraudulent activities. The modular design of the
framework allows different machine learning
algorithms to be incorporated without modifying the
overall system architecture.

The final stage performs fraud prediction and system
evaluation. New financial transactions are processed
through the trained models to determine whether they
are legitimate or fraudulent. The modular structure of
the framework also supports future deployment in
intelligent financial monitoring systems capable of
detecting suspicious transactions in near real-time.

Overall, the proposed framework establishes a
comprehensive pipeline for transforming raw financial
transaction data into reliable fraud predictions while
ensuring flexibility, scalability, and reproducibility.
The integration of preprocessing, feature engineering,
and class balancing provides a strong foundation for
developing accurate and robust financial fraud
detection systems.
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Figure 3.1: Proposed Machine Learning Framework for Financial Fraud Detection

Figure 3.1 illustrates the overall workflow of the
proposed machine learning framework. The
framework demonstrates the sequential processes
involved in transforming raw financial transaction
data into machine-learning-ready datasets before fraud
prediction is performed.

Framework Validation

The proposed machine learning framework was
successfully implemented and validated using the
publicly available Kaggle credit card fraud dataset.
The framework successfully completed all intended
processing stages, including data acquisition,
preprocessing, feature engineering, SMOTE-based
class balancing, machine learning model development,
fraud prediction, and performance evaluation. The
successful execution of these stages demonstrates the
feasibility, robustness, and scalability of the proposed
framework for intelligent financial fraud detection.

3.7 Proposed System Architecture

The proposed system architecture was designed to
implement the machine learning framework within a
structured and modular environment suitable for
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financial fraud detection. The architecture consists of
interconnected  functional ~ components  that
collectively —perform data processing, model
development, fraud prediction, and result generation.
Each module performs a specific responsibility while
interacting with other components through a well-
defined processing pipeline.

The architecture begins with the data source layer,
where historical credit card transaction records are
collected from the Kaggle dataset. These records serve
as the primary input to the fraud detection system.

The second layer is the preprocessing module,
responsible for data cleaning, duplicate removal,
feature scaling, and feature engineering. At this stage,
the Hour feature is extracted from transaction
timestamps, and the training dataset is balanced using
SMOTE to improve the learning capability of
subsequent machine learning models.

The processed data are forwarded to the machine
learning module, where supervised learning
algorithms are trained to recognize patterns associated
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with fraudulent and legitimate transactions. The
modular design enables multiple algorithms to be
incorporated into the framework without affecting the
remaining system components.

The prediction module receives unseen transaction
data and generates fraud predictions based on the
trained machine learning model. Each transaction is
classified as either legitimate or fraudulent together
with an associated prediction probability.

Finally, the output module displays the classification
results and provides performance information that can
assist financial institutions in identifying suspicious
transactions for further investigation.

The proposed architecture follows a layered design
that separates data management, preprocessing,
machine learning, and prediction tasks. This modular
organization improves maintainability, scalability, and
future integration with real-time financial transaction

monitoring systems.

- Financial Transaction Dataset l

4

O Data Preprocessing
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Figure 3.2: Architecture of the Proposed Financial Fraud Detection System
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Figure 3.2 presents the architecture of the proposed
financial fraud detection system. The architecture
illustrates how transaction data flow through
preprocessing, feature engineering, machine learning,
prediction, and output modules to produce fraud
detection decisions.

IV.  DISCUSSION

The proposed machine learning framework provides a
structured and practical approach for financial fraud
detection by integrating data preprocessing, feature
engineering, class balancing, and machine learning
into a unified workflow. Unlike many existing studies
that primarily focus on evaluating the predictive
performance of classification algorithms, this research
emphasizes the development of a comprehensive
framework capable of supporting reliable fraud
detection in real-world financial environments.

One of the major contributions of the proposed
framework is the incorporation of comprehensive
preprocessing techniques before model development.
The framework includes duplicate removal, feature
scaling, temporal feature engineering, and Synthetic
Minority Over-sampling Technique (SMOTE) to
improve data quality and address the severe class
imbalance commonly encountered in financial
transaction datasets. These preprocessing operations
improve the representativeness of minority-class
transactions and enhance the readiness of the dataset
for machine learning applications.  Similar
observations have been reported in recent studies,
which identified data preprocessing as a critical factor
influencing fraud detection performance (Hernandez
Aros et al., 2024).

Another significant contribution is the modular
architecture of the framework. By separating data
acquisition, preprocessing, feature engineering, model
development, prediction, and evaluation into
independent functional components, the framework
provides flexibility for integrating different machine
learning algorithms without modifying the overall
system structure. This modular design improves
maintainability, scalability, and adaptability for
deployment in financial institutions where fraud
detection requirements continuously evolve.
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Compared with the benchmark study by Sadineni
(2020), the proposed framework introduces several
methodological improvements. While the benchmark
research relied primarily on Principal Component
Analysis (PCA) for feature representation and
evaluated machine learning models using a limited set
of performance metrics, the present framework
incorporates SMOTE-based class  balancing,
engineered temporal features, and a structured
preprocessing pipeline designed to improve model
readiness. Furthermore, the framework establishes a
modular system architecture that can be extended for
future real-time financial fraud monitoring
applications.

Recent developments in financial fraud detection have
increasingly  emphasized the importance of
explainable, scalable, and deployable machine
learning systems. Reviews published in 2025 and 2026
highlight that future fraud detection research should
integrate robust preprocessing strategies with practical
deployment frameworks to improve transparency,
scalability, and operational effectiveness (Almalki &
Masud, 2025; Thivaios et al., 2026).

Similarly, Almalki and Masud (2025) demonstrated
that integrating explainable artificial intelligence with
ensemble learning improves transparency and
predictive performance in fraud detection. Unlike their
approach, the present study emphasizes a
comprehensive machine learning framework that
integrates  preprocessing, feature engineering,
SMOTE-based class balancing, modular system
architecture, and performance evaluation, thereby
providing a broader methodological foundation for
practical fraud detection systems.

The proposed framework aligns with these
recommendations by providing a reproducible
methodology that supports future integration with
intelligent financial monitoring systems.

Overall, the proposed framework establishes a reliable
methodological foundation for developing machine
learning-based financial fraud detection systems. Its
structured design enhances reproducibility, facilitates
future model development, and provides a scalable
architecture that can be adapted to evolving financial
fraud detection requirements.
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Table: 4 Dataset Structure

Attribute Description

Category

Time Transaction timestamp

V1-V28 PCA-anonymized transaction
features

Amount Transaction amount

Class Target variable (0 = Legitimate, 1
= Fraudulent)

V. CLASS DISTRIBUTION ANALYSIS

The dataset exhibited a severe class imbalance
problem, which is common in fraud detection systems.
Out of 284,807 transactions, only 492 transactions
were fraudulent, while 284,315 transactions were
legitimate.

Table 5: Original Class Distribution

Class Number of Transactions Percentage
Legitimate (0) 284,315 99.83%
Fraudulent (1) 492 0.17%
Total 284,807 100%

The results clearly show that fraudulent transactions
represented only a very small portion of the dataset.
This imbalance could significantly affect machine
learning performance because models may become
biased toward predicting legitimate transactions,
leading to poor detection of minority fraudulent cases
(He & Garcia, 2009).

VI. DATA PREPROCESSING RESULTS

Data preprocessing was performed before model
training to improve data quality and ensure that the
dataset was suitable for machine learning algorithms.

6.1 Duplicate Value Handling

The dataset was examined for duplicate values before
model training. No missing values were detected in
any of the attributes. However, 1,081 duplicate records
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were identified and removed during preprocessing,
reducing the dataset size from 284,807 to 283,726
records. This ensured that the machine learning
models were trained on unique transaction records.

Table 6: Duplicate Value Analysis

Description Count
Original Dataset 284,807
Duplicate Records Removed 1,081
Dataset after Cleaning 283,726

Missing Values 0

The cleaning process improved dataset reliability and
ensured that all machine learning algorithms operated
on complete and consistent data.

6.2 Feature Engineering and Scaling

Feature engineering was successfully performed by
generating an additional Hour attribute from the Time
feature. This feature enabled the models to identify
possible temporal fraud patterns associated with
transaction timing.

Furthermore, RobustScaler normalization was applied
to the Time and Amount attributes to reduce the
influence of outliers. The PCA-transformed variables
V1-V28 were already standardized and therefore
required minimal additional scaling.

6.3 SMOTE Oversampling Results

To address the severe class imbalance problem, the
Synthetic ~ Minority  Oversampling  Technique
(SMOTE) was applied to the training dataset.

Table 7: Class Distribution Before and After SMOTE

(Training Dataset)
.. Legitimate Fraudulent
Training . .
Dataset Transactions Transactions Total
(Class 0) (Class 1)
Before
SMOTE 198,277 331 198,608
After
SMOTE 198,277 198,277 396,554
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The Synthetic Minority Oversampling Technique
(SMOTE) was applied only to the training dataset to
address the severe class imbalance problem. Before
applying SMOTE, the training dataset contained
198,277 legitimate transactions and 331 fraudulent
transactions, indicating a severe class imbalance. After
applying the Synthetic Minority Oversampling
Technique (SMOTE), the minority class was
oversampled to 198,277 fraudulent transactions,
resulting in a balanced training dataset of 396,554
transactions. This balanced dataset was subsequently
used to train the machine learning models, thereby
reducing bias toward the majority class and improving
the models' ability to detect fraudulent transactions.

6.4 Train-Test Partitioning

The dataset was partitioned into training and testing
subsets using a 70:30 ratio, The 70:30 train-test split is
a commonly adopted approach in supervised machine
learning experiments because it provides sufficient
data for model learning while maintaining an
independent dataset for evaluation (Kotsiantis et al.,
2007).

Table 8: Train-Test Split Results

Number of Samples after

Dataset . Percentage
duplicate remove

Training
198,608 70%

Set

Testi

SHIE  gs.118 30%

Set

Total 283,726 100%

Stratified sampling ensured that the fraud-to-
legitimate transaction ratio remained consistent in
both subsets.

The proposed framework provides financial
institutions with a structured methodology for
developing intelligent fraud detection systems. Its
modular  architecture  enables  straightforward
integration into  banking platforms, fintech
applications, and digital payment infrastructures.
Furthermore, the incorporation of preprocessing,
feature engineering, and SMOTE-based balancing
improves data quality before model development,
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thereby enhancing the reliability of fraud detection
systems  operating in  real-world financial
environments

VII. CONCLUSION

This study presented a comprehensive machine
learning framework for financial fraud detection using
credit card transaction data. The framework integrates
data acquisition, preprocessing, feature engineering,
class balancing, model development, and fraud
prediction into a unified and systematic workflow. By
emphasizing data quality improvement through
duplicate removal, feature scaling, engineered
temporal features, and SMOTE-based class balancing,
the framework establishes a robust foundation for
developing intelligent fraud detection systems.

The proposed framework contributes to the field of
financial fraud detection by providing a modular
architecture that supports reproducibility, scalability,
and future deployment in practical financial
environments. Unlike many existing studies that
primarily compare machine learning algorithms, this
research focuses on establishing a structured
methodology capable of improving dataset preparation
and supporting reliable machine learning applications.
The framework also addresses several limitations
identified in previous studies by incorporating
comprehensive preprocessing procedures and a
flexible system architecture suitable for future
extensions. Consequently, the proposed methodology
provides a valuable foundation for researchers and
practitioners seeking to develop efficient, scalable,
and intelligent fraud detection systems.

Future research may extend he proposed framework
by incorporating Explainable Artificial Intelligence
(XAI), Graph Neural Networks (GNNs), federated
learning, online learning algorithms, and streaming
transaction analytics. Additionally, evaluating the
framework using multiple financial datasets and real-
time banking environments would further improve its
practical applicability and generalizability.
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