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Abstract- We study adversarial robustness in clinical image
generation, benchmarking a denoising diffusion model
against StyleGAN2 under projected gradient descent
(PGD) and Carlini-Wagner attacks. On lung CT from
LIDC-IDRI and brain MRI from ADNI, we quantify how
attack strength inflates FID, erodes structural similarity,
and drives attack success. The diffusion model exhibits a
substantially smaller robustness gap, keeping attack
success near 28% where the GAN exceeds 70%.

L INTRODUCTION

As generative models enter clinical workflows,
deliberate manipulation, not just random noise,
becomes a credible threat: an attacker who perturbs the
conditioning signal could induce misleading anatomy.
This paper focuses squarely on adversarial robustness,
contrasting StyleGAN2 with a denoising diffusion
model under strong white-box attacks to see which is
harder to subvert.

IL. RELATED WORK

Adpversarial attacks are well studied for classifiers but
far less so for generators, and medical applications add
the requirement that corrupted outputs must not
fabricate plausible pathology. Diffusion models'
iterative denoising has been conjectured to provide
inherent robustness; we test that conjecture directly
with PGD and C&W attacks in two imaging
modalities.
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III.  METHODOLOGY

A. Datasets
LIDC-IDRI contributes thoracic CT slices and ADNI
contributes T1 brain MRI, split by patient to avoid
leakage. Slices are windowed, resized to 256x256, and
normalized, with an untouched partition for attack
evaluation.

B. Model Configuration

StyleGAN2 trains with adaptive discriminator
augmentation at learning rate 0.003, and the denoising
diffusion model samples over 1000 steps with a cosine
schedule. Both are exposed to identical attack budgets
during evaluation.

C. Perturbation and Evaluation Protocol

We craft PGD attacks with € up to 0.08 and C&W
attacks against the conditioning input, plus a Gaussian
baseline. Metrics are FID, SSIM, and attack success
rate, defined as the fraction of samples whose SSIM
falls below a clinical acceptability threshold.

IV.  EXPERIMENTAL RESULTS

FID rises steeply for StyleGAN2 as PGD strength
increases, reaching 79 at € = 0.08, more than seventy
percent worse than the diffusion model's 45. The
diffusion curve's shallow slope reflects a denoiser that
actively removes adversarial perturbation each
sampling step.
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Figure 1. FID versus PGD attack strength for StyleGAN2 and the diffusion model.
Under the strongest attacks StyleGAN2's SSIM perturbations. Robustness, not clean-image fidelity, is

collapses to 0.58 while the diffusion model holds 0.78, what separates the two families here.
and the same ordering appears for Gaussian and C& W
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Figure 2. SSIM across clean, Gaussian, PGD, and C&W conditions.
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Table 1. Fidelity, structural similarity, attack
success, and speed under adversarial evaluation.

Model FID | SSI Attack | Throughpu
l M1 succes | t (img/s)
s (%)
StyleGAN | 55. | 0.61 | 72 31
2 0
Denoising | 31. | 0.80 | 28 21
Diffusion 0

V. DISCUSSION

The diffusion model's resilience is best understood as
many small denoising corrections that repeatedly
project an attacked sample back toward the data
manifold, a mechanism StyleGAN2's single forward
pass lacks. The residual vulnerability we observe
concentrates in high-frequency CT detail, pointing to
frequency-aware defences as a next step.

VL.  CONCLUSION

Denoising diffusion offers a decisive robustness
advantage over StyleGAN2 for clinical image
generation under adversarial attack. Future work will
pair the diffusion prior with certified defences to
provide formal guarantees suitable for regulated
deployment.
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