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Abstract- We present an edge-optimized hybrid intrusion
detection system that pairs a CNN-GRU deep engine with
a signature-based Suricata rule set for IoT security. The
neural engine captures temporal attack patterns while the
rule layer catches known signatures at negligible cost, and
a priority-fusion policy reconciles their verdicts. Across N-
BaloT, CICIDS2017, and UNSW-NBI15 the system
reaches up to 99.1% F1 with a false-positive rate under 1%,
sustaining low latency even under heavy traffic.

L INTRODUCTION

Billions of connected IoT devices, projected to exceed
30 billion by 2030, present an expanding attack
surface that pure signature engines cannot cover and
pure deep models cannot explain. A hybrid that
combines learned temporal features with human-
readable rules promises both coverage and
accountability. This work engineers such a hybrid to
run at the network edge with strict latency and energy
limits.

IL. RELATED WORK

Autoencoder systems like Kitsune detect anomalies
without labels but stumble on subtle multi-stage
attacks, while signature engines such as Suricata miss
zero-days. Purely deep IDS models improve accuracy
yet resist interpretation and cost energy. Our design
keeps the strengths of each by running them in parallel
and fusing their outputs by confidence.

III.  PROPOSED METHODOLOGY
A. System Architecture

A CNN-GRU engine at the fog node extracts spatial-
temporal features from flow windows, while a
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Suricata rule engine at the edge matches packets
against a curated signature set. A priority-fusion
controller accepts a rule hit immediately and otherwise
defers to the neural score, giving fast paths for known
threats and learned coverage for novel ones.

B. Datasets and Preprocessing

We use N-BaloT, CICIDS2017, and UNSW-NBI5,
each containing normal traffic and attacks such as
DDoS, reconnaissance, and exfiltration. Features are
z-score normalized and assembled into fixed flow
windows, and training uses 1.5 million records per
dataset.

C. Model and Fusion Strategy

The CNN-GRU stacks three convolutional layers with
a two-layer GRU (64 units) and a dense classifier,
trained with Adam at learning rate 0.0001 and dropout
0.3. The fused system is deployed to a Jetson-class
edge node where latency and per-inference energy are
measured directly.

IV.  EXPERIMENTAL RESULTS

The hybrid outperforms the Kitsune baseline on every
dataset, improving F1 by roughly four points to 99.1%
on N-BaloT and holding 97.6% on the harder UNSW-
NB15. The rule layer contributes most on known
DDoS signatures, while the CNN-GRU recovers
stealthier reconnaissance flows.
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Figure 1. Detection Fl-score across three datasets for the hybrid system and the Kitsune baseline.

Under rising traffic the hybrid scales better, staying at reaches 13.1 ms. Early rule-based exits keep the neural
6.5 ms at 80k flows per second where the baseline engine from becoming a bottleneck at peak load.
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Figure 2. Detection latency versus traffic load for the hybrid and baseline systems.
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Table 1. Per-dataset accuracy, F1, false-positive
rate, and energy for the hybrid system.

Dataset Accuracy | F1 FPR | Energy

(%) (%) | o) | (mJ))
N-BaloT 99.3 99.1 | 09 |41
CICIDS2017 | 98.6 984 | 1.2 | 44
UNSW- 97.8 97.6 | 1.5 |46
NBI15

V. DISCUSSION

Fusion by priority is simple yet effective because the
two engines fail in different regimes: rules err toward
false negatives on novel attacks, the neural model
toward occasional false positives on rare benign
patterns, and combining them cancels much of each
error. The main operational cost is maintaining an up-
to-date signature set.

VI.  CONCLUSION AND FUTURE WORK

Coupling a CNN-GRU engine with signature rules
yields an accurate, low-latency IDS suited to IoT edge
deployment. Future work will automate signature
generation from neural detections so the rule layer
keeps pace with emerging threats.
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