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Abstract- We propose a real-time IoT intrusion detector 

that fuses a Transformer-LSTM neural engine with a 

signature rule engine through an adaptive fusion 

controller. Rather than fixing the balance between the two, 

the controller learns per-flow weights from recent 

reliability, trusting rules on familiar traffic and the neural 

model on novel patterns. On IoT-23, BoT-IoT, and CIC-

IDS-2018 the system attains up to 99.4% F1 with false 

positives as low as 0.6%, all within a real-time latency 

budget. 

 

I. INTRODUCTION 

 

Static fusion of neural and rule-based detectors is 

brittle because the right weighting shifts with the 

traffic mix: during a known flood, rules should 

dominate, while a novel exploit demands the learned 

model. An adaptive controller that reweights the two 

engines online can track these shifts. We build such a 

controller on top of a Transformer-LSTM engine for 

real-time IoT defence. 

 

II. RELATED WORK 

 

Systems like DeepEdgeIDS achieve strong accuracy 

but combine components with fixed weights, and 

signature engines alone cannot follow evolving 

attacks. Attention-based detectors capture long-range 

dependencies yet are rarely fused adaptively with 

rules. Our adaptive-fusion design fills this gap, 

adjusting trust dynamically from observed reliability. 

 

III. PROPOSED METHODOLOGY 

 

A. System Architecture 

A Transformer-LSTM engine encodes flow sequences 

with self-attention over an LSTM backbone, while a 

signature engine flags known patterns. An adaptive-

fusion controller maintains a running reliability 

estimate for each source and blends their scores with 

weights that update per flow, favouring whichever 

engine has been more trustworthy on similar recent 

traffic. 

 

B. Datasets and Preprocessing 

IoT-23, BoT-IoT, and CIC-IDS-2018 supply modern 

attack traces including botnets, DDoS, and multi-stage 

intrusions. Features are normalized and windowed, 

with 1.4 million records per dataset used for training 

and a temporal split for evaluation. 

 

C. Model and Fusion Strategy 

The neural engine couples a two-layer LSTM with a 

four-head self-attention block and a dense classifier, 

trained with Adam at learning rate 0.0001 and dropout 

0.3. The fused detector runs on an edge node where 

end-to-end latency and energy are measured under 

increasing load. 

 

IV. EXPERIMENTAL RESULTS 

 

Adaptive fusion lifts F1 above both single engines and 

the DeepEdgeIDS baseline, reaching 99.4% on BoT-

IoT and holding 98.2% on the diverse CIC-IDS-2018. 

The controller's per-flow reweighting is most valuable 

on mixed traffic where a fixed weight would misjudge 

one attack class. 
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Figure 1. Detection F1-score across three datasets for adaptive fusion and the DeepEdgeIDS baseline. 

 

Latency remains within real-time bounds as load 

climbs, at 6.0 ms for 80k flows per second against 13.6 

ms for the baseline. The controller adds negligible 

overhead because it updates only a pair of scalar 

weights per flow. 

 

 

 
Figure 2. Detection latency versus traffic load for adaptive fusion and the baseline. 
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Table 1. Per-dataset accuracy, F1, false-positive 

rate, and energy for the adaptive-fusion detector. 

Dataset Accuracy 

(%) 

F1 

(%) 

FPR 

(%) 

Energy 

(mJ) 

IoT-23 99.2 99.0 0.8 43 

BoT-

IoT 

99.5 99.4 0.6 42 

CIC-

IDS-

2018 

98.4 98.2 1.1 45 

 

V. DISCUSSION 

 

Adaptive fusion works because engine reliability is 

locally predictable: rules are dependable in bursts of 

known attacks and the neural model in periods of 

novelty, and a short reliability memory captures which 

regime is active. The controller's stability depends on 

that memory's length, which we tune to balance 

responsiveness against noise. 

 

VI. CONCLUSION AND FUTURE WORK 

 

An adaptive-fusion controller over a Transformer-

LSTM and a rule engine delivers accurate, real-time 

IoT intrusion detection that adjusts to shifting traffic. 

Future work will make the controller itself learnable 

end-to-end and validate it on live network 

deployments. 
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