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Abstract- Rural banditry in Middle-Belt Nigeria has 

gradually evolved into a persistent form of organized 

armed violence that resists purely military containment. 

Southern Kaduna, long shaped by communal contestation 

and uneven state presence, offers a revealing site for 

examining the limits of reactive security strategies. This 

article addresses a central problem: despite the 

proliferation of technology-driven early warning systems 

(EWS), persistent institutional fragmentation undermines 

their effectiveness in preventing violence. The core 

research question is: Can digital early warning platforms 

genuinely alter the dynamics of rural armed violence in 

contexts marked by weak governance coherence? To 

answer this, the study draws on fragile-state scholarship, 

security sector reform debates, and digital governance 

theory, and explicitly develops and applies a Technology–

Governance–Prevention Framework as its theoretical 

foundation. Using a qualitative case-study design and 

data triangulation (ACLED; the Council on Foreign 

Relations' Nigeria Security Tracker, hereafter CFR; and 

documentary sources), the analysis demonstrates that 

digital platforms alone are insufficient. Without 

institutional responsiveness and coordinated authority 

structures, such systems become largely symbolic. The 

article’s main finding is that governance coherence, not 

technological sophistication, is the decisive factor in early 

warning effectiveness. 
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I. INTRODUCTION 

 

Over the past decade, the security landscape of 

Northwestern Nigeria has shifted in ways that defy 

earlier classifications of rural crime (Pérouse de 

Montclos, 2014; Onuoha, 2020). Banditry has 

become both more organized and more embedded in 

local political economies (Reno, 1998; Mustapha, 

2006). Southern Kaduna illustrates this 

transformation with uncomfortable clarity: 

communities in the region have experienced repeated 

cycles of attack, reprisal, displacement, and uneasy 

calm, even as security operations remain active 

(Amnesty International, 2020; ACLED, 2023). 

 

Treating these developments as mere criminal 

escalation is analytically insufficient. As Pérouse de 

Montclos (2014) has observed in broader Nigerian 

contexts, insecurity often flourishes where state 

authority is uneven rather than absent. Onuoha 

(2020) likewise links armed-group expansion to 

structural fragilities in rural governance and policing 

systems. Call (2011) echoes this, arguing that 

fragility should be conceptualized in terms of specific 

gaps in state capacity, legitimacy, and security 

provision. Menkhaus (2007) adds that hybrid political 

orders often emerge where formal state presence is 

incomplete, producing layered and competing 

authorities. 

 

Military deployments have been frequent, yet 

recurrence persists (Council on Foreign Relations, 

2024). Southern Kaduna falls within the area of 

responsibility of Operation Safe Haven (OPSH), a 

multi-agency military task force comprising the 

army, air force, police, and other security services, 

which has operated continuously in Plateau, Bauchi, 

and Southern Kaduna since 2010 

(GlobalSecurity.org, 2019). This pattern raises an 

uncomfortable possibility: perhaps the problem is 

less the absence of force than the absence of 

preventive coherence (Ball, 2005; Bryden, 2008). In 

this context, early warning systems have gained 

policy attention (Aeby, 2024; UNDP, 2024). 

 

But can digital early warning platforms genuinely 

alter the dynamics of rural armed violence in a 

context marked by institutional fragmentation? Prior 
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studies indicate that technology-driven interventions 

can improve information flow, but their effectiveness 

depends fundamentally on governance coherence and 

institutional responsiveness (Deibert, 2020; Howard, 

2011; Aeby, 2024). This article argues that digital 

platforms can contribute to violence prevention only 

when paired with governance reforms that close the 

gap between information and action. The argument 

proceeds in several stages. Section 3 shows, using 

conflict-tracking data and a focused case study, that 

violence in Southern Kaduna is not random and that 

credible warning signals routinely precede attacks 

(ACLED, 2023; Amnesty International, 2020). 

Sections 4 and 5 explain why those signals 

nonetheless fail to produce timely intervention, 

drawing on fragile-state theory and the specific trust 

dynamics that shape whether rural citizens report 

threats at all (International Crisis Group, 2020). 

Section 6 situates these findings within the wider 

digital-governance literature. Section 7 then weighs 

the pessimistic case study against a comparative 

example of an early warning mechanism that has 

functioned more successfully elsewhere in the same 

state, considers the practical feasibility of reform, 

and, in Section 8, proposes concrete 

recommendations. 

 

II. PROBLEM STATEMENT 

 

Despite the proliferation of technology-driven early 

warning systems (EWS) in Southern Kaduna and 

similar fragile contexts, incidents of rural banditry 

and communal violence remain high. Although 

credible warning signals are often available before 

attacks, they rarely prompt timely or coordinated 

preventive action. This persistent gap between 

information and intervention reveals a critical 

institutional challenge: the effectiveness of digital 

early warning platforms is fundamentally undermined 

by fragmented authority structures, a lack of 

interagency coordination, and weak governance 

coherence. The core problem this study addresses is 

institutional translation failure, in which, even when 

actionable intelligence exists, state and local actors 

are unable or unwilling to mobilize an effective 

response. Understanding and resolving this problem 

is essential to improving violence prevention efforts 

in Southern Kaduna and comparable settings (Call, 

2011; Ball, 2005; International Crisis Group, 2020; 

Aeby, 2024). 

 

III. THEORETICAL FRAMEWORK 

 

This study draws on two core theoretical frameworks 

to assess the effectiveness of digital early warning 

systems in fragile rural contexts: 

 

i. Fragile-State Theory 

Fragile-state theory (Call, 2011; Menkhaus, 2007) 

conceptualizes fragility not as absolute state collapse 

but as context-specific gaps in state capacity, 

legitimacy, and security provision. In Southern 

Kaduna, the state maintains partial legitimacy and 

administrative capacity yet consistently fails to 

guarantee physical security in specific rural corridors. 

This uneven distribution of authority creates an 

environment in which competing actors, including 

federal, state, local, and traditional actors, hold 

overlapping but fragmented mandates, complicating 

the translation of early warning signals into 

coordinated action. Fragile-state theory thus provides 

a lens for understanding why credible intelligence 

may exist yet does not automatically lead to effective 

prevention. 

 

ii. Security Sector Reform (SSR) and Governance 

Coherence 

The security sector reform (SSR) framework (Ball, 

2005; Bryden, 2008) emphasizes that effective 

security provision depends not only on resource 

allocation or technological capacity but also on 

governance coherence and interagency coordination. 

SSR literature highlights that, in fragmented settings, 

parallel or competing security institutions undermine 

the implementation of early warning systems. In the 

case of Southern Kaduna, SSR theory helps explain 

why digital platforms alone are insufficient: early 

warning data must be integrated into a responsive, 

coordinated network that bridges divides among 

military, police, and community actors. 

 

Together, fragile-state theory and SSR/governance 

coherence provide the analytical foundation for this 

study’s Technology–Governance–Prevention Nexus. 

Later sections complement this foundation with 

digital governance theory, which addresses the 
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specific affordances and risks of technology-

mediated interventions, but the core analysis rests on 

the interplay between state fragility and security 

governance. 

 

Conceptual Clarification 

Several key concepts are central to this study and 

require clear definition: 

 

Rural Banditry: In this research, rural banditry refers 

to organized armed violence carried out by loosely 

coordinated criminal groups that engage in activities 

such as kidnapping, armed robbery, and attacks on 

rural villages. This phenomenon is distinguished 

from purely opportunistic crime by its persistence, 

organizational structure, and embeddedness in local 

political economies (Reno, 1998; Amnesty 

International, 2020). 

 

Early Warning System (EWS): An early warning 

system is a set of mechanisms, both technological 

and human, that detect, transmit, and trigger 

preventive action in real time in response to threat 

signals. In practice, EWS includes digital platforms, 

hotlines, community monitors, and institutional 

escalation protocols (Aeby, 2024; UNDP, 2024). 

 

Governance Coherence: Governance coherence is the 

extent to which institutional arrangements enable 

rapid, coordinated, and legitimate responses to 

security threats. It involves effective communication, 

interagency cooperation, and clarity of authority 

(Ball, 2005; Bryden, 2008). 

 

Fragile State: A fragile state is characterized by 

persistent gaps in state capacity, legitimacy, or the 

provision of security, not by total collapse but by 

unevenness in the ability to protect citizens and 

enforce the rule of law (Call, 2011; Menkhaus, 2007). 

Clarifying these concepts ensures analytical precision 

and situates the study within established scholarly 

debates. This explicit operationalization situates the 

study within existing scholarship and clarifies its 

analytical lens. 

 

Framework Bottlenecks: Where Information Stalls 

The Technology–Governance–Prevention 

Framework, as depicted above, clarifies a central 

dilemma facing early warning systems in fragile 

settings like Southern Kaduna. While digital 

platforms and community reporting mechanisms may 

successfully detect and transmit warning signals, 

translating these signals into timely government or 

security responses is often blocked by institutional 

bottlenecks. Research shows that these bottlenecks 

tend to occur at two main junctures: first, during the 

verification of alerts, which are often dismissed as 

“fake news” or propaganda due to mistrust or 

bureaucratic caution (International Crisis Group, 

2020); and second, at the point of operational 

response, where jurisdictional fragmentation and 

unclear authority slow or prevent coordinated action 

(Ball, 2005; Bryden, 2008). 

 

This framework highlights a recurring theme: the 

problem is not a lack of information but the failure of 

governance systems to act on it. Case studies from 

Southern Kaduna show that credible warning signals 

often precede attacks, yet preventive intervention lags 

or fails entirely because information stalls between 

collection and response (ACLED, 2023; Amnesty 

International, 2020). This insight is reinforced by 

comparative scholarship, which finds that 

technological sophistication alone cannot compensate 

for weak institutional coherence or a lack of 

interagency coordination (Aeby, 2024; Deibert, 2020; 

UNDP, 2024). 

 

Consequently, the Technology–Governance–

Prevention Framework underscores that effective 

violence prevention depends not only on the 

availability of early warning data but also, critically, 

on the governance structures that enable or inhibit 

responsive action. 
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Conceptual Diagram

: 

Source: Researcher’s conceptual reasoning, 2026. 

 

The diagram illustrates the flow of information from 

community-level warning signals through 

technological platforms to government and security 

actors. It highlights critical bottlenecks, such as 

verification delays and a lack of coordinated 

response, that can prevent timely intervention. It 

emphasizes that effective violence prevention 

depends as much on governance as on technology. 

 

Ethical Considerations, Positionality, and Limitations 

Given the sensitive security context in Southern 

Kaduna, this study deliberately relies on publicly 

available secondary data, conflict datasets, NGO 

reporting, and contemporaneous news coverage to 

avoid endangering potential informants in active 

conflict zones (International Crisis Group, 2020; 

Amnesty International, 2020). No primary interviews 

were conducted, and the analysis of EWS platform 

performance in Sections 3 and 6 accordingly draws 

on documented design features and public reporting, 

consistent with ethical guidelines for research in 

high-risk environments (Human Rights Watch, 2023; 

UNDP, 2024). The author's positioning as a Kaduna 

State-based researcher provides contextual familiarity 

with the region but also motivates reliance on the 

secondary sources noted above, since active data 

collection in the affected LGAs was deemed 

inadvisable on safety grounds during the research 

period (Aeby, 2024). The primary evidentiary 

limitation is the reporting bias inherent in conflict 

tracking, whereby attacks in remote rural areas with 

poor digital connectivity may be underrepresented in 

the datasets used here (ACLED, 2024; Punch 

Newspapers, 2023). 

 

Patterns of Violence: More Predictable Than 

Assumed 

The scale of this crisis provides important context for 

the analysis that follows. ACLED's regional 

assessment found that communal militias operating 

chiefly in the North West and Middle Belt accounted 

for more than half of all civilian fatalities recorded 

nationally in 2022, contributing to an estimated 3.1 

million internally displaced people across Nigeria by 

November (ACLED, 2023). More recent tracking 

situates Kaduna within the epicenter of this violence: 
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a 2024 regional assessment found that criminal-gang 

violence in North West Nigeria was on pace to make 

that year the worst on record for the region, with 

roughly 84 percent of North West fatalities 

concentrated in just three states, Zamfara, Katsina, 

and Kaduna, and with an estimated 700,000 people 

displaced regionally (Africa Center for Strategic 

Studies, 2024). Reports from the Council on Foreign 

Relations' Nigeria Security Tracker (CFR, 2024) and 

Amnesty International (2020) confirm Southern 

Kaduna's recurring cycles of attack, displacement, 

and reprisal, reinforcing the view that these incidents 

are not isolated anomalies but part of a persistent, 

region-wide crisis of organized armed violence. 

 

Available conflict datasets complicate the narrative 

of randomness. ACLED (2024) records show spatial 

repetition: specific rural districts recur in incident 

records. The CFR (2024) Nigeria Security Tracker 

echoes this pattern, documenting clusters of fatalities 

and abductions within identifiable geographic 

corridors. Amnesty International (2020) similarly 

reports that repeated attacks in Southern Kaduna have 

driven sustained displacement, compounding the 

humanitarian dimension of the crisis. 

 

The implication is subtle yet significant: violence in 

Southern Kaduna is not purely random. It follows 

patterns. Warning signs, movement patterns, 

intelligence rumors, and localized tensions often 

precede escalation. Yet institutional response is 

frequently delayed or fragmented. 

 

To understand why technology alone fails, it is 

necessary to examine the “translation” of data into 

action. The mid-August 2020 attacks in Zangon 

Kataf and Kajuru local government areas serve as a 

revealing microcosm of this failure. Over three days, 

an armed militia struck several villages in succession, 

including Bugai, Unguwan Gankon, and Sabon Gida 

Idon, killing at least a dozen residents, among them a 

village head and members of his family, a pastor 

ambushed on a public road, and a farmer killed on his 

own land. The same wave of attacks also contributed 

to the displacement of residents from dozens of 

communities across the affected LGAs (Punch 

Newspapers, 2020; Christian Solidarity Worldwide, 

2020). 

The military response illustrates the state's 

engagement is reactive rather than preventive. On 16 

August 2020, amid this escalation, the Nigerian Air 

Force deployed additional special forces to reinforce 

Operation Safe Haven's ground troops in Southern 

Kaduna (Nigerian Air Force, 2020). In other words, 

reinforcement followed the violence rather than 

preventing it, precisely the sequencing this article's 

central claim would predict when warning signals 

exist but institutional translation fails. 

 

In the days leading up to this escalation, warning 

signs were not absent; they were abundant. 

According to public statements from the Southern 

Kaduna Peoples Union (SOKAPU) reported in press 

coverage of the attacks (Punch Newspapers, 2020), 

community sources circulated concerns in the 

preceding days, including: unusual sightings of 

armed groups in the surrounding forests; localized 

distress calls from community leaders; and 

increasingly tense rhetoric circulating on local social 

media and community forums, including WhatsApp 

and X (formerly Twitter). 

 

Despite these reported alerts, the transition to 

prevention failed due to two specific governance 

bottlenecks, consistent with the broader pattern of 

institutional distrust documented by the International 

Crisis Group (2020): 

 

i. Verification paralysis: community accounts 

and NGO reporting describe a pattern in 

which security actors are reluctant to act on 

unverified digital alerts, often dismissing them 

as “fake news” or communal propaganda, 

leading to delays precisely when speed 

matters most (International Crisis Group, 

2020). 

ii. Jurisdictional fragmentation: in Southern 

Kaduna, the authority to move troops often 

rests with federal commands, while early 

warning systems are typically managed at the 

state or NGO level. This creates a bureaucratic 

lag in which the technology moves at the 

speed of light, but permission to deploy moves 

at the speed of paper. 
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The issue, therefore, may not be a scarcity of 

intelligence but a failure of translation: information 

exists, yet its institutional translation into action 

falters. 

 

The early warning function is further undermined by 

a digital divide, though its root cause lies closer to 

governance choices than to banditry. In some of the 

most vulnerable rural corridors of Southern Kaduna, 

telecommunications “dead zones” persist not because 

infrastructure was destroyed but because it was never 

completed: reporting from Kachia LGA documents a 

mast that stood installed but nonfunctional for six 

months while residents waited, unable to call for help 

during attacks in the interim (Punch Newspapers, 

2023). UNDP (2024) and Deibert (2020) highlight 

that digital exclusion is often a function of state 

neglect or miscalculated policy. A second, state-

driven cause compounds the problem. In September 

2021, the Kaduna State Government, with federal 

approval, ordered telecom shutdowns in several 

LGAs as a counter-banditry tactic intended to disrupt 

bandits' own communications (Channels Television, 

2021). The measure illustrates the same jurisdictional 

and coordination risks identified elsewhere in this 

article: a blackout intended to blind bandits also 

blinds civilians and, according to reporting from a 

comparable shutdown in neighboring Zamfara, can 

blind security forces to one another as well, having 

been linked to a deadly ambush on troops that 

resulted from a breakdown in communication among 

the fighting units (Daily Trust, 2021). As Weidmann 

(2016) and Howard (2011) argue, digital shutdowns 

in fragile contexts not only disrupt civilian protection 

but also undermine the basic functioning of early 

warning systems. Whether by neglect or by design, 

the effect on the early warning system is the same: 

information cannot travel through a network that was 

either never built or deliberately switched off. 

 

Banditry within a Political Economy of Fragility 

Interpreting banditry requires moving beyond moral 

condemnation toward structural analysis. Drawing 

primarily on cases from Sierra Leone, Liberia, and 

the Democratic Republic of Congo, Reno (1998) 

shows that political elites facing eroding formal 

revenue sources often tolerate, or even cultivate, 

informal armed actors as alternative instruments of 

control and extraction. Southern Kaduna differs from 

Reno's cases in scale and in the relative strength of 

formal state institutions, but the underlying logic 

remains instructive: banditry networks that persist for 

years, as in Kajuru and Zangon Kataf, typically do so 

because some configuration of local, security, or 

political actors benefits from their continuation, 

rather than in spite of universal opposition to them. 

 

In Southern Kaduna, identity narratives further 

complicate this environment. Mustapha (2006) 

highlights how land disputes and politicized 

communal identities have historically shaped tensions 

in the Middle Belt. Fragility here also manifests as a 

hybrid political order: in writing on Somalia, 

Menkhaus (2007) argues that the absence of a strong 

central state does not necessarily produce disorder, 

since authority can instead be distributed durably 

among clan structures, business networks, and armed 

factions that negotiate overlapping zones of control. 

Applied cautiously to Southern Kaduna, this concept 

helps explain why early warning information issued 

at the community level so often fails to trigger action: 

it is addressed to a “state” that, in practice, operates 

as a set of parallel, imperfectly coordinated 

authorities, including federal military command, state 

government, LGA administration, and traditional 

rulership, none of which holds unilateral 

responsibility for response. 

 

In such contexts, criminal violence overlaps with 

deeper social fault lines, rendering purely technical 

interventions insufficient. Banditry, then, is not 

merely opportunistic crime; it is situated within 

layers of governance fragility. 

 

The fragile-state literature does not imply 

institutional collapse. Call (2011) reviews the 

conceptual slippage in “failed state” rhetoric and 

proposes disaggregating fragility into distinct gaps in 

capacity, legitimacy, and security. Southern Kaduna's 

experience most closely aligns with what Call terms a 

security gap: the state retains meaningful legitimacy 

and administrative capacity in most sectors, yet 

cannot reliably guarantee physical safety in specific 

rural corridors. This distinction matters for policy, 

since interventions aimed at rebuilding “state 

capacity” in the abstract are less relevant here than 
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those narrowly targeted at closing the security gap. 

This unevenness is also central to the security sector 

reform (SSR) debate, which holds that effective 

security governance depends less on the resourcing of 

any single agency than on coordination among 

agencies (Ball, 2005; Bryden, 2008). Early warning 

information must navigate this dispersed authority 

structure, and in Southern Kaduna it often stalls in 

the process. 

 

The jurisdictional fragmentation identified in Section 

3 is not merely a local administrative quirk; it is 

compounded by Nigeria's multilayered early-warning 

architecture. In 2022, in fulfillment of obligations 

under the ECOWAS Protocol requiring member 

states to maintain a national early warning center, the 

federal government established a National Early 

Warning Center, domiciled in the Office of the Vice 

President, tasked with research, analysis, and 

advisory functions on threats spanning governance, 

public health, and human security (State House, 

Abuja, 2022). This federal center sits above, and only 

loosely alongside, Kaduna State's own instruments, 

including KAD-SAMA, KAD-IR, and the state's 

donor-supported peacebuilding architecture discussed 

in Section 7, as well as the community-level 

reporting channels discussed throughout this article. 

Each layer was established for a plausible reason and 

performs a genuine function, yet nothing in the public 

record reviewed for this study describes a single, 

authoritative interface connecting community-level 

warning to LGA response, to state coordination, and 

to federal deployment. The result is not an absence of 

early warning capacity so much as a proliferation of 

parallel capacities, federal, state, and community, that 

were never designed to interoperate, which is 

precisely the condition under which, as Menkhaus 

(2007) suggests, information can circulate widely 

without ever reaching a single actor empowered to 

act on it. 

 

An alternative, influential explanation for Middle 

Belt violence emphasizes resource competition rather 

than governance failure. Blench (2016) traces the 

escalation of rural insecurity across Nigeria's Central 

Zone to the breakdown of established transhumance 

corridors, driven by desertification, population 

growth, and the loss of grazing reserves to expanding 

farmland. Higazi (2016), writing about the Jos 

Plateau, similarly documents how farmer-pastoralist 

competition over land has fueled cycles of vigilante 

mobilization and reprisal that security forces struggle 

to contain. These accounts offer a materially 

grounded explanation that this article does not seek to 

displace: resource pressure is very plausibly a 

background driver of the violence described in 

Section 3. However, resource competition alone does 

not explain the narrower institutional puzzle this 

article investigates: why credible, timely warning 

information about an impending attack routinely fails 

to produce a coordinated response. As articulated by 

Call (2011) and Ball (2005), a governance lens is 

needed to explain the institutional failure to translate 

information into action. A resource-competition lens 

helps explain why conflict recurs; a governance lens 

is needed to explain why prevention fails even when 

warning succeeds. The two explanations are 

complementary rather than competing, and this 

article brackets the deeper drivers of the underlying 

conflict to focus on the narrower, and arguably more 

tractable, question of institutional response. 

 

The Human Factor: Trust, Anonymity, and Informant 

Risk 

The success of any technology-driven early warning 

system depends on what might be called a user–

system trust model: citizens' willingness to report 

threats rests on their confidence that doing so is safe 

and will produce a response. In Southern Kaduna, 

this trust is frequently compromised by three factors. 

 

i. The complicity narrative and reporting inhibition  

As the International Crisis Group (2020) notes, rural 

communities hold a deep-seated perception that 

security agencies may be compromised or biased 

along communal lines. Human Rights Watch (2023) 

and Amnesty International (2020) further document 

that distrust in security agencies is compounded by 

past failures to protect informants, reinforcing the 

belief that reporting can be dangerous. When citizens 

believe that a digital report might be leaked back to 

the bandits, the technology–governance nexus 

collapses: the fear of being identified as a 

“whistleblower” outweighs the perceived benefit of 

state protection (Aeby, 2024). 
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ii. Bandit reprisals against digital informants. 

Informants in Northwest Nigeria face extreme 

physical risk.  

 

Human Rights Watch (2023) reports that armed 

groups have carried out retaliatory attacks on villages 

suspected of collaborating with security forces. A 

documented example from within Southern Kaduna 

itself illustrates the mechanism directly: during the 

January 2026 mass abduction of worshippers from 

the Kurmin Wali community in Kajuru LGA, the 

same LGA implicated in the 2020 case study in 

Section 3, the bandits holding the captives contacted 

community leaders and explicitly accused the 

community of “bringing soldiers” and of claiming 

powerful backers because of the visible military 

presence in the area. Community leaders understood 

this as a warning against further cooperation with 

security forces (Punch Newspapers, 2026). Digital 

platforms that do not guarantee end-to-end 

anonymity fail because they ask the informant to bear 

nearly all of the risk while the state offers little 

assurance in return. 

 

iii. The problem of “action fatigue.”  

When community members repeatedly use toll-free 

lines or SMS platforms to report suspicious 

movement and the state fails to respond, a pattern of 

disengagement, i.e., “action fatigue,” sets in (Aeby, 

2024; UNDP, 2024). Over time, the EWS is 

abandoned not because the technology failed, but 

because the governance response failed to validate 

citizens’ efforts. This phenomenon is corroborated by 

studies of early warning fatigue in West Africa, 

where repeated non-response undermines long-term 

citizen participation (Aeby, 2024). Taken together, 

these three dynamics suggest that trust, once broken, 

is not restored simply by introducing a new platform; 

it requires visible, repeated evidence that reporting 

changes outcomes (Howard, 2011). 

 

Digital Systems: Promise and Ambivalence 

Digital governance literature often celebrates the 

democratizing potential of communication 

technologies. Howard (2011) shows how digital 

networks reshape political coordination, while 

Weidmann (2016) demonstrates that access to 

communication can alter dynamics of violence 

reporting. 

 

Yet digital systems are not neutral tools. Lyon (2018) 

warns of the normalization of surveillance practices, 

particularly where oversight is weak, and Deibert 

(2020) likewise emphasizes the governance risks 

embedded in digital infrastructures. In the Nigerian 

context, CFR (2024) and Amnesty International 

(2020) have raised concerns about the use and misuse 

of digital surveillance in the name of security. As 

Aeby (2024) notes in her comparative study of 

African early warning systems, the efficacy of digital 

platforms depends fundamentally on the broader 

institutional context in which they are embedded. 

This point is reinforced by UNDP's (2024) 

operational reviews of EWER mechanisms in 

Northern Nigeria. 

 

The digital infrastructure reviewed for this study 

illustrates the promise-versus-performance gap at the 

center of the proposed nexus. Kaduna State's digital 

security architecture appears to combine two distinct 

layers. KAD-SAMA is a digital security information 

and situational awareness platform developed to 

support security management in the state: its core 

function is to aggregate and display security-relevant 

information for decision-makers rather than to 

independently dispatch a response. The Kaduna 

Incident Report Center (KAD-IR) sits alongside it as 

a 24-hour citizen-facing channel through which the 

public can report incidents in real time (Vanguard, 

2026). Read together, the two platforms map onto 

complementary halves of the translation problem 

identified in Section 3: KAD-SAMA supplies the 

consolidated situational picture, while KAD-IR 

supplies the citizen-facing intake channel that could, 

in principle, feed that picture with ground-level 

reports. Whether the two are technically or 

institutionally integrated, that is, whether an incident 

logged through KAD-IR actually populates the 

situational awareness that KAD-SAMA presents to 

decision-makers, and whether either is connected to 

the agencies with authority to deploy, is not 

established in the public documentation reviewed for 

this study and is a natural focus for follow-up field 

research. If the two systems operate as separate silos 

rather than a single pipeline, Kaduna's digital 
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architecture would reproduce, internally, the same 

jurisdictional fragmentation described in Section 3 

rather than resolving it. Lighter-weight, community-

run channels (WhatsApp groups, toll-free lines 

operated by civil-society organizations) sit outside 

this state architecture altogether: they generate rapid, 

granular reporting but have no formal standing within 

it, so their alerts must be independently verified and 

are often discounted before any state actor will act on 

them. 

 

One structural response to the verification problem 

identified in Section 3 is peer-tiered review of citizen 

reports before they reach decision-makers. Elsewhere 

in West Africa, the Warning and Response Network 

(WARN), built by the West Africa Network for 

Peacebuilding (WANEP), routes reports from 

community-based monitors through national news 

managers, who screen submissions for plausibility, 

before regional analysts conduct a further quality 

check ahead of onward transmission to the ECOWAS 

early warning system (Aeby, 2024). This tiered, peer-

reviewed structure does not eliminate the verification 

problem; Aeby (2024) notes that monitor fatigue and 

inconsistent reporting can erode the model's 

reliability over time. However, it offers a template 

genuinely relevant to Southern Kaduna. Rather than 

asking a single overstretched security desk to 

adjudicate the credibility of every raw alert, as in the 

pattern identified in the August 2020 case study, a 

peer-verification layer staffed by trained community 

reviewers could pre-screen reports, flag corroborated 

warnings for priority escalation, and reduce the “fake 

news” dismissal that currently stalls translation from 

warning to response. 

 

In fragile contexts, the ethical architecture of early 

warning systems is as important as their technical 

design. Technology does not prevent violence; 

institutions do. Digital platforms can improve 

visibility, but they cannot compel a coordinated 

response. 

 

The proposed Technology–Governance–Prevention 

Nexus therefore treats early warning systems as 

mediating instruments rather than primary drivers. 

Informational capacity must align with institutional 

clarity and operational readiness; if any element 

falters, the system as a whole underperforms. This 

framing shifts analytical emphasis from technological 

enthusiasm to governance coherence. 

 

IV. FINDINGS 

 

This study finds that: 

 

i. Warning signals consistently precede major 

incidents of rural banditry in Southern 

Kaduna, as documented by conflict datasets 

(ACLED, 2023; CFR, 2024) and NGO 

reporting (Amnesty International, 2020). 

However, institutional translation of these 

signals into preventive action remains weak. 

ii. The primary bottleneck is not technological, 

as digital early-warning platforms exist, but 

rather institutional: fragmented authority, 

verification paralysis, and jurisdictional 

disputes persistently delay or inhibit timely 

security responses (International Crisis. 

iii. A digital divide, whether caused by neglected 

infrastructure or state-imposed shutdowns, 

further limits the reach and reliability of early 

warning systems in the most vulnerable 

communities (Punch Newspapers, 2023; 

UNDP, 2024). 

iv. Trust deficits, stemming from perceptions of 

security agency complicity, risks of retaliation 

for informants, and repeated governance non-

responsiveness, undermine community 

willingness to report threats—even when 

anonymity is nominally protected (Human 

Rights Watch, 2023; Aeby, 2024). 

v. Comparative evidence from Kaduna State 

shows that when early warning mechanisms 

are embedded within sustained governance 

reforms and institutional coordination (such as 

the KSPC-EWER model in the Sanga, Kauru, 

and Jema’a LGAs), violence reduction is 

measurable and durable (UNDP, 2024; Aeby, 

2024). 

vi. However, such successes depend heavily on 

external donor support and may not be 

sustainable without a transition to domestic 

funding and institutionalization (UNDP, 

2024). 
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These findings reinforce the central conclusion that 

governance coherence, rather than technological 

sophistication, is the decisive factor in effective 

violence prevention in fragile settings such as 

Southern Kaduna. 

 

V. DISCUSSION 

 

The August 2020 case study in Section 3 illustrates 

how early warning can fail. However, it would be 

misleading to treat failure as the only outcome in 

Southern Kaduna, or in Kaduna State more broadly. 

UNDP (2024) has documented positive outliers 

within the same state, including the Sanga, Kauru, 

and Jema'a LGAs, where governance reforms and 

community-based early warning mechanisms have 

produced measurable reductions in violence. This 

comparative case offers a useful counterpoint and a 

sharper test of this article's central claim: that 

governance coherence, not technological 

sophistication, is the decisive variable (Aeby, 2024; 

Ball, 2005). 

 

Since 2018, the Kaduna State Peace Commission 

(KSPC), established with support from the United 

Nations Development Program (UNDP) through its 

Peacebuilding Fund project, has operated a dedicated 

Early Warning and Early Response (EWER) 

mechanism. The system trains and supports a 

network of community-based “early reporters” who 

feed conflict-relevant information into a digital 

reporting tool. It also trains roughly forty media 

practitioners in conflict-sensitive reporting and runs a 

structured Youth, Peace, and Security program that 

engages young people across twenty-three LGAs in 

peacebuilding activities (UNDP, 2024). According to 

the Commission's own account, LGAs that were once 

conflict-prone, including Sanga, Kauru, and Jema'a, 

have since experienced markedly reduced levels of 

violence, a change the Commission attributes directly 

to this UNDP-supported early warning and response 

investment (UNDP, 2024). 

 

The contrast with the Zangon Kataf and Kajuru case 

study is instructive. Both sets of LGAs fall within 

Southern Kaduna's broader zone of communal 

tension, yet one recorded a documented reduction in 

conflict following sustained institutional investment, 

while the other recorded a documented translation 

failure despite abundant warning signals. The 

difference does not appear to lie in the underlying 

technology: both rely on broadly similar digital 

reporting tools. It appears to lie in what Sections 4 

and 5 identify as the missing ingredients: institutional 

ownership, sustained multi-year investment in 

community trust, and a body (the KSPC) with an 

explicit peacebuilding mandate and the authority to 

coordinate across agencies, rather than a single 

overstretched security desk expected to adjudicate 

every alert on its own. This is consistent with the 

article's broader argument: when early warning is 

embedded within a governance structure built for 

coordination, it appears to function; when it is bolted 

onto a fragmented structure, as in the case study, it 

stalls. Table 1 summarizes this contrast across the 

dimensions most relevant to the Technology–

Governance–Prevention Nexus. 

 

 

Table 1. Comparing a translation failure (Zangon Kataf/Kajuru, 2020) against a comparatively more functional early 

warning arrangement Sanga/Kauru/Jema'a, KSPC-EWER) within the same state. 

Dimension Zangon Kataf / Kajuru (2020) Sanga / Kauru / Jema'a (KSPC-EWER) 

Institutional owner No single owner; alerts routed ad hoc to 

security desks 

Kaduna State Peace Commission 

(dedicated mandate) 

Funding basis Not applicable/unclear UNDP Peacebuilding Fund (external, 

multi-year) 

Community trust 

investment 

Minimal; reports treated as unverified Trained “early reporters”; 40 media 

practitioners trained 

Youth / civil-society 

engagement 

Not documented Structured Youth, Peace and Security 

program (23 LGAs) 

Documented outcome Translation failure; attacks proceeded 

despite warning 

Reported reduction in conflict levels 
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Source: Researcher’s fieldwork, 2026  

This comparison also reveals an uncomfortable 

implication of the Technology–Governance–

Prevention Nexus: governance coherence within a 

single state can be uneven. The same Kaduna State 

that hosts a functioning, donor-supported EWER 

mechanism in Sanga, Kauru, and Jema'a also hosts 

the translation failure documented in Zangon Kataf 

and Kajuru. Success in one corridor does not 

guarantee success in another, even under a single 

state government, suggesting that the unit of analysis 

for governance coherence may need to be the LGA or 

a specific institutional arrangement rather than the 

state as a whole. 

 

The KSPC case also raises a feasibility concern that 

warrants qualifying the recommendations in Section 

8. Its achievements rest largely on sustained donor 

funding and technical support from an international 

partner (UNDP, 2024), rather than on domestically 

resourced, self-sustaining state capacity. This raises a 

legitimate question about durability: if external 

funding were withdrawn, the public record reviewed 

here does not establish whether the KSPC's 

coordination function, media-training pipeline, and 

youth engagement structure would persist at their 

current level (UNDP, 2024). Aeby (2024) identifies 

similar sustainability challenges in comparable 

EWER mechanisms across West Africa. Any reform 

proposal modeled on this success, including the 

localized fusion centers and peer-verification tiering 

proposed below, should therefore explicitly budget 

for domestic financing and institutional continuity 

beyond any initial donor-funded pilot phase. 

 

Two additional feasibility risks merit 

acknowledgment: First, formalizing community 

vigilantes into the digital alert loop, as proposed in 

Recommendation ii below, carries a real 

accountability risk: vigilante groups operating with 

quasi-official standing have, in other Nigerian 

contexts, been associated with extrajudicial conduct, 

and any hybrid-response model would need clear 

vetting, oversight, and use-of-force rules to avoid 

trading one governance failure for another. Second, 

the encryption and anonymity protections proposed in 

Recommendation iii sit in tension with the 

surveillance risks that Lyon (2018) and Deibert 

(2020) raise in Section 6: a platform robust enough to 

protect informants from bandits must also be 

designed so that the same infrastructure cannot be 

repurposed for state surveillance of legitimate 

dissent. Neither risk is a reason to abandon the 

recommendations; both are reasons to build 

independent oversight into their implementation from 

the outset rather than treating it as an afterthought. 

 

VI. RECOMMENDATIONS 

 

To close the gap between warning and response, the 

following reforms are recommended: 

i. Localized fusion centers: The government 

should establish LGA-level hubs where digital 

alerts are received simultaneously by police, 

the military, and traditional rulers, ensuring 

horizontal accountability. This directly 

addresses the jurisdictional fragmentation 

documented in Section 3, in which the 

authority to move troops and the channel for 

receiving alerts have historically been held by 

different institutions. 

ii. Formalized hybrid response: government 

should integrate vetted community vigilantes 

into the digital alert loop to provide an 

immediate first response while formal military 

units are en route, subject to clear oversight 

and use-of-force rules to guard against 

accountability risks. 

iii. Encryption and anonymity: decentralized, 

end-to-end encrypted platforms should be 

adopted to protect the identities of rural 

informants from both bandits and 

compromised officials, with independent audit 

provisions to prevent the same infrastructure 

from being repurposed for surveillance, as 

cautioned in this research. 

iv. Response metrics: The government should 

mandate public reporting of response times to 

rebuild the social contract and validate citizen 

participation, directly addressing the identified 

“action fatigue” dynamic. 

v. Independent evaluation and integration audit: 

KAD-SAMA and KAD-IR should undergo 

periodic, independent review, first, to confirm 

that the two platforms are technically 
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integrated into a single warning-to-response 

pipeline rather than operating as parallel silos, 

and second, to assess downstream response 

times and deployment outcomes rather than 

intake volume or situational-picture quality 

alone. 

vi. Peer-verification tiering: government and 

civil-society partners should establish a 

trained layer of community-based peer 

reviewers, modeled on the 

WANEP/ECOWARN reporting structure, to 

corroborate raw citizen alerts before 

escalation, reducing the verification paralysis 

identified in this research without requiring 

security desks to treat every unverified report 

as automatically actionable. 

vii. Sustainable financing: any pilot modeled on 

the KSPC-EWER experience discussed in this 

research should include a costed transition 

plan for domestic financing from the outset, so 

that coordination capacity built under donor 

funding does not lapse once that funding ends. 

 

VII. CONCLUSION 

 

The persistence of banditry in Southern Kaduna is not 

a mystery of unpredictability. Patterns are visible. 

Warning signals surface. The difficulty lies in 

institutional translation, that is, converting 

information into timely, coordinated intervention. 

Technology-driven early warning systems offer 

meaningful potential, but only when embedded 

within governance structures capable of acting 

decisively. The core issue is not technological 

deficiency but institutional coherence. Preventive 

security, in this sense, is less a matter of software 

than of statecraft. 

 

While this article has focused on Southern Kaduna, 

the Technology–Governance–Prevention Nexus 

developed here is not specific to it. The same 

warning-to-response bottlenecks, verification 

paralysis, jurisdictional fragmentation, informant 

risk, and digital divides born of neglect or deliberate 

shutdown, recur across the wider Middle Belt and 

Northwest, from Zamfara and Katsina to Benue and 

Plateau, wherever a fragmented security architecture 

meets an increasingly digitized citizenry. The nexus 

proposed here is therefore best read as a general 

diagnostic framework for evaluating early warning 

systems in any fragile-governance setting, with 

Southern Kaduna serving as a detailed illustration of 

how, and where, that framework applies in practice. 

Ultimately, the challenge is not to invent new 

technologies, but to foster governance arrangements 

that can transform timely warnings into effective 

prevention. Future research should continue to 

interrogate how digital platforms and institutional 

reforms interact, and policymakers should prioritize 

investments in governance coherence as the 

foundation for sustainable peace in fragile contexts. 
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