
© AUG 2021 | IRE Journals | Volume 5 Issue 2 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV5I2-1722621 

 

IRE 1722621          ICONIC RESEARCH AND ENGINEERING JOURNALS 401 

Cyber Risk Management Maturity in Nigeria's Insurance 

Sector: An Assessment Against the NAICOM and NDPR 

Regulatory Landscape 
 

SAMUEL FADERO1, STANLEY NWAKAMMA2, DEMILADE JOODA3, SERIF OYINDAMOLA 

OYESIJI4 

1SanlamAllianz Life Insurance Ltd, Lagos Nigeria 
2Independent Researcher, USA 

3Fasyl Technology Ghana - Accra, Ghana 
4Independent Researcher, Lagos Nigeria 

 

Abstract- This review critically examines the maturity of 

cyber risk management within Nigeria’s insurance sector, 

with particular attention to the extent to which 

organisational practices align with prevailing supervisory, 

data-protection, and resilience expectations. It seeks to 

determine whether insurers are progressing beyond 

formal compliance toward embedded, measurable, and 

adaptive cyber-risk capabilities. The study adopts a 

structured narrative review approach, synthesising 

scholarly literature, regulatory instruments, industry 

guidance, and established cybersecurity maturity 

frameworks to evaluate governance, threat exposure, 

privacy protection, incident management, operational 

resilience, workforce capability, and regulatory 

alignment. The findings indicate that cyber maturity 

within the sector is shaped by the quality of board 

oversight, integration of cyber risk into enterprise risk 

management, effectiveness of technical and 

organisational controls, third-party governance, and the 

ability to detect, respond to, and recover from disruptive 

events. The review further identifies significant barriers, 

including fragmented accountability, uneven security 

investment, skills shortages, weak security cultures, 

legacy systems, inconsistent control measurement, and 

gaps between documented compliance and operational 

effectiveness. It also establishes that regulatory 

conformity alone is insufficient to demonstrate resilience 

where controls are not continuously tested, monitored, 

and improved. The study concludes that a more mature 

cyber-risk posture requires coordinated governance, risk-

based supervision, measurable maturity assessments, 

stronger privacy-by-design practices, continuous 

monitoring, and tested incident-response and recovery 

capabilities. It recommends enhanced board 

accountability, sector-wide threat intelligence, structured 

third-party assurance, sustained cybersecurity workforce 

development, and closer alignment between supervisory 

expectations and evidence-based resilience metrics. These 

measures are essential for strengthening policyholder 

protection, operational continuity, regulatory confidence, 

and the long-term stability of Nigeria’s increasingly 

digital insurance ecosystem amid increasingly 

sophisticated cyber threats. 
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I. INTRODUCTION 

 

1.1 Digital Transformation and Emerging Cyber 

Risks 

Digital transformation has altered the operating 

architecture of insurance by shifting customer 

acquisition, underwriting, claims administration and 

service delivery toward digital platforms. Cloud 

computing, mobile applications, advanced analytics, 

application programming interfaces and automated 

decision systems compress processing times and 

expand access, but also enlarge the interfaces through 

which policyholder and corporate data may be 

exposed. Digitalisation therefore changes how 

insurers create value and the location and 

interconnectedness of operational risk across the 

insurance value chain (Eling & Lehmann, 2018). 

 

The strategic significance of this transition is evident 

in insurers’ movement from isolated technology 

projects toward enterprise-wide digital agendas. Such 

agendas link technology investment with innovation, 

customer experience and organisational performance, 
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making cyber resilience inseparable from business 

strategy. Where transformation proceeds faster than 

governance, legacy applications, fragmented 

databases, weak access controls and poorly governed 

integrations can create vulnerabilities that undermine 

digital initiatives (Bohnert, Fritzsche & Gregor, 

2019). 

 

InsurTech intensifies this transformation by 

combining data-driven services, platform 

intermediation and technology-enabled relationships 

among insurers, intermediaries, customers and 

external providers. These innovations can improve 

personalisation and efficiency while extending data 

flows beyond organisational boundaries. For 

Nigerian insurers, expanding digital ecosystems 

consequently require security architectures capable of 

protecting information across partner interfaces and 

outsourced technology services rather than 

concentrating controls within traditional corporate 

perimeters (Stoeckli, Dremel &Uebernickel, 2018). 

 

African evidence illustrates that this transition is 

neither uniform nor frictionless. Research on South 

Africa’s short-term insurance sector shows that 

Internet of Things and InsurTech technologies 

possess transformational potential, although 

incumbent insurers may adopt them cautiously 

because business models and organisational 

capabilities constrain change. This is relevant to 

Nigeria because uneven digital maturity can produce 

hybrid environments where legacy systems coexist 

with connected technologies, complicating visibility, 

control standardisation and cyber-risk governance 

(Moodley, 2019). 

 

Cyber risk is particularly consequential for insurers 

because digital incidents can generate confidentiality 

breaches, service interruption, liability, recovery 

costs and reputational damage while creating 

underwriting exposure through cyber-insurance 

products. Empirical analysis demonstrates that cyber 

losses exhibit characteristics challenging 

conventional insurability, including dependence, 

potentially severe losses and information 

asymmetries. These properties make reliable risk 

identification, accumulation management and 

security capability increasingly important as insurers 

digitise (Biener, Eling & Wirfs, 2015). 

 

The problem extends into underwriting. Cyber 

insurers frequently assess applicants through 

information concerning organisational characteristics, 

security practices and previous incidents, yet 

underwriting remains constrained by imperfect and 

heterogeneous information. Digital transformation 

therefore has a dual effect: it exposes insurance 

institutions to direct cyber threats while requiring 

them to evaluate comparable threats within 

policyholders’ digital environments, increasing the 

importance of credible cybersecurity data and 

disciplined risk assessment (Romanosky et al., 2019). 

Evidence from the wider financial sector indicates 

that perceptions of cyber threats influence how 

organisations prioritise and manage digital risk. As 

financial activities become more technology-

dependent, decision-makers must interpret changing 

threat conditions while balancing security investment 

against operational objectives. Nigerian insurers 

consequently require cyber-risk approaches that 

connect technological monitoring with enterprise risk 

processes, management judgement and business 

continuity rather than treating cybersecurity as an 

isolated information-technology function (Varga, 

Brynielsson & Franke, 2021). 

 

Within Nigeria, blockchain research demonstrates the 

relevance of decentralised digital architectures, 

automated transactions and peer-to-peer exchanges. 

Although this energy-sector study does not directly 

examine insurance or cybersecurity and should be 

treated as contextually rather than evidentially 

aligned, it illustrates how distributed technologies 

create new governance, trust and systems-integration 

considerations. Similar architectural shifts in 

insurance can broaden dependencies and demand 

stronger authentication, data integrity, access 

governance and oversight as digital ecosystems 

expand (Shittu et al., 2021). 

 

1.2 Cybersecurity, Privacy, and Operational 

Resilience Imperatives 

Cybersecurity in insurance must be understood as a 

strategic capability rather than a narrow information-

technology function because insurers depend on 
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continuous access to policy, claims, actuarial, 

payment and customer-identification systems. The 

concentration of sensitive personal and financial 

information makes disruption, manipulation or 

unauthorised disclosure capable of affecting service 

continuity, regulatory compliance and public 

confidence. In Nigeria, these pressures are intensified 

by uneven cyber preparedness, infrastructure 

limitations and persistent digital-crime exposure, 

making organisational readiness central to protecting 

digital insurance operations (Iorliam, 2019). 

 

Privacy is inseparable from cybersecurity because the 

confidentiality, integrity and lawful processing of 

personal information depend on effective technical 

and organisational safeguards. European experience 

under the GDPR demonstrates that data protection 

increasingly requires accountability, security-by-

design, breach responsiveness and stronger 

governance over personal-data processing. These 

principles are relevant to Nigerian insurers handling 

identity records, medical information, beneficiary 

details and financial data, where privacy failures can 

create legal, reputational and operational 

consequences beyond the immediate security incident 

(Tikkinen-Piri, Rohunen& Markkula, 2018). 

 

African financial-sector experience reinforces this 

relationship. South Africa’s regulatory environment 

illustrates how expanding digital financial services 

expose consumers’ personal information to 

cybercrime while compelling institutions to align 

information-security controls with statutory data-

protection obligations. For Nigerian insurers, 

comparable pressures imply that privacy compliance 

should not operate as documentation detached from 

cybersecurity; rather, data inventories, access 

restrictions, encryption, retention controls and 

breach-management processes should form part of an 

integrated risk architecture (Warikandwa, 2021). 

 

Operational resilience extends this architecture 

beyond prevention. Financial institutions cannot 

reasonably assume that every intrusion, technology 

failure or third-party disruption will be prevented; 

mature organisations must preserve critical services, 

absorb shocks, recover essential capabilities and 

adapt after incidents. This resilience perspective is 

particularly important for insurers because prolonged 

outages can interrupt premium administration, claims 

settlement, customer communication and regulatory 

reporting, transforming a technical event into a 

business-continuity problem (Dupont, 2019). 

 

The economic consequences of cyber incidents 

further justify this integrated approach. Evidence on 

successful cyberattacks shows that security failures 

can produce reputational penalties and adverse 

market consequences, particularly where incidents 

reveal weaknesses in risk governance or compromise 

sensitive customer information. Accordingly, cyber 

maturity in insurance should incorporate executive 

oversight, incident escalation, recovery planning and 

stakeholder communication alongside preventive 

controls, because organisational credibility after an 

attack depends partly on the quality and speed of 

institutional response (Kamiya et al., 2021). 

 

Cybersecurity and privacy also require dynamic 

assessment rather than periodic compliance checks. 

Automated risk-management approaches can 

combine information about assets, vulnerabilities, 

threats, processing activities and personally 

identifiable information to support responsive control 

decisions. Such integration is pertinent to Nigerian 

insurers operating interconnected systems because it 

enables risk prioritisation to reflect both cyber 

exposure and privacy consequences, strengthening 

alignment between technical safeguards, data-

governance duties and operational priorities. 

Gonzalez-Granadillo et al. (2021) therefore provide a 

basis for treating cyber and privacy risks as 

interdependent and continuously changing. 

 

A comparable resilience principle appears in 

engineering research on grounding-system 

optimisation, where protection is strengthened 

through performance-oriented design, monitoring, 

context-sensitive assessment and adaptation rather 

than reliance on static requirements. Although this 

study does not examine cybersecurity, privacy or 

insurance and should not be treated as direct evidence 

for the sector, its systems-resilience logic is 

transferable: Nigerian insurers similarly require 

controls that are tested, monitored and adjusted as 
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conditions change rather than installed for formal 

compliance (Shittu et al., 2020). 

 

1.3 Regulatory Context and Cyber Maturity 

Challenges 

Nigeria’s insurance sector operates within a 

regulatory environment in which cybersecurity 

maturity is increasingly shaped by overlapping 

obligations relating to data protection, corporate 

governance, information security and operational 

risk. The Nigeria Data Protection Regulation (NDPR) 

established an important compliance baseline by 

imposing duties concerning lawful processing, 

accountability, security safeguards and breach-related 

responsibilities. Yet weaknesses in regulatory design 

and enforcement can limit the extent to which formal 

compliance translates into demonstrable 

organisational capability, creating uncertainty around 

how insurers operationalise privacy requirements 

within broader cyber-risk programmes (Omotubora, 

2021). 

 

This challenge is not unique to Nigeria. South 

Africa’s experience shows that cybersecurity 

governance depends not only on legislation but also 

on institutional coordination, implementation 

capacity and clear assignment of responsibility across 

public and private actors. Fragmented mandates, 

delayed implementation and shortages of specialist 

expertise can weaken otherwise credible regulatory 

frameworks. For Nigerian insurers, this implies that 

compliance with NAICOM expectations and the 

NDPR should be evaluated alongside governance 

effectiveness, technical capability and institutional 

preparedness rather than through documentary 

conformity alone (Sutherland, 2017). 

 

Cyber maturity therefore requires a structured means 

of determining whether regulatory controls are 

embedded, repeatable and measurable. Holistic 

maturity frameworks demonstrate the value of 

integrating multiple security and privacy 

requirements into a unified assessment architecture, 

enabling organisations to identify gaps across 

governance, technical protection, awareness, incident 

management and assurance functions. Such 

approaches are relevant to insurers because 

fragmented compliance programmes can obscure 

systemic weaknesses that cut across regulatory 

domains (Aliyu et al., 2020). 

 

Regulatory alignment also benefits from maturity 

models that translate legal obligations into graded 

organisational capabilities. The NIS Directive-

compliant Cybersecurity Maturity Assessment 

Framework, for example, links regulatory 

expectations with progressively developed controls 

and measurable performance levels. Its underlying 

logic is pertinent to the Nigerian insurance context, 

where maturity assessment should distinguish 

between controls that merely exist and those that are 

institutionalised, monitored, tested and continuously 

improved (Drivas et al., 2020). 

 

The governance dimension remains equally 

significant. Evidence from the United States indicates 

that executive-level information-technology expertise 

is associated with lower incidence of reported data-

security breaches, underscoring the importance of 

leadership competence in converting policy into 

effective oversight. Nigerian insurers therefore 

require boards and senior executives capable of 

interpreting cyber risk, challenging management 

assumptions and integrating security considerations 

into strategic and operational decision-making 

(Haislip, Lim & Pinsker, 2021). 

 

Financial-sector evidence from Peru further 

demonstrates that cyber maturity can be assessed 

through staged progression from initial practices to 

managed and optimised capabilities, incorporating 

cloud security and privacy alongside conventional 

controls. This is particularly relevant to Nigeria’s 

insurance industry, where differences in 

organisational size, technological sophistication and 

investment capacity may produce uneven maturity 

across firms. A defensible regulatory assessment 

should therefore examine not only compliance status 

but also the depth, consistency and sustainability of 

cybersecurity capabilities across critical business 

processes under rapidly evolving regulatory and 

technological conditions nationwide (Alayo et al., 

2021). 
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1.4 Aim, Scope, Objectives, and Review Approach 

This review aims to critically examine the maturity of 

cyber risk management practices within Nigeria’s 

insurance sector and to assess the extent to which 

prevailing organisational capabilities align with the 

regulatory expectations established by the National 

Insurance Commission and the Nigeria Data 

Protection Regulation. The study is concerned not 

merely with formal compliance, but with the depth, 

consistency, and institutionalisation of cybersecurity 

governance, privacy protection, operational 

resilience, and risk-based control practices across 

insurance organisations. 

 

The scope encompasses cyber risk governance, board 

oversight, enterprise risk integration, data protection, 

threat identification, preventive and detective 

controls, incident response, business continuity, 

third-party risk management, workforce capability, 

and continuous improvement. Particular attention is 

given to the relationship between regulatory 

obligations and actual organisational maturity, 

recognising that documented policies do not 

necessarily demonstrate effective cyber resilience. 

 

The review pursues four objectives: to clarify the 

conceptual foundations of cyber risk maturity in 

insurance; to identify the principal cybersecurity and 

privacy obligations relevant to Nigerian insurers; to 

evaluate common maturity gaps and institutional 

constraints that may inhibit effective implementation; 

and to develop strategic pathways for strengthening 

regulatory alignment and sector resilience. 

 

Methodologically, the study adopts a structured 

narrative review approach, drawing together 

scholarly literature, regulatory instruments, industry 

guidance, and established cyber maturity 

frameworks. Evidence is synthesised thematically to 

compare governance, technical, operational, and 

compliance dimensions. This approach supports a 

contextual assessment of Nigeria’s insurance 

environment while enabling comparison with 

recognised international practices and providing a 

coherent basis for subsequent analysis of regulatory 

benchmarks and maturity challenges in practice. 

 

 

II. FOUNDATIONS OF CYBER RISK 

MANAGEMENT MATURITY 

 

2.1 Cyber Threats and Insurance Sector Exposure 

The insurance sector occupies a distinctive position 

within the contemporary cyber-threat landscape 

because it is simultaneously a custodian of sensitive 

personal and financial information, a digitally 

dependent service provider, and a potential risk 

carrier for losses generated by cyber incidents. Core 

activities such as underwriting, premium 

administration, claims processing, actuarial 

modelling and customer servicing rely on 

interconnected platforms, creating multiple points 

through which malicious actors may compromise 

confidentiality, integrity or availability. Cyber 

incidents therefore expose insurers to direct 

operational disruption and cascading economic, 

reputational and customer-related harms that persist 

beyond initial compromise (Agrafiotis et al., 2018).  

 

Threat exposure is intensified by the diversity of 

attack vectors confronting digital organisations. 

Phishing, credential theft, malware, ransomware, 

denial-of-service attacks, data exfiltration and 

exploitation of vulnerable applications can interrupt 

critical insurance processes or facilitate unauthorised 

access to policyholder records. Evidence from South 

Africa demonstrates that expanding technological 

dependence has enlarged organisational attack 

surfaces, with data exposure, system intrusion and 

criminally motivated attacks recurring across major 

sectors. These patterns are instructive for Nigerian 

insurers operating within digitising African 

environments (Pieterse, 2021).  

 

From an insurance perspective, cyber risk is 

unusually difficult to evaluate because threat 

frequency, vulnerability and loss severity evolve 

rapidly and may be interdependent across firms. 

Cyber-insurance scholarship identifies limited 

historical data, information asymmetry, correlated 

losses and changing technologies as persistent 

constraints on underwriting and accumulation 

analysis. Nigerian insurers considering cyber 

coverage must therefore manage the dual exposure of 

defending their own information assets while 

evaluating the security posture and potential losses of 



© AUG 2021 | IRE Journals | Volume 5 Issue 2 | ISSN: 2456-8880 
DOI: https://doi.org/10.64388/IREV5I2-1722621 

 

IRE 1722621          ICONIC RESEARCH AND ENGINEERING JOURNALS 406 

organisations seeking risk transfer (Marotta et al., 

2017).  

 

The quality of security assessment is consequently 

central to understanding exposure. Analysis of cyber-

insurance proposal forms has shown that insurer 

assessments do not invariably capture all controls 

contained in established information-security 

frameworks. Reliance on incomplete self-assessment 

may therefore generate adverse selection or 

underestimate material vulnerabilities. Within 

Nigeria, where organisational cyber maturity may 

differ across prospective policyholders, insurers 

require granular evidence concerning access control, 

patching, backups, incident response, network 

security and governance before accepting cyber 

liabilities (Woods et al., 2017).  

 

Cyber exposure also raises an economic allocation 

problem. Organisations must determine whether 

particular risks should be mitigated internally, 

transferred through insurance, retained, or addressed 

through combinations of security investment and 

coverage. Decision models demonstrate that 

insurance choices depend on vulnerabilities, expected 

losses, security safeguards and the price of risk 

transfer. Such reasoning is relevant to Nigerian 

insurers both as corporate entities purchasing 

protection and as underwriters seeking to 

differentiate insurable cyber exposure from risks 

requiring stronger controls before coverage 

(Mukhopadhyay et al., 2013).  

 

Risk transfer should therefore complement rather 

than substitute for cybersecurity. A structured cyber-

risk management process requires organisations to 

identify exposures, quantify probable consequences, 

evaluate control options and determine the residual 

risk suitable for insurance. This is particularly 

pertinent to insurers because excessive reliance on 

contractual transfer without corresponding security 

investment can leave operational vulnerabilities 

unresolved and increase the possibility of losses 

affecting policyholders, shareholders and 

counterparties simultaneously (Gordon, Loeb & 

Sohail, 2003).  

 

The supplied Nigerian engineering study does not 

directly examine cybersecurity or insurance and 

should not be interpreted as sector-specific evidence. 

Its treatment of integrating a secondary energy carrier 

into an interconnected national grid nevertheless 

illustrates a limited systems principle: introducing 

new components into complex infrastructures creates 

dependencies that must be modelled and governed. 

Applied cautiously, this analogy underscores why 

Nigerian insurers should consider third-party 

connections and external service dependencies when 

mapping cyber exposure in practice (Shittu et al., 

2019).  

 

2.2 Cyber Risk Maturity Models and Dimensions 

Cyber risk maturity models provide a structured 

means of determining whether cybersecurity 

capabilities are merely ad hoc or have become 

governed, repeatable, measurable and continuously 

improved. Their value for Nigeria’s insurance sector 

lies in converting broad security expectations into 

observable organisational capabilities that can be 

benchmarked over time. Comparative research shows 

that maturity models differ in scope, assessment 

depth, intended users and domain specificity, 

meaning that insurers should avoid adopting any 

framework mechanically without considering 

regulatory obligations, organisational scale and risk 

exposure (Garba et al., 2020). 

 

A mature assessment architecture should therefore 

distinguish between capability domains and maturity 

levels. Core dimensions normally encompass 

governance, risk identification, asset management, 

access control, vulnerability management, security 

monitoring, incident response, recovery, workforce 

competence and assurance. Comparative analysis of 

established cybersecurity capability models 

demonstrates that staged maturity structures enable 

organisations to establish baselines, identify 

deficiencies and prioritise improvement pathways 

rather than treating cybersecurity as a binary state of 

compliance or non-compliance (Rea-Guaman et al., 

2017).  

 

The concept is especially relevant in regulated sectors 

because maturity models can provide a common 

language for management, technical teams and 
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supervisors. For critical infrastructure providers, 

capability models help organisations communicate 

preparedness, evaluate control effectiveness and 

identify weaknesses arising from interdependent 

systems. Nigerian insurers similarly require a model 

that captures dependencies among digital platforms, 

outsourced services, customer databases and payment 

infrastructures (Miron & Muita, 2014).  

 

Maturity must also reflect adaptability. A dynamic 

capability perspective treats cybersecurity as an 

evolving organisational competence in which 

controls, processes and decision structures must 

change as threats, technologies and business 

conditions change. This is particularly important for 

insurers whose digital channels and third-party 

ecosystems continuously alter the underlying risk 

environment (Adler, 2013).  

 

African conditions further require contextualisation. 

A maturity model developed around the African 

Union cybersecurity framework illustrates how 

staged assessments can connect policy, institutional 

capability, partnerships and cybersecurity capacity-

building, highlighting the importance of regional 

realities rather than relying exclusively on externally 

developed benchmarks (von Solms, 2015).  

 

The requested Nigerian engineering source is not a 

cybersecurity or insurance study and should not be 

treated as direct maturity evidence. Its relevance is 

limited to the transferable principle that performance 

improves through systematic measurement, control 

and optimisation. Applied cautiously, this principle 

reinforces the need for Nigerian insurers to measure 

control effectiveness and progressively refine cyber-

risk processes instead of equating the existence of 

controls with maturity (Sunday et al., 2019).  

 

2.3 Cyber Governance, Risk Management, and Board 

Accountability 

Cyber governance in insurance requires cybersecurity 

to be positioned within corporate governance rather 

than confined to information-technology 

administration. This distinction is particularly 

consequential in Nigeria, where insurers hold 

sensitive identity, financial, health and claims 

information while depending on increasingly 

interconnected platforms. Evidence from Nigerian 

financial institutions indicates that enterprise risk 

management, board risk committee activism, board 

independence and the centrality of the chief risk 

officer are materially associated with cybercrime 

outcomes, demonstrating that cyber exposure is 

partly a governance problem requiring direct board 

engagement (Erin, Kolawole & Noah, 2020).  

 

A mature governance structure establishes clear 

decision rights, accountability and reporting 

relationships across the board, executive 

management, risk functions, internal audit and 

operational units. Information-security governance 

research in South Africa similarly stresses that 

security objectives should be integrated with 

corporate governance, strategic direction, policies, 

organisational structures and performance monitoring 

rather than managed through isolated technical 

controls (Da Veiga & Eloff, 2007).  

 

Board accountability is especially important where 

technology constitutes a strategic dependency. 

Effective board-level IT governance improves the 

alignment of technology resources with 

organisational priorities and strengthens oversight of 

technology-related opportunities and risks. For 

Nigerian insurers, this implies that directors should 

interrogate cyber-risk appetite, major security 

investments, critical third-party dependencies, 

incident readiness and remediation performance 

instead of delegating the entire subject to technology 

specialists (Turel & Bart, 2014).  

 

Cyber governance must also evolve from operational 

security management toward enterprise-wide digital 

security governance. A systematic review of 

information-security governance literature identifies 

this movement from technically isolated security 

toward boardroom-level strategic oversight. 

Consequently, insurer governance should connect 

cyber metrics with business objectives, regulatory 

obligations and executive accountability (Schinagl& 

Shahim, 2020).  
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Table 1: Illustrative Cyber Governance and Accountability Structure for Nigerian Insurers 

Governance level Core cyber responsibilities Illustrative maturity evidence 

Board of Directors Approve cyber strategy, appetite and 

oversight 

Regular cyber reporting and challenge 

Board Risk Committee Review exposures, incidents and remediation Risk indicators tracked against thresholds 

Executive Management Translate strategy into funded controls Defined ownership and resource 

allocation 

CRO/ERM Function Integrate cyber risk into enterprise risks Cyber exposure within ERM registers 

CISO/Security 

Function 

Coordinate protection, detection and 

response 

Tested controls and incident capabilities 

Internal Audit Provide independent assurance Periodic control and governance reviews 

Business Units Own operational cyber exposures Risk ownership embedded in processes 

 

Within this structure, the CISO or equivalent security 

leader provides specialist coordination, but 

accountability cannot rest with one office. Research 

examining breached organisations shows 

considerable variation in CISO reporting 

arrangements and highlights the importance of 

authority, organisational positioning and post-

incident strategic involvement. Nigerian insurers 

therefore require reporting lines that permit security 

concerns to reach senior management and the board 

without distortion or undue delay (Karanja, 2017).  

 

Enterprise risk management provides the integrative 

mechanism through which cyber risk can be 

considered alongside underwriting, market, liquidity, 

operational, compliance and reputational risks. ERM 

creates value when organisations evaluate risks 

collectively, allocate risk ownership and align risk-

taking with strategic objectives rather than managing 

exposures independently (Nocco & Stulz, 2006).  

 

This integrated perspective has particular relevance 

for insurance. Empirical evidence suggests that ERM 

adoption is associated with higher firm value among 

insurers, indicating that systematic risk governance 

can generate benefits extending beyond regulatory 

conformity. Cybersecurity should therefore be 

incorporated into risk appetite statements, capital 

considerations and strategic planning rather than 

treated as an episodic compliance exercise (Hoyt & 

Liebenberg, 2011).  

 

Insurance-specific evidence further indicates that 

ERM can improve risk reduction efficiency and 

lower volatility by enabling firms to recognise 

interactions among exposures and prioritise 

mitigation resources. Applied to cyber risk, boards 

should demand risk-based investment decisions 

supported by exposure assessments, control 

effectiveness indicators and residual-risk reporting 

(Eckles, Hoyt & Miller, 2014).  

 

International insurance evidence also shows that 

ERM effectiveness depends on organisational 

implementation rather than the mere existence of 

formal frameworks. Findings from China’s insurance 

industry reinforce the relevance of integrated risk 

structures to firm value and governance quality, 

offering a useful comparative lens for assessing 

whether Nigerian insurers have progressed from 

policy-based compliance toward embedded cyber-

risk accountability (Li et al., 2014). This also allows 

supervisors to distinguish substantive governance 

capacity from nominal compliance structures in 

practice.  

 

2.4 Data Protection, Security, and Cyber Resilience 

Data protection, information security and cyber 

resilience are mutually reinforcing components of 

cyber-risk maturity in insurance. Nigerian insurers 

process identity records, financial details, claims 

histories, health information and beneficiary data 

whose compromise can produce regulatory and 

reputational consequences. Effective protection 

therefore requires governance of the full data 

lifecycle, including collection, classification, storage, 

access, sharing, retention and secure disposal. 

Comparative regulatory analysis demonstrates that 

contemporary data-protection and cybersecurity 

regimes increasingly converge around risk-based 
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safeguards, security-by-design, incident reporting, 

resilience and assurance mechanisms (Mantelero et 

al., 2020).  

 

Privacy-by-design strengthens this integration by 

requiring privacy requirements to influence systems 

before deployment rather than being retrofitted after 

vulnerabilities emerge. For insurance organisations, 

this principle is relevant to customer portals, mobile 

applications, automated underwriting and claims 

platforms, where excessive collection or poorly 

configured access can increase exposure. Privacy 

engineering translates abstract obligations into 

technical choices such as data minimisation, purpose 

limitation and controlled disclosure (Spiekermann& 

Cranor, 2009).  

 

The same logic extends to data-protection-by-design 

within cybersecurity architecture. Legal privacy 

principles can be operationalised through technical 

controls during development, allowing security 

functions to protect individuals without generating 

unnecessary privacy risks. Nigerian insurers should 

consequently incorporate privacy considerations into 

authentication, monitoring, threat-intelligence and 

analytics systems (Gkotsopoulou et al., 2019).  

 

Resilience adds a further dimension because 

protection cannot guarantee that incidents will never 

occur. Cyber-resilient organisations must anticipate 

disruption, absorb its effects, restore critical functions 

and adapt controls after recovery. Metrics spanning 

informational, cognitive and organisational domains 

can assist management in determining whether 

recovery capabilities are measurable rather than 

merely assumed (Linkov et al., 2013).  

 

 

Table 2: Illustrative Data Protection and Cyber-Resilience Control Matrix 

Control domain Insurance-sector application Maturity evidence 

Data governance Classify policyholder and claims data Current inventory and assigned ownership 

Access security Restrict sensitive and privileged access MFA, reviews and least privilege 

Privacy-by-design Embed privacy within digital services Documented privacy impact assessments 

Incident management Detect and contain data compromise Tested escalation and response plans 

Recovery Restore critical insurance services Verified backups and recovery exercises 

Third-party security Govern processors and technology vendors Due diligence and continuing assurance 

 

Cyber resilience is also an organisational capability. 

Analysis of firms and wider systems shows that 

resilience requires balancing preventive investment, 

insurance, response resources and recovery 

mechanisms, reinforcing the need for Nigerian 

insurers to integrate security expenditure with 

operational-risk planning (Hausken, 2020). Cyber 

insurance may complement this architecture, but risk 

transfer cannot substitute for substantive 

cybersecurity controls and institutional preparedness 

(Markopoulou, 2021). 

 

African evidence further demonstrates why technical 

safeguards must be reinforced by organisational 

awareness. Research in Ghana identified limitations 

in corporate cybersecurity awareness and the 

integration of legal considerations into information-

security policies, underscoring the importance of 

training, coherent policies and specialist expertise in 

preventing data loss (Adu & Adjei, 2018). Privacy-

by-design scholarship similarly emphasises proactive 

safeguards in environments processing sensitive 

information because remedial measures cannot fully 

reverse privacy harms after disclosure has occurred 

(Romanou, 2018).  

 

The requested Nigerian engineering study is not 

cybersecurity or insurance research. Its relevance is 
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limited to the systems principle that resilient 

infrastructure benefits from integrated design and 

continuity-oriented investment. Applied cautiously, 

this principle supports treating security, redundancy 

and continuity as interconnected capabilities rather 

than isolated technical initiatives within insurance 

operations (Sunday &Omoegun, 2018).  

 

III. NAICOM AND NDPR CYBER RISK 

BENCHMARKS 

 

Assessing cyber-risk maturity within Nigeria’s 

insurance sector requires a benchmark that integrates 

sector-specific supervisory expectations with the 

privacy, security and accountability obligations 

applicable to organisations processing personal 

information. NAICOM’s supervisory orientation 

places considerable emphasis on sound corporate 

governance, effective risk oversight, internal 

controls, compliance and board accountability. 

Within listed Nigerian insurance companies, 

governance attributes have been shown to influence 

organisational outcomes, reinforcing the importance 

of treating cyber risk as an enterprise-level exposure 

requiring board attention rather than as an exclusively 

technical responsibility delegated to information-

technology personnel (Mohammed &Kurawa, 2021). 

 

The Nigeria Data Protection Regulation provides a 

complementary benchmark because insurers 

routinely collect and process highly sensitive 

categories of information, including identification 

records, financial details, medical information, 

beneficiary data and claims histories. Regulatory 

maturity therefore requires more than the existence of 

privacy policies. It entails demonstrable capability in 

lawful processing, transparency, accountability, data-

subject rights, appropriate security safeguards and 

responsible management of data processors. A 

mature insurer should be able to show that these 

obligations are embedded within operational 

processes and supported by documented evidence 

(Udoh, 2021). 

 

Cyber maturity must also be assessed against the 

risks arising from misuse, unauthorised disclosure 

and unlawful exploitation of personal data. Nigeria’s 

evolving data-protection environment has historically 

faced concerns regarding enforcement, institutional 

capability and the adequacy of protective 

mechanisms. For insurers, these concerns translate 

into practical requirements for data classification, 

access control, secure transmission, encryption, 

retention management, breach escalation and 

disciplined handling of policyholder information 

across its lifecycle (Odusote, 2021). 

 

An effective NAICOM–NDPR benchmark should 

consequently examine several interconnected 

capability areas. At governance level, boards should 

approve cyber-risk policies, define accountability and 

receive regular reports on material exposures. At 

enterprise-risk level, cyber threats should appear 

within formal risk registers, risk appetite statements 

and key risk indicators. Data-governance maturity 

should be evidenced through inventories, 

classification standards and assigned ownership. 

Technical maturity should include identity 

management, multifactor authentication, vulnerability 

remediation, monitoring and secure configuration. 

Incident-response maturity should be demonstrated 

through tested escalation arrangements, while 

operational resilience should include verified 

backups, recovery procedures and business-

continuity exercises. 

 

African regulatory experience further indicates that 

cross-border privacy governance can become 

complex where national legal frameworks and 

enforcement capabilities differ. This is relevant to 

Nigerian insurers increasingly dependent on 

multinational cloud providers, reinsurers, payment 

processors and technology vendors. Mature 

institutions should therefore maintain traceability of 

data flows, conduct appropriate due diligence and 

establish contractual controls over third parties 

without assuming that outsourcing transfers 

regulatory accountability (Makulilo, 2015). 

 

Financial-sector cyber supervision should 

additionally move beyond checklist-based 

compliance toward risk-sensitive assessment. 

Quantitative approaches can strengthen maturity 

evaluation by linking vulnerabilities, operational 

dependencies and potential financial losses to control 

priorities. For Nigerian insurers, this implies 
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developing measurable exposure indicators and 

scenario-based assessments capable of informing 

both management decisions and supervisory scrutiny 

(Bouveret, 2018). 

 

Regulation must also address interconnected risks 

that may produce consequences beyond an individual 

institution. Cyber incidents can generate externalities 

through shared infrastructure, service providers ands 

financial networks, making minimum standards, 

information sharing and credible testing important 

supervisory instruments (Kashyap & Wetherilt, 

2019). As digital architectures continue to evolve, 

benchmark design should equally support 

standardised terminology, measurable risk categories 

and adaptive assessment practices. This enables 

NAICOM and data-protection expectations to be 

translated into evidence-based maturity indicators 

that distinguish nominal compliance from 

institutionalised, continuously improving cyber-risk 

capability (Radanliev et al., 2020). 

 

IV. CYBER RISK MATURITY IN NIGERIAN 

INSURANCE 

 

Cyber-risk maturity in Nigerian insurance should be 

assessed as the degree to which security practices are 

institutionalised, measurable, risk-driven and capable 

of sustaining critical services under evolving threats. 

In the absence of a public maturity survey covering 

the industry, a defensible assessment is capability-

based rather than numerical. A Nigerian-African 

resilience framework emphasises the existence, 

effectiveness and efficiency of controls across 

protection, detection, response and recovery, 

providing a lens for distinguishing basic compliance 

from operationalised resilience (Mbanaso, Abrahams 

&Apene, 2019).  

 

At the governance level, maturity is demonstrated 

when cyber risk is incorporated into enterprise risk 

registers, risk appetite, board reporting and 

investment decisions. Insurers operating with 

fragmented security ownership or reactive technology 

controls would occupy lower maturity positions, 

whereas institutions that align security objectives 

with business capabilities, allocate accountable 

ownership and continually optimise controls exhibit 

stronger capability. Security maturity research shows 

that organisational context, resources, management 

structures, talent and technology must be considered 

together rather than through isolated safeguards (Al-

Matari et al., 2021).  

 

Measurement quality is equally important. 

Assessments based solely on policy existence or self-

reported compliance may overstate capability 

because practitioners can interpret maturity levels 

inconsistently. Empirical evidence indicates that 

maturity evaluation requires clearly defined criteria, 

repeatable evidence and disciplined judgement. For 

Nigerian insurers, this implies validating stated 

controls through configuration reviews, testing, audit 

findings, vulnerability remediation records and 

management follow-through (Schmitz et al., 2021).  

 

A practical maturity profile should examine the five 

operational functions of identifying assets and risks, 

protecting systems, detecting abnormal activity, 

responding to incidents and recovering services. 

Assessment tools structured around these functions 

demonstrate how organisations can convert broad 

cybersecurity expectations into observable indicators 

and prioritised improvement actions. Such an 

approach is useful where firms differ in size, digital 

dependence and available security resources (Benz & 

Chatterjee, 2020).  

 

Incident-management capability separates nominal 

preparedness from operational maturity. Mature 

insurers require documented escalation routes, post-

incident learning, evidence preservation and tested 

coordination with business-continuity functions. 

Research on incident-management practice shows 

that formal procedures are insufficient unless 

organisations can execute, review and improve them 

consistently across the incident lifecycle (Tøndel, 

Line &Jaatun, 2014).  

 

Insurance maturity must also account for the sector’s 

dual position as both a target of cyber events and a 

potential underwriter of cyber losses. Challenges 

surrounding data scarcity, accumulation, pricing and 

changing losses mean that stronger internal 

cybersecurity should be complemented by disciplined 

cyber-risk modelling and underwriting expertise 
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where cyber coverage is offered (Eling & Schnell, 

2016).  

 

The supplied Nigerian biomedical study does not 

examine insurance or cybersecurity and therefore 

cannot substantiate sector maturity directly. Its 

automated template-matching approach is relevant 

only as an illustration of rule-based detection and 

systematic pattern identification. Applied cautiously, 

it reinforces the principle that mature digital 

environments depend on repeatable detection 

mechanisms, but it should not be treated as empirical 

evidence about Nigerian insurers’ cyber capabilities 

(Ejofodomi et al., 2014). 

 

V. COMPLIANCE GAPS AND CYBER 

MATURITY BARRIERS 

 

Compliance gaps within Nigeria’s insurance sector 

should be understood as the distance between 

regulatory expectations and the extent to which those 

expectations are embedded in repeatable, measurable, 

and continuously improved cyber-risk practices. A 

review-based assessment suggests that the principal 

challenge is unlikely to be the absence of policy 

alone, but the uneven translation of governance 

requirements into operational capability. Earlier 

analysis of Nigeria’s national cybersecurity policy 

environment similarly identified implementation 

weaknesses despite comprehensive strategic content, 

illustrating how sound regulatory design can coexist 

with institutional gaps in execution, coordination, 

monitoring, and capacity development (Osho & 

Onoja, 2015).  

 

One major barrier is the persistence of fragmented 

information-security management. Cybersecurity can 

remain divided among information technology, 

compliance, risk, legal, and audit functions without 

an integrated operating model linking accountability, 

control ownership, and escalation. Research on 

information-security management demonstrates that 

effective protection requires a holistic combination of 

policy execution, training, enterprise architecture, 

infrastructure management, human-resource 

practices, and business–technology alignment 

(Soomro, Shah & Ahmed, 2016). For Nigerian 

insurers, fragmentation can weaken the conversion of 

NAICOM and data-protection expectations into 

controls across underwriting, claims, portals, 

payments, and outsourced services. 

 

Policy existence also does not guarantee behavioural 

compliance. Organisational security policies can be 

ambiguous, inconsistently enforced, poorly 

communicated, or detached from actual work 

practices, thereby encouraging ceremonial rather than 

substantive compliance. A broad review of 

organisational information-security policies shows 

that policy effectiveness depends on contextual 

factors including enforcement, employee 

interpretation, organisational culture, and 

management support (Cram, Proudfoot & D’Arcy, 

2017). This creates a maturity barrier where insurers 

possess documented procedures but lack evidence 

that employees and managers apply them 

consistently.  

 

Human factors further constrain maturity. South 

African evidence shows that a strong information-

security culture depends on management 

commitment, awareness, training, communication, 

policy understanding, responsibility, and employee 

behaviour. Weakness in any of these elements can 

sustain risky practices even where technical 

safeguards exist (Nel & Drevin, 2019). For Nigerian 

insurers, cyber awareness should therefore extend 

beyond periodic compliance training toward 

embedded behavioural expectations covering 

phishing, privileged access, data handling, incident 

reporting, and third-party interaction.  

 

Moving beyond minimum compliance also requires 

deliberate cultural change. Practical evidence 

indicates that cybersecurity champions, coordinated 

awareness initiatives, visible security leadership, and 

organisation-wide engagement can help institutions 

progress from rule-following toward functional 

cybersecurity cultures (Alshaikh, 2020). Without 

such mechanisms, compliance may remain reactive, 

driven primarily by audits, incidents, or regulatory 

inspections rather than by continuous risk ownership.  

Resource constraints are equally material. 

Cybersecurity functions require expertise spanning 

governance, cloud security, identity management, 

incident response, privacy, threat analysis, and 
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business resilience. International research identifies 

persistent shortages of skilled personnel and stresses 

that cybersecurity capability cannot be reduced to a 

narrow technical specialism (Furnell & Bishop, 

2020). Insurers with constrained budgets or weak 

retention capacity may consequently struggle to 

sustain specialised functions, test controls rigorously, 

and remediate vulnerabilities promptly.  

 

Cyber maturity is also shaped by the interaction 

between technology, organisational conditions, and 

the external environment. Empirical evidence from 

Bahrain shows that cybersecurity readiness positively 

influences security performance and, indirectly, 

organisational performance, while readiness itself 

depends on multiple technological and organisational 

factors (Hasan et al., 2021). This implies that 

Nigerian insurers cannot close compliance gaps 

solely through security products; progress requires 

coordinated governance, resources, processes, skills, 

and oversight.  

 

Workforce development consequently becomes a 

strategic capability issue. Although the supplied 

study concerns distributed supply chains rather than 

cybersecurity or insurance, its emphasis on 

competency mapping, continuous learning, 

leadership readiness, and technology-enabled talent 

development provides a limited but transferable 

insight. Applied cautiously, it suggests that insurers 

should treat cybersecurity skills as an evolving 

institutional capability requiring structured 

development rather than episodic recruitment or 

training (Falemi, Akhigbe & Akin-Oluyomi, 2020).  

 

VI. ADVANCING CYBER MATURITY AND 

REGULATORY ALIGNMENT 

 

Advancing cyber maturity within Nigeria’s insurance 

sector requires a deliberate shift from minimum 

regulatory compliance toward an integrated 

capability model in which governance, technology, 

people, and resilience are continuously strengthened. 

The most immediate priority is to translate NAICOM 

and NDPR obligations into measurable control 

outcomes, supported by clear ownership, evidence-

based assurance, and periodic maturity assessment. 

Regulatory effectiveness in insurance depends on 

requirements being sufficiently flexible, 

proportionate, transparent, and timely to remain 

relevant as operational technologies and threat 

conditions evolve (Grima & Marano, 2021).  

 

At the organisational level, insurers should 

institutionalise cyber governance through board-

approved risk appetite, defined executive 

accountability, funded security programmes, and 

recurring reporting against key risk and control 

indicators. A maturity dashboard can help directors 

distinguish policy existence from actual capability by 

showing whether governance practices are ad hoc, 

repeatable, defined, measured, or optimised. 

Governance-maturity research demonstrates the value 

of combining multiple assessment dimensions into an 

executive view that supports prioritisation and 

sustained oversight rather than episodic compliance 

activity (De Bruin & Von Solms, 2016).  

 

Risk management should likewise become more 

dynamic and evidence-led. Nigerian insurers require 

recurring assessment of information assets, business 

services, vulnerabilities, threat likelihood, control 

effectiveness, and potential operational or privacy 

impacts. Mature assessment should also capture 

dependencies among cloud platforms, payment 

channels, outsourced administrators, brokers, 

reinsurers, and other service providers. A structured 

risk taxonomy improves the selection of appropriate 

assessment methods and enables scarce resources to 

be directed toward exposures with the greatest 

business significance (Shameli-Sendi et al., 2016).  

 

Operational maturity further depends on 

strengthening detection and response. Insurers should 

progressively develop security operations capabilities 

that integrate logging, behavioural monitoring, threat 

intelligence, incident triage, escalation, and post-

incident learning. Intelligence-driven maturity 

models show that security operations become more 

effective when external threat information is 

systematically integrated with internal telemetry and 

response processes, enabling organisations to move 

from reactive detection toward anticipatory and 

context-aware defence (Schlette, Vielberth&Pernul, 

2021).  
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Incident response should also be connected directly 

to business decision-making. Mature financial 

organisations develop situation awareness by 

combining technical indicators with knowledge of 

business processes, stakeholders, regulatory 

obligations, and potential service consequences. 

Nigerian insurers should therefore conduct scenario 

exercises covering ransomware, data compromise, 

cloud outages, privileged-account abuse, and third-

party disruption, while ensuring that response teams 

can rapidly communicate material implications to 

senior management and regulators (Ahmad et al., 

2021).  

 

Regulatory alignment would be strengthened further 

through common standards, supervisory guidance, 

and credible assurance mechanisms. Cybersecurity 

regulation is most effective when policy requirements 

are reinforced through recognised standards, 

incident-management structures, verification 

practices, and coordinated national response 

arrangements. For NAICOM, this supports a 

supervisory approach that combines baseline 

requirements with risk-sensitive examinations, 

thematic reviews, remediation tracking, and 

proportionate escalation where material weaknesses 

persist. This enables supervisory attention to 

concentrate on institutions whose control 

weaknesses, outsourcing dependencies, data 

exposure, or recovery limitations create 

disproportionate risks to policyholders and wider 

market confidence over time consistently (Srinivas, 

Das & Kumar, 2019).  

 

Sector-wide maturity also requires structured 

collaboration beyond individual insurers. Information 

sharing among insurers, regulators, technology 

providers, law-enforcement bodies, and other 

financial institutions can improve threat visibility and 

reduce duplicated defensive effort. International 

financial-sector experience shows that public-private 

partnerships can strengthen cyber protection when 

participants establish trusted channels, governance 

arrangements, and practical mechanisms for 

exchanging timely threat information. Nigeria could 

adapt such collaboration to sector-specific incident 

patterns while preserving confidentiality and 

regulatory responsibilities (Pomerleau & Lowery, 

2020).  

 

Finally, cyber investment should be prioritised 

according to risk, operational criticality, and 

measurable performance rather than technology 

acquisition alone. The supplied Nigerian engineering 

study does not address cybersecurity, insurance, 

NAICOM, or the NDPR and therefore cannot 

substantiate sector-specific cyber claims. Its 

relevance is limited to the transferable principle that 

optimisation requires balancing resources, system 

constraints, reliability objectives, and changing 

demand. Applied cautiously, this supports a maturity 

pathway in which Nigerian insurers continuously 

evaluate control performance, allocate resources to 

critical exposures, and recalibrate safeguards as 

regulatory expectations and threat conditions change 

(Sunday &Omoegun, 2019).  

 

VII. CONCLUSION 

 

This review has critically examined the maturity of 

cyber risk management within Nigeria’s insurance 

sector by integrating conceptual, regulatory, 

governance, technological, and organisational 

perspectives. The study achieved its objectives by 

clarifying the dimensions of cyber maturity, 

identifying the distinctive threat exposure of 

insurance institutions, evaluating the relevance of 

NAICOM and data-protection requirements, and 

assessing the institutional conditions that influence 

the transition from basic compliance to sustainable 

cyber resilience. The analysis demonstrates that cyber 

maturity cannot be inferred from the existence of 

policies, security technologies, or regulatory 

reporting alone; rather, it depends on the extent to 

which governance, risk assessment, privacy 

protection, incident response, recovery, workforce 

capability, and continuous assurance are embedded 

across organisational processes. 

 

A central finding is that Nigerian insurers operate 

within an increasingly complex digital environment 

in which interconnected platforms, third-party 

dependencies, sensitive policyholder information, 

and evolving cyber threats intensify operational and 

regulatory exposure. Although NAICOM governance 
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expectations and the NDPR provide important 

foundations for accountability and data protection, 

significant maturity barriers may arise from 

fragmented governance, limited specialist expertise, 

inconsistent control measurement, weak security 

cultures, constrained resources, and insufficient 

integration of cyber risk into enterprise-wide 

decision-making. The review further establishes that 

regulatory compliance and cyber resilience are 

related but fundamentally distinct outcomes. 

 

Accordingly, insurers should adopt structured 

maturity assessments, strengthen board-level cyber 

oversight, integrate cyber risk into enterprise risk 

management, expand continuous monitoring, 

improve third-party assurance, and institutionalise 

tested incident-response and recovery capabilities. 

Regulators should complement prescriptive 

requirements with risk-based supervision, maturity 

benchmarking, sector-wide threat intelligence, and 

proportionate remediation monitoring. Greater 

investment in cybersecurity skills, privacy-by-design, 

measurable resilience indicators, and collaborative 

information sharing is also recommended. 

Collectively, these measures would enable the sector 

to progress from reactive and compliance-centred 

practices toward adaptive, evidence-driven, and 

continuously improving cyber-risk governance 

capable of protecting policyholders, sustaining 

operational continuity, and reinforcing confidence in 

Nigeria’s increasingly digital insurance market. 
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