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Abstract- Modern security operations centres (SOCs) 

ingest volumes of telemetry that far exceed the capacity of 

human analysts to inspect manually, and the resulting 

flood of alerts has made automation of log collection and 

incident triage a central concern for defensive practice. 

This paper reviews the research and engineering literature 

underpinning that automation, organising a fragmented 

body of work into a coherent picture spanning log 

collection and normalization, detection and correlation, 

automated triage and prioritization, security orchestration 

and automation, and the datasets used to evaluate these 

systems. We conduct a structured narrative review of works 

published up to 2019, complemented by seminal earlier 

contributions, and we synthesise them into a described 

taxonomy that maps each stage of the alert pipeline to its 

dominant techniques, inputs, and failure modes. The 

review shows that pattern-based log parsing and statistical 

anomaly detection have matured substantially, that alert 

correlation and adaptive classification can materially 

reduce analyst load, and that orchestration platforms 

increasingly encode triage as executable playbooks. 

Nevertheless, persistent challenges remain: high false-

positive rates rooted in the base-rate fallacy, alert fatigue 

and analyst burnout, scarcity of labelled operational data, 

concept drift, and the weak external validity of widely used 

benchmark datasets. We argue that human factors, 

evaluation realism, and feedback-driven learning deserve 

as much attention as detection accuracy. The paper closes 

with future directions emphasising analyst-in-the-loop 

design, reproducible benchmarking, and resilience-

oriented triage. 
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I. INTRODUCTION 

 

Security operations depend on the ability to observe 

what is happening across an organisation’s systems 

and to act on that observation quickly. Observation 

begins with logs: the event records emitted by 

operating systems, network devices, applications, and 

security controls. Acting on observation begins with 

triage: the process of deciding which of the many 

signals warrant investigation, in what order, and by 

whom. As enterprise environments have grown in 

scale and heterogeneity, both activities have shifted 

from manual craft toward automation. A 

contemporary security operations centre (SOC) may 

collect billions of events per day, and the security 

information and event management (SIEM) platforms 

that aggregate them can generate more alerts in an 

hour than an analyst can meaningfully examine in a 

shift [1]. The gap between signal volume and analytic 

capacity is the practical problem that automation of 

log collection and incident triage is meant to address. 

The difficulty is not merely one of throughput. 

Intrusion detection operates under an unfavourable 

statistical regime: because genuine attacks are rare 

relative to benign activity, even a detector with an 

excellent false-positive rate can produce a set of alerts 

dominated by false alarms, a consequence Axelsson 

[2] analysed as the base-rate fallacy of intrusion 

detection. The operational manifestation of this 

arithmetic is alert fatigue, in which analysts, 

confronted with overwhelming and largely spurious 

alerts, become desensitised, slower, and more prone to 

missing true incidents [3]. Automation is therefore 

attractive not only because it scales but because, done 

well, it can suppress noise, add context, and route the 

residual signal to the right responder. 

This review examines the body of work that makes 

such automation possible. Our scope spans the full 

alert pipeline from raw log ingestion to orchestrated 

response, and our aim is integrative: to bring together 

strands of research that are often studied in isolation, 

log parsing in the software-engineering literature, 
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intrusion detection in the network-security literature, 

alert correlation in the systems-security literature, and 

analyst behaviour in the human-factors literature, into 

a single account oriented around the practical stages of 

SOC work. We make three contributions. First, we 

survey the state of automated log collection and triage 

as of 2019, situating each technique in its lineage. 

Second, we present a described taxonomy that 

organises the pipeline into five stages and 

characterises the dominant methods, inputs, and 

failure modes at each. Third, we consolidate the 

recurring operational challenges (false positives, alert 

fatigue, labelling scarcity, and concept drift) and 

derive from them a set of research directions. 

The scale and heterogeneity of modern telemetry 

To appreciate why automation is unavoidable, it helps 

to be concrete about the material that a SOC must 

process. A medium-sized enterprise generates event 

data from operating-system audit subsystems, 

authentication services, endpoint detection agents, 

firewalls, proxies, virtual private network 

concentrators, cloud control planes, application 

servers, database engines, and an expanding 

population of software-as-a-service platforms whose 

logs arrive only through vendor application 

programming interfaces. Each of these sources emits 

records at a different granularity, in a different format, 

and at a different rate, and the aggregate is measured 

not in files to be read but in events per second 

sustained around the clock. The migration of 

workloads into cloud and container environments has 

intensified this pressure, because ephemeral 

infrastructure produces short-lived identifiers, 

dynamic network addresses, and orchestration events 

that multiply the volume of telemetry while shortening 

the window in which any given record remains 

interpretable. Encryption, ephemeral compute, and the 

dissolution of the traditional network perimeter have 

simultaneously pushed defenders toward log-centric 

monitoring, since the packet-level visibility on which 

earlier detection relied is increasingly unavailable. The 

practical result is that the log, rather than the packet, 

has become the primary substrate of defensive 

observation, and the ability to collect, structure, and 

reason over logs at machine speed has become the 

precondition for any credible detection capability. 

Volume is only one axis of the problem; heterogeneity 

is the other. The same logical event (a user 

authenticating, a process spawning a child, a 

connection opening to an external host) may be 

recorded in a dozen mutually incompatible ways 

across the systems a SOC monitors, with different 

field names, different representations of time, and 

different levels of detail. This semantic fragmentation 

means that even a perfectly reliable collection pipeline 

delivers a corpus that cannot be reasoned over 

uniformly until it has been normalized, a point that 

motivates the emphasis placed on collection and 

normalization in Section 3. It also means that the 

difficulty of automation is not reducible to compute: a 

faster machine processes noise faster. What is required 

is a pipeline that transforms raw, heterogeneous, high-

volume telemetry into a small number of 

contextualised decisions, and it is the architecture of 

that transformation, stage by stage, that this review 

sets out to map. 

Automation as a socio-technical problem 

A recurring theme of this paper is that the automation 

of log collection and triage is not a purely technical 

undertaking but a socio-technical one, in which the 

capabilities of software and the cognition of analysts 

are tightly coupled. The temptation, in a field driven 

by engineering, is to treat the analyst as an interface to 

be optimised away and to measure progress by the 

sophistication of detection algorithms. We resist that 

framing throughout. The output of the pipeline is 

consumed by human beings working under time 

pressure and cognitive load, and the value of any 

automated stage is realised only insofar as it improves 

the decisions those humans make. A detector that 

surfaces more true positives but buries them under a 

larger volume of false alarms may lower, rather than 

raise, the rate at which real incidents are caught, 

because it degrades the human process that must act 

on its output. This observation reframes the objective 

of automation from maximising detection to 

conserving attention and enabling correct decisions, 

and it explains why we treat human-factors research as 

central rather than peripheral. The stages of the 

pipeline are therefore best understood not as a chain of 

algorithms but as a division of labour between 

machine and analyst, in which the machine assumes 

the repetitive, high-volume work of collection, 
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structuring, filtering, and enrichment, and the analyst 

retains the interpretive, high-ambiguity work of 

judgement, a division that shifts as techniques mature 

but that, on current evidence, cannot be dissolved 

entirely. 

The remainder of the paper is structured as follows. 

Section 2 describes the review methodology. Section 

3 treats log collection and normalization. Section 4 

covers detection and correlation. Section 5 addresses 

automated triage and prioritization. Section 6 

examines security orchestration and automation. 

Section 7 reviews evaluation practice and datasets and 

presents the taxonomy. Section 8 discusses gaps and 

operational challenges, Section 9 outlines future 

directions, and Section 10 concludes. 

Contributions on semiconductor, RF/MEMS and 

microelectronic systems engineering and biomedical 

imaging inform the framing adopted here [4]. Cognate 

work addressing health-system strategy, financing, 

and data-driven transformation provides 

complementary grounding [5], [6]. 

II. REVIEW METHODOLOGY 

This is a structured narrative review rather than a 

formal systematic review with quantitative meta-

analysis, a choice appropriate to a field whose 

contributions span heterogeneous venues and problem 

formulations that resist common effect measures. We 

nonetheless applied an explicit and repeatable 

procedure to reduce selection bias. 

Sources and search. We searched the digital libraries 

and indexes most relevant to the subject (IEEE Xplore, 

the ACM Digital Library, USENIX proceedings, 

Springer LNCS, and Computers & Security) together 

with general scholarly search engines to locate seminal 

and cross-disciplinary works. Query terms combined 

the operational concepts (SOC, SIEM, incident triage, 

alert correlation, alert fatigue, security orchestration) 

with technical concepts (log parsing, anomaly 

detection, intrusion detection, false-positive 

reduction) and with evaluation concepts (intrusion 

detection dataset, benchmark). 

Inclusion and exclusion. We included peer-reviewed 

papers, authoritative standards and technical reports, 

and widely cited system descriptions that address one 

or more stages of the log-to-response pipeline. We 

prioritised works published in or before 2019, the 

review’s cut-off year, while deliberately retaining 

foundational older works, for example Denning’s [7] 

intrusion-detection model and Roesch’s [8] 

description of Snort, because the field’s vocabulary 

and assumptions descend directly from them. We 

excluded works that were purely product marketing, 

that lacked methodological detail, or whose claims 

could not be verified against a citable venue. 

Synthesis. Rather than tabulating results paper by 

paper, we synthesised the literature thematically along 

the pipeline stages that structure Sections 3 through 7, 

extracting for each stage the dominant techniques, 

their assumed inputs, and their characteristic failure 

modes. These extractions are consolidated in the 

taxonomy of Section 7. Throughout, we treated 

human-factors studies of SOC work [3], [9] as first-

class evidence, on the view that the effectiveness of 

automation cannot be assessed independently of the 

analysts it is meant to support. 

Organising frame. The analytical device that holds the 

review together is the pipeline itself: the sequence of 

transformations through which a raw event becomes, 

at one extreme, a discarded false alarm, and at the 

other, an executed containment action. We use this 

pipeline both descriptively, to locate where a given 

technique operates, and diagnostically, to reason about 

how a weakness at one stage constrains the 

performance achievable at the next. Two properties of 

the pipeline recur and deserve to be named at the 

outset. The first is dependency: because each stage 

consumes the output of the stage before it, errors 

propagate forward and compound, so that the overall 

reliability of the system is bounded by its weakest link 

rather than by its strongest. The second is feedback: 

the outputs of the later stages (the analyst’s verdict on 

an alert, the outcome of a response action) are, in 

principle, labelled examples that can improve the 

earlier stages, closing a loop that turns operation into 

a source of training signal. Much of the analytical 

interest of the field lies in the tension between these 

two properties, and we return to both repeatedly. 

Interpretive stance. Finally, a word on how we read the 

evidence. Detection accuracy is the most heavily 

reported quantity in this literature, and it is also the 

least reliable guide to operational value, for reasons 
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the review develops: laboratory accuracy is measured 

under closed-world assumptions that deployment 

violates, and it says nothing about the volume of alerts 

an analyst must process to realise it. We therefore read 

reported results conservatively, privileging studies 

that attend to false-positive burden, to the 

transferability of results across environments, and to 

the human process that consumes the output. This 

stance is itself a finding of sorts, in that it reflects the 

field’s own hard-won recognition that the metrics 

easiest to optimise are not the ones that matter most. 

Contributions on foundational information-society, 

ICT-for-development, digital-learning and forecasting 

literature inform the framing adopted here [10]–[44]. 

Cognate work addressing Salesforce platform 

engineering and CRM governance provides 

complementary grounding [45]–[47]. 

III. LOG COLLECTION AND 

NORMALIZATION 

Every downstream capability depends on the quality 

of collected logs. Log collection is the pipeline stage 

that gathers event records from distributed sources, 

transports them reliably to a central store, and renders 

them into a consistent form. In practice the raw 

material is deeply heterogeneous: free-text application 

logs, structured audit records, network flow 

summaries, and vendor-specific device messages 

arrive in incompatible formats, with inconsistent 

timestamps, and with varying levels of detail. 

Normalization, parsing raw messages into structured 

fields with a shared schema, is the precondition for 

correlating events across sources, and it is where much 

of the engineering difficulty lies. 

The central technical problem is log parsing: 

converting a free-text log line into an event template 

(the constant part) and a set of parameters (the variable 

part). Early practice relied on hand-written regular 

expressions, which are brittle and costly to maintain as 

software evolves. A substantial line of research has 

automated template discovery. Xu, Huang, Fox, 

Patterson, and Jordan [48] showed that console logs, 

when parsed against source code and mined for 

numeric and state features, reveal large-scale system 

problems that are invisible in any single message. 

Clustering approaches such as LogCluster [49] group 

similar lines to extract patterns without supervision, 

and the Drain parser [50] achieves online parsing by 

organising candidate templates in a fixed-depth tree, 

allowing streaming logs to be structured with low 

latency. The comparative study by Zhu et al. [51] 

benchmarked thirteen parsers across sixteen datasets 

and provided open tools, establishing that parser 

accuracy varies widely by log type and that no single 

method dominates, a finding with direct operational 

consequences, since a parser that mislabels the 

variable part of a message can silently corrupt every 

feature computed downstream. 

Normalization also imposes semantic obligations that 

parsing alone does not satisfy. Timestamps must be 

reconciled to a common clock and time zone; 

identities and addresses must be canonicalised; and 

events must be enriched with context (asset criticality, 

user role, threat intelligence) that is not present in the 

log itself but is essential for later prioritization [1]. The 

reliability of collection matters as much as its fidelity: 

dropped or delayed events create blind spots that an 

adversary can exploit, and the integrity of the log store 

is itself a security property, since attackers routinely 

attempt to tamper with or delete the records of their 

activity. The upshot is that log collection and 

normalization, though often treated as plumbing, set a 

ceiling on the accuracy achievable by every 

subsequent stage. 

Transport, buffering, and the reliability of collection 

Before a log line can be parsed it must arrive, and the 

transport layer that carries events from their source to 

the central store is a frequently underappreciated 

determinant of detection quality. Collection 

architectures range from agent-based designs, in 

which a lightweight process on each host forwards 

events, to agentless designs that poll devices or 

subscribe to network protocols, and each carries 

distinct reliability characteristics. Under bursty load, 

precisely the condition that accompanies many 

incidents, when a compromised host generates a flurry 

of anomalous activity, a naive pipeline may drop 

events, and the events lost are disproportionately the 

ones that matter. Well-engineered collection therefore 

interposes buffering and back-pressure, absorbing 

spikes without discarding records and degrading 

gracefully rather than silently when downstream 

capacity is exhausted. The choice of transport protocol 

matters too: unreliable datagram-based forwarding, 
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still common for legacy device logging, offers no 

delivery guarantee and no ordering, so that events may 

arrive out of sequence or not at all, corrupting any 

analysis that depends on the temporal order of events. 

These are not merely operational concerns; they are 

security-relevant, because an adversary who 

understands the collection architecture can time 

activity to coincide with load, or can generate a flood 

of benign events precisely to induce the drops that will 

hide a genuine action. 

A related and often neglected property is clock 

discipline. Correlating events across sources 

presupposes that their timestamps can be placed on a 

common timeline, yet hosts drift, time zones differ, 

and some devices record local time without an offset. 

A skew of even a few minutes between two sources 

can defeat a correlation rule that expects a causal event 

to precede its consequence, producing either missed 

scenarios or spurious ones. Robust collection therefore 

treats time synchronisation and timestamp 

canonicalisation as first-order requirements, not 

incidental details, and records both the event time 

asserted by the source and the ingestion time observed 

by the collector, so that reasoning can distinguish 

genuine event ordering from artefacts of delayed 

delivery. 

Enrichment and the manufacture of context 

Normalization renders events uniform; enrichment 

makes them meaningful. A normalized authentication 

event tells us that an account logged in from an address 

at a time, but it does not tell us whether that account 

belongs to a database administrator or a temporary 

contractor, whether the source address sits inside a 

sensitive network segment or a hostile foreign range, 

or whether the asset involved is a disposable test 

machine or a system of record holding regulated data. 

This context is not present in the log line; it must be 

joined in from asset inventories, identity directories, 

vulnerability data, and threat-intelligence feeds. 

Enrichment is consequential because it is what allows 

later stages to prioritise: the same raw event may be 

routine on one asset and alarming on another, and only 

the joined context distinguishes them. It is also fragile, 

because the reference data on which it depends are 

themselves subject to staleness and error, an asset 

inventory that omits a newly provisioned server, or an 

identity directory that has not caught up with a role 

change, will enrich events incorrectly and mislead 

everything downstream. The reliability of enrichment 

thus depends on data-management disciplines that live 

outside the security pipeline proper, a dependency that 

couples the effectiveness of the SOC to the general 

state of an organisation’s data governance. 

Taken together, transport reliability, clock discipline, 

and enrichment show that collection and 

normalization are far from the mechanical prelude 

they are sometimes assumed to be. They constitute the 

stage at which the raw, ambiguous, adversarially 

manipulable material of logs is turned into the 

structured, contextualised, temporally coherent record 

that every later stage takes for granted. Investments 

here are unglamorous and easily deferred, yet because 

their failures are silent, a mis-parsed field or a dropped 

event produces no error, only a subtly wrong answer 

later, they are among the most consequential and least 

visible determinants of a SOC’s true detection 

capability. 

Contributions on enterprise cybersecurity and cyber-

defense engineering inform the framing adopted here 

[52]. Cognate work addressing procurement and 

supply-chain delivery in energy and infrastructure 

settings provides complementary grounding [53]–

[56]. 

IV. DETECTION AND CORRELATION 

Once events are collected and normalized, detection 

identifies those that may indicate malicious or 

anomalous activity, and correlation assembles related 

detections into a smaller number of meaningful units. 

The two are conceptually distinct but operationally 

intertwined, and both have deep roots in the intrusion-

detection literature. 

Detection. The foundational distinction is between 

misuse (signature-based) detection, which matches 

events against known-bad patterns, and anomaly-

based detection, which flags deviations from a model 

of normal behaviour [7]. Signature systems such as 

Snort [8] remain widely deployed because they are 

precise, interpretable, and cheap to operate, but they 

cannot detect novel attacks and require constant rule 

maintenance. Anomaly-based detection promises 

coverage of unknown threats, and a large literature 

applies statistical and machine-learning methods to 
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network and host data [57], [58]. Flow-based 

detection, which operates on aggregated connection 

records rather than full packet payloads, offers 

scalability advantages for high-speed networks [59]. 

More recently, log-sequence models such as DeepLog 

[60] treat system logs as a language and learn expected 

event sequences with recurrent neural networks, 

detecting anomalies as departures from the learned 

grammar; empirical comparisons of such methods on 

operational logs show both their promise and their 

sensitivity to data preparation [61]. 

The recurring caution across this literature, articulated 

forcefully by Sommer and Paxson [62], is that 

machine learning is far harder to apply to intrusion 

detection than to other domains: the cost of errors is 

highly asymmetric, the notion of “normal” drifts 

continuously, semantic interpretation of anomalies is 

difficult, and the closed-world assumption of standard 

evaluation rarely holds in deployment. Buczak and 

Guven [63] survey the many data-mining and 

machine-learning methods proposed for cyber-

security and note the persistent gap between reported 

laboratory accuracy and operational usefulness. 

Correlation. Detection alone produces a stream of 

isolated alerts; correlation reduces that stream by 

grouping alerts that share a cause, aggregating 

duplicates, and reconstructing multi-step attacks. 

Valeur, Vigna, Kruegel, and Kemmerer [64] proposed 

a comprehensive correlation framework composed of 

a sequence of components (normalization, 

aggregation, verification, and higher-level scenario 

construction) and showed that correlation quality 

depends on how these stages are combined. Ning, Cui, 

and Reeves [65] reconstructed attack scenarios by 

chaining alerts whose prerequisites and consequences 

match, turning a mass of low-level alerts into a small 

number of interpretable attack narratives. Alarm 

clustering, as developed by Julisch [66], groups alarms 

by root cause so that a single environmental or 

configuration issue generating thousands of alarms 

can be recognised and addressed once rather than 

repeatedly. Together these techniques attack the 

volume problem at its source: they compress many 

detections into few incidents, which is precisely what 

triage requires. 

The precision–recall tension and the asymmetry of 

error 

Underlying every detection design is a trade-off that 

no algorithm escapes: raising sensitivity to catch more 

genuine attacks inevitably admits more false alarms, 

and tightening precision to suppress false alarms 

inevitably lets some attacks pass. In most application 

domains this trade-off is balanced by weighing the two 

kinds of error against each other symmetrically. 

Intrusion detection is unusual in the severity of its 

asymmetry. A missed intrusion may cost an 

organisation a breach with consequences measured in 

months of remediation and lasting reputational 

damage, while a false alarm costs minutes of analyst 

time, yet false alarms arrive in such volume that their 

aggregate cost, in attention consumed and vigilance 

eroded, becomes the dominant operational burden. 

The consequence is that the detection stage cannot be 

tuned to an optimum in isolation, because the 

acceptable false-positive rate depends on the capacity 

of the stages that follow it to absorb and filter the 

residual. A detector that would be intolerable feeding 

analysts directly may be perfectly acceptable feeding 

a correlation engine that compresses its output, and 

this coupling between detection sensitivity and 

downstream filtering is a recurring reason why point 

improvements in detector accuracy so often fail to 

translate into operational gains. 

Hybrid and layered detection in practice 

The textbook opposition between signature-based and 

anomaly-based detection is, in operational reality, a 

division of labour rather than a competition. 

Signatures are precise, interpretable, and cheap, and 

they excel at recognising the known, the specific 

exploit, the particular malware family, the 

documented technique. Anomaly methods are the only 

hope against the genuinely novel, but they pay for that 

coverage with opacity and false alarms, since a 

departure from statistical normality is not the same as 

maliciousness and may reflect nothing more than a 

new but benign pattern of use. Mature architectures 

therefore layer the two, using signatures to dispatch 

the known cheaply and reserving the more expensive 

and more error-prone anomaly machinery for the 

residue that signatures cannot explain. Layering also 

mitigates a structural weakness of each approach: 

signatures are blind to what has not yet been 
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catalogued, while anomaly models are blind to attacks 

that resemble normal behaviour closely enough to 

evade statistical notice. Neither weakness is fully 

curable, but their combination narrows the gap 

through which an adversary must pass. The log-

sequence models that treat system logs as a language 

extend this layering into a third register, learning the 

expected grammar of an application’s behaviour and 

flagging departures from it, and they are most valuable 

precisely where signatures and coarse statistics are 

silent, in the subtle reordering or omission of events 

that betrays a compromised process behaving almost, 

but not quite, normally. 

Why correlation is the pivotal stage 

If detection produces the raw signal, correlation is 

where that signal first becomes tractable, and it 

deserves emphasis as the pivot on which the 

tractability of everything downstream turns. The 

reason is arithmetic. A detection stage tuned for 

coverage produces alerts in numbers that no analyst 

team can examine, and the great majority of those 

alerts are individually uninformative, a single port 

scan, a single failed login, a single unusual connection 

means little on its own. Correlation exploits the fact 

that meaning in security data is largely relational: it 

resides not in individual events but in their patterns, 

sequences, and shared causes. By aggregating 

duplicates, grouping alerts that stem from a common 

root cause, and chaining alerts whose prerequisites and 

consequences link them into a coherent attack 

narrative, correlation converts a high-volume, low-

information stream into a low-volume, high-

information one. This compression is what makes 

human attention viable at all, and it is also what 

supplies the context on which triage prioritisation 

depends: an alert embedded in a reconstructed multi-

step scenario carries an evidential weight that the same 

alert in isolation cannot. The corollary is that 

weaknesses in correlation are especially damaging, 

because they either fragment genuine attacks into 

disconnected fragments that each look innocuous, or 

fabricate spurious scenarios from coincidental co-

occurrence, and both failures propagate directly into 

the triage decisions that follow. 

Contributions on cybersecurity, data governance, and 

IT-risk management inform the framing adopted here 

[67]–[69]. Cognate work addressing the broader 

external academic literature on analytics, machine 

learning, security, and digital systems provides 

complementary grounding [70]–[118]. 

V. AUTOMATED TRIAGE AND 

PRIORITIZATION 

Triage is the decision layer that sits between detection 

and human investigation. Its task is to rank and route: 

to estimate which alerts most likely represent genuine, 

consequential incidents and to present them, with 

context, in an order that respects analyst time. Because 

the base-rate fallacy guarantees that most alerts from a 

sensitive detector are false [2], effective triage is 

arguably the highest-leverage form of automation in 

the entire pipeline. 

Two broad strategies dominate. The first is false-

positive reduction through learning. Pietraszek [119] 

framed alert classification as a supervised learning 

problem in which analyst feedback on past alerts trains 

a classifier to filter future ones, adaptively suppressing 

the categories of alert that have historically proven 

benign in a given environment. This analyst-in-the-

loop design is significant because it acknowledges that 

“false positive” is partly environment-specific: an alert 

that is spurious in one network may be meaningful in 

another. The second strategy is prioritization by 

context and impact. Rather than discarding alerts, 

prioritization scores them using the value of the 

affected asset, the credibility of the detection, and the 

stage of the attack it may represent, so that scarce 

attention is spent where potential damage is greatest 

[1]. Correlation feeds directly into prioritization: an 

alert that forms part of a reconstructed multi-step 

scenario [64], [65] warrants higher priority than the 

same alert in isolation. 

Threat modelling frameworks have begun to structure 

triage semantically. MITRE ATT&CK [120] provides 

a shared vocabulary of adversary tactics and 

techniques, allowing alerts to be mapped to positions 

in an attacker’s likely progression; this mapping 

supports prioritization by exposing which alerts, taken 

together, indicate advancement toward an objective. 

Standards for incident handling, notably the NIST 

computer security incident handling guide [121], 

locate triage within a broader lifecycle of preparation, 

detection and analysis, containment, eradication, and 
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recovery, and emphasise consistent categorisation and 

prioritization as prerequisites for effective response. 

Critically, triage is where automation most directly 

meets human cognition. Studies of real analyst work 

show that triage is not a mechanical filter but an 

interpretive activity in which analysts assemble 

fragmentary evidence into hypotheses [9]. Automation 

that ignores this, that presents opaque scores without 

supporting context, risks either being distrusted and 

ignored or, worse, being followed uncritically. The 

most promising triage systems therefore aim to 

augment rather than replace analyst judgement, 

supplying ranked, contextualised, and explainable 

candidates for human decision. 

The environment-specificity of the false positive 

A subtlety that distinguishes triage from detection is 

that the very notion of a false positive is partly local. 

In detection, correctness is often treated as an 

objective property of the event: either it was an attack 

or it was not. In triage, an alert that is technically a true 

detection may nonetheless be operationally irrelevant 

in a particular environment, a vulnerability scanner 

probing hosts that are known and sanctioned, an 

administrative tool whose behaviour resembles an 

attack but is authorised, a legacy application whose 

quirks trip an anomaly model without any adversary 

involved. What counts as noise is therefore a function 

of the specific network, its sanctioned activities, and 

its risk posture, and it changes as the environment 

changes. This is why the adaptive, feedback-driven 

approach to alert classification is so consequential: it 

learns the local meaning of alerts from the decisions 

analysts make in that environment, rather than 

assuming a universal ground truth that does not exist. 

It also explains why triage rules and models transfer 

poorly between organisations, and why a triage 

capability, unlike a signature set, cannot simply be 

purchased and deployed but must be cultivated against 

the particular telemetry and conventions of the place it 

serves. 

Prioritisation as a decision under uncertainty 

Prioritisation is best understood not as classification 

but as ranking under uncertainty, and framing it this 

way clarifies what a good triage system must estimate. 

Every residual alert carries some probability of 

representing a genuine, consequential incident, and 

every alert also carries a potential impact that depends 

on the asset, the data, and the stage of attack it may 

represent. The rational allocation of scarce analyst 

attention weighs these together, prioritising alerts 

where the product of likelihood and consequence is 

greatest, so that the analyst’s next action is always the 

one with the highest expected value. This framing 

exposes why context is not a luxury but a necessity: 

without the asset criticality, the identity, and the threat 

intelligence that enrichment supplies, the impact term 

cannot be estimated, and prioritisation collapses back 

into ranking by detector confidence alone, which, 

given the base-rate problem, ranks a torrent of 

confident false positives above the occasional quiet 

signal of a real intrusion. It also reveals a subtle failure 

mode: because impact and likelihood are both 

estimated, systematic errors in either, an asset 

inventory that undervalues a critical system, a model 

that is overconfident on a common benign pattern, 

silently distort the ranking, sending attention to the 

wrong places while appearing to function normally. 

Good prioritisation therefore depends as much on the 

quality of the contextual inputs as on the sophistication 

of the scoring, a dependency that again ties the 

effectiveness of a late stage to the reliability of the 

early ones. 

Contributions on enterprise IT systems, cloud 

migration, and service management inform the 

framing adopted here [122], [123]. Cognate work 

addressing the foundational and directly cited 

literature underpinning the present study provides 

complementary grounding [1]–[3], [7]–[9], [48]–[51], 

[57]–[66], [119]–[121], [124], [125]. 

VI. SECURITY ORCHESTRATION AND 

AUTOMATION 

Where triage decides what to attend to, orchestration 

decides what to do about it and executes as much of 

the doing as possible. Security orchestration, 

automation, and response (SOAR) refers to platforms 

that codify response procedures as executable 

playbooks, integrate the many tools a SOC operates, 

and automate repetitive actions (enrichment, 

containment, ticketing, notification) that would 

otherwise consume analyst time. Although the SOAR 

acronym is a relatively recent coinage, the underlying 

idea is a natural extension of the SIEM-centred 
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workflow described by Bhatt et al. [1], in which the 

SIEM is the analytic hub and orchestration layers 

automated action on top of it. 

The value proposition of orchestration is threefold. It 

reduces mean time to respond by removing manual 

hand-offs; it enforces consistency, so that a given class 

of incident is handled the same way regardless of 

which analyst is on shift; and it captures institutional 

knowledge in playbooks, mitigating the loss of 

expertise when experienced staff leave, a real risk 

given the burnout documented in SOC studies [3]. 

Orchestration also closes the loop back to triage and 

detection: the outcome of an automated or analyst-led 

response is itself a labelled example that can retrain 

classifiers [119] and refine correlation rules [66]. 

The risks of orchestration mirror its benefits. 

Automated containment actions (isolating a host, 

disabling an account, blocking an address) can cause 

operational harm if triggered by a false positive, so the 

degree of automation must be calibrated to the 

confidence of the upstream decision. This calibration 

reconnects orchestration to the base-rate problem: 

fully automated response is safe only where triage is 

highly precise, which is why many deployments keep 

a human in the loop for consequential actions and 

reserve full automation for low-risk enrichment. 

Effective orchestration is thus best understood not as 

the removal of analysts but as the industrialisation of 

the routine, freeing human attention for the ambiguous 

cases that genuinely require it. 

The playbook as codified knowledge and its brittleness 

The playbook is the central artefact of orchestration, 

and it is worth examining what a playbook is and why 

it matters. At its simplest a playbook is an executable 

encoding of a response procedure: a sequence of 

conditional steps that gather additional evidence, make 

decisions, take actions, and record what was done. 

Encoding procedures this way has a value beyond 

speed, because it externalises knowledge that would 

otherwise live only in the heads of experienced 

analysts. In a field marked by high turnover and 

burnout, the departure of a senior analyst can take with 

it an irreplaceable store of tacit judgement about how 

particular incidents are handled; a playbook captures a 

portion of that judgement in a form that outlives the 

individual and can be applied consistently by less 

experienced staff. This is the sense in which 

orchestration is a mechanism of institutional memory 

as much as of automation. Yet the same property is a 

source of brittleness. A playbook encodes assumptions 

about the environment (the tools available, the 

network topology, the naming of assets, the meaning 

of alerts) and when those assumptions drift, the 

playbook continues to execute confidently on 

premises that no longer hold. Unlike a human, who 

notices when a situation departs from the expected, an 

automated playbook follows its branches whether or 

not they still make sense, and a stale playbook can 

therefore take precisely the wrong action with 

mechanical reliability. The maintenance of playbooks 

against a changing environment is thus a continuing 

cost, and one that is easy to underestimate at the point 

of deployment, when the encoded knowledge is fresh 

and correct. 

Calibrating autonomy to confidence 

The deepest design question in orchestration is how 

much autonomy to grant, and the review’s framing 

supplies a principled answer: the degree of automation 

permitted for an action should be calibrated to the 

confidence of the decision that triggers it and to the 

cost of being wrong. Actions divide roughly into two 

classes by their reversibility and their potential for 

harm. Enrichment actions (querying a threat-

intelligence source, retrieving the history of an asset, 

gathering related events) are essentially free of 

downside, because a wrong guess wastes a little 

compute and nothing more, and these can be 

automated aggressively regardless of the confidence 

of the triggering alert. Consequential actions (isolating 

a host, disabling an account, blocking an address) 

carry real operational cost when triggered wrongly, 

because they can interrupt legitimate work and, in the 

worst case, cause exactly the disruption an adversary 

hoped to provoke. For these, full automation is 

justified only where the upstream triage decision is 

highly precise, and where it is not, the appropriate 

design keeps a human in the loop to authorise the 

action while still using automation to prepare and 

accelerate it. This calibration reconnects orchestration 

to the base-rate problem that pervades the review: 

because most alerts from a sensitive detector are false, 

the confidence required to license autonomous 

consequential action is high, and it is achieved not by 
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the detector alone but by the correlation and triage 

stages that raise precision before the decision to act is 

reached. Orchestration, in this light, is not a stage that 

can be designed independently; its safe scope is set by 

the reliability of everything upstream of it. 

Contributions on financial analytics, audit, IT-risk and 

governance across the wider research portfolio inform 

the framing adopted here [126]–[152]. 

VII. EVALUATION, DATASETS, AND A 

TAXONOMY OF THE PIPELINE 

Progress in automated detection and triage is only as 

credible as the evidence used to demonstrate it, and 

evaluation has been a persistent weakness of the field. 

For years the KDD Cup 1999 dataset served as the 

default benchmark for intrusion detection, but 

Tavallaee, Bagheri, Lu, and Ghorbani [125] 

documented serious problems, massive record 

redundancy and an unrealistic class distribution, that 

inflate reported accuracy and undermine 

comparability, and they released the NSL-KDD 

refinement to address the worst of these. Even refined, 

such datasets capture a dated threat landscape. More 

recent efforts, such as the CICIDS2017 dataset [124], 

generate labelled traffic from realistic profiles and 

contemporary attacks, and the log-parsing community 

has produced open benchmarks and tools for 

reproducible comparison [51]. Nonetheless, the 

concern raised by Sommer and Paxson [62] endures: 

laboratory datasets embody a closed world, whereas 

deployment confronts an open one, and results that do 

not transfer across environments overstate operational 

readiness. 

To integrate the preceding sections, we describe a 

taxonomy of the automated log-collection-and-triage 

pipeline. It organises the field along five sequential 

stages, characterising each by its purpose, its dominant 

techniques, its inputs, and its characteristic failure 

mode. The taxonomy is intended less as a rigid 

classification than as a map for locating a given 

contribution and reasoning about how weaknesses at 

one stage propagate to the next. 

 

 

 

Table 1. A taxonomy of the automated log-collection-and-triage pipeline.

Stage Purpose Dominant techniques Primary input Characteristic 

failure mode 

1. Collection & 

normalization 

Gather, transport, 

and structure 

heterogeneous 

events 

Automated log parsing (Drain, 

LogCluster); schema mapping; 

enrichment 

Raw device, 

host, 

application, 

and network 

logs 

Mis-parsed 

templates and 

dropped events 

silently corrupt all 

downstream 

features 

2. Detection Flag events 

indicating misuse 

or anomaly 

Signature matching (Snort); 

statistical and ML anomaly 

detection; log-sequence models 

(DeepLog) 

Normalized 

events and 

flows 

High false-positive 

rate; missed novel 

attacks; concept 

drift 

3. Correlation Compress and 

connect related 

detections 

Aggregation and scenario 

construction (Valeur et al.); 

prerequisite/consequence chaining 

(Ning et al.); root-cause clustering 

(Julisch) 

Detection 

alerts 

Fragmented or 

spurious scenarios 

when correlation 

rules are incomplete 

4. Triage & 

prioritization 

Rank and route 

residual alerts for 

human attention 

Adaptive alert classification 

(Pietraszek); impact- and asset-

based scoring; ATT&CK mapping 

Correlated 

alerts plus 

Base-rate fallacy; 

alert fatigue; 
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Stage Purpose Dominant techniques Primary input Characteristic 

failure mode 

asset and 

threat context 

opaque, distrusted 

scores 

5. 

Orchestration 

& response 

Execute 

enrichment, 

containment, and 

case management 

SOAR playbooks; automated 

enrichment and containment; 

feedback capture 

Prioritized 

incidents 

Harmful automated 

action on false 

positives; brittle 

playbooks 

Read across, the table makes explicit a property that 

individual studies tend to obscure: the stages form a 

dependency chain in which the reliability of each stage 

is bounded by the reliability of those before it. A 

superb triage classifier cannot compensate for a parser 

that mislabels its inputs, and a well-designed playbook 

is dangerous atop imprecise triage. This systemic view 

motivates the discussion that follows. 

Why detection is over-evaluated and triage under-

evaluated 

A striking imbalance runs through the field’s evidence 

base: the detection stage is evaluated far more 

rigorously, and far more often, than any other stage of 

the pipeline. The reason is partly structural. Detection 

lends itself to the standard machinery of empirical 

evaluation because it can be posed as a classification 

problem with a labelled dataset, a fixed set of inputs, 

and a scalar accuracy that different methods can be 

ranked by. Triage, correlation, and orchestration resist 

this treatment. Their quality depends on context that a 

static dataset does not contain, the value of assets, the 

conventions of an environment, the judgement of the 

analysts they serve, and their outputs are decisions 

about the allocation of attention rather than binary 

labels, so there is no agreed scalar against which to 

score them. The consequence is that the stages with the 

most direct leverage over operational outcomes are the 

least served by reproducible benchmarks, and claims 

about them rest disproportionately on case description 

and vendor assertion rather than on comparable 

measurement. This imbalance is not merely an 

academic inconvenience; it distorts investment and 

attention toward the stage that is easiest to measure 

rather than the stage where improvement would matter 

most, and it leaves practitioners without the evidence 

they would need to choose a triage or orchestration 

approach on anything other than faith. 

Reading the taxonomy diagnostically 

The taxonomy of Table 1 is intended to be used, not 

merely contemplated, and its diagnostic use follows 

from the dependency property it makes visible. 

Confronted with a SOC that is underperforming (too 

many missed incidents, too many wasted analyst 

hours, too slow a response) the natural instinct is to 

upgrade the most visible component, usually the 

detector. The taxonomy counsels a different 

discipline: to trace the pipeline from the front and ask 

where the binding constraint actually lies. Missed 

incidents may originate not in a weak detector but in 

dropped events or mis-parsed fields at collection, 

which no detector can recover. Wasted hours may 

originate not in poor detection but in absent 

correlation, so that analysts drown in individually 

valid but collectively redundant alerts. Distrust of 

automation may originate not in the scoring model but 

in the absence of the explanations analysts need to act 

on it. In each case the observable symptom appears at 

one stage while its cause lies at another, and 

remediation aimed at the symptom disappoints. The 

value of the taxonomy is that it forces this systemic 

reading, directing effort to the stage that is genuinely 

limiting overall performance rather than to the stage 

that is most conspicuous or most easily replaced. 

Contributions on internal audit, risk governance, and 

financial-sector controls inform the framing adopted 

here [153]–[156]. 
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VIII. DISCUSSION: GAPS AND OPERATIONAL 

CHALLENGES 

Synthesising the literature exposes several challenges 

that recur across stages and that, taken together, define 

the practical limits of current automation. 

The base-rate problem and false positives. The 

statistical asymmetry identified by Axelsson [2] is not 

an artefact of poor engineering but a structural feature 

of a domain in which attacks are rare. It implies that 

raising detector sensitivity, absent commensurate 

improvements in precision and correlation, simply 

multiplies false alarms. The literature’s most effective 

responses attack the problem downstream of detection, 

through correlation that compresses alerts [64], [66] 

and through adaptive, feedback-driven classification 

[119], rather than expecting any single detector to 

solve it. 

Alert fatigue and human factors. The human 

consequence of false-positive-laden alert streams is 

well documented. Sundaramurthy et al. [3] showed, 

through embedded fieldwork in operational SOCs, that 

analyst burnout is a systemic outcome of tooling that 

generates more work than it removes, and D’Amico 

and Whitley [9] characterised analytic work as 

cognitively demanding sense-making rather than rote 

filtering. These findings reframe automation’s goal: 

the metric that matters is not detections produced but 

analyst attention conserved and correct decisions 

enabled. Automation that increases alert volume 

without increasing decision quality is 

counterproductive even when its detection accuracy is 

high. 

Labelling scarcity. Supervised triage and detection 

depend on labelled examples of true and false alerts, 

but such labels are expensive, environment-specific, 

and often unavailable at the scale machine learning 

requires. The feedback loops described in Sections 5 

and 6 partially address this by harvesting labels from 

analyst decisions and response outcomes, but they 

introduce their own biases: alerts never surfaced to 

analysts are never labelled, so classifiers can entrench 

existing blind spots. 

Concept drift. Both benign behaviour and adversary 

technique evolve continuously, so models of “normal” 

and of “malicious” degrade over time [62]. Static 

signatures miss new attacks; static anomaly models 

raise false alarms as the environment changes. 

Sustained accuracy therefore demands continual 

retraining and rule maintenance, an operational cost 

that laboratory evaluations rarely capture. 

Evaluation realism. The dataset problems documented 

by Tavallaee et al. [125] and the closed-world critique 

of Sommer and Paxson [62] together imply that much 

reported progress may not transfer to deployment. 

Newer datasets [124] and open parsing benchmarks 

[51] improve matters, but the field still lacks widely 

accepted, continually refreshed benchmarks that 

reflect current threats and heterogeneous 

environments, and it especially lacks benchmarks for 

the triage and orchestration stages, which are 

evaluated far less rigorously than detection. 

Systemic coupling. Finally, the taxonomy of Section 7 

highlights that these challenges are not independent. 

Poor normalization amplifies false positives; false 

positives drive fatigue; fatigue and drift erode the label 

quality on which adaptive methods depend. 

Improvements pursued at a single stage, in isolation, 

tend to disappoint because the binding constraint lies 

elsewhere in the chain. 

The feedback loop as both remedy and hazard. Several 

of the challenges above point toward feedback, 

harvesting labels from analyst decisions and response 

outcomes, as the most promising general remedy, and 

it is worth examining why feedback is simultaneously 

the field’s best hope and a subtle trap. Its promise is 

that it directly attacks labelling scarcity, environment-

specificity, and concept drift at once: by learning 

continuously from the verdicts analysts render on real 

alerts in the real environment, an adaptive system 

acquires labels that are local, current, and free, and it 

can track drift as it happens rather than degrading until 

a scheduled retraining. The hazard is that the feedback 

loop observes only the alerts that reach analysts, and 

the alerts that reach analysts are exactly those the 

current system chose to surface. Alerts suppressed by 

the present model generate no labels, so the model 

never learns that its suppression was wrong, and 

existing blind spots are quietly entrenched rather than 

corrected. This selection bias means that a naively 

closed feedback loop optimises the system’s 

agreement with its own past behaviour, which is not 

the same as optimising its correctness. Escaping the 
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trap requires deliberate counter-measures, sampling 

and surfacing a fraction of alerts the model would 

otherwise suppress, so that the loop retains a channel 

through which its own errors can become visible, and 

the design of feedback that improves rather than 

merely reinforces is an open and important problem. 

The adversary as an active participant. A feature that 

distinguishes security from most domains in which 

automation is applied is that the environment is not 

merely changing but adversarial: some of the drift the 

system must cope with is deliberately induced by an 

opponent who studies the defence and adapts to evade 

it. This changes the character of every challenge 

discussed above. Concept drift is not only the benign 

evolution of normal behaviour but the calculated 

mutation of attacks to slip beneath detection 

thresholds. False negatives are not only the statistical 

residue of an imperfect model but the targeted product 

of an adversary crafting activity to resemble the 

benign. Even the feedback loop becomes an attack 

surface, since an opponent who understands that the 

system learns from analyst decisions may attempt to 

poison that learning by generating patterns designed to 

be labelled benign. The practical implication is that 

robustness in this setting cannot be assessed against a 

fixed distribution, because the distribution is chosen, 

in part, by someone trying to defeat the defender. This 

is a further reason why laboratory accuracy overstates 

operational readiness: the test set does not fight back, 

and the deployment does. 

Contributions on financial analytics, planning, and 

enterprise decision systems inform the framing 

adopted here [157]–[160]. 

IX. FUTURE DIRECTIONS 

Several directions follow directly from the gaps above. 

First, analyst-in-the-loop and explainable triage 

deserve primacy. Given that triage is interpretive 

sense-making [9] and that adaptive classification 

already exploits analyst feedback [119], the natural 

progression is toward systems that present ranked 

candidates together with the evidence and reasoning 

behind their scores, so analysts can both trust and 

correct them. The design objective should be 

measured in decision quality and attention conserved, 

not alerts emitted. 

Second, reproducible and realistic evaluation must 

extend beyond detection to the whole pipeline. The 

community needs continually refreshed datasets in the 

spirit of CICIDS2017 [124], shared benchmarks for 

correlation and triage, and open tooling of the kind 

demonstrated for log parsing [51], so that claims about 

triage and orchestration become as testable as claims 

about detection. 

Third, drift-aware and feedback-driven learning 

should be treated as a first-class requirement rather 

than an afterthought, with architectures that expect 

models to age, that monitor their own degradation, and 

that incorporate response outcomes as training signal 

while guarding against the label biases that closed 

feedback loops introduce. 

Fourth, standardised semantics such as ATT&CK 

[120] and the incident-handling lifecycle of NIST 

[121] should be pushed deeper into automation, so that 

correlation, prioritization, and orchestration reason 

over a shared model of adversary behaviour rather 

than over vendor-specific alert codes, improving both 

interpretability and portability. 

Fifth, and cutting across the others, automation should 

be designed for operational resilience: calibrated to act 

autonomously only where upstream confidence is 

high, degrading gracefully when data sources fail or 

models drift, and preserving institutional knowledge in 

playbooks so that capability does not evaporate with 

staff turnover [3]. 

Sixth, the pipeline should be treated as an object of 

end-to-end measurement rather than a collection of 

separately optimised parts. Because the stages form a 

dependency chain, the quantity that ultimately matters 

is not the accuracy of any single stage but the quality 

and cost of the decisions that emerge at the end, per 

unit of analyst attention consumed. Instrumenting the 

whole pipeline to expose where signal is lost, where it 

is amplified into noise, and where analyst time is 

actually spent would let organisations identify their 

binding constraint empirically rather than by intuition, 

and would let researchers report the marginal 

contribution of a proposed technique to a realistic end-

to-end objective rather than to an isolated benchmark. 

Such whole-pipeline instrumentation is technically 

modest but conceptually important, because it aligns 
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measurement with the systemic view that the review 

argues for throughout. 

Seventh, and finally, the community should invest in 

the transfer and portability of triage and orchestration 

capability. Because the meaning of alerts is 

environment-specific, the knowledge encoded in 

triage models and response playbooks does not move 

readily between organisations, and this friction slows 

the diffusion of hard-won improvements. Research 

into representations that separate the portable core of 

a capability (the general logic of a response, the 

structure of a scoring model) from its environment-

specific parameters, and into methods for adapting a 

capability to a new environment with modest local 

data, would let the field accumulate rather than 

perpetually rebuild. Standardised semantics such as a 

shared model of adversary behaviour are one route to 

this portability; another is the design of capabilities 

that expect to be specialised, carrying explicit hooks 

for the local context they must be fitted to. Progress 

here would compound the returns on every other 

direction above. 

Contributions on public-sector accounting, audit, and 

financial reporting inform the framing adopted here 

[161], [162]. 

X. CONCLUSION 

Automation of log collection and incident triage has 

moved from aspiration to operational necessity, driven 

by telemetry volumes that no human team can inspect 

unaided. This review organised the relevant literature 

into a five-stage pipeline (collection and 

normalization, detection, correlation, triage and 

prioritization, and orchestration) and showed that each 

stage now rests on a substantial body of technique, 

from automated log parsing and anomaly detection to 

alert correlation, adaptive classification, and 

playbook-driven response. The described taxonomy 

makes plain that these stages form a dependency chain 

whose overall reliability is set by its weakest link, and 

that the field’s hardest problems (the base-rate fallacy, 

alert fatigue, labelling scarcity, concept drift, and 

weak evaluation realism) cut across stages rather than 

residing in any one. The most durable progress will 

come not from marginal gains in detection accuracy 

but from treating the SOC as a socio-technical system: 

designing automation that conserves analyst attention, 

that is evaluated against realistic and reproducible 

benchmarks along its full length, and that learns 

continually from the humans it exists to support. For 

the practitioner and the researcher alike, the guiding 

question is not how many events a system can flag, but 

how well it enables correct decisions under an 

unrelenting flood of signal. 
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