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Abstract- 5G and subsequent network systems are
designed with a number of these features like super-fast
data transfer, ultra-low latency, huge number of
connections, cloud network, multi-access edge computing,
and network function virtualization. But also, they are the
primary cause of the proliferation of cyber-attacks and
the evolution of intelligent intrusion detection system. The
manuscript describes a comprehensive review of the
literature concerning the application of machine learning
to intrusions detection systems in 5G and beyond
networks. The survey includes various kinds of models,
datasets, categories of attack, validation methods,
assessment metrics, deployment readiness, explainability
and privacy considerations. Studies published between
2020 and 2026 were examined using PRISMA-guided
selection and structured data extraction method. Findings
from 21 reviewed studies show that empirical ML/DL
evaluation studies accounted for 42.9%, review or survey
syntheses accounted for 23.8%, federated or transfer
learning studies accounted for 19.0%, and dataset/testbed
studies accounted for 14.3%. Representative benchmark
accuracies ranged from 64.1% for application-layer
PFCP detection to 100.0% for binary 5G-NIDD
classification. The paper concludes that no single model
is universally best; rather, technique selection should
depend on the type of attack, the quality of validation, the
amount of latency, the scalability, privacy, and
explainability, to determine the most appropriate
approach.
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L. INTRODUCTION
Fifth generation (5G) and beyond networks

reinforces enhanced mobile broadband, ultra-reliable
low-latency communication, massive machine-type
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communication, software-defined networking,
network function virtualization, network slicing and
multi-access edge computing [1], [2]. These
capabilities trigger a wide range of emerging
applications such as smart cities, industrial
automation, autonomous systems, telemedicine and
large-scale Internet of Things deployment, but this
development also introduce greater complexity of

securing modern communication infrastructures.

5G and beyond networks have a much larger attack
surface compared to earlier mobile generations since
as security monitoring it must include also radio
access components, cloud-native core functions,
control-plane interfaces, edge nodes, virtualized
network  functions, orchestration  platforms,
application programming interfaces and network
slices [2], [7]. These threats are: denial of service,
distributed denial of service, spoofing, scanning,
botnet activity, malware propagation, unauthorized
access, signaling abuse, data exfiltration and
adversarial manipulation of Al-based systems [2],
[19, 22].

Intrusion Detection Systems (IDS) are required to
identify rogue traffic, suspicious activity, policy
violations and anomalous patterns before they
compromise confidentiality, integrity and
availability. Traditional signature-based systems
remain useful for known threats, but anomaly-based
and machine-learning-based IDS are increasingly
important because they can learn from network
traffic, logs and telemetry and detect attacks that may
not have fixed signatures [3], [4].
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Although many studies report strong machine
learning performance for IDS, the evidence base for
5G and beyond networks remains fragmented across
datasets, model families, validation strategies, attack
categories and operational assumptions. This paper
therefore reviews, classifies and synthesizes machine
learning techniques for IDS in 5G and beyond
networks, with attention to dataset realism, validation
credibility, deployment readiness, explainability and
privacy.

IL. LITERATURE REVIEW

A. 5G/B5G IDS Context

5G and beyond networks introduce service-based
core architecture, network slicing, SDN, NFV and
MEC. These technologies improve flexibility and
latency, but they also create additional points at
which intrusions may occur [1], [2]. In this context,
IDS can be deployed at the RAN, 5G core, MEC,
SDN controller, virtualized function layer, slice
manager or [oT gateway [4], [17].

Research on datasets shows that general-purpose
intrusion datasets such as UNSW-NBI5 and
CICIDS2017 remain useful for baseline comparison,
but they do not fully represent 5G service-based core
interfaces, O-RAN telemetry, MEC or network
slicing [20-22]. Recent datasets and testbeds such as
5G-NIDD, PFCP/5G core datasets and O-RAN KPI
datasets improve relevance, although each still covers
only part of the 5G ecosystem [6]-[9].

B. Machine Learning Techniques

The use of classical ML techniques in IDS has not
reduced the significance of them because many of the
datasets associated with networks remain to be
tabular or flow-based. Decision trees, Random
forests, Extra trees, Gradient boosting and XGBoost
are the commonly mentioned ones because they are
the best for non-linear correlation and can do feature-
importance analysis [5], [12], [13]. SVM, KNN,
Naive Bayes and Logistic Regression are also the
alternative paths for some particularly simple and
computationally efficient situations [12], [18].
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When complex spatial, temporal or latent traffic
patterns exist, deep learning methods like CNN,
LSTM, GRU, auto encoder and hybrid CNN-LSTM
models are used [3], [14]. Transfer learning is a
technique that allows adaptation to the situation when
the labeled 5G attack data are scarce while federated
learning is the framework that preserves privacy by
enabling a collaborative training on across devices
edge nodes or operators [15], [16] Security analysts,
particularly those working in operational 5G core or
edge environments, require understandable alerts that
is why explainable Al also holds importance [13].

III. METHODOLOGY

The systematic literature review design as shown in
Table 1 below was used in the study because the
main goal was to identify, evaluate, and synthesize
the available published evidence instead of gathering
the primary network traffic or implementing a new
IDS prototype. The review was guided by PRISMA
2020 reporting principles and software engineering
systematic review guidance [10], [11].

Searches covered IEEE Xplore, ACM Digital
Library, ScienceDirect, SpringerLink, Scopus, Web
of Science, MDPI, Frontiers, Google Scholar and
selected dataset repositories. The search combined
terms for network generation, detection task and
learning method, including: 5G, beyond 5G, 6G,
network slicing, MEC, O-RAN, intrusion detection,
anomaly detection, machine learning, deep learning,
federated learning, transfer learning and explainable
AL

The studies accessed are the ones that were accepted
between 2020 and 2026, written in English, are
available in full text, focus on IDS or anomaly
detection in 5G/B5G/6G or directly related enabling
networks, and provide relevant evidence on machine
learning technique, dataset, attack type, metric or
review finding. The studies not included in the
process were those that did not fit in the IDS scope,
those lacking a method, those being duplicate
records, or those that were from non-scholarly
sources.
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Table I: Objective vs Methodology Matching

Objective Methodology

Expected Result

Objective Systematic search and technique

Taxonomy of ML, DL, TL, FL and XAl techniques

1 classification
Objective . . . .
) Dataset, domain and metric extraction Dataset/testbed and evaluation summary
Objective . . .
3 ! Narrative and thematic synthesis Strengths, weaknesses and performance patterns
Objective . . Research agenda and deployment-aware
Gap analysis and taxonomy mapping .
4 recommendations

PRISMA Study Selection Flow

-

Records identified
(n = 168)

~

Duplicates removed
(n = 34)

l—

Records screened
(n = 134)

—

Reports assessed
(n = 46)

l—

Reports excluded
(n = 25)

Studies included
(n = 21)

Figure 1: PRISMA Study Selection Flow

Iv. RESULTS AND DISCUSSIONS

The PRISMA screening record as displayed in Figure
1 commenced with 168 records identified from
databases and registers. After removing 34 duplicate
records, 134 records proceeded to screening. Forty-
six reports were reevaluated for eligibility, 25 reports
were excluded with documented reasons, ultimately
21 studies met the inclusion criteria and were
selected for the final synthesis. The step-by-step
following of the selection procedure, as the scientific

method indicates, not only enhanced the visibility but
also made the study population more homogeneous
and the arbitrary inclusion could be considerably
curbed [11].

The scrutinized papers state that classical machine
learning, deep learning, transfer learning, federated
learning, and explainable Al are the principal
approaches to IDS in 5G and future networks. Yet,
the optimum method is conditioned by the data
source, attack class, validation procedure, and
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deployment restriction. That being the case, this
review aims at no models only by accuracy but also
interprets the outcome with respect to dataset realism,

leakage control, class imbalance, false alarms,
latency, scalability, privacy, and explainability.

Reviewed Studies by Contribution Type (n=21)

50

42.9%

Percentage (%)

ML/DL Review/
evaluation survey

FL/TL Dataset/
testbed

Figure 2: Reviewed Studies by Primary Contribution

The chart presented in Figure 2 indicates that
empirical ML/DL studies are the most common type,
representing 42.9% of the total 21 studies assessed.
They are followed by review or survey syntheses that
are 23.8% of the total number, federated or transfer
learning  studies making up 19.0%, and
dataset/testbed studies representing 14.3%. These

numbers reveal the fact that the debate between
empirical and synthesis offering is half experimental
and half theoretical. However, it is true that the type
of evidence-oriented data-resource studies in the
literature is smaller by comparison.

Dataset/Testbed Coverage (n=12)

50

41.7%

Percentage (%)

5G-NIDD Legacy
IDS

PFCP/ O-RAN Other
5G core KPI

Figure 3: Dataset/Testbed Coverage in Empirical Studies

Figure 3 shows that 5G-NIDD was the most frequent
5G-oriented data resource among the empirical and
data-resource studies, representing 41.7% of the 12
studies in this breakdown. Legacy IDS datasets
accounted for 25.0%, PFCP/5G core datasets
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accounted for 16.7%, and O-RAN KPI and other
5G/private testbeds each accounted for 8.3%. This
supports the finding that 5G realism is improving, but
still uneven across network domains.
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Table II: Recommended Technique Selection Matrix

IDS Scenario Best Technique Reason
RF, Extra Trees, GB, .
Tabular flow IDS XGBoost Strong structured-data baseline [5], [12], [13]
5G-NIDD benchmark | KNN / Voting Classifier Strong accuracy, ROC AUC and F1 [12], [18]
1
dC;t;np ex of scatce DL / Deep Transfer Learning Learns complex patterns and adapts labels [14], [15]
Privacy and trust FL + XAI [Slu6p]ports distributed learning and explanations [13],
Representative Reported Accuracy
DAE blnary 100.0%
5G-NIDD
CNN multi

5G-NIDD

Gradient
Boost

XGBoost
TCP/IP

Decision Tree
PFCP

99.8%

99| 3%

0 20 40
Accuracy (%)

T
60 80 100

Figure 4: Representative Accuracy Results Reported in Selected Studies

Representative  metrics show  that reported
performance varies by dataset and feature
representation as reflected in Table II and III. [14]
reported 100.0% accuracy, precision, recall and F1-
score for binary 5G-NIDD classification with a dense
auto encoder, and 99.84% accuracy, 99.84%
precision, 99.83% recall and 99.84% F1-score for
multi-class CNN classification. [5] reported 99.3%
accuracy for Gradient Boost in a secure-data test and

96.4% on the attack test set. [13] mentioned that

85.5% accuracy and 85.4% Fl1-score for XGBoost
using TCP/IP flow statistics, but 64.1% accuracy and
64.2% F1-score for Decision Tree using application-
layer PFCP statistics as shown in Figure 4. These
values show that very high performance is possible,
but performance claims must be interpreted with
regard to the dataset, protocol layer, attack coverage
and validation method.

Table III: Main Gaps and Research Implications

Gap Area

Implication for 5G/B5G IDS

Dataset realism

More datasets are needed for slicing, MEC, signaling, APIs and insider threats.

Validation credibility

Leakage-free splitting, imbalance handling and external validation should be reported.

Deployment readiness | Latency, overhead, scalability and update strategy should be evaluated.

Explainability

XAI should be used to support analyst trust and alert interpretation.

Privacy and federation | FL needs poisoning defenses, robust aggregation and communication-cost evaluation.

Reproducibility

Code, parameters, preprocessing and data splits should be disclosed.
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V. CONCLUSION

This paper reviewed machine learning techniques for
Intrusion Detection Systems in 5G and beyond
networks. The review confirms that machine learning
is valuable for adaptive intrusion detection, but
model choice must be evidence-based and context-
aware. A model should not be selected solely because
it reports high accuracy; it should also be assessed
using dataset realism, leakage control, class
imbalance, false positive behavior, latency,
scalability, privacy, explainability and robustness.

The strongest practical baseline for tabular flow-
based 5G/B5G IDS is tree-based ensemble or
boosting, including Random Forest, Extra Trees,
Gradient Boosting and XGBoost. KNN and voting
competitive  for  5G-NIDD
benchmarking, deep learning is suitable for complex
traffic patterns, transfer learning is useful where
target-domain labels are limited, and federated
learning is suitable for privacy-sensitive distributed
environments. Future research should prioritize
realistic 5G/B5G datasets, leakage-free evaluation,

classifiers are

deployment metrics, explainable models, adversarial
robustness and reproducible experimental pipelines.
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