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Abstract- Large firms utilize Security Information and
Event Management (SIEM) systems that allow them to
gather, normalize, correlate, and analyze security events
that, in turn, come from endpoints, networks, identity
platforms, cloud services, databases, and applications.
Even if traditional rule-based SIEM is indeed useful for
regulatory compliance and has an understanding of the
attack patterns, it has its limitations due to the existence of
high event volume, heterogeneous logs, false positive, alert
fatigue, and multi-stage attacks. That's why this article is
such a great read! They have done a deep analysis of the
various machine learning-based enterprise SIEM systems
available. PRISMA 2020 guided the reporting of study
selection, while an adapted Waterfall process organized
requirements definition, protocol design, search,
screening, quality appraisal, extraction, synthesis, and
reporting. A careful analysis of thirty studies was
conducted with the help of both descriptive and thematic
synthesis. The notable findings in the study indicate that
the area of research is mostly concerned with log anomaly
detection and threat detection. The best techniques for
dealing with data that has correct labels & decisions by an
analyst are supervised and ensemble methods; on the other
hand, the semi-supervised, self-supervised, deep, and
transformer-based methods are appropriate for the
applications of the large unlabelled log streams; graph-
based methods remain as the best option for the events that
happen together; and the explainable artificial intelligence
is the one that enables trust in analysts. The attention to
incidents, system response and defense mechanisms as well
as privacy, model drift, adversarial robustness, and the
actual security operations center are less supported by
involved statistics. It is stated in the article that no one
specific machine learning technique is appropriate for
each SIEM task. The success of an enterprise deployment
is based on implementing the appropriate techniques
depending on the security function, data quality, label
availability, explanation requirements, and analyst
workflow.

Index Terms- Anomaly detection, Enterprise cybersecurity,

Machine learning, Security Information and Event
Management, Systematic literature review
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L INTRODUCTION

Cybersecurity in enterprises is built on the
interdependence of wvarious networks, endpoints,
identity services, cloud platforms, databases, business
applications, and security tools. All security zones are
potential loggers of events that show policy violations,
attacks, successful attacks, or actions taken to respond
to those activities. SIEM systems aggregate these
documents by gathering, sorting, standardizing,
storing, correlating, and presenting for surveillance,
analysis, regulation, and incident management [1], [2].
From my perspective, Traditional SIEM detection
does rely primarily on the method of detection and
signature files such as thresholds, manually written
rules, and correlative logic. These mechanisms are still
thanks to the active known indices and the clear
violation of the policy but are prone to issues when the
attackers utilize legitimate accounts, low-and-slow
activity, changing techniques, or actions distributed
among multiple systems. One of the major challenges
is that the threat landscape has changed, and malware,
data threats, and availability attacks can often result in
multiple datasets showing weak or incomplete signals

[3].

One of the most crucial outcomes resulting from this
situation is the alert fatigue. The use of general rules is
a double-edge sword as it results in a high volume of
duplicate alerts with either low priority or false reading
whereas the use of very narrow rules may not signal
the true risks. Due to the situation, the analysts are
faced with the dilemma of determining which alerts are
correlating, which assets are most valuable, and which
incidents need a quick response. Proposals have been
made for the use of an Al-assisted SIEM, machine-
learning data analysis, risk thresholds, and ensemble
alert management to streamline prioritization and
lessen the workload of the analysts [4]-[7].
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Practices for teaching reading and writing at the
primary level. Machine learning actually is the chapter,
which is a part of the extended scanner and is equipped
with a computer to learn and adapt to the surrounding.
It can not only classify but also detect abnormal log
sequences, cluster related alerts, estimate risk, and
prioritize investigations and hence the support
response can be given. However, the machine learning
is not fully independent of rule, threat intelligence, or
human judgment as it also needs them. Its utility is
proportional to the representative data, specific, well-
defined, and measurable security tasks, unambiguous
interpretability,  continuous  surveillance, and
integration with Security Operations Centre daily
business.

The acquisition and storage of this content remain
scattered among SIEM, intrusion detection, system-
log anomaly detection, event correlation, explainable
artificial intelligence, adversarial robustness, and
broader enterprise cybersecurity analytics. The present
research unites this fragmentation by providing a
systematic literature review of machine learning-based
enterprise SIEM systems. It reveals the technologies
and architectures employed, the supported SIEM
capabilities, the dataset and assessment methods that
have been applied, and the reported effectiveness,
limitations, deployment challenges, and future
research needs.

IL. LITERATURE REVIEW

Supervised, unsupervised, semi-supervised, self-
supervised, deep, ensemble, graph-based, and
explainable methods are all machine learning
approaches that serve different aspects of SIEM. For
example, decision trees, random forests, support
vector machines, logistic regression, gradient
boosting, and neural networks are supervised methods
that can be applied only if you have the appropriate
tags or historical decisions by the analyst followed by
the labels [8], [9]. Prevalently, the main issue is the fact
that labelled enterprise attack data are usually rare,
confidential, incomplete, or old.

The lack of labels in the data directly makes
unsupervised, semi-supervised, and self-supervised
learning very vital in the data acquisition process. The
methods mentioned above such as clustering, one-
class classification, isolation methods, autoencoders,
contrastive learning, and transformer-based models are
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able to recognize and differentiate normal traffic from
abnormal signs. LogBERT, SSDLog, MDFULog,
CLDTLog, TeleDAL, OneLog, LogFiT, and their
related studies trace the transformation from manually
engineered templates to sequence, semantic, parser-
light, and end-to-end log representations. [10]-[20].
These approaches are promising, but abnormal
behaviour is not always malicious, so false positives
and analyst interpretation remain important.

Both the correlation of events and the multi-stage
studies need the models that illustrate the connections
among users, hosts, processes, files, network
connections, and alerts. Linking the weak signals into
an attack chain and providing the incipient
reconstruction of an incident that isolated events are
not able to make known is hierarchical correlation and
provenance-graph methods, respectively [21], [22].
Nevertheless, concrete proofs of the above from real
enterprises are still scarce.
A comprehensive intrusion-detection and
cybersecurity studies do not only address issues such
as algorithm selection, data preparation, benchmark
datasets, and generalization but also provide additional
evidence on these topics [23]-[27]. Explainable Al
studies point out that the models operating in a SOC
(security operation center) must give reasons that
analysts can both comprehend and deduce. Hence,
LIME, SHAP, black-box explainer evaluation, and
explainable deep learning have been prioritizing alert
triage and response support [28]-[31]. Distribution
shift, adversarial manipulation, and model drift on the
other hand might quite often become the reasons for
performance reduction (demonstrating none of the
algorithms in deployment) [32]-[34].

Some reviews are showing the research on
cybersecurity analytics, intrusion detection, and log
anomaly detection, but they lack the regular
connection between data collection, preprocessing,
machine-learning analysis, correlation, alerting,
investigation, and response as one enterprise SIEM
capability [35]. Therefore, system-level synthesis is
necessary to match techniques with SIEM functions
and operational conditions.
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Figure 1: Conceptual framework for ML-enhanced
SIEM

Fig. 1 is the overview of the systems used in the
review. Enterprise logs, alerts, network records, cloud
events, identity data, and application records, along
with SIEM, pipeline feeds that are collected, parsed,
normalized, enriched, and stored. Classification,
clustering, anomaly detection, sequence analysis, or
risk scoring are the different machine-learning models
used. Their results provide the basis for threat
detection, event correlation, alert prioritization,
investigation, and response. The operational goals that
need to be achieved are fewer irrelevant alerts, better
analyst focus, quicker investigation, and enhanced
response. The framework states that model accuracy is
just one side of the value for enterprises; the
appropriate utilization also depends on dependable
data engineering, clear outputs, workflow integration,
governance, and the constant monitoring of processes.
This model goes on to validate an analyst to the
detection process and also provides security feedback
loop. The confirmed and dismissed alerts can be used
to reevaluate the labels, decision on the thresholds, and
retraining the models. The rules and signatures will be
the same for the already known indicators, whereas the
machine learning will help with the unknown or
different ones. So, it becomes clear that addressability,
the right to privacy, the watch of model-drift, and the
human consent, which are the primary factors, control
the analytical pipeline.
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1.  METHODOLOGY

The research implemented a systematic literature
review design. PRISMA 2020 helped with unbiased
presentation of the research processes, including
identification, screening, eligibility assessment, and
final inclusion [36]. The widely recognized research
for systematic reviews in software engineering and
information systems was the basis of the protocol,
quality appraisal, extraction, and synthesis procedures
[37]-[39]. A customized Waterfall sequence arranged
the work into requirements definition, protocol and
search design, literature search, screening and
verification, data extraction, synthesis, and reporting
[40].

Searched databases included IEEE Xplore, ACM
Digital Library, ScienceDirect, SpringerLink, Scopus,
Web of Science, Google Scholar, MDPI, Taylor &
Francis Online, and Wiley Online Library.

We explored search strings that unite SIEM terms,
machine-learning terms, and cybersecurity terms with
the help of Boolean operators. Examples of how to do
this are: ("Security Information and Event
Management" OR SIEM) AND ("machine learning"
OR "artificial intelligence" OR "deep learning") AND
cybersecurity, as well as looking for log anomaly
detection, event correlation, alert prioritization, false
positives, and incident response.

The articles that were eligible for the research were
those written in English, published within the 2021-
2026 review time frame, and had a clear machine-
learning or data-driven security element, included
adequate methodology, and discussed enterprise SIEM
or operational security monitoring. Blogs, marketing
materials, opinion pieces, unrelated domains, and
studies without adequate methods were excluded. The
final synthesis contained 30 studies; the included
academic studies were published from 2021 to 2025,
with 2026 materials being used for contextual
background.
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Table 1: Objective vs Methodology Matching

Objective Expected
P d Methodol
S roposed Methodology |

Extract and classify ML|Taxonomy of]

Objective techniques and|methods  and

)

architectures. system designs.
S . Function-
Objective [Map evidence to SIEM .
. . technique
2) security functions. . .
relationship.
. . |Code data sources,|Data and
Objective . .
3) preprocessing, datasets,|evaluation
and metrics. profile.

Synthesize effectiveness,|Evidence-based
limitations, and research|recommendatio
gaps. ns.

Objective
“

The application of the same extraction fields in all the
studies included bibliographic information, SIEM
function, machine-learning approach, model, data,
preprocessing, evaluation, findings, limitations, and
research gaps. Descriptive synthesis provided a
summary of the information about the year of
publication, focus area, technique, function, data type,
and metric while thematic synthesis presented a
comparison of operational issues.

Records 1dent1f1ed from
databases and
supplementary sources

¥

Duplicate records
removed

Titles and abstracts ]Zt ecords exclude

after title and
screened stract screeni

¥

ull-text article
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Full-text articles
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¥
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1
Studies included in

final synthesis
(n = 30)

reasons

Figure 2: PRISMA-guided study-selection workflow

IRE 1727700

The passage is a brief outline of the entire work
process that describes the whole cycle from detecting
distinct and duplicate files to title and abstract
screening, full-text eligibility assessment, quality
appraisal, and finally the acceptance stage. The project
results in the final summary of 30 studies. Quality
evaluation also included the factors of relevance,
transparency of the machine-learning approach, data
description, preprocessing, and features, evaluation
metrics, practical SIEM relevance, limitations,
reproducibility, and contribution.

IV.  RESULTS AND DISCUSSIONS

The 30 studies included for the analysis were mostly
from the recent period. Out of these, four articles were
published in 2021, while two were published in 2022,
eight in 2023, and thirteen in 2024, with the remaining
three in 2025. The highest number of articles published
in 2023 and 2024 is the evidence of the researchers
becoming increasingly interested in the issues like
deep learning, transformer models, semantic log
analysis, explainability, adversarial robustness, and
operational alert management.

The findings were inconsistent for the various SIEM
functions. The most favorable area was log anomaly
detection and log analysis with 11 studies. SIEM alert
management and prioritization were associated with
three studies; intrusion detection and cybersecurity
monitoring with four; explainable Al and analyst trust
also with four; adversarial robustness and model
security with three; event correlation and threat-
informed detection with two; and enterprise
cybersecurity analytics and review methods were also
related with three. This distribution shows that current
research is stronger at detecting suspicious activity
than at proving end-to-end operational improvement in
a live SOC.

The technique that is suitable should be chosen based
on the specific task, the type of data, the quality of the
label, the requirements for explanation, and the
deployment environment. The most correct methods to
use were the supervised and ensemble methods for
known threat classification, and the labelled alert
triage. The semi-supervised, self-supervised, and deep
sequence models were the right choice for the cases
where confirmed attack labels were infrequent.
Character-level and parser-light language models were
helpful for the logs that are unstable or semantically
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rich, while the graph and provenance approaches were
really good for correlation and attack reconstruction.

Table 2: Suitability of Machine Learning Approaches
for Enterprise SIEM

ML Best-Suited SIEM|Main
Approach Task Limitation

Supervised |Known threats and|Label scarcity

and ensemble |labelled alert triage  |and drift

Unsupc?rv1sed Unknown behaviour|False positives

, semi- and .

self and unlabelled logland Dbaseline
. anomalies quality

supervised

Deep, Compute,

transformer, |Log sequence and|governance,

and language|semantic analysis and

models explainability

Graph  and|Multi-stage event|Limited

provenance |correlation and|SIEM-scale
learning investigation validation
. Analyst trust,|Explanation
Explainable .y .. p.
Al auditability, and|fidelity  and
response support usability
15
13 (43.3%)

o 12 1
[}
2
3
% 91 8 (26.7%)
kS
g 61
= 4(13.3%)
3 3 (10.0%)

3 A 2 (6.7%)

0 -

2021 2022 2023 2024 2025
Publication year

Figure 3: Distribution of selected studies by
publication year

The data highlighted threat detection and anomaly
detection with the highest degree of backing.
Classification models used as a tool for detecting
known-attack, where as unsupervised and sequence-
based were used to identify the unusual log messages,
user activities, authentication patterns and system
behavior. A moderate level of evidence was provided
concerning the prioritization of alerts and reduction of
false positives: risk scoring, dynamic thresholds, and
ensemble screening would be able to classify cases
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according to context and probable significance, but
their worth is contingent on the trustworthy labels and
workflow joining together.

Event correlation, incident reconstruction, and
response support were still in their initial stages of
development. Connection of events among users,
hosts, processes, files, and network traffic is possible
with the help of graph-based and hierarchical methods;
however, limited number of studies evaluated analyst
workload, investigation time, or response outcomes in
the field of operational SIEM environments. Thus,
explainability was not just a feature but a requirement
that had to be fulfilled. A must for the analysts was
comprehending the alert rise, evidences that influenced
the score, and the following action required.

The research works exploited system and application
logs, SIEM alerts, network traffic, intrusion-detection
datasets, endpoint events, authentication records,
threat intelligence, and cloud audit data. Common
preprocessing  techniques  included  parsing,
tokenization, template extraction, normalization,
sequence embeddings, semantic
representation, feature selection, and class balancing.
Accuracy, precision, recall, F1-score, false positive
rate, area under the curve, and detection time were the
main technical metrics. Operational measures such as

windows,

alert reduction, triage time, explanation usefulness,
analyst acceptance, scalability, maintenance effort,
and response speed were reported less consistently.
Admitted to obstacles were the main ones which
primarily came from issues regarding data realism,
privacy, explainability, model drift, adversarial
manipulation, computational cost, and limited live
SOC validation. A considerable number of tests used
either public datasets or synthetic datasets as the
primary source of data. These imitated conditions do
not reflect the environment of enterprise logs that are
attacked by variances of normality, orphan event types,
data retention and privacy issues, as well as continually
evolving conditions. The proof thus lays far beyond the
idea of a hybrid model, where rules and signatures
tackle the problems identified by the user and explicit
policies, while machine learning is employed for
anomaly discovery, risk ranking, semantic analysis,
and correlation.
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V. CONCLUSION

The 30 studies that were part of this literature review
were the basis for the investigation of the software of
machine  learning-based  Enterprise ~ Security
Information and Event Management Systems. It is
revealed by the research results that machine learning
can facilitate the tasks such as identifying the threats,
detecting anomalies, log analysis, alert prioritization,
event correlation, and incident-response support. In
this regard, the most reliable findings involve the tasks
of detecting and log anomaly analysis. Nevertheless,
the ones on correlation, prioritization, response, and
live deployment in the Security Operations Center are
in need of additional operational validation.

Not all machine learning techniques can be applied for
any SIEM task effectively. The supervised and
ensemble techniques are generally best where
validated labels and analyst decisions are available,
while semi-supervised and self-supervised techniques
are effective where there is limited labeling;
Furthermore, deep learning and NLP models facilitate
the processing of complex log streams; The combined
graph and provenance models can provide the needed
help in the steps investigation; the use of Explainable
Al technology makes it possible for the analyst to
develop their trust in it. The successful introduction of
a new system is reliant on the provision of solid log-
management skills, adequate representation of data,
definite
assessment,

intervention.

expression of operational goals, fair

continuous monitoring and human

The future studies should emphasize on practical
enterprise validation, achieving lower false-positive
rates, quantifiable alert reduction, expediting triage,
workflow-aware explanations, privacy-preserving
learning, drift management, adversarial robustness,
and coupling with analyst and incident-response
processes. Instead of replacing them, machine learning

should be the additional tool for SIEM rules, threat

intelligence,  cybersecurity =~ governance,  and
professional judgment.
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