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Abstract- Hospitals have become frequent targets of
ransomware, phishing and data theft, and an outage can
endanger patients as well as records. This review traces
how attacks on healthcare organisations since 2016 turn
into clinical harm and examines how strong the evidence
is for the measures proposed against them. English-
language literature was searched mainly in PubMed, and
29 records were synthesised thematically. Phishing-
enabled ransomware and unpatched legacy systems
account for most reported incidents, from WannaCry in
2017 to the Irish HSE attack in 2021, and their
consequences include cancelled procedures, diverted
emergencies and medication-safety risk during downtime.
Mandatory annual awareness modules have not been
shown to reduce successful phishing, whereas repeated
simulation with feedback and rehearsed downtime drills
look more promising, although most evidence comes from
single sites. Only a small minority of organisations were
reported to go beyond basic monitoring. The paper
proposes a Prevent—Prepare—Respond—Recover
framework that treats clinical downtime competence as a
security control, and calls for outcome-based evaluation of
drills, training and legacy-device management.

Index Terms- Cyber-resilience, downtime procedures,
healthcare cybersecurity, patient safety, phishing,
ransomware

I. INTRODUCTION

Clinical care now runs on digital systems: electronic
medical records (EMR), telemedicine and connected
diagnostic and therapeutic devices. As hospitals
abandon paper, safe care depends on those systems
staying available [1], [2]. The same connectivity
enlarges the attack surface, because interlinked
devices and portals allow a single breach to spread
across departments [3], [2].

Two features make the sector attractive to attackers.
Health records combine identifiers, financial data and
clinical detail whose value persists, and an identity,
unlike a payment card, cannot be re-issued [4], [5]. In
addition, an interruption of care puts hospitals under
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exceptional pressure to pay [6]. Sector surveys report
very high attack rates [7], yet many incidents are never
disclosed [8].

An attack on a hospital differs from one on most other
organisations because it can harm patients directly:
records become inaccessible, equipment may fail, and
laboratory results are delayed [1], [2]. Earlier reviews
have mapped attack trends [9], hospital risks and
mitigation [10], [11], and sociotechnical weaknesses

[12]. What is missing is an integrated account that

follows an attack from its entry point to its clinical

consequences and then to the measures that keep care
going during an outage.

This paper re-analyses the corpus assembled in the

systematic review of Chima et al. [13], reorganises it

around that pathway, grades the evidence behind each
class of measure, and derives a resilience framework.

It asks:

1) Which attack vectors and incidents have
characterised healthcare cyber-attacks since 2016?

2) How do such attacks become clinical, operational
and organisational harm?

3) Which preventive, preparedness and response
measures are proposed, and how strong is the
evidence for them?

4) What integrated framework and research agenda
follow?

II. BACKGROUND
A. Definition

A healthcare cyber-attack is used here to mean any
deliberate, malicious attempt to compromise patient
privacy, healthcare data, or operational systems such
as medical equipment, EMR and hospital networks
[14], [1]. Security aims to protect the confidentiality,
integrity and availability of health data [8]; in a clinical
setting availability matters at least as much as
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confidentiality, since an inaccessible record can halt
treatment.

B. Historical development

Attacks on health organisations began to appear in the
early 2000s [15]. In 2015 roughly 113 million health
records were reported compromised, 78.8 million of
them in one attack [16]. Later years brought more
capable tools and a larger attack surface [17], and the
COVID-19 pandemic accelerated both telemedicine
and exposure [6], [17].

C. Why the sector remains a target

Health organisations hold data of high monetary and
intelligence value, including identity data, financial
details, protected health information and research data
[4]. Durable data behind comparatively weak defences
is an appealing combination [9], and stolen records
have been reported to fetch a premium over payment-
card credentials on dark-web markets [18], [5].
Attackers may also expect larger payments where
disruption threatens public life, and medical
innovation may attract state-sponsored actors [6].

III. REVIEW METHOD

A structured, qualitative design was used. An initial
scoping search in Google Scholar for “hospital
cyberattack” was followed by systematic searching in
PubMed, chosen for its biomedical scope and free full-
text access, although PubMed and Google Scholar are
known to differ in retrieval performance [19]. The
strings were ‘“healthcare cyberattack technology”,
“healthcare data breaches” and “hospital cyberattack
prevention case study”. Records were eligible if they
were in English, published from 2016 onward, and
concerned cyber-attacks, cybersecurity or resilience in
healthcare organisations; purely technical IT records
without a healthcare context were excluded. Twenty-
nine records were retained (Fig. 1). Data on incidents,
vectors, consequences and measures were extracted
and synthesised thematically.
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Records identified
PubMed (primary); Google Scholar (scoping)
n = [to be reported]

l Duplicates removed: n =[]

Records screened after de-duplication
n = [to be reported]

Excluded on title/abstract (IT-only /
non-healthcare focus):n =[]

Full-text articles assessed for relevance
n = [to be reported]

l Excluded on full text, with reasons:
n=1[]

Records included in synthesis

n =29

Fig. 1. Flow of records through identification,
screening, eligibility and inclusion. Bracketed counts
are to be completed from the search log; 29 is the
reported size of the corpus.

IV. FINDINGS

A. The incident landscape

Table I and Fig. 2 list the principal incidents. Three
patterns stand out. The mechanisms are mostly
ordinary: unpatched software, human-operated
ransomware and phishing-led intrusions. National
responses tend to follow major incidents rather than
precede them; France announced €350 million for
healthcare cybersecurity after a run of ransomware
attacks, and Germany made IT security mandatory in
health as digitisation advanced [6]. And the volume of
activity can be huge: Spanish health organisations
were reported to face over 50,000 attacks in 2020,
about 430 per week per organisation, rising to 626 in
January 2021 [6].

TABLE I
Selected healthcare cyber-incidents
Incident | Vector and reported | Ref.
consequences

WADA Unauthorised access; athletes’ |[20]
(2016) medical records published;
motive unclear.
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Incident | Vector and reported | Ref.
consequences

WannaCry | Ransomware exploiting | [6],

(May unpatched systems; about one  [21],

2017) third of NHS trusts affected; | [22]
surgeries and appointments
cancelled; some emergency
departments shuttered,;
>200,000 computers in >150
countries. An audit judged it
unsophisticated and
preventable with basic IT
practice.

Diisseldorf | Ransomware on 30 servers; [6]

Univ. ambulance diverted; one death

Hospital | reported in connection with the

(Sep 2020) | diversion.

Spain Phishing through to | [6]

(2020-21) |ransomware; >50,000 attacks
reported in 2020.

France 27 major attacks reported; | [6]

(2020) ransomware at Villefranche
hospital.

HSE Human-operated Conti | [6]

Ireland (14 | ransomware; most services shut

May 2021) | down; facilities offline.
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=113 million health records
compromised; 78.8 million in
a single attack

2015 J)

2016 O WADA hack: athletes' medical

records published

WannaCry: =% of NHS trusts hit;

May 2017 © >200,000 computers, >150 countries

Dusseldorf University Hospital:
30 servers encrypted; ambulance
diverted

Sep 2020 ©

Spain: >50,000 attacks (2020);

2020-21 © France: 27 major incidents (2020)

HSE Ireland: Conti ransomware;

May 2021 ? national services taken offline

Fig. 2. Timeline of selected incidents and sector
indicators reported in the reviewed literature, 2015—
2021.

B. Attack vectors and structural weaknesses

Social engineering and ransomware. Most breaches in
the corpus began with phishing or ransomware, which
exploit human factors, often called the weakest link, as
well as technical flaws [9], [23]. Legacy systems.
Studies report that a large majority of organisations
and devices depend on old platforms such as Windows
XP that no longer receive security updates or routine
offline backups [24], [12], [21]. This was the weakness
WannaCry exploited on more than 200,000 computers
in over 150 countries [21]. Devices and telehealth.
Medical devices and telehealth platforms lack
standardised security protocols, so one compromised
component can expose connected networks [25]. An
outdated device can give access to the EMR or allow
false results to reach physicians [11], and telehealth
sessions can be intercepted when patients’ own
devices are poorly protected [11], [25].

C. From attack to clinical harm

Fig. 3 synthesises the pathway from vector to
consequence. Because hospital
interdependent, one entry point can produce system-
wide effects: unavailable records, unreliable devices
such as infusion pumps, pacemakers, ventilators and

systems  are
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imaging equipment, and delayed laboratory results [1],
[2]. Untrustworthy devices can force cardiac, stroke
and trauma services to close to admissions [26].
Beyond the ward, healthcare is reported to spend more
than other industries on resolving breaches and faces
class-action litigation and reputational damage [1],
[27].

« Phishing / social engineering

* ransomware

« unpatched legacy systems

+ insecure medical devices and telehealth

* EHR/EMR unavailable

System + device malfunction or false results
effects + laboratory and imaging delays

* network-wide shutdown

+ Cancelled surgeries, appointments

« emergency diversion, service closures
+ medication-safety risk offline

« delayed diagnosis and treatment

* Recovery costs
Organisational « litigation, incl. class actions
consequences « reputational harm, loss of trust
* regulatory exposure

Fig. 3. Pathway from attack vector to system effects,
clinical impact and organisational consequences.

A second, less visible pathway concerns clinical skills.
Since EMR adoption, doctors have moved away from
conventional ways of recording, ordering and
prescribing. During downtime they may lack decision
support, drug—interaction alerts and selectable
dosages, and clinical pharmacists become essential for
excluding allergies and interactions [28]. The
literature therefore argues that clinical judgement must
take precedence over such aids, and that print-outs and
paper processes should be practised in advance [2].

IRE 1700001

D. Organisational preparedness

Preparedness looks uneven. An industry report found
that over a quarter of healthcare organisations had low
security maturity, without recommended threat-
detection capabilities, and that only about 3% went
beyond basic monitoring [29]. Downtime protocols
usually cover scheduled outages and are ill suited to
prolonged offline operation [1]. Fig. 4 shows the
indicators; since they come from different populations
they are illustrative, not a single comparable series.

Reported 94%
cyber-attacks

Legacy
systems

85%

Low security

: 26%
maturity

Mature beyond

. T 3%
basic monitoring

T T T T T
20 40 60 80 100

Share of organisations / devices (%)

© Tl

Fig. 4. Selected sector indicators: reported cyber-
attacks (SANS, via Zarour et al.) [7]; legacy systems
[21]; low maturity and mature capability [29].
Secondary citations; verify primary sources before
quantitative use.

E. Measures and the strength of evidence

Table II grades the evidence for the main measures.
Because most sources are single-site case studies,
simulations, expert reviews or grey literature, only
three levels are used: low (opinion or conceptual
argument), moderate (observational or single-site
evaluation) and emerging (prototype or early
technology).

TABLE II
Preventive and preparedness measures
Measure Evidence | Caveat and source
Dedicated Low Rests on industry

security staff commentary [25].
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Measure Evidence | Caveat and source

Mandatory Moderate | Not shown to cut

annual (negative) | successful phishing;

training fatigue and low retention
suggested [30].

Phishing Moderate | Mostly single-site studies

simulation [31], [23], [28].

with feedback

Downtime Moderate |ICU and hospital

drills and simulations; patient

paper practice outcomes not measured
[32], [2].

Patching; Moderate |Post-incident  analyses

retiring or [21], [22]; some devices

isolating cannot be updated.

legacy

systems

Multi-factor | Low— Usability trade-offs [1];
authentication | moderate | current guidance does not
and  access support forced periodic
policies password changes absent
evidence of compromise
[33].

Security-by- | Low
design
devices

Conceptual [24].

Blockchain- | Emerging | Prototypes and reviews;

secured EHR cost limits adoption [34],

[35], [27].
Look-alike Low Single proposal [31].
domain
registration

Two points deserve emphasis. First, the weak record
of mandatory annual training contrasts with more
encouraging results for repeated, realistic simulation,
suggesting that format and frequency matter more than
the mere existence of training [30], [31]. In an ICU
simulation, participants who felt less stress
communicated better and responded faster [32].
Second, the corpus recommends running drills as often
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as fire drills, with department-specific downtime
protocols nested within the hospital structure [31], [2].

V. PROPOSED FRAMEWORK

Fig. 5 groups the measures into four phases that a
hospital board and a clinical department can both act
on. The phases map onto the incident-response
lifecycle in the literature (planning and preparation;
detection; analysis; containment and eradication;
recovery; post-incident activity).

Prevent combines technical hygiene with dedicated
expertise: security staff distinct from IT operations,
timely patching, retirement or isolation of legacy
systems, multi-factor authentication, and procurement
of devices with security built in. Prepare is where the
framework departs most from conventional security
models, because it treats clinical downtime
competence as a control: downtime manuals, stocks of
approved paper charts and protocols, recurrent drills,
phishing simulation and downtime practice in medical
curricula. Respond follows the incident response plan;
in standard practice the network is shut down and
privileged credentials changed, then security staff
inspect connected devices to find and fix the breach
before relaunch, while departments activate downtime
protocols. Recover covers verified restoration, secure
relaunch and a post-incident review that feeds back
into plans, drills and training.

Four enablers cut across the phases: a culture in which
individual lapses are recognised as entry points and
reporting is easy; leadership that treats cybersecurity
as part of patient safety; regulation and standards; and,
as an emerging option, blockchain-secured EHR.
Security cannot guarantee that attacks are prevented,
but sound practice can reduce their severity.
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* Dedicated security staff

* Patching; legacy retirement or isolation

* Multi-factor authentication

* Security-by-design devices; look-alike domains

1 PREVENT

* Downtime manual; paper-chart stock

* Recurrent downtime drills

* Phishing simulation with feedback

* Downtime competence in clinical curricula

2 PREPARE

* Follow the incident response plan

* |solate network; reset privileged credentials
* Inspect devices; eradicate the breach

* Activate departmental downtime protocols

3 RESPOND

« Verified restoration; secure relaunch
4 RECOVER * Post-incident review
» Update plans, drills and training

CROSS-CUTTING ENABLERS
security culture and accountability * leadership and
governance * regulation * blockchain-secured EHR (emerging)

J

Fig. 5. Prevent—Prepare—Respond—Recover
framework with cross-cutting enablers, synthesised
from the reviewed literature.

VI. DISCUSSION

A. Comparison with prior work and implications

The findings agree with earlier reviews that identify
phishing, ransomware and outdated infrastructure as
recurring enablers. The added contribution is to
connect these vectors to the clinical pathway of harm
and to treat downtime competence as part of the
security architecture. WannaCry illustrates the point:
an attack judged unsophisticated disrupted a national
health service with real cyber capability, because of
small lapses in basic practice.
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For hospital leaders, the results support dedicated
security staff, systematic patching and a legacy-asset
register that supports explicit risk—benefit decisions
where devices cannot be updated. For educators, they
support downtime scenarios and paper-based practice
in curricula and simulation programmes. For security
teams, they favour repeated phishing simulation with
timely feedback over check-box modules, balanced
against usability so that busy clinicians are not driven
to workarounds. For regulators, the pattern of reactive
investment argues for proactive standards for devices
and telehealth platforms.

B. Research agenda

1) Controlled or quasi-experimental studies of drills
and simulation that measure patient-safety and
recovery outcomes rather than perceptions.

2) Comparative effectiveness of training formats and
frequencies, including why mandatory modules
fail.

3) Risk—benefit methods for devices whose software
cannot be updated.

4) Independent clinical evaluation of blockchain-
based EHR, including cost and interoperability.

5) Transparent incident reporting to counter under-
reporting and support incidence estimates [8].

6) Studies in resource-constrained health systems,
which are under-represented in the corpus.

C. Limitations

PubMed was the principal database, so relevant work
indexed elsewhere may be missing; adding Scopus,
Web of Science, IEEE Xplore and ACM Digital
Library would widen coverage. The corpus is English-
only and starts in 2016. Much incident data comes
from grey literature and secondary reporting, several
statistics are second-hand, and no formal risk-of-bias
tool was applied, so the grades in Table II are
indicative. The synthesis is narrative, the framework is
not empirically validated, and the threat landscape
changes quickly.

VII. CONCLUSION

Healthcare cyber-attacks are a patient-safety problem
as much as a data-protection problem. A small set of
recurring weaknesses, namely phishing, ransomware,
unpatched legacy systems and insecure devices, is
enough to cancel procedures and divert emergencies.
The framework proposed here is intended as a working
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tool for hospital boards, clinical educators and security
teams, and its central practical message is that
downtime should be rehearsed as routinely as fire
evacuation. Its central scientific message is that
outcome-based evidence is now needed to show which
measures actually protect patients.
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