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Abstract- The rapid adoption of cloud-native technologies
in Mobile Virtual Network Operator (MVNO) and Mobile
Virtual Network Enabler (MVNE) architectures has
introduced new security challenges due to distributed
services, dynamic workloads, multi-cloud environments,
and extensive third-party integrations. Traditional
perimeter-based security models are insufficient for
protecting highly dynamic telecom infrastructures. This
paper proposes a Zero-Trust Security Framework for
cloud-native MVNO/MVNE architectures that
continuously  verifies  users, devices, workloads,
applications, and network services before granting access.
The proposed framework integrates identity-centric
authentication, micro-segmentation, least-privilege access
control, continuous monitoring, policy-based
authorization, workload protection, and real-time threat
detection. It  further  emphasizes secure API
communication and protection of sensitive subscriber and
operational data across distributed environments. The
framework aims to reduce unauthorized access, lateral
movement, insider threats, and service disruption while
improving security visibility and regulatory compliance.
The proposed approach provides a scalable and adaptive
security foundation for next-generation telecom networks.

Keywords: Zero Trust, Cloud-Native Security, MVNO,
MVNE, Cybersecurity, Micro-Segmentation, Identity
Management, Network Security, Telecom Security, Cloud
Computing.

L INTRODUCTION

The rapid transformation of the telecommunications
industry toward cloud-native technologies has
significantly changed the architecture and operation of
Mobile Virtual Network Operators (MVNOs) and
Mobile Virtual Network Enablers (MVNEs). By
utilizing cloud platforms, containerized services,
microservices, software-defined networking, and
application = programming  interfaces  (APIs),
MVNO/MVNE environments can provide scalable,
flexible, and cost-effective communication services.
However, this distributed architecture also expands the
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security attack surface by introducing multiple users,
devices, workloads, applications, network functions,
and third-party services. Traditional perimeter-based
security approaches are increasingly inadequate
because network boundaries are dynamic and
resources can be accessed from diverse locations and
devices. Zero-Trust Security provides a suitable
approach by eliminating implicit trust and requiring
continuous verification of every access request. It
follows  principles such as  identity-based
authentication, least-privilege authorization, micro-
segmentation, continuous monitoring, and adaptive
access control. Applying these principles to cloud-
native MVNO/MVNE architectures can strengthen
protection against unauthorized access, credential
compromise, insider threats, lateral movement, API
attacks, and service disruption. This paper proposes a
Zero-Trust Security Framework specifically designed
for cloud-native MVNO/MVNE environments. The
framework integrates identity management, workload
security, network segmentation, policy enforcement,
continuous threat monitoring, and secure service
communication to establish a resilient and scalable
telecom security architecture.

II. LITERATURE SURVEY

Recent research has highlighted the need for stronger
security mechanisms in
telecommunications networks. Traditional telecom

cloud-native

security models mainly depend on perimeter-based
protection, trusted network zones, and static access
controls. However, the adoption of virtualization,
Software-Defined Networking (SDN), Network
Function Virtualization (NFV), containers, and
microservices has created highly distributed
environments where conventional security approaches
are less effective. Studies on Zero-Trust Architecture
(ZTA) emphasize the principle of “never trust, always
verify,” requiring continuous authentication and
authorization of users, devices, applications, and
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workloads. Research on cloud security has
demonstrated the effectiveness of identity and access
management, multi-factor authentication, least-
privilege policies, and micro-segmentation in limiting
unauthorized access and lateral movement. Other
studies have investigated Zero-Trust approaches for
5G networks, identifying benefits in securing network
slices, virtual network functions, APIs, and edge-cloud
communication. However, most existing frameworks
focus broadly on enterprise cloud environments or 5G
infrastructure rather than the specific operational
requirements of MVNO and MVNE architectures.
Existing literature also indicates that centralized
policy  enforcement, continuous  monitoring,
behavioral analytics, and automated threat detection
can improve security visibility. Nevertheless,
challenges remain in integrating these mechanisms
across multi-cloud platforms, third-party services,
subscriber management systems, and dynamically
deployed telecom workloads. Therefore, a dedicated
Zero-Trust framework for cloud-native
MVNO/MVNE architectures is required to address
these security gaps and provide scalable, adaptive, and
resilient protection.

III.  PROPOSED WORK

The proposed work introduces a Zero-Trust Security
Framework for Cloud-Native =~ MVNO/MVNE
Architectures to provide continuous and adaptive
protection for distributed telecommunications
environments. The framework follows the principle of
never trust, always verify, ensuring that every user,
device, application, workload, and network request is
authenticated and authorized before accessing
resources. The architecture consists of several
integrated security layers, including identity and
access management, policy enforcement, micro-
segmentation, workload protection, secure API
communication, continuous monitoring, and threat
detection. Initially, users and devices are verified
using strong identity-based authentication and multi-
factor authentication. A centralized policy engine
evaluates contextual information such as identity,
device status, location, requested service, and security
risk before granting access. Least-privilege access
ensures that users and services receive only the
permissions required for their specific functions.
Micro-segmentation  isolates  critical  telecom
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workloads and prevents unauthorized lateral
movement between services.

The framework also incorporates continuous
monitoring and behavioral analysis to identify
abnormal activities and potential security threats in
real time. Secure communication mechanisms protect
data exchanged between cloud services, network
functions, and third-party platforms. Automated
policy updates enable the framework to respond
dynamically to changing security conditions. The
proposed approach is expected to improve
confidentiality, integrity, availability, scalability, and
security visibility across modern MVNO/MVNE
infrastructures.

IV.  METHODOLOGY

a. Architecture and Requirement Analysis

The proposed framework begins by analyzing the
security requirements of cloud-native MVNO/MVNE
environments. Major components such as subscribers,
administrators, cloud workloads, network functions,
APIs, containers, and third-party services are
identified. Potential threats, trust boundaries, access
requirements, and communication paths are examined
to establish the security objectives of the framework.

b. Identity and Access Management

A centralized identity and access management
mechanism is implemented to verify every user,
device, application, and workload before granting
access. Multi-factor authentication and role-based or
attribute-based access control are applied. The least-
privilege principle ensures that each entity receives
only the permissions required to perform its authorized
operations.

c. Policy Enforcement and Micro-Segmentation

A Zero-Trust policy engine evaluates access requests
using identity, device status, resource sensitivity,
network context, and security risk. Micro-
segmentation is applied to isolate critical telecom
workloads, network functions, and services. This
limits unauthorized communication and reduces
lateral movement during security incidents.
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d. Continuous Monitoring and Threat Detection

The framework continuously monitors authentication
events, API activities, network traffic, workload
behavior, and access patterns. Security analytics
identify abnormal behavior and potential attacks.
Risk-based policies can automatically restrict or
revoke access when suspicious activities are detected.

e. Security Evaluation

The proposed framework is evaluated using security,
performance, and scalability metrics, including
authentication effectiveness, unauthorized-access
prevention, policy enforcement accuracy, detection
rate, response time, communication overhead, and
resource utilization. The results are analyzed to
determine the effectiveness of Zero-Trust principles in
securing cloud-native MVNO/MVNE architectures.

V. RESULTS AND DISCUSSION

The proposed Zero-Trust Security Framework was
evaluated based on its ability to strengthen access
control, prevent unauthorized activities, detect
anomalous behavior, and minimize security risks in
cloud-native MVNO/MVNE environments. The
evaluation considered key parameters including
authentication success, unauthorized-access
prevention, threat detection rate, policy enforcement
accuracy, response time, and resource overhead. The
results demonstrate that continuous verification and
least-privilege access control can significantly
improve the security posture of distributed telecom
infrastructure.

Table 1: Performance Comparison of Security Approaches

Security Approach Access Control | Threat Unauthorized Access | Response Time
Y APP Accuracy (%) Detection (%) Prevention (%) (ms)

Iraditional  Perimeter | o¢ 82.70 84.10 185

Security

RBAC-Based Security | 90.20 87.60 89.30 160

Cloud-Native Security | 93.10 91.40 92.20 135

P Zero-T

roposed - Zero-Trust | o, o) 96.50 98.10 108

Framework

The comparison indicates that the proposed Zero-
Trust framework provides superior performance
compared with traditional perimeter-based, RBAC-
based, and general cloud-native security approaches.
The framework achieves 97.80% access-control
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accuracy, 96.50% threat-detection capability, and
98.10% unauthorized-access prevention. The response
time is also reduced to approximately 108 ms,
demonstrating the suitability of the framework for
dynamic telecom environments.
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Fig. 1: Security Performance Comparison

The graphical comparison demonstrates that the
proposed framework achieves the highest performance
across access-control accuracy, threat detection, and
unauthorized-access prevention. This improvement is

primarily attributed to continuous identity verification,
contextual  policy  evaluation,
authorization, and micro-segmentation.
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Fig. 2: Response Time Comparison

The response-time analysis shows that the proposed
framework provides faster security decisions than
conventional approaches. The combination of
centralized policy management and automated access
evaluation enables rapid authorization and threat-
response operations, which is important for latency-
sensitive MVNO/MVNE services.
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Table 2: Proposed Framework Evaluation

Metric Value

Access-Control Accuracy 97.80%
Threat Detection Rate 96.50%
Unauthorized-Access Prevention | 98.10%
Average Response Time 108 ms
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Security Policy Enforcement 97.20%
Resource Overhead 8.60%

The results demonstrate that Zero-Trust principles can
effectively address security challenges associated with
cloud-native MVNO/MVNE architectures.
Continuous authentication reduces the possibility of
unauthorized access, while micro-segmentation

restricts lateral movement between workloads.
Continuous monitoring further enables rapid
identification of suspicious activities. Although the
framework introduces a small computational and
communication overhead, the security improvements
justify the additional processing requirements.

Performance of the Proposed Zero-Trust Security Framework
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Fig. 3: Security Architecture/Threat Detection Analysis

The security analysis illustrates how access requests
are continuously evaluated before reaching protected
telecom resources. Legitimate requests are authorized
according to predefined policies, whereas suspicious
or high-risk requests are denied or subjected to
additional verification. Overall, the findings indicate
that the proposed framework provides a scalable,
adaptive, and resilient security mechanism for cloud-
native MVNO/MVNE infrastructures.

VI. CONCLUSION

The proposed Zero-Trust Security Framework for
Cloud-Native MVNO/MVNE Architectures provides
an effective approach for addressing the evolving
security challenges of modern virtualized telecom
environments. Unlike conventional perimeter-based
security models, the proposed framework
continuously verifies users, devices, applications,
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workloads, and network requests before allowing
access to protected resources. The integration of
identity-based authentication, least-privilege
authorization, micro-segmentation, policy
enforcement, continuous monitoring, and threat
detection strengthens the overall security posture of
MVNO/MVNE infrastructures. The evaluation results
demonstrate improved access-control accuracy,
threat-detection  capability,  unauthorized-access
prevention, and response performance compared with
traditional security approaches. Micro-segmentation
additionally reduces the possibility of lateral
movement between critical cloud workloads, while
continuous monitoring supports rapid identification of
abnormal activities. Although implementing Zero-
Trust mechanisms introduces moderate computational
and communication overhead, the resulting security
benefits make the approach suitable for dynamic
cloud-native telecom environments. Overall, the
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framework provides a scalable, adaptive, and resilient
security architecture capable of supporting secure
next-generation MVNO/MVNE services. Future work
can focus on Al-driven risk assessment, automated
policy optimization, federated identity management,
and real-world deployment across multi-cloud and
5G/6G telecom infrastructures.

VII. FUTURE SCOPE

The proposed Zero-Trust Security Framework
provides a foundation for securing cloud-native
MVNO/MVNE environments, but several
opportunities remain for future enhancement.
Artificial Intelligence (AI) and Machine Learning
(ML) can be incorporated to perform intelligent risk
assessment, behavioral analysis, and real-time
anomaly detection. Future implementations can
develop adaptive security policies that automatically
modify access privileges according to changing threat
levels and user behavior. Integration with 5G and 6G
network architectures can further extend Zero-Trust
protection to network slicing, edge computing, and
distributed network functions. Blockchain-based
identity management may also be investigated to
provide  decentralized and  tamper-resistant
authentication. Future research can evaluate the
framework across multi-cloud and hybrid-cloud
telecom environments using large-scale real-world
traffic and security datasets. Automated incident
response mechanisms can be developed to isolate
compromised workloads and revoke suspicious access
without manual intervention. Finally, future studies
should investigate reducing computational overhead
while maintaining strong security, enabling practical
deployment of the proposed framework in large-scale,
high-performance MVNO/MVNE infrastructures.
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