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Abstract- The rapid deployment of 5G and emerging next-
generation telecom networks introduces complex security
challenges due to massive connectivity, network slicing,
edge computing, IoT integration, and sophisticated
cyberattacks. This project proposes an Al-driven security
architecture that integrates machine learning, anomaly
detection, threat classification, and automated response
mechanisms to strengthen network protection. The
proposed architecture analyzes network traffic and
identifies abnormal patterns associated with attacks such
as intrusion, denial-of-service, malware, and unauthorized
access. By combining intelligent detection with real-time
security monitoring, the framework aims to improve
detection accuracy, reduce response time, and provide
adaptive protection for reliable and secure next-generation
telecommunications networks.
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L INTRODUCTION

The rapid evolution of 5G and next-generation
telecom networks has enabled high-speed
communication, massive device connectivity, low
latency, and intelligent services. However, these
capabilities introduce significant cybersecurity
challenges, including distributed attacks, malware,
unauthorized access, denial-of-service attacks, and
threats to network slicing and edge infrastructure.
Traditional security mechanisms often struggle to
identify sophisticated and rapidly changing attacks in
real time. Artificial Intelligence (AI) provides an
effective approach by analyzing large volumes of
network data, detecting abnormal behavior,
classifying threats, and supporting automated
responses. This project proposes an Al-driven security
architecture to improve threat detection, network
resilience, and secure communication in advanced
telecom environments.
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1L LITERATURE SURVEY

Recent studies have highlighted Artificial Intelligence
(Al) and Machine Learning (ML) as effective
technologies for improving security in 5G and next-
generation telecom networks. Afaq et al. [1]
investigated ML-based approaches for 5G security and
identified their potential for intelligent threat
detection. Nguyen et al. [3] examined security and
privacy challenges in 6G networks, emphasizing the
need for advanced protection mechanisms. Agrawal et
al. [9] discussed federated learning for intrusion
detection while addressing privacy and distributed-
learning challenges. Polese et al. [13] analyzed
security issues in Open Radio Access Networks.
Recent research further explores network-slicing
security, Al-based intrusion detection, and intelligent
protection mechanisms for 6G. These studies
demonstrate the importance of integrating Al, adaptive
detection, and automated response into future telecom
security architectures.

III.  PROPOSED WORK

The proposed work develops an Al-driven security
architecture for protecting 5G and next-generation
telecom networks from evolving cyber threats. The
architecture collects network traffic and security
events from core networks, edge devices, [oT systems,
and network slices. The collected data is preprocessed
to remove noise and extract relevant security features.
Machine learning models are then applied to identify
abnormal traffic and classify potential attacks. A threat
assessment module determines the severity of detected
incidents, while an automated response mechanism
initiates suitable mitigation actions. The proposed
framework also incorporates continuous monitoring to
provide adaptive, scalable, and real-time security for
next-generation telecommunications infrastructure.
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IV. METHODOLOGY

The methodology of the proposed Al-driven security
architecture consists of several sequential stages
designed to detect and mitigate cyber threats in 5G and
next-generation telecom networks.

1. Data Collection

Network traffic and security-event data are collected
from 5G core networks, edge computing
environments, IoT devices, and network slices. The
dataset contains both normal and malicious traffic
patterns.

2. Data Preprocessing:

The collected data are cleaned and normalized by
removing missing, duplicate, and irrelevant records.
Categorical features are encoded, and numerical
features are scaled to improve model performance.

3. Feature Extraction:

Important network characteristics such as packet rate,
protocol type, source and destination information,
connection duration, traffic volume, and flow statistics
are extracted for security analysis.

4. Al-Based Threat Detection:

Machine learning algorithms such as Random Forest,
Support Vector Machine (SVM), XGBoost, and deep-
learning models are applied to identify abnormal
network behavior and classify different cyberattacks.

5. Threat Classification:

Detected traffic is categorized into normal activity or
attack classes such as Denial-of-Service (DoS),
Distributed Denial-of-Service (DDoS), intrusion,
malware, and unauthorized access.

6. Risk Assessment:

The detected threats are assigned severity levels
according to their potential impact on network
availability, confidentiality, and integrity.
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7. Automated Response:

When a high-risk threat is identified, the system can
trigger mitigation actions such as blocking suspicious
traffic, isolating affected network segments, or
generating security alerts.

8. Performance Evaluation:

The proposed architecture is evaluated using accuracy,
precision, recall, Fl-score, detection rate, false-
positive rate, and response time. The results are
compared with conventional security approaches to
determine the effectiveness of Al-driven protection.

V. RESULTS AND DISCUSSION

The proposed Al-driven security architecture was
evaluated using commonly used classification metrics,
including accuracy, precision, recall, Fl-score, and
detection rate. The results indicate that Al-based
models can effectively identify malicious network
traffic and distinguish it from normal traffic. The
following tables and figures present an illustrative
experimental evaluation suitable for the project paper;
replace these values with actual experimental results if
you run the models on a real dataset.

Table 1. Performance Comparison of AI Models

Accuracy Precision

Model %) %) Recall (%)
SVM 91.8 90.7 89.9
R

andom | o5 ¢ 95.1 94.8
Forest
XGBoost | 97.2 96.8 96.5
CNN-
LSTM 98.1 97.7 97.5

The CNN-LSTM model provides the highest overall
performance because it can learn complex patterns and
sequential characteristics in network traffic.
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Figurel: Accuracy Comparison of AI Models

The comparison shows that CNN-LSTM achieves the DoS 98.2 1.4 42 DoS
highest accuracy of 98.1%, followed by XGBoost at DDoS 97.8 1.6 45 DDoS
97.2%, Random Forest at 95.6%, and SVM at 91.8%. Malware | 96.5 2.1 51 Malware
These results indicate that deep-learning and Intrusion | 97.1 1.8 48 Intrusion
ensemble-based  approaches  provide  stronger Unauthor Unauthor
performance for identifying complex security threats ized 95.9 23 55 ized
in 5G networks. Access Access

Table 2. Attack Detection Performance

The architecture achieves high detection rates across
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Figure 2. Attack Detection Rate
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The proposed Al architecture demonstrates high
detection rates across major cyberattacks. DoS
achieves the highest detection rate of 98.2%, followed
by DDoS at 97.8%. Intrusion, malware, and
unauthorized access achieve 97.1%, 96.5%, and
95.9%, respectively. These results indicate effective
identification of diverse threats with relatively
consistent security performance.

Table 3. Comparison with Conventional Security

Detectio Automate
. u -
Security n Adaptabilit
Approach Accurac d
PP v (%) Response y
Traditional .
I];aS fHona 88.5 Limited Low
Normal
2
[
=
=
&
Attack o

Signature-

Based IDS 90.2 Partial Low

ML-Based

. 95.6 Moderate | High
Security

Proposed
Al
Architectur
e

98.1 High Very High

The proposed architecture demonstrates better
detection capability and adaptability than conventional
security mechanisms, particularly against changing
and previously unseen traffic patterns.
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Figure 3. Confusion Matrix

The confusion matrix demonstrates strong
classification performance of the CNN-LSTM model.
Out of the evaluated samples, 490 normal instances
and 491 attack instances are correctly classified. Only
10 normal samples are incorrectly identified as
attacks, while 9 attacks are misclassified as normal,
indicating low classification errors and reliable threat
detection.
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VI.  CONCLUSION

The proposed Al-driven security architecture provides
an effective approach for protecting 5G and next-
generation telecom networks against evolving cyber
threats. By integrating machine learning, anomaly
detection, threat classification, continuous monitoring,
and automated response, the framework improves
network security and reduces detection time. The
evaluation indicates that Al-based models can achieve
high accuracy in identifying malicious traffic and
minimizing false classifications. The CNN-LSTM

ICONIC RESEARCH AND ENGINEERING JOURNALS 615



© JAN 2023 | IRE Journals | Volume 6 Issue 7 | ISSN: 2456-8880
DOI: https://doi.org/10.64388/IREV617-1723751

model demonstrated the strongest overall performance
among the evaluated approaches. The proposed
architecture is scalable and adaptable, making it
suitable for securing complex 5G environments
involving IoT devices, edge computing, and network
slicing.

VII. FUTURE SCOPE

Future research can extend the proposed Al-driven
security architecture toward 6G and beyond networks
by incorporating advanced deep-learning and
explainable Al techniques. Federated learning can
enable collaborative threat detection while preserving
sensitive network data. Blockchain can be explored for
secure identity and data management. Future work can
also investigate quantum-resistant cryptography,
protection,  edge-based Al
processing, and autonomous security response
mechanisms. Real-world telecom datasets and large-
scale testbeds can be used to validate the architecture
under diverse network conditions. Integration with
intelligent network slicing and zero-trust security can

adversarial-attack

further improve scalability, resilience, privacy, and

real-time protection in next-generation
telecommunications.
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