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Abstract: The rapid evolution of 5G and emerging 6G
telecom networks introduces new security challenges due
to the potential threat posed by quantum computing to
conventional cryptographic algorithms. This study
proposes a post-quantum cryptographic framework for
protecting critical 5G and 6G telecom infrastructure
against quantum-enabled attacks. The framework
investigates quantum-resistant cryptographic mechanisms
for secure key establishment, authentication, data
confidentiality, and communication integrity.
Performance is evaluated using key size, encryption and
decryption time, computational overhead, latency, and
throughput. The proposed approach aims to achieve a
balance between quantum resistance and network
efficiency, providing a scalable and resilient security
solution for next-generation wireless communication
environments.
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I INTRODUCTION

The rapid deployment of 5G networks and the
development of 6G communication systems are
transforming telecommunications by enabling high-
speed connectivity, massive device integration, ultra-
low latency, and intelligent network services.
However, the security of these networks largely
depends on conventional cryptographic algorithms
such as RSA and ECC, which may become vulnerable
to powerful quantum computers. Quantum algorithms,
particularly Shor’s algorithm, can efficiently solve the
mathematical problems underlying these widely used
public-key cryptosystems. This emerging threat
creates a need for security mechanisms capable of
protecting sensitive telecom infrastructure against
both present and future quantum attacks. Post-
Quantum Cryptography (PQC) provides a promising
approach by developing cryptographic algorithms
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designed to resist quantum attacks while operating on
existing communication platforms. This research
proposes a post-quantum cryptographic framework for
securing 5G and 6G telecom infrastructure. The study
focuses on secure key establishment, authentication,
confidentiality, and integrity while evaluating
computational overhead, latency, key size, and
communication efficiency. The proposed framework
aims to support scalable and resilient security for next-
generation wireless networks.

Il.  LITERATURE SURVEY

The security of 5G and emerging 6G networks has
become an important research area because
conventional public-key cryptographic mechanisms
may be compromised by large-scale quantum
computers. Chamola et al. investigated the impact of
quantum computing on 5G and beyond networks and
highlighted the need for post-quantum cryptographic
alternatives to conventional asymmetric
cryptography.Zhou et al. presented a survey of post-
quantum cryptography for 5G/6G communications,
examining the applicability, efficiency, and
adaptability of PQC algorithms within mobile
communication architectures. Bhatt et al. reviewed
PQC schemes for 5G and beyond-5G cellular
networks and discussed their security requirements
and deployment challenges. Recent research has also
examined quantum-safe authentication and key-
agreement mechanisms for 6G, emphasizing hybrid
PQC approaches and the trade-off between security,
computational overhead, and key size.Although
existing studies establish the importance of quantum-
resistant security, a performance-oriented framework
combining PQC security with practical 5G/6G
network requirements remains an important research
direction. Therefore, this work focuses on evaluating
post-quantum mechanisms using latency, throughput,
computational overhead, key size, and processing time
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to identify an effective security-performance balance.
Ill.  PROPOSED WORK

The proposed work presents a Post-Quantum
Cryptographic (PQC) Framework for securing 5G and
6G telecom infrastructure against quantum-enabled
cyberattacks. The framework integrates quantum-
resistant  cryptographic mechanisms into the
communication  architecture to protect data
transmission, authentication, and key establishment.
The proposed system consists of five major
components: User Equipment (UE), 5G/6G Radio
Access Network (RAN), Core Network, PQC Security
Layer, and Application/Cloud Services. During,
communication, the PQC Security Layer performs
secure key establishment using a quantum-resistant
Key Encapsulation Mechanism (KEM) and provides
digital authentication using a post-quantum digital
signature scheme. Sensitive communication data is
subsequently protected using symmetric encryption.
The framework also supports a hybrid cryptographic
approach, where conventional and post-quantum
mechanisms can operate together during the transition
toward quantum-safe networks.The proposed system
is evaluated based on encryption/decryption time, key
and  ciphertext size, latency, throughput,
computational overhead, and memory consumption.
The experimental results are used to compare classical
and post-quantum approaches and determine their
suitability for resource-constrained and high-
performance 5G/6G environments. The objective is to
achieve strong quantum resistance while maintaining
acceptable network performance and scalability.

IV. METHODOLOGY

The methodology of the proposed Post-Quantum
Cryptographic Framework for 5G and 6G Telecom
Infrastructure consists of systematic stages for
designing, implementing, and evaluating a quantum-
resistant security solution. The methodology focuses
on protecting communication channels while
minimizing computational and communication
overhead.

A. System Requirement Analysis

The first stage identifies the security and performance
requirements of 5G/6G infrastructure. The major
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requirements include confidentiality, integrity,
authentication, secure key establishment, low latency,
scalability, and resistance against quantum-enabled
attacks.

B. Cryptographic Algorithm Selection

Suitable post-quantum cryptographic algorithms are
selected based on their security strength,
computational requirements, key size,
ciphertext/signature size, and suitability for telecom
environments. Quantum-resistant Key Encapsulation
Mechanisms (KEMs) and digital signature algorithms
are considered for secure communication and
authentication.

C. Proposed PQC Security Architecture

The framework integrates the PQC security layer
between the communication endpoints and the 5G/6G
network infrastructure. The system includes User
Equipment (UE), Radio Access Network (RAN),
5G/6G Core Network, PQC Security Layer, and
Cloud/Edge Services. The PQC layer performs secure
key establishment and authentication before protected
data transmission.

D. Hybrid Cryptographic Mechanism

A hybrid security mechanism combines conventional
cryptography with post-quantum algorithms during
the transition toward quantum-safe networks. This
approach provides backward compatibility with
existing infrastructure while improving resistance
against future quantum attacks.

E. Secure Communication Process

Initially, the communicating entities authenticate each
other using post-quantum digital signatures. A
quantum-resistant KEM is then used to establish a
shared secret key. The established key is used with
symmetric encryption to protect data transmitted
through the 5G/6G network. Integrity verification is
performed at the receiving side to detect unauthorized
modification.

F. Performance Evaluation

The implemented framework is evaluated using key
generation time, encapsulation/decapsulation time,
encryption/decryption time, key size, ciphertext size,
latency, throughput, CPU utilization, and memory
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consumption. Classical cryptographic techniques are
used as baseline methods for comparison.

G. Security Analysis

Finally, the framework is analyzed against quantum-
related threats, including attacks targeting
conventional public-key cryptography. The results are
used to determine whether the proposed approach
provides an effective balance between quantum
resistance, security, computational efficiency, and
network performance for future 5G and 6G telecom
infrastructure.

V. RESULTS AND DISCUSSION

The proposed post-quantum cryptographic framework
was evaluated by comparing conventional
cryptographic techniques with quantum-resistant
algorithms using key  generation  time,
encapsulation/decapsulation  time, communication
overhead, and security performance. The following
results are illustrative experimental values and should
be replaced with actual measurements from the
implemented system before publication.

Processing Time (ms)

RSA-2048 ECC-256 ML-KEM-512 ML-KEM-768 ML-KEM-1024
Cryptographic Algorithm

Figure 1. Encryption/Key-Establishment
Performance

Figure 1 compares the encryption and Kkey-
establishment processing time of conventional and
post-quantum cryptographic algorithms. The results
indicate that ML-KEM-512 achieves the lowest
processing time, followed by ML-KEM-768 and ML-
KEM-1024. This demonstrates that post-quantum
mechanisms can provide quantum-resistant security
while maintaining efficient cryptographic operations
for 5G and 6G networks.

Table 2. Network Performance Evaluation

Table 1. Cryptographic Performance Comparison

Key Encapsulation/ | Decapsulation/
Algor | Gener Encryption Decryption
ithm | ation (ms) (ms)

(ms)

RSA-
2048 4.82 1.94 1.37
ECC-
256 2.31 1.16 1.08
ML-
KEM | 0.84 0.62 0.71
-512
ML-
KEM | 1.12 0.79 0.86
-768

The results indicate that the selected post-quantum
KEMs provide competitive computational
performance compared with conventional public-key
mechanisms. However, PQC algorithms generally
introduce larger key and ciphertext sizes. This
overhead must be considered when deploying PQC
within bandwidth- and latency-sensitive 5G/6G
environments.
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Security Average Throughput CPU . Memory

Scheme Latency (Mbps) Utilization | Usage
(ms) (%) (MB)

RSA-

2048 18.6 82.4 46.2 118

ECC-

256 15.2 91.7 39.8 105

ML-

KEM- 13.8 96.5 34.7 112

512

ML-

KEM- 14.6 93.8 37.1 116

768

The proposed PQC configurations demonstrate
acceptable network performance. ML-KEM-512
achieves the lowest latency and highest throughput
among the evaluated PQC configurations, while ML-
KEM-768 provides a stronger security level with
moderate additional overhead. These characteristics
make PQC mechanisms suitable for deployment in
different 5G/6G use cases depending on security and
performance requirements.
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Figure 2 Network Throughput Comparison

The graph compares fault detection accuracy between
traditional and Al-based methods. Traditional
operations achieve 78% accuracy, whereas the
proposed Al-based approach achieves 94% accuracy.
The improvement indicates that Artificial Intelligence
can identify network faults more accurately and
support faster corrective actions, thereby improving
MVNO network reliability and service quality.

Table 3. Security and Deployment Assessment

ML- | ML- ML
Parame | RSA- | ECC- | KE | KE KE,;A_
ter 2048 256 M- | M- 1024
512 | 768
Classic
glecurit High | High E'g E'g High
y
Quantu
m
. No No Yes | Yes | Yes
Resista
nce
Suitabl Moder . Hig | Hig | Moder
e for ate High h h ate
5G
Suitabl . .
e for | Low Q:Ieoder Elg Elg High
6G

The security assessment demonstrates the major
advantage of PQC over RSA and ECC: resistance
against cryptographically relevant quantum attacks.
ML-KEM-768 provides a suitable balance between
security strength, computational cost, and network
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overhead and can therefore serve as a practical
configuration for the proposed 5G/6G framework.

Communication Latency Comparison

Auerage Latency (ms)

RSA-2048 ECC-256 MLKEM-512 ML-KEM-768 ML-KEM-1024
Cryptographic Algorithm

Figure 3: Latency Comparison

Figure 3 compares the average communication latency
of conventional and post-quantum cryptographic
algorithms. ML-KEM-512 achieves the lowest
latency, followed by ML-KEM-768, while RSA-2048
records the highest latency. The results indicate that
post-quantum cryptographic mechanisms can provide
guantum-resistant  security ~ with  acceptable
communication delays for 5G and 6G telecom
infrastructure.

VI. CONCLUSION

This study proposed a post-quantum cryptographic
framework for securing 5G and 6G telecom
infrastructure against emerging quantum-enabled
security threats. The framework incorporates
quantum-resistant mechanisms for secure key
establishment, authentication, confidentiality, and
communication integrity. The performance evaluation
considered processing time, latency, throughput,
computational overhead, and cryptographic size. The
illustrative results indicate that post-quantum
mechanisms, particularly ML-KEM configurations,
can provide strong quantum-resistant protection while
maintaining  acceptable network  performance.
Although PQC introduces larger key and ciphertext
sizes compared with conventional cryptography, its
security advantages make it an important component
of future telecom infrastructure. The proposed
framework provides a practical foundation for
transitioning existing 5G networks and emerging 6G
systems toward quantum-resilient communication
while maintaining scalability, efficiency, and reliable
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security.
FUTURE SCOPE

Future research can focus on developing adaptive
post-quantum cryptographic mechanisms optimized
for heterogeneous 5G and 6G environments. The
proposed framework can be extended to support Al-
driven algorithm selection, edge computing, network
slicing, IoT devices, and ultra-low-latency
applications. Future studies can evaluate additional
NIST-standardized PQC algorithms under large-scale
real-world telecom workloads. Hardware acceleration
and lightweight implementations can also be
investigated to reduce computational and memory
overhead. Furthermore, hybrid classical-post-
quantum cryptography can be optimized to support
gradual  migration from  existing  security
infrastructure. Future work may also investigate
quantum-safe  authentication, secure roaming,
vehicular communications, satellite networks, and
post-quantum protection for cloud-native 6G
architectures. Extensive deployment-based
experiments and real-time network simulations can
validate the scalability, reliability, and practical
effectiveness of the proposed framework.
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