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Abstract

This research presents and assesses a reproducible framework for detecting behavioral anomalies in en‐
terprise security event logs through unsupervised machine learning. Because access to authentic secur‐
ity telemetry is often limited, a synthetic enterprise log dataset was constructed to represent authentica‐
tion events, user activity patterns, session behavior, and simulated adversarial activities. The resulting
dataset consists of 6,244 security events, including 5,874 normal records and 370 injected attack re‐
cords covering credential stuffing, privilege misuse, abnormal session duration, and lateral movement.
Behavioral and temporal characteristics were derived through rolling activity metrics, statistical devi‐
ation measures, user‐specific behavioral indicators, and a composite risk score. Five unsupervised an‐
omaly‐detection techniques—Isolation Forest, Local Outlier Factor (LOF), One‐Class SVM, Autoencoder,
and Gaussian Mixture Model (GMM)—were developed using Python, scikit‐learn, and PyTorch. Attack la‐
bels were intentionally withheld during model training and subsequently used only for post hoc per‐
formance assessment based on precision, recall, F1‐score, accuracy, ROC‐AUC, and PR‐AUC. The evalu‐
ation indicates that Isolation Forest obtained the strongest fixed‐threshold F1‐score (0.4422) and PR‐
AUC (0.4608),  whereas GMM recorded the highest ROC‐AUC (0.8227).  LOF demonstrated the lowest
overall effectiveness, while One‐Class SVM and the Autoencoder showed moderate performance across
the evaluated measures. These results indicate that unsupervised learning techniques can identify useful
anomaly patterns within engineered security‐event features; however, their effectiveness is influenced
considerably by feature representation, underlying algorithmic assumptions, and the selected evaluation
measures. The proposed framework offers a controlled and reproducible basis for examining behavioral
anomaly detection in security‐monitoring environments where sufficiently labeled datasets are unavail‐
able or limited.

1 Introduction

1.1 Background

Modern computing environments rely heavily on logging mechanisms to record system activities, au‐
thentication  attempts,  resource  access,  user  sessions,  and  other  operational  events.  These  logs
provide critical visibility into the behavior of applications, systems, and networks, making them es‐
sential for monitoring, troubleshooting, auditing, and cybersecurity analysis [1].

As enterprise systems grow in complexity and scale, the task of manually analyzing security logs be‐
comes increasingly  difficult  and inefficient.  Traditional  rule‐based and signature‐driven detection
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methods are effective for identifying known attack patterns, but they often fail to detect previously
unseen or evolving threats [2].

Anomaly detection (AD), sometimes referred to as outlier or novelty discovery, is a method used to
identify unusual occurrences or data points within a collection. These abnormalities can provide im‐
portant information across several fields,  including cybersecurity,  healthcare,  and telecommunica‐
tions [10].

Machine learning has emerged as a promising approach for anomaly detection in cybersecurity. In
particular, unsupervised learning methods are attractive because they do not require labeled training
data, which is often scarce in real‐world environments [3].

Because real enterprise security logs are often restricted by privacy and confidentiality constraints,
this study adopts a synthetic data approach. Synthetic datasets enable controlled experimentation
while allowing the simulation of realistic user behavior, security events, and adversarial scenarios [9].

Specifically, this research investigates the comparative effectiveness of Isolation Forest,  Local Out‐
lier Factor (LOF), One‐Class Support Vector Machine (One‐Class SVM), Autoencoder, and Gaus‐
sian Mixture Model (GMM) approaches for behavioral anomaly detection in security event logs. By
combining synthetic security‐log generation, attack‐scenario injection, temporal and behavioral fea‐
ture engineering,  statistical  analysis,  multiple unsupervised anomaly‐detection models,  and visual
analytics, the study develops a reproducible framework for evaluating machine‐learning‐based se‐
curity monitoring techniques in environments where labeled security data are limited.

1.2 Significance of the study

The significance of this study lies in its contribution to the development and evaluation of intelligent
approaches for security monitoring and behavioral anomaly detection. As cyber threats continue to
evolve, security teams increasingly require analytical methods that extend beyond manual inspection,
predefined rules, and signature‐based detection. Behavioral anomaly detection provides an alternat‐
ive approach by identifying activities that deviate from established patterns of normal system and
user behavior.

This study is significant in several ways. First, it contributes to research on the application of unsu‐
pervised machine learning to cybersecurity analytics, particularly in situations where labeled secur‐
ity data are limited. Second, it provides a comparative evaluation of five different anomaly‐detection
approaches—Isolation Forest, Local Outlier Factor (LOF), One‐Class SVM, Autoencoder, and Gaussian
Mixture Model (GMM), within a common experimental framework.

Third, the use of a high‐fidelity synthetic enterprise security‐log dataset provides a controlled en‐
vironment in which normal behavioral patterns and adversarial scenarios can be systematically gen‐
erated and evaluated. This approach addresses some of the practical challenges associated with re‐
stricted access to real‐world security telemetry while allowing attack scenarios to be explicitly rep‐
resented for post hoc evaluation.

Finally, the study provides a reproducible experimental framework for examining how different unsu‐
pervised learning approaches respond to behavioral deviations in security event data. The findings
may provide useful insights for future research into threat detection systems, Security Operations
Center (SOC) workflows, and behavioral monitoring solutions designed to identify anomalous activity
in enterprise environments.
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1.3 Statement of the problem

Security monitoring environments face multiple operational challenges. Large‐scale enterprise sys‐
tems generate substantial volumes of security event logs, making manual analysis inefficient and po‐
tentially  error‐prone.  In  addition,  labeled cybersecurity  datasets  suitable  for  supervised machine
learning are often limited in availability, difficult to obtain, and constrained by privacy and confidenti‐
ality considerations.

Traditional rule‐based and signature‐driven detection systems are generally effective at identifying
known attack patterns but may be less capable of detecting previously unseen, evolving, or behavior‐
ally subtle threats. Furthermore, malicious activity can sometimes resemble legitimate but unusual
user behavior, making it difficult to distinguish genuine threats from normal behavioral variation.

These challenges create a need for automated approaches capable of identifying unusual behavioral
patterns without relying exclusively on predefined attack signatures or large collections of labeled
training data.  Unsupervised machine learning provides a  potential  approach because models  can
learn representations or distributions of behavioral data without using attack labels during training.

This study therefore addresses the following central problem: How effectively can anomalous be‐
havioral patterns in enterprise security event logs be detected and distinguished from normal
behavioral variation using unsupervised machine learning techniques within a controlled and
reproducible experimental environment?

1.4 Hypothesis

Alternative Hypothesis (H₁).  Unsupervised machine learning models,  including Isolation Forest,
Local Outlier Factor, One‐Class SVM, Autoencoder, and Gaussian Mixture Model, can identify meaning‐
ful behavioral anomalies in synthetic enterprise security event logs.

Null Hypothesis (H₀). Unsupervised machine learning models do not identify behavioral anomalies
in synthetic enterprise security event logs at performance levels meaningfully different from those
expected from random or non‐informative anomaly scoring.

1.5 Research questions

This study seeks to answer the following questions:

1.  Can  a  high‐fidelity  synthetic  enterprise  security‐log  dataset  effectively  simulate  normal
behavioral patterns and adversarial scenarios for anomaly‐detection research? 

2.  How  effectively  can  unsupervised  machine  learning  models  detect  anomalous  behavioral
patterns in simulated enterprise security event logs? 

3.  How  do  Isolation  Forest,  Local  Outlier  Factor,  One‐Class  SVM,  Autoencoder,  and  Gaussian
Mixture Model compare in their ability to identify injected attack observations? 

4.  How does  model  performance  vary  across  different  evaluation  criteria,  including  precision,
recall, F1‐score, ROC‐AUC, and PR‐AUC? 

1.6 Delimitations

This study is limited to a controlled experimental environment based on  synthetically generated
enterprise security logs. Although the dataset is designed to represent authentication activity, user
behavior, session characteristics, and adversarial activity, it does not fully capture the complexity, di‐
versity, and operational characteristics of real‐world enterprise environments.
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The study focuses on four selected adversarial scenarios: credential stuffing, privilege misuse, ab‐
normal session duration, and lateral movement. Other forms of malicious behavior, including at‐
tack types not represented in the synthetic dataset, are outside the scope of this research.

The research evaluates five selected unsupervised anomaly‐detection approaches: Isolation Forest,
Local Outlier Factor, One‐Class SVM, Autoencoder, and Gaussian Mixture Model. Other anomaly‐detec‐
tion algorithms and alternative model architectures are outside the scope of the study.

The models are evaluated using a common engineered feature space derived from behavioral and
temporal security‐event characteristics. Attack labels are not used during model training; instead, the
injected attack labels are retained for post hoc evaluation of model predictions.

Finally, the project adopts an  offline analytical framework  rather than a real‐time streaming de‐
ployment.  The emphasis is therefore placed on reproducible experimentation, comparative model
evaluation, statistical and behavioral analysis, and interpretation of anomaly‐detection performance
rather than deployment as a live operational security‐monitoring system.

2 Review of related literature

2.1 Anomaly detection in general

Anomaly detection is a major area of research in machine learning and data mining and has been
widely applied across domains such as cybersecurity, finance, healthcare, and telecommunications
[3]. Its central objective is to identify observations or patterns that differ substantially from expec‐
ted behavior within a dataset. Depending on the application, such deviations may indicate fraud, sys‐
tem faults, security attacks, abnormal user activity, or other events of interest.

A foundational perspective in anomaly detection literature defines an anomaly as an observation that
deviates markedly from other observations and consequently raises suspicion about the mechanism
that generated it. This perspective remains particularly relevant to cybersecurity, where abnormal
activity may indicate misuse, compromise, or an attack rather than simply statistical rarity.

Researchers commonly distinguish among three major forms of anomalies:  point anomalies,  con‐
textual anomalies, and collective anomalies. Point anomalies are individual observations that dif‐
fer significantly from the expected behavior of the dataset. Contextual anomalies are observations
that are considered abnormal only within a particular context, such as a specific time period, user,
location, or operating condition. Collective anomalies occur when a collection or sequence of obser‐
vations exhibits anomalous behavior, even when individual observations may appear normal when
considered independently.

This  classification is  particularly important in security‐event analysis  because malicious behavior
may develop over a sequence of related events rather than appearing as a single obviously abnormal
record. For example, repeated authentication failures, followed by successful access and subsequent
unusual activity, may collectively provide stronger evidence of suspicious behavior than any individu‐
al event considered in isolation.

2.2 Log files as a basis for security analytics

Log files record application, system, network, authentication, and other operational events over time.
They are widely used for diagnostics, debugging, auditing, incident investigation, and security monit‐
oring. In cybersecurity environments, logs provide valuable evidence about system states, user beha‐
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vior, authentication activity, resource access, and other operational events. Such information can sup‐
port the identification of suspicious activities including repeated failed authentication attempts, un‐
authorized access attempts, unusual session behavior, and abnormal resource utilization.

Despite their importance, security logs present significant analytical challenges. Enterprise log data
can be large‐scale, high‐volume, semi‐structured, heterogeneous, and noisy. The continuous genera‐
tion of security events can make manual inspection impractical, particularly when analysts must dis‐
tinguish genuine threats from legitimate but unusual behavior.

These challenges have motivated research into automated approaches for log parsing, log mining, be‐
havioral analysis, and anomaly detection. Automated analysis can assist security analysts by identify‐
ing patterns that warrant further investigation and by reducing the volume of events requiring manu‐
al examination.

Log‐based anomaly detection research commonly considers authentication logs, network logs, applic‐
ation logs, system logs, and other sources of operational telemetry. Such approaches are particularly
relevant to enterprise security monitoring because suspicious activities  such as credential  abuse,
privilege misuse, abnormal sessions, and lateral movement may manifest through changes in behavi‐
oral patterns across multiple security events. Recent research has similarly applied behavioral ma‐
chine‐learning and deep‐learning techniques specifically to insider‐threat scenarios such as privilege
misuse and lateral movement, reinforcing the relevance of behavioral analysis to these attack types
[16].

2.3 Supervised, semi-supervised, and unsupervised anomaly detection

Machine learning approaches to anomaly detection are commonly categorized as supervised, semi‐
supervised, and unsupervised methods. Supervised approaches rely on labeled datasets containing
examples of both normal and anomalous behavior. While supervised methods can provide effective
detection when representative and sufficiently comprehensive labels are available, their application
to cybersecurity is constrained by the difficulty of obtaining high‐quality labeled security data that
adequately represents evolving attack behaviors.

Semi‐supervised approaches typically learn a representation of normal behavior using predomin‐
antly or exclusively normal observations and subsequently identify deviations from the learned rep‐
resentation. Such approaches can be useful when normal operational data are available and suffi‐
ciently representative of legitimate system behavior.

Unsupervised anomaly detection techniques seek to identify unusual observations or behavioral pat‐
terns without using attack labels during model training [10]. This characteristic makes unsupervised
approaches particularly relevant to security‐event analysis, where attack labels may be scarce, incom‐
plete, unavailable, or difficult to obtain. Rather than relying on predefined examples of every possible
attack, these approaches attempt to identify deviations based on the structure, distribution, density,
or learned representation of the observed data.

However, unsupervised anomaly detection also presents an important challenge: not every statistic‐
al or behavioral deviation represents malicious activity.  Legitimate users may exhibit unusual
behavior, while some attacks may closely resemble normal activity. Consequently, the effectiveness of
an unsupervised detector depends strongly on the quality of the behavioral representation, the char‐
acteristics of the data, the assumptions of the selected algorithm, and the criteria used to determine
whether an observation should be classified as anomalous.
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Given these characteristics, unsupervised learning provides an appropriate methodological founda‐
tion for the present study. The research therefore evaluates multiple unsupervised approaches within
a common experimental framework, using engineered behavioral and temporal features derived from
synthetic enterprise security‐event logs. Attack labels are excluded from model training and retained
for post hoc evaluation, allowing the detection capabilities of the different approaches to be com‐
pared under controlled experimental conditions.

2.4 Statistical and classical approaches

Traditional  anomaly‐detection  methods  include  statistical,  threshold‐based,  distance‐based,  and
density‐based techniques. These approaches remain useful as analytical and comparative baselines,
although they may face limitations when applied to high‐dimensional, nonlinear, noisy, or complex
datasets [3].

Before the widespread adoption of advanced machine learning approaches, anomaly detection was
commonly  addressed  using  statistical  thresholds  and  distribution‐  or  distance‐based  techniques.
Threshold‐based methods are relatively simple and computationally efficient, but they generally re‐
quire domain‐specific threshold selection and may not adapt effectively to changing behavioral pat‐
terns.

Statistical  approaches commonly rely on assumptions about the underlying data distribution and
may use techniques such as z‐score analysis, probability estimation, and hypothesis testing to identi‐
fy unusual observations. These methods can provide useful statistical baselines, particularly in con‐
trolled environments, but their effectiveness may decrease when the underlying data distribution is
nonlinear, noisy, highly skewed, or multimodal.

Distance‐based approaches identify observations that are unusually distant from other observations
or from a learned region of the feature space. Although such methods can be effective for structured
datasets,  their  computational  requirements  and sensitivity  to  feature  representation  can become
challenging as dimensionality increases.

Density‐based methods instead examine the concentration of observations within local regions of the
feature space. Local Outlier Factor (LOF) is an example of this approach, estimating the local density
of an observation relative to the densities of its neighboring observations. This allows LOF to identify
observations that may be anomalous within their local behavioral context even when they are not ex‐
treme according to global statistical measures.

In the present study, statistical techniques including z‐score analysis, moving averages, and tem‐
poral aggregation are incorporated as baseline analyses before the evaluation of the machine learn‐
ing models. These analyses provide additional insight into the statistical and temporal characteristics
of the synthetic security‐event dataset.

2.5 Isolation Forest

Isolation Forest is an unsupervised anomaly‐detection algorithm that identifies anomalies through
recursive partitioning of the feature space [4]. The underlying principle is that anomalous observa‐
tions are generally easier to isolate than normal observations because they occur less frequently or
occupy relatively sparse regions of the data space.

Isolation Forest is computationally efficient and can be applied to high‐dimensional datasets, making
it suitable for large‐scale anomaly‐detection tasks. It has been applied in areas including network
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traffic analysis, intrusion detection, fraud detection, and log‐based anomaly detection. Its relatively
low computational cost and ability to identify globally unusual observations make it an important
baseline for behavioral analysis of enterprise security telemetry.

Isolation Forest can be particularly useful when abnormal observations differ substantially from the
dominant behavioral patterns. However, its effectiveness depends on the representation of the under‐
lying data and the configuration of parameters such as the number of trees and contamination level.

Variants such as Extended Isolation Forest have also been proposed to address limitations associ‐
ated  with  conventional  axis‐aligned partitioning  by  introducing  more  flexible  splitting  strategies.
These developments demonstrate the continued relevance of isolation‐based methods within anom‐
aly‐detection research.

In this study, Isolation Forest is evaluated as the primary isolation‐based approach and is compared
with  density‐based,  boundary‐based,  reconstruction‐based,  and  probabilistic  anomaly‐detection
methods.

2.6 Local Outlier Factor

Local Outlier Factor (LOF) detects anomalies by comparing the local density of an observation with
the local  densities  of  its  neighboring observations  [5].  Observations located in substantially  less‐
dense regions than their neighbors receive higher anomaly scores.

LOF is particularly valuable in situations where anomalies are locally sparse but may not be globally
distant from the majority of observations. This characteristic makes the method relevant to behavior‐
al security analysis, where suspicious activity may resemble legitimate behavior in some dimensions
while exhibiting unusual characteristics within a local behavioral context.

Previous research has applied LOF to areas including network traffic analysis, intrusion detection,
and adaptive anomaly monitoring. However, its performance can be sensitive to neighborhood‐size
parameters and feature representation. Its computational requirements may also become more de‐
manding as dataset size increases.

Despite these limitations, LOF provides an important comparative perspective because it approaches
anomaly detection from a local‐density perspective, unlike Isolation Forest, which focuses on the ease
with which observations can be isolated.

2.7 One-Class Support Vector Machine

One‐Class  Support  Vector  Machine  (One‐Class  SVM)  is  an  unsupervised  or  novelty‐detection  ap‐
proach that learns a decision boundary around observations considered representative of normal be‐
havior  [6]. Observations falling outside the learned boundary can subsequently be identified as an‐
omalous.

One‐Class SVM has been applied in areas such as network security, fraud detection, system monitor‐
ing, and other anomaly‐detection applications. Its ability to learn a boundary around normal observa‐
tions makes it particularly relevant to scenarios where examples of anomalous behavior are limited
or unavailable during model training.

However, One‐Class SVM performance can depend substantially on kernel selection and hyperpara‐
meter configuration. Its scalability can also become a consideration when applied to very large data‐
sets.
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In this study, One‐Class SVM is included to provide a boundary‐based perspective on behavioral an‐
omaly detection alongside the isolation‐based approach of Isolation Forest and the density‐based ap‐
proach of LOF.

2.8 Deep learning for log analysis

Deep learning has expanded the scope of anomaly detection by enabling models to learn complex
nonlinear  relationships  and  latent  representations  from  data.  Neural‐network‐based  approaches
have been applied to security logs and other forms of sequential or high‐dimensional telemetry [7].

Deep learning is a sub‐field of machine learning that uses neural networks containing multiple pro‐
cessing  layers  to  learn  increasingly  complex  representations  from  data  [10].  In  log  analysis,  se‐
quence‐based and neural‐network‐based approaches can model relationships that may be difficult to
capture using conventional statistical or distance‐based techniques.

Prior work such as DeepLog demonstrated the application of Long Short‐Term Memory (LSTM) net‐
works to log analysis by learning normal sequences of log events and identifying deviations from ex‐
pected patterns. Other neural approaches have explored sequence modeling, attention mechanisms,
and learned representations of  log events,  including transformer‐based models such as LogBERT,
which apply self‐supervised masked‐language‐model training to detect deviations in log sequences
[17], and log‐text analysis approaches designed specifically for insider‐threat detection [18].

Deep learning approaches are attractive because they can model nonlinear relationships and latent
structures within complex datasets. However, they may also introduce additional computational re‐
quirements and can require substantial amounts of representative data. Furthermore, the scarcity
and diversity of anomalous cybersecurity events create challenges for approaches that depend heav‐
ily on labeled attack examples.

For this reason, unsupervised reconstruction‐based methods such as autoencoders provide an im‐
portant alternative for learning behavioral  representations without requiring attack labels during
model training.

2.9 Autoencoders for anomaly detection

Autoencoders are neural‐network‐based models that learn to reconstruct their input data. In anom‐
aly‐detection applications, the model is generally trained to represent normal behavioral patterns,
and the reconstruction error can subsequently be used as an anomaly score [8].

The use of autoencoders for anomaly identification has increased substantially because of their abil‐
ity to learn compressed representations of complex data. An autoencoder consists primarily of an en‐
coder and a decoder. The encoder transforms the input into a lower‐dimensional latent representa‐
tion, while the decoder attempts to reconstruct the original input. The difference between the origin‐
al input and its reconstruction provides a measure of reconstruction error [10].

When an observation resembles the patterns learned during training, the model may reconstruct it
relatively accurately. Conversely, observations that differ from the learned representation may pro‐
duce larger reconstruction errors and can therefore be considered potential anomalies.

This property makes autoencoders suitable for anomaly detection in complex and high‐dimensional
datasets, including network telemetry, industrial data, and security‐event features. Compared with
simple statistical approaches, autoencoders can learn nonlinear relationships among multiple beha‐
vioral features.
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However, reconstruction error does not inherently indicate maliciousness. Legitimate but unusual be‐
havior may also produce a high reconstruction error, while attacks that closely resemble normal be‐
havioral patterns may be reconstructed relatively well. Therefore, autoencoder performance depends
strongly on the quality and representativeness of the training data and feature space.

In the present study, the Autoencoder provides a neural reconstruction‐based perspective for com‐
parison with the classical and probabilistic approaches.

2.10 Gaussian Mixture Models

Gaussian Mixture Models (GMMs) provide a probabilistic approach to unsupervised anomaly detec‐
tion by modeling the observed data as a weighted combination of multiple Gaussian probability dis‐
tributions. Rather than assuming that all observations originate from a single homogeneous distribu‐
tion, GMM represents the data using multiple mixture components, each characterized by a mixture
weight, mean vector, and covariance matrix. This allows the model to represent different regions or
behavioral patterns within a multivariate feature space.

For a data vector x,  the probability density of a Gaussian mixture with K components can be ex‐
pressed as:

p(x) = ∑k=1K πk · N(x | μk, Σk) (1) where K denotes the number of Gaussian components, πk represents the mixing weight of component k,

μk is its mean vector, Σk is the corresponding covariance matrix, and N(x | μk, Σk) denotes the multivariate Gaussian density associated with

that component. The mixture weights represent the relative contribution of each component to the
overall probability distribution.

In anomaly detection, GMM can identify observations that have relatively low probability under the
learned data distribution. Observations located in low‐density regions of the fitted mixture can there‐
fore be assigned higher anomaly scores. This density‐based formulation is particularly useful when
normal observations exhibit multiple behavioral patterns or clusters rather than following a single
distribution. Previous anomaly‐detection research has similarly used GMM to model background or
normal‐data distributions and identify observations that do not conform to the learned probability
structure, including intrusion‐detection systems that model each engineered feature using multiple
simple Gaussian mixtures combined through an asymmetric voting scheme [19].

The probabilistic nature of GMM provides a complementary perspective to the other anomaly detec‐
tion approaches evaluated in this study. Isolation Forest identifies observations that are easily isol‐
ated, Local Outlier Factor evaluates local density deviations, One‐Class SVM learns a boundary around
the data distribution, and the Autoencoder evaluates reconstruction error. GMM instead evaluates
how well each observation conforms to the learned probabilistic mixture distribution.

In the present study, a Gaussian Mixture Model with two Gaussian components and full covariance is
applied  to  the  six‐dimensional  engineered  behavioral  feature  space  consisting  of  risk_score,  ses‐
sion_duration_min, login_freq_5, failed_attempts_rolling, session_zscore, and failed_zscore. The model
is trained without access to the is_attack or attack_type labels, thereby maintaining the unsupervised
learning setting.

The fitted model produces a negative log‐likelihood‐based anomaly score, where higher values indic‐
ate observations with lower likelihood under the learned mixture distribution and are therefore con‐
sidered more anomalous. The resulting scores and predictions are subsequently compared with the
known injected attack labels during post‐hoc evaluation.
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The use of GMM strengthens the comparative design of this study by introducing a probabilistic dens‐
ity‐estimation perspective alongside isolation‐based, local‐density, boundary‐based, and reconstruc‐
tion‐based approaches. This comparison is particularly relevant to behavioral security analytics be‐
cause enterprise activity may consist of multiple overlapping behavioral patterns rather than a single
clearly defined normal state. Research on unsupervised cyber‐attack detection has likewise demon‐
strated the use of GMM density estimation as part of anomaly‐detection frameworks for network and
security data [11].

2.11 Offline and online log anomaly detection

Log anomaly‐detection approaches may also be categorized according to whether analysis is per‐
formed offline or online.

Offline anomaly detection processes previously collected log data, either as a complete dataset or
through periodic analytical workflows. This approach is suitable for historical analysis, experimenta‐
tion, parameter evaluation, and reproducible research [10].

Online anomaly detection, in contrast, processes incoming log events continuously or in near real
time. Such approaches are designed to support immediate anomaly detection and alert generation in
operational environments. However, online deployment introduces additional requirements involving
processing latency, scalability, continuous adaptation, and real‐time data ingestion.

This study adopts an offline anomaly‐detection framework. This approach is appropriate because the
research emphasizes synthetic dataset generation, controlled attack injection, feature engineering,
statistical and temporal analysis, comparative model evaluation, and reproducibility rather than real‐
time operational deployment.

2.12 Synthetic data in cybersecurity research

Due to privacy, confidentiality, accessibility, and data‐sharing constraints, synthetic datasets provide a
practical approach for cybersecurity research involving security‐event data [9]. Synthetic data allow
researchers to construct controlled environments in which normal behavior and adversarial scenari‐
os can be explicitly represented and evaluated.

Synthetic data generation can simulate user behavior, authentication activity, event timing, session
characteristics, and adversarial scenarios. It also allows specific attack behaviors to be deliberately
injected into an otherwise normal dataset, making it possible to evaluate anomaly‐detection models
against known ground‐truth attack observations.

In the present study, the synthetic dataset represents enterprise security‐event activity and incorpor‐
ates four adversarial scenarios: credential stuffing, privilege misuse, abnormal session duration,
and lateral movement. This controlled approach allows the behavioral characteristics of the simu‐
lated attacks to be examined while preserving a known ground‐truth label for post hoc evaluation.

The use of deterministic random seeds in the final experimental pipeline also supports reproducibil‐
ity of the generated dataset and subsequent model results. This is important because reproducibility
allows the experimental workflow to be repeated under the same configuration and provides a con‐
sistent basis for comparing different anomaly‐detection approaches.

For these reasons, the present study adopts a synthetic enterprise‐log generation strategy to provide
a controlled and reproducible environment for investigating unsupervised behavioral anomaly detec‐
tion.
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2.13 Summary of related literature

The reviewed literature demonstrates that anomaly detection has evolved from statistical, threshold‐
based,  distance‐based,  and  density‐based  approaches  toward  increasingly  sophisticated  machine
learning and deep learning methods. Security logs remain an important source of information for cy‐
bersecurity analytics, but their volume, complexity, heterogeneity, and behavioral variability create
significant challenges for manual and rule‐based analysis.

Unsupervised  anomaly  detection  is  particularly  relevant  to  cybersecurity  because  representative
labeled attack datasets can be difficult to obtain and may not adequately capture emerging attack be‐
haviors. Different unsupervised approaches address this problem from different perspectives. Isola‐
tion Forest identifies observations that are easier to isolate, LOF examines local‐density deviations,
One‐Class SVM  learns a boundary around normal observations,  Autoencoders  identify deviations
through reconstruction error, and GMM evaluates observations according to their likelihood within a
learned probability distribution.

The literature also emphasizes the importance of distinguishing between point, contextual, and col‐
lective anomalies because suspicious security behavior may emerge through individual events or se‐
quences of related events.

Synthetic datasets provide a controlled alternative for cybersecurity experimentation where access to
real enterprise telemetry is restricted. When combined with controlled attack injection and determ‐
inistic experimental procedures, synthetic data can support reproducible evaluation of anomaly‐de‐
tection techniques.

Overall,  the literature provides a foundation for investigating behavioral  anomaly detection using
multiple unsupervised approaches. However, the differing assumptions of these models and the diffi‐
culty of distinguishing malicious behavior from legitimate behavioral variation indicate the need for
controlled comparative evaluation. This study addresses this need by evaluating five unsupervised
approaches within a common synthetic enterprise security‐event environment.

2.14 Related comparative studies

While the preceding sections reviewed the theoretical foundations of individual anomaly‐detection
algorithms, several recent studies have directly compared multiple unsupervised approaches within
a single experimental framework, providing useful points of reference for the present research.

Kumar et  al.  [12] evaluated DBSCAN, Isolation Forest,  One‐Class SVM, Local  Outlier Factor,  and a
neural  network Autoencoder on the NSL‐KDD network intrusion dataset,  reporting that  Isolation
Forest achieved the strongest detection performance (F1‐score of 0.993, accuracy of 99.6%), while
density‐based and neural approaches produced comparatively weaker results. This study's model se‐
lection closely parallels the present work, sharing four of the five evaluated algorithms; however, it
relies on network‐flow features from a long‐established benchmark dataset rather than behaviorally
engineered, user‐centric security‐event features, and does not incorporate a probabilistic Gaussian
Mixture Model for comparison.

Agyemang  [13] conducted  a  comparative  evaluation  of  five  unsupervised  anomaly‐detection  al‐
gorithms—One‐Class SVM, One‐Class SVM with Stochastic Gradient Descent, Isolation Forest, Local
Outlier Factor, and Robust Covariance

—using a synthetically simulated dataset, finding that Isolation Forest, One‐Class SVM, and Robust
Covariance were most effective while LOF underperformed. This study's use of synthetic data mirrors
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the methodological approach adopted in the present research; however, its synthetic dataset was not
designed to represent enterprise authentication behavior, session characteristics, or adversarial scen‐
arios specific to security operations, and its evaluation did not include reconstruction‐based or prob‐
abilistic density‐estimation models.

Benova and Hudec [14] applied Isolation Forest in combination with DBSCAN clustering and expert
review to identify anomalous individual user activity within NGINX web server logs, demonstrating
that isolation‐based detection can surface subtle user‐level behavioral anomalies when supplemen‐
ted with qualitative analyst evaluation. This work shares the present study's focus on log‐based, user‐
centric behavioral analysis; however, it evaluates only a single primary anomaly‐detection algorithm
rather  than  comparing  multiple  approaches,  and  depends  on  manual  expert  review  rather  than
quantitative ground‐truth labels for evaluation.

Gutierrez‐Portela et al. [15] evaluated K‐means++, DBSCAN, Local Outlier Factor, and Isolation Forest
for intrusion detection using the BoT‐IoT dataset under conditions of significant class imbalance, a
challenge directly relevant to the present study's dataset, in which injected attack observations rep‐
resent only approximately six  percent of  all  records.  Their  findings emphasize that  unsupervised
clustering and isolation‐based methods respond differently to imbalanced attack distributions; how‐
ever,  their evaluation does not include boundary‐based, reconstruction‐based, or probabilistic ap‐
proaches,  limiting  direct  comparison  with  the  full  range  of  model  assumptions  examined  in  the
present study.

Das et al. [20] examined AI‐driven threat detection across intrusion detection, malware classification,
phishing  detection,  and  insider‐threat  analysis,  reporting  that  Isolation  Forest  and  deep  Autoen‐
coders both produced useful anomaly signals when applied to network traffic. This study's use of
Isolation Forest and Autoencoder models overlaps with two of the five approaches evaluated in the
present research; however, it addresses four distinct security problem domains using different fea‐
ture representations for each,  rather than evaluating multiple unsupervised approaches against a
single  common  behaviorally  engineered  feature  space,  and  does  not  incorporate  density‐based,
boundary‐based, or probabilistic density‐estimation methods for direct comparison.

Collectively, these studies demonstrate growing interest in comparative unsupervised anomaly‐detec‐
tion evaluation across network, log‐based, and imbalanced security data. However, none of the re‐
viewed  studies  jointly  evaluates  isolation‐based,  density‐based,  boundary‐based,  reconstruction‐
based, and probabilistic density‐estimation approaches within a single experimental framework, nor
do they combine synthetic enterprise‐log generation with engineered behavioral and temporal fea‐
tures specific to authentication, session, and privilege‐based adversarial scenarios. The present study
addresses this gap by evaluating five methodologically distinct unsupervised approaches—Isolation
Forest,  Local Outlier Factor,  One‐Class SVM, Autoencoder,  and Gaussian Mixture Model—against a
common, behaviorally engineered feature space, using both fixed‐threshold classification metrics and
threshold‐independent ranking measures to provide a more comprehensive comparative assessment
than existing work.

3 Methodology

This study adopts a modular and reproducible experimental framework for evaluating unsupervised
machine‐learning approaches to behavioral anomaly detection in synthetic enterprise security‐event
logs. Synthetic data generation enables controlled evaluation of anomaly‐detection models in the ab‐
sence of accessible real‐world labeled datasets [9].
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The overall workflow is organized as an interconnected pipeline in which each stage contributes to
the construction and evaluation of the experimental environment. The framework consists of  syn‐
thetic  log  generation,  adversarial  attack  injection,  preprocessing  and  feature  engineering,
statistical  and  temporal  analysis,  unsupervised  machine‐learning  modeling,  performance
evaluation, and visualization.

The pipeline implementation uses deterministic random seeds for the data‐generation and attack‐in‐
jection processes. This allows the canonical experiment to be reproduced under the same configura‐
tion and provides a consistent dataset for model comparison.

The final dataset contains 6,244 security‐event observations, consisting of 5,874 normal observa‐
tions and 370 injected attack observations. The attack observations represent four scenarios: cre‐
dential stuffing, privilege misuse, abnormal session duration, and lateral movement.

The implementation is organized as a reproducible software pipeline in Python, with separate mod‐
ules responsible for raw data generation,  attack injection,  preprocessing and feature engineering,
model training, evaluation, and visualization. Centralized configuration and consistent feature defini‐
tions are used to maintain comparability across the five evaluated models.

The machine‐learning stage evaluates  Isolation Forest, Local Outlier Factor, One‐Class SVM, Au‐
toencoder, and Gaussian Mixture Model  using a common engineered feature space. Attack labels
are excluded from model training and are retained for post hoc evaluation using classification and
ranking‐based performance measures.

The resulting framework supports controlled experimentation, reproducible model comparison, stat‐
istical analysis, and behavioral interpretation while maintaining a clear separation between data gen‐
eration, anomaly detection, and performance evaluation.

3.1 Research design

The study employs an experimental research design based on synthetic enterprise security telemetry.
The design simulates normal user behavior and adversarial activity within a controlled environment,
allowing  the  comparative  evaluation  of  multiple  unsupervised  anomaly‐detection  methods  while
avoiding the privacy and accessibility constraints associated with sensitive real‐world security logs.

The research is structured into the following stages:

1.  Generation of baseline synthetic enterprise security logs 

2.  Injection of adversarial attack scenarios into the baseline logs 

3.  Extraction and construction of behavioral and temporal features from the event data 

4.  Application of statistical and temporal anomaly‐analysis techniques 

5.  Implementation of five unsupervised machine‐learning models 

6.  Evaluation of model outputs using classification and threshold‐independent anomaly‐detection
metrics 

7.  Visualization and security interpretation of the resulting anomaly patterns 

The final experimental dataset contains 6,244 security‐event observations, comprising 5,874 nor‐
mal observations and 370 injected attack observations. The injected scenarios represent creden‐
tial stuffing, privilege misuse, abnormal session duration, and lateral movement.
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The five unsupervised models evaluated in the study are:

Isolation Forest 

Local Outlier Factor (LOF) 

One‐Class Support Vector Machine (One‐Class SVM) 

Autoencoder 

Gaussian Mixture Model (GMM) 

Attack labels are excluded from model training and are retained for post hoc evaluation. This allows
the study to simulate an unsupervised detection setting while still providing known ground truth for
quantitative assessment.

The staged design begins with the generation of normal enterprise‐like behavioral activity, followed
by controlled injection of adversarial scenarios. Behavioral and temporal features are subsequently
constructed from the resulting event data before statistical analysis and machine‐learning‐based an‐
omaly detection are performed. The outputs of the five models are then evaluated and visualized to
examine their ability to distinguish injected attack observations from normal behavioral variation.

The final data‐generation and attack‐injection pipeline uses deterministic random seeds, allowing the
canonical  experiment  to  be reproduced under the same configuration.  This  supports  consistency
across model evaluations and strengthens the methodological reproducibility of the study.

3.2 Instruments and development environment

The study was implemented using Python as the primary programming language. Python was selec‐
ted because of its extensive ecosystem for synthetic data generation, data preprocessing, statistical
analysis, machine learning, and visualization.

The principal tools and libraries used in the project include:

Table 1. Tools and Libraries Used in the Experimental Pipeline.

Tool / Library Purpose

Python Overall implementation and experimental pipeline

Faker Synthetic identity and attribute generation

Pandas Data manipulation, transformation, and tabular processing

NumPy Numerical operations and deterministic sampling

Scikit‐learn Isolation Forest, LOF, One‐Class SVM, GMM, preprocessing, and evaluation

PyTorch Autoencoder implementation and neural‐network modeling

Matplotlib Statistical and model‐result visualization

t‐SNE / UMAP Dimensionality reduction and feature‐space visualization

Visual Studio Code Software development and project management

Jupyter Notebook Exploratory analysis and experimentation

The project is organized as a modular software pipeline separating data generation, attack simula‐
tion, preprocessing and feature engineering, statistical analysis, model implementation, eval‐
uation, and visualization. Raw security logs are maintained in data/raw/, processed datasets and

• 

• 

• 

• 

• 
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model outputs are stored in data/processed/, and generated figures are maintained in the appropri‐
ate visualization/output directories.

The modular organization allows individual stages of the experimental workflow to be executed and
evaluated independently while maintaining consistent data and feature definitions across the five an‐
omaly‐detection models. This structure supports traceability, controlled experimentation, and repro‐
ducibility throughout the study.

3.3 Synthetic dataset generation

Due to the limited accessibility of real enterprise security logs, primarily because of privacy, confiden‐
tiality, and operational restrictions, this study uses a synthetic data‐generation approach to create en‐
terprise‐like security event logs. Synthetic datasets provide a controlled environment for evaluating
anomaly‐detection techniques while allowing the deliberate inclusion of both normal and malicious
behavioral patterns.

The data‐generation process incorporates probabilistic mechanisms to simulate variability in user
activity, event timing, session behavior, authentication outcomes, and resource access. However, the
final experimental pipeline uses fixed random seeds to ensure deterministic and reproducible res‐
ults under the same configuration. This allows the canonical experiment to be repeated while produ‐
cing the same dataset and downstream model results.

The synthetic dataset was designed to represent enterprise authentication and session activity while
incorporating behavioral differences across users, departments, privilege levels, operating schedules,
and access patterns.

3.4 User profile modeling

Synthetic users are generated to represent employees or system actors within an enterprise environ‐
ment. Each user profile contains attributes that influence behavioral patterns within the generated
log stream. These include:

User identifier and username 

Department and role 

Privilege level 

Normal working‐hour window 

Typical IP address range 

Geographic location 

Device type 

These profile attributes provide the basis for modeling heterogeneous user behavior across depart‐
ments, privilege levels, operational schedules, and access environments.

3.5 Temporal activity simulation

The dataset incorporates time‐series behavior by generating events across multiple days with vary‐
ing activity windows. Each user is assigned typical operating hours, and event timestamps are gener‐
ated according to these behavioral patterns to simulate normal daily activity.

This temporal structure is important because some security anomalies are contextual or collective in
nature and may become more apparent when user activity is examined across time rather than as

• 

• 

• 

• 

• 

• 
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isolated events. Temporal characteristics are therefore incorporated into the feature‐engineering and
statistical‐analysis stages of the study.

3.6 Behavioral event construction

Each generated log entry contains fields describing user behavior and system interaction, including:

Timestamp 

User identifier and profile attributes 

Source IP address 

Device type and location 

Resource accessed 

Action performed 

Login success status 

Number of failed authentication attempts 

Session duration 

Attack label 

Attack type 

Resource access is generated probabilistically according to user department and privilege level so
that baseline activity follows plausible organizational patterns. This provides a behavioral structure
against which deviations introduced during the adversarial‐injection stage can subsequently be eval‐
uated.

3.7 Baseline normal dataset

The first stage of data generation produces only normal security‐event logs. At this stage, all records
are assigned:

is_attack = 0

attack_type = "normal"

The baseline dataset provides the representation of normal enterprise‐like behavioral activity from
which the subsequent attack scenarios are constructed.

3.8 Adversarial scenario injection

Following the generation of the baseline normal logs, adversarial scenarios are injected into the syn‐
thetic security‐event stream to simulate anomalous behavior. This stage introduces attack‐like beha‐
vioral deviations while preserving the overall schema and structure of the enterprise log data.

Rather than replacing the baseline dataset, anomalous events are added to the normal log stream so
that the final dataset contains both benign and malicious behavioral patterns. The attack‐injection
process  is  implemented as  a  separate  Python module,  maintaining modularity  within the overall
pipeline.

The  generated  attack  events  retain  the  same  general  schema  as  the  baseline  logs,  including
timestamps, user identity, department, role, privilege level, source IP address, location, device type,
resource accessed, action, login status, failed attempts, session duration, and attack labels. This al‐
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lows normal and anomalous observations to be processed using the same downstream feature‐engin‐
eering and anomaly‐detection pipeline.

Four categories of adversarial behavior are simulated in this study:

3.8.1 Credential stuffing

Credential  stuffing  is  modeled  through  repeated  failed  login  attempts  occurring  during  unusual
hours, typically outside normal working periods. These events are assigned elevated failed‐attempt
counts and short session durations to represent automated or repeated authentication abuse. Extern‐
al‐looking IP ranges are also introduced to increase the behavioral distinction between these events
and typical enterprise access patterns.

3.8.2 Privilege misuse

Privilege misuse is  simulated by selecting lower‐privilege users  and generating successful  access
events involving sensitive resources such as administrative consoles, financial systems, or security
dashboards. This scenario represents unauthorized use of valid access privileges and is intended to
demonstrate behavior that may appear legitimate at the individual event level while deviating from
expected user‐resource relationships.

3.8.3 Abnormal session duration

Abnormal session behavior is modeled by assigning unusually short or unusually long session dura‐
tions to selected successful activity records. These deviations represent suspicious sessions that dif‐
fer substantially from normal usage patterns, such as automated access bursts or prolonged unau‐
thorized activity.

3.8.4 Lateral movement

Lateral movement is simulated through behavioral changes associated with access across systems or
resources that would not typically form part of a user’s normal activity pattern. The scenario is inten‐
ded to represent an attacker moving between enterprise resources after obtaining an initial foothold.

The inclusion of lateral‐movement events allows the experiment to evaluate whether behavioral fea‐
tures can identify changes in resource‐access patterns even when individual events may not appear
inherently malicious.

3.9 Final synthetic dataset

The completed synthetic dataset contains 6,244 security‐event observations, consisting of:

5,874 normal observations

370 injected attack observations 

The injected attack observations are distributed across the four adversarial scenarios:

Table 2. Distribution of Injected Attack Observations.

Attack Scenario Number of Observations

Credential stuffing 120

Lateral movement 100

Privilege misuse 80

• 

• 
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Attack Scenario Number of Observations

Abnormal session duration 70

Total attacks 370

Normal observations 5,874

Total dataset 6,244

The attack labels are retained as ground truth for subsequent evaluation but are not provided to the
unsupervised models during training.  This preserves the unsupervised nature of the detection
task while allowing the performance of each model to be quantitatively assessed after detection.

3.9.1 Lateral movement

Lateral movement was simulated through short sequences of rapid resource‐access events generated
for the same user across multiple systems within a compressed time interval. These sequences were
placed primarily during off‐hours to represent suspicious traversal behavior across enterprise re‐
sources.

Each injected attack event was explicitly labeled using:

is_attack = 1

attack_type = <specific attack type>

Baseline normal events retained:

is_attack = 0

attack_type = "normal"

These labels were not used during model training, as the study focuses on unsupervised anomaly
detection. Instead, they were preserved as ground‐truth information for post hoc comparative eval‐
uation and interpretation of model performance.

The final attack‐injected dataset therefore contains both normal and anomalous observations, en‐
abling controlled assessment of  how different anomaly‐detection approaches respond to multiple
forms of simulated malicious behavior. The design supports the evaluation of both individual anom‐
alous observations and temporally structured adversarial patterns.

3.10 Feature engineering

Feature engineering plays a crucial role in transforming raw security‐event data into meaningful rep‐
resentations that can improve the ability of anomaly‐detection models to distinguish between normal
and suspicious behavior. Rather than relying solely on the original event attributes, this study derives
temporal, behavioral, and statistical indicators that expose patterns in user activity.

The feature‐engineering stage was designed both to support anomaly‐detection performance and to
preserve interpretability. This allows anomalous observations to be related to understandable secur‐
ity‐relevant signals such as repeated failed authentication attempts, unusual session duration, elev‐
ated login frequency, and off‐hours activity.

The feature‐engineering process was implemented as a multi‐step transformation pipeline. Start‐
ing from the attack‐injected log dataset, raw event records were progressively transformed into high‐
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er‐level behavioral indicators through temporal extraction, rolling behavioral aggregation, statistical
deviation analysis, user‐baseline analysis, and composite risk scoring.

This staged approach allows the experimental framework to capture both event‐level irregularities
and broader behavioral deviations occurring over time.

3.11 Temporal features

Temporal features were extracted from the timestamp field to capture when events occur and wheth‐
er activity deviates from expected temporal behavior.

The derived temporal attributes include:

hour — the hour of the day at which an event occurred. 

day — the day of the week associated with the event. 

is_night — a binary indicator representing whether the event occurred during defined nighttime
hours. 

These variables provide contextual information for behavioral analysis. They are particularly relevant
to activity such as repeated authentication attempts or unusual resource access occurring outside a
user’s expected operating period.

3.12 Behavioral features

Behavioral features were engineered to capture short‐term user activity patterns and repeated au‐
thentication behavior.

The principal behavioral features include:

login_freq_5 — the rolling count of login attempts within the defined recent activity window. 

failed_attempts_rolling — the rolling mean of failed authentication attempts over recent events. 

These features provide information about the intensity and repetition of user activity. They are par‐
ticularly relevant to authentication‐based anomalies such as credential stuffing and repeated login
abuse, where suspicious behavior may become more apparent when multiple events are considered
together rather than when individual records are examined independently.

3.13 Statistical features

Statistical  features  were  derived  to  quantify  deviations  from  expected  behavioral  characteristics.
These include:

session_zscore  —  the  standardized  deviation  of  session  duration  from  the  relevant  session‐
duration distribution. 

failed_zscore  — the standardized deviation of failed authentication attempts from the relevant
distribution. 

session_deviation  —  the  difference  between  an  observed  session  duration  and  the
corresponding user‐level session baseline. 

These features provide numerical measures of behavioral deviation and allow observations that dif‐
fer substantially from expected patterns to be represented within the model feature space.

• 

• 

• 

• 

• 
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3.14 User baseline modeling

Because user behavior can vary across individuals, departments, and roles, user‐level baseline mod‐
eling was incorporated into the feature‐engineering process.

User baselines provide contextual information that allows an observation to be considered relative to
expected user behavior rather than exclusively against global population‐level statistics. This is par‐
ticularly relevant to contextual anomalies, where an event may appear relatively normal across the
entire dataset but represent unusual behavior for a particular user.

The user‐baseline approach therefore provides additional behavioral context for interpreting devi‐
ations in session activity and other security‐event characteristics.

3.15 Composite risk scoring

A composite feature, risk_score, was constructed by combining multiple anomaly‐relevant behavior‐
al indicators into a single interpretable metric. The score incorporates signals associated with failed
authentication attempts, nighttime activity, session irregularity, and short‐term login frequency.

The purpose of the composite score is to provide an aggregated representation of behavioral risk that
can be used for exploratory statistical analysis and as part of the downstream anomaly‐detection fea‐
ture space.

Higher risk‐score values represent observations exhibiting a greater combination of the defined risk
indicators. For example, an observation involving repeated failed authentication attempts, nighttime
activity, unusual session characteristics, and elevated short‐term login frequency can receive a higher
composite score.

Absolute deviation is used where appropriate to capture deviations in both directions, including un‐
usually high and unusually low behavioral values.

3.16 Final model feature space

Following preprocessing and feature engineering,  a  common six‐feature numerical  representation
was used for the five machine‐learning models:

risk_score 

session_duration_min 

login_freq_5 

failed_attempts_rolling 

session_zscore 

failed_zscore 

Thus, the final model feature vector can be represented as:

Using a common feature space provides a consistent basis for comparing Isolation Forest, LOF, One‐
Class SVM, Autoencoder, and GMM.

Importantly, the is_attack and attack_type fields are not included in the model feature vector. They
are retained solely as ground‐truth labels for post hoc evaluation. This separation ensures that the
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models perform anomaly detection without directly receiving information about whether an observa‐
tion represents an injected attack.

3.17 Rationale for engineered features

The engineered features were selected to balance detection utility and interpretability. In cybersecur‐
ity settings, it is important not only to detect anomalous events but also to understand the behavioral
characteristics that make an observation appear unusual. For this reason, the study emphasizes fea‐
tures that can be directly associated with authentication activity, session behavior, temporal patterns,
and deviations from established behavioral baselines.

Several of the most informative variables in this project are derived rather than directly present in
the raw logs. This is important because suspicious behavior is not always explicitly visible within in‐
dividual event records. Instead, meaningful behavioral patterns may emerge through temporal ag‐
gregation, rolling activity measurements, statistical deviation, or comparison with typical user beha‐
vior.

The risk_score provides a composite representation of multiple behavioral signals, while the remain‐
ing variables preserve specific aspects of authentication frequency, failed authentication activity, ses‐
sion behavior,  and statistical  deviation.  This  combination provides the anomaly‐detection models
with both aggregated and feature‐specific representations of user behavior.

3.18 Preliminary observations

Initial inspection of the engineered features indicates that the feature set is particularly effective at
highlighting authentication‐related anomalies such as credential stuffing. This is primarily because
credential‐stuffing activity produces pronounced changes in failed authentication attempts,  short‐
term login frequency, and related behavioral indicators.

Abnormal  session behavior  is  also represented through session‐duration and statistical‐deviation
features. However, the analysis indicates that more complex access‐pattern anomalies, particularly
privilege misuse and lateral movement, are less strongly represented by the current feature space.
These attack types may require additional contextual features in future work, such as access diversity,
privilege‐resource relationships, resource traversal patterns, and user‐resource interaction baselines.

The composite risk_score also provides useful separation between several behavioral categories. Cre‐
dential‐stuffing observations exhibit substantially higher risk scores than normal observations, while
abnormal‐session observations show a more moderate increase. In contrast, lateral‐movement and
privilege‐misuse observations are less clearly separated from normal behavior using the current risk
representation.  This suggests that the effectiveness of  a behavioral  anomaly‐detection system de‐
pends strongly on whether the engineered features adequately represent the characteristics of the at‐
tack scenarios being investigated.

Overall,  the feature‐engineering stage provides a richer representation of  security‐event behavior
than the raw log attributes alone and establishes the feature space used for the subsequent statistical
analysis and unsupervised machine‐learning experiments.

3.19 Statistical and temporal analysis

The statistical and temporal analysis component of this study was designed to examine the behavior‐
al  characteristics of  the engineered security‐event features before applying the unsupervised ma‐
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chine‐learning models. These analyses provide descriptive and statistical baselines for understanding
feature distributions, identifying unusual observations, and examining temporal changes in behavior‐
al activity.

The statistical analysis also supports validation of the feature‐engineering process by providing an
initial assessment of whether the derived variables capture meaningful behavioral variation.

3.20 Distribution analysis

Feature distributions were analyzed using histograms to understand the underlying behavior of the
engineered variables. This analysis provides insight into:

the central tendency and spread of feature values; 

skewness and long‐tail behavior; 

the presence of extreme observations and potential outliers; and 

differences in the distribution of behavioral measurements. 

Visual inspection of the distributions provides an initial indication of whether the engineered fea‐
tures capture meaningful deviations in user activity.

The risk_score distribution, in particular, exhibits a positively skewed pattern, with most observa‐
tions concentrated toward lower values and a smaller number of observations producing substan‐
tially higher scores. This behavior is consistent with the presence of episodic high‐risk activity within
the simulated security environment.

3.21 Z-score based analysis

Z‐score standardization was used to quantify  the degree to which observations deviate from the
mean of a numerical feature. The z‐score is calculated as:

(2)

where:

x is the observed feature value; 

μ is the feature mean; and 

σ is the feature standard deviation. 

Large absolute z‐scores indicate observations that are substantially different from the feature’s aver‐
age behavior. A commonly used threshold, such as |z| > 3, can be used to identify extreme statistical
deviations.

In this project, z‐score‐based analysis also contributes to the engineered behavioral representation
through  features  such  as  session_zscore  and  failed_zscore.  These  variables  provide  the  machine‐
learning models with explicit measures of deviation in session duration and failed authentication be‐
havior.

Because z‐score analysis assumes that the mean and standard deviation provide a useful representa‐
tion of  the underlying distribution,  its  interpretation must be considered alongside distributional
characteristics such as skewness and the presence of extreme values.
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3.22 Interquartile range (IQR) method

The Interquartile Range (IQR) method was used as a complementary approach for identifying statist‐
ical outliers, particularly where feature distributions may not conform well to a normal distribution.

The IQR is defined as:

(3)

where Q1 represents the 25th percentile and Q3 represents the 75th percentile.

Observations can be considered statistical outliers when they satisfy:

(4)

The IQR method is less dependent on the assumption of normality and therefore provides a useful
complementary perspective when analyzing skewed behavioral features.

In the current experiment, IQR‐based analysis was particularly useful for examining extreme values
in the risk_score distribution and identifying observations that were statistically unusual relative to
the broader dataset.

3.23 Feature-level anomaly inspection

Statistical analysis was applied to important engineered behavioral features, including:

risk_score 

session_duration_min 

login_freq_5 

failed_attempts_rolling 

session_zscore 

failed_zscore 

Feature‐level inspection provides an interpretable view of how individual behavioral characteristics
vary across the dataset. It also helps distinguish between anomalies arising from authentication fre‐
quency, failed authentication activity, session behavior, and statistical deviation.

This analysis provides contextual support for the subsequent machine‐learning experiments, where
the six features are evaluated jointly rather than independently.

3.24 Role in the pipeline

The statistical analysis stage serves several purposes within the overall research pipeline:

provides a descriptive baseline for anomaly analysis; 

validates the behavior of the engineered features; 

identifies statistically unusual observations; 

highlights important behavioral deviations; 

supports interpretation of the synthetic dataset; 

provides temporal context for subsequent machine‐learning analysis; and 

helps  assess  whether  the  engineered  feature  representation  captures  meaningful  behavioral
variation. 
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The statistical methods are therefore complementary to the unsupervised machine‐learning models
rather than replacements for them. The machine‐learning stage evaluates the combined feature space
using five different anomaly‐detection approaches.

3.25 Moving average features

To capture temporal trends in user behavior, rolling‐window analysis was applied to behavioral vari‐
ables such as risk score and login frequency.

A fixed window size of w = 5 was used to calculate moving averages. The rolling average reduces
short‐term fluctuations and provides a local representation of recent behavioral activity.

A deviation measure can then be derived by comparing an observation with its corresponding mov‐
ing‐average baseline:

(5)

where Xt represents the observed value at time t, and MAt represents the moving average calculated over the preced‐
ing window.

This approach provides a temporal baseline against which sudden increases or decreases in behavi‐
oral activity can be examined. For example, a sudden increase in risk score relative to recent observa‐
tions may indicate an episodic change in behavior.

The moving‐average analysis therefore complements the statistical distribution analysis by consider‐
ing when behavioral deviations occur rather than only how extreme individual feature values are.

The analysis of the synthetic dataset indicates that risk behavior is characterized primarily by epis‐
odic spikes rather than strong, consistent seasonal patterns. Moving averages help smooth these
short‐term fluctuations and make such deviations easier to examine while preserving the temporal
structure of the security‐event data.

3.26 Time-window aggregation

To further capture temporal behavior at a higher level of abstraction, user activity was aggregated
into fixed time windows using a resampling approach. Events were grouped into 5‐minute intervals,
allowing short‐term behavioral activity to be examined independently of individual event records.

The aggregation process included metrics such as the total number of login attempts, total number of
failed  authentication attempts,  and mean risk  score  within  each time window.  These  aggregated
measures provide a compact representation of user activity over short time intervals.

This transformation converts event‐level security logs into structured time‐series observations, mak‐
ing it easier to identify burst‐based activity and short‐lived behavioral deviations that may not be ap‐
parent when individual events are examined in isolation.

Time‐window aggregation is particularly useful for examining patterns associated with credential‐
stuffing bursts, rapid authentication attempts, and concentrated sequences of suspicious activity. By
summarizing activity over short periods, the approach reduces the influence of individual‐event fluc‐
tuations and emphasizes periods of increased behavioral intensity.
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3.27 Seasonal decomposition

To examine the temporal structure of the dataset, seasonal decomposition was applied to selected
time‐series features, including risk score and login frequency.

The decomposition separates a time series into three principal components:

Trend component — represents the longer‐term progression of the observed behavior. 

Seasonal component — represents repeating periodic patterns. 

Residual component  — represents irregular variation that is not explained by the estimated
trend or seasonal component. 

Before decomposition, the event data were ordered chronologically and transformed into uniform
time intervals to provide a consistent time‐series structure. An additive decomposition approach was
then used to examine the individual components of the selected signals.

This analysis provides a means of distinguishing relatively predictable temporal behavior from irreg‐
ular deviations. The results indicate  comparatively weak seasonal patterns  within the analyzed
features. This suggests that the behavioral anomalies represented in the synthetic dataset are more
strongly characterized by episodic or burst‐based deviations than by consistent periodic patterns.

The residual component is particularly useful for exploratory analysis because it represents variation
that remains after accounting for the estimated trend and seasonal components. Such deviations may
provide additional contextual information when investigating unusual behavioral activity.

3.28 Machine learning methodology

This study applies five unsupervised machine‐learning techniques to detect behavioral anomalies in
synthetic enterprise security event logs. The objective is to identify observations that deviate from
learned behavioral patterns without providing the models with the attack labels during training.

This approach reflects cybersecurity environments in which comprehensive labeled attack datasets
may be difficult to obtain. The synthetic dataset provides controlled ground‐truth labels for post hoc
evaluation, while the machine‐learning models operate without using those labels as input.

The machine‐learning stage follows data generation, attack injection, preprocessing, feature engin‐
eering, and statistical/temporal analysis. The final model feature space consists of six numerical be‐
havioral variables:

risk_score 

session_duration_min 

login_freq_5 

failed_attempts_rolling 

session_zscore 

failed_zscore 

The attack indicators is_attack and attack_type were excluded from the model feature vector and
were retained only for subsequent evaluation.

Five complementary anomaly‐detection approaches were evaluated:

1.  Isolation Forest 

2.  Local Outlier Factor (LOF) 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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3.  One‐Class Support Vector Machine (One‐Class SVM) 

4.  Autoencoder 

5.  Gaussian Mixture Model (GMM) 

This model diversity allows the study to compare different assumptions about anomalous behavior,
including isolation, local density, boundary‐based detection, reconstruction error, and probabilistic
likelihood.

3.29 Isolation Forest implementation

Isolation Forest was selected as the first machine‐learning model because of its suitability for unsu‐
pervised anomaly detection and its ability to identify observations that are relatively easy to isolate
from the rest of the dataset.

The algorithm operates by recursively partitioning observations using randomly selected features
and split values. Observations that require fewer partitions to become isolated are considered more
anomalous than observations that remain embedded within larger groups.

The model was applied to the six engineered numerical features: risk_score, session_duration_min,
login_freq_5,  failed_attempts_rolling,  session_zscore,  and failed_zscore.  The attack  labels  were  not
provided to the model during training.

The model was configured with a contamination level of 0.05, representing the expected proportion
of observations to be classified as anomalous. After fitting, Isolation Forest produced both a binary
anomaly classification and a continuous anomaly score for each observation.

3.29.1 Model output and evaluation approach

Although  Isolation  Forest  operates  in  an  unsupervised  manner,  the  synthetic  dataset  contains
ground‐truth labels identifying normal and injected attack observations. These labels were excluded
from model training but retained for post hoc evaluation.

The model predictions were compared with the ground‐truth attack indicators using a confusion
matrix containing true positives, true negatives, false positives, and false negatives.

The continuous anomaly scores were also used for threshold‐independent evaluation through ROC‐
AUC and PR‐AUC analysis. Visualization was used to examine anomaly distributions, feature‐space be‐
havior, and temporal patterns.

The canonical evaluation showed that Isolation Forest identified a meaningful proportion of the injec‐
ted attacks while also generating false positives among legitimate observations. At the selected oper‐
ating point,  it  detected  151 of the 370  injected attack observations,  corresponding to a recall  of
0.4081 and an F1‐score of 0.4422.

The results demonstrate that Isolation Forest can capture a substantial portion of the behavioral de‐
viations represented in the current feature space, while also showing that some attack observations
remain insufficiently distinguishable from normal behavioral variation.

3.29.2 Interpretation of model behavior

The results indicate that Isolation Forest is particularly useful for identifying observations that exhib‐
it relatively strong deviations within the engineered feature space. The model can respond to unusual
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combinations of elevated risk scores, abnormal session durations, increased login activity, failed au‐
thentication behavior, and statistical deviations.

However, not every injected attack necessarily produces sufficiently unusual values across the six‐di‐
mensional feature space. This is particularly relevant for attack scenarios whose distinguishing char‐
acteristics depend on contextual relationships that are not fully represented by the current features.

Consequently, attacks such as privilege misuse and lateral movement may remain difficult to distin‐
guish when their individual event‐level numerical characteristics overlap with legitimate activity.

3.29.3 Role in the overall pipeline

Isolation Forest serves as the initial machine‐learning benchmark against which the other four ap‐
proaches are compared. Its role is to establish a baseline for global anomaly detection and to provide
an initial assessment of how effectively the engineered feature space represents unusual behavioral
activity.

The subsequent application of LOF, One‐Class SVM, Autoencoder, and GMM provides additional per‐
spectives on the same anomaly‐detection problem. The Isolation Forest results therefore establish an
important reference point for evaluating whether alternative modeling assumptions provide stronger
detection or ranking performance.

3.30 Local Outlier Factor implementation

Local Outlier Factor (LOF) was implemented as a density‐based anomaly‐detection model to comple‐
ment the global isolation approach of Isolation Forest.

Unlike Isolation Forest, which attempts to isolate unusual observations through recursive partition‐
ing, LOF evaluates the local density of an observation relative to the densities of its neighboring ob‐
servations. An observation located in a substantially less dense region than its surrounding neighbor‐
hood can therefore receive a higher anomaly score.

The model was applied to the same six engineered numerical features used for Isolation Forest. Using
the same feature space provides a consistent basis for comparing the behavior of different anomaly‐
detection algorithms.

The LOF model was configured with a neighborhood parameter and a contamination level of 0.05. It
produced a binary anomaly classification together with a continuous density‐based anomaly score.

As with Isolation Forest, the ground‐truth attack labels were excluded during model fitting and were
used only for post hoc evaluation.

3.30.1 Model output and evaluation

LOF predictions were compared against the ground‐truth attack indicators using the same evaluation
framework applied to the other models.

The canonical results show that LOF detected only a small proportion of the injected attacks. It identi‐
fied 21 of the 370 attack observations, producing:

Precision: 0.0671 

Recall: 0.0568 

F1‐score: 0.0615 

Accuracy: 0.8973 

• 

• 

• 

• 
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The model also generated 292 false positives, indicating that a considerable number of legitimate
observations were classified as anomalous under the selected operating point.

The threshold‐independent results were similarly weak, with a ROC‐AUC of 0.5622 and a PR‐AUC of
0.1028.

3.30.2 Interpretation of model behavior

The observed performance suggests that local‐density analysis was less well aligned with the attack
patterns represented in the current synthetic dataset.

Many of the simulated attack observations appear to be characterized by global deviations in the en‐
gineered feature space rather than by sufficiently isolated local‐density differences.

For example, an observation may exhibit a high risk score or unusual authentication behavior but still
have neighboring observations with sufficiently similar feature values that its local density does not
differ substantially from its surrounding region.

This can reduce LOF’s ability to identify attacks that are globally unusual but not sufficiently different
from their immediate neighbors. The results therefore indicate that the neighborhood‐based assump‐
tions of LOF are less suitable for the current feature representation than the global isolation assump‐
tions used by Isolation Forest.

3.30.3 Role in the overall pipeline

LOF  provides  an  important  comparative  perspective  within  the  experimental  design  by  testing
whether local‐density relationships provide useful anomaly signals in the synthetic security‐event
dataset.

Its  relatively  weak  performance  demonstrates  that  the  effectiveness  of  an  anomaly‐detection  al‐
gorithm depends not only on the presence of anomalous observations but also on how those observa‐
tions are represented within the feature space. The LOF results therefore reinforce the importance of
matching model assumptions to the structural characteristics of the behavioral data.

The analysis also provides a basis for comparing LOF with the subsequent One‐Class SVM, Autoen‐
coder, and GMM approaches, which use different mechanisms for representing abnormal behavior.

3.31 One-Class Support Vector Machine implementation

One‐Class Support Vector Machine (One‐Class SVM) was implemented as a boundary‐based anomaly‐
detection model to extend the comparative analysis of unsupervised learning techniques. Unlike Isol‐
ation Forest and Local Outlier Factor, which rely primarily on isolation and local‐density relation‐
ships, respectively, One‐Class SVM learns a decision boundary representing the region of the feature
space associated with normal observations. Observations falling outside or sufficiently distant from
this learned boundary are classified as anomalous.

The model was applied to the same six engineered numerical features used by the other models. Us‐
ing a common feature representation ensured consistency across the experimental models and en‐
abled direct comparison of their anomaly‐detection performance.

The One‐Class SVM was configured using a radial basis function (RBF) kernel to allow the model to
represent non‐linear relationships within the engineered feature space. The nu parameter was used
to control the expected proportion of anomalies and the number of support vectors.
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After training, the model generated a binary anomaly classification and a continuous decision score
representing the relative position of each observation with respect to the learned normal‐behavior
boundary.

3.31.1 Model output and evaluation

As with the other models, One‐Class SVM was trained without access to the synthetic ground‐truth
attack labels. The is_attack and attack_type variables were retained only for post hoc evaluation.

The canonical evaluation produced the following results:

True positives (TP): 85 

True negatives (TN): 5,646 

False positives (FP): 228 

False negatives (FN): 285 

Precision: 0.2716 

Recall: 0.2297 

F1‐score: 0.2489 

Accuracy: 0.9178 

ROC‐AUC: 0.6484 

PR‐AUC: 0.2209 

The model therefore detected 85 of the 370 injected attack observations, while 285 attack observa‐
tions remained classified as normal.

The results indicate that One‐Class SVM was able to identify some observations that deviated from
the learned normal‐behavior boundary. However, a substantial proportion of the injected attacks re‐
mained within or sufficiently close to the learned normal region.

3.31.2 Interpretation of model behavior

The observed results indicate that One‐Class SVM provides a moderate‐to‐low level of anomaly‐de‐
tection capability within the current feature space.

The model was more effective than LOF at the selected operating point,  achieving an F1‐score of
0.2489 compared with 0.0615 for LOF. However, its performance remained below that of Isolation
Forest and GMM, which achieved F1‐scores of 0.4422 and 0.4305, respectively.

The model’s ROC‐AUC of 0.6484 indicates that its continuous decision scores contained some useful
information for ranking attack observations above normal observations. However, the substantially
lower recall at the selected operating point indicates that many attack observations were not suffi‐
ciently separated from normal behavior by the learned decision boundary.

The presence of 228 false positives also demonstrates that some legitimate observations fell outside
the learned representation of typical behavior.

These findings suggest that boundary‐based detection can capture certain behavioral deviations but
may be limited when attack and legitimate observations overlap within the engineered feature space.

3.31.3 Role in the overall pipeline

The One‐Class SVM model provides a boundary‐based perspective within the comparative anomaly‐
detection framework. Its inclusion allows the study to evaluate whether defining a learned boundary

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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around  normal  observations  provides  useful  detection  capability  compared  with  isolation‐based,
density‐based, reconstruction‐based, and probabilistic approaches.

The results further demonstrate that model performance depends on the relationship between the al‐
gorithm’s underlying assumptions and the structure of the engineered feature space.

The One‐Class SVM results therefore contribute to the final comparative evaluation by providing evid‐
ence regarding the effectiveness and limitations of boundary‐based unsupervised anomaly detection
for the simulated enterprise security environment.

3.32 Autoencoder implementation

An autoencoder‐based anomaly‐detection model was implemented to examine whether non‐linear
representation learning and reconstruction error could capture behavioral deviations within the en‐
gineered feature space.

Unlike the previous approaches, which rely on isolation, local density, or a learned decision boundary,
the autoencoder learns a compressed representation of the input data and attempts to reconstruct
the original observations. Observations that produce relatively high reconstruction errors can be con‐
sidered behaviorally unusual under the learned representation.

The autoencoder consists of two principal components:

an encoder, which maps the input features into a lower‐dimensional latent representation; and 

a decoder, which reconstructs the original feature representation from the latent representation. 

The network was trained using a reconstruction objective based on the difference between the ori‐
ginal input and reconstructed output. The model used the same six engineered numerical features
applied throughout the machine‐learning experiment.

Before training, the numerical features were standardized to provide a consistent scale across vari‐
ables and support stable neural‐network optimization.

The model was trained using mini‐batch gradient‐based optimization for a fixed number of training
epochs. After training, reconstruction error was calculated for each observation. A selected upper‐
quantile threshold of the reconstruction‐error distribution was then used to produce the binary an‐
omaly classification.

3.32.1 Model output and evaluation approach

The Autoencoder was trained without using is_attack or attack_type as training inputs. These labels
were retained exclusively for post hoc evaluation.

The canonical evaluation produced:

True positives (TP): 60 

True negatives (TN): 5,621 

False positives (FP): 253 

False negatives (FN): 310 

Precision: 0.1917 

Recall: 0.1622 

F1‐score: 0.1757 

Accuracy: 0.9098 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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ROC‐AUC: 0.7385 

PR‐AUC: 0.1712 

The model detected 60 of the 370 injected attack observations, while 310 attack observations were
not identified at the selected operating point.

The results indicate that reconstruction error contained useful information about behavioral differ‐
ences, as reflected by the ROC‐AUC of 0.7385. However, this ranking capability did not translate into
equally strong performance at the selected classification threshold.

3.32.2 Interpretation of model behavior

The results suggest that the Autoencoder captured some meaningful structure within the engineered
behavioral feature space. Its ROC‐AUC of 0.7385 indicates that the continuous reconstruction‐error
scores  provided  useful  discrimination  between  attack  and  normal  observations  across  different
thresholds.

However, its fixed‐threshold F1‐score of 0.1757 was substantially lower than the scores obtained by
Isolation Forest (0.4422), GMM (0.4305), and One‐Class SVM (0.2489).

The model detected only 60 of the 370 injected attack observations, while producing 253 false posit‐
ives. This indicates that elevated reconstruction error was not exclusively associated with malicious
behavior. Legitimate observations exhibiting unusual combinations of behavioral features could also
produce relatively high reconstruction errors.

Conversely, some injected attacks may have produced feature patterns sufficiently similar to observa‐
tions represented in the learned reconstruction space, resulting in comparatively low reconstruction
errors and consequently being classified as normal.

These findings demonstrate that non‐linear representation learning can capture useful behavioral in‐
formation, but the effectiveness of reconstruction‐based anomaly detection remains dependent on
the quality and discriminative capability of the input features.

3.32.3 Role in the overall pipeline

The Autoencoder provides a neural reconstruction‐based perspective within the comparative anom‐
aly‐detection framework. Its inclusion allows the study to evaluate whether non‐linear representa‐
tion learning provides advantages over classical unsupervised approaches using the same engineered
feature space.

The results demonstrate that the Autoencoder achieved meaningful threshold‐independent discrim‐
ination according to ROC‐AUC, but its fixed‐threshold and precision‐recall performance was compar‐
atively weaker.

Therefore, the results do not support describing the Autoencoder as the strongest model in the ex‐
periment. Instead, the Autoencoder provides an important experimental comparison by demonstrat‐
ing that useful reconstruction‐based anomaly signals can exist even when they do not translate into
the strongest classification or precision‐recall performance.

The Autoencoder therefore contributes to the broader objective of determining how different unsu‐
pervised modeling assumptions respond to behavioral  anomalies  in  synthetic  enterprise  security
event logs.

• 

• 
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3.33 Gaussian Mixture Model (GMM) implementation

A Gaussian  Mixture  Model  (GMM)‐based anomaly  detection  model  was  implemented to  examine
whether probabilistic density estimation could capture behavioral deviations within the engineered
feature space.

Unlike the other approaches, which rely on isolation, local density, decision boundaries, or recon‐
struction error, the GMM models the feature space as a mixture of Gaussian probability distributions.
Each Gaussian component represents a region of the learned data distribution, allowing observations
to be evaluated according to their likelihood under the fitted mixture model.

The GMM consists of three principal parameters for each mixture component:

a  mixture weight,  which represents the relative contribution of the component to the overall
distribution; 

a mean vector, which represents the center of the component; and 

a covariance matrix, which represents the variance and relationships among the features within
the component. 

For an observation x, the probability density of the mixture can be represented as given in (1), where
K represents the number of Gaussian components, πk represents the mixture weight, μk represents the mean vector, Σk represents the

covariance matrix, and N(x | μk, Σk) represents the multivariate Gaussian density associated with component k.

In this study, a two‐component Gaussian Mixture Model with full covariance was applied to the
engineered behavioral feature space. The model used the same six engineered numerical features ap‐
plied throughout the machine‐learning experiment:  risk_score,  session_duration_min,  login_freq_5,
failed_attempts_rolling, session_zscore, and failed_zscore.

The GMM was trained without using the attack labels. After fitting the mixture distribution, a probab‐
ility‐based anomaly score was calculated for each observation using its negative log‐likelihood under
the learned distribution. Higher negative log‐likelihood values indicate lower probability under the
fitted model and therefore greater potential anomalousness.

3.33.1 Model output and evaluation approach

The GMM was trained without using is_attack or attack_type as model inputs. These labels were re‐
tained exclusively for post hoc evaluation.

The canonical evaluation produced:

True positives (TP): 147 

True negatives (TN): 5,708 

False positives (FP): 166 

False negatives (FN): 223 

Precision: 0.4696 

Recall: 0.3973 

F1‐score: 0.4305 

Accuracy: 0.9377 

ROC‐AUC: 0.8227 

PR‐AUC: 0.3712 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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The model detected 147 of the 370 injected attack observations, while 223 attack observations were
not identified at the selected operating point.

The  ROC‐AUC  of  0.8227  represents  the  strongest  threshold‐independent  ranking  performance
among the five evaluated models.  However, its PR‐AUC of  0.3712  and fixed‐threshold F1‐score of
0.4305 were slightly lower than the corresponding Isolation Forest values.

3.33.2 Interpretation of model behavior

The results suggest that the GMM captured meaningful probabilistic structure within the engineered
behavioral feature space. Its ROC‐AUC of 0.8227 indicates that the continuous negative log‐likelihood
scores  provided  strong  discrimination  between  attack  and  normal  observations  across  different
thresholds. This was the highest ROC‐AUC obtained among the evaluated models.

The GMM also produced the second‐highest fixed‐threshold F1‐score (0.4305), closely following
Isolation Forest at 0.4422.

The model detected 147 of the 370 injected attack observations while producing 166 false positives.
This indicates that observations with low likelihood under the learned Gaussian mixture were not ex‐
clusively malicious. Legitimate observations exhibiting unusual combinations of behavioral features
could also occupy low‐density regions of the learned distribution.

Conversely, some injected attacks may have produced behavioral patterns sufficiently similar to re‐
gions represented by the Gaussian components,  resulting in relatively higher likelihood and con‐
sequently being classified as normal at the selected operating point.

The results  therefore indicate  that  probabilistic  density  estimation can capture useful  behavioral
structure even when normal enterprise activity contains multiple overlapping patterns. However, the
effectiveness of GMM‐based anomaly detection remains dependent on how well the selected feature
representation captures the behavioral characteristics of the simulated attacks.

3.33.3 Role in the overall pipeline

The GMM provides a probabilistic density‐estimation perspective within the comparative anomaly‐
detection framework. Its inclusion allows the study to evaluate whether modeling the probability dis‐
tribution of behavioral observations provides advantages over:

isolation‐based detection using Isolation Forest; 

local‐density analysis using LOF; 

boundary‐based detection using One‐Class SVM; and 

reconstruction‐based detection using the Autoencoder. 

The results demonstrate that the GMM provided the strongest threshold‐independent discrimination,
achieving a ROC‐AUC of 0.8227, while also producing competitive fixed‐threshold performance with
an F1‐score of 0.4305.

However, Isolation Forest achieved a slightly higher F1‐score (0.4422) and a higher PR‐AUC (0.4608)
than  GMM  (0.3712).  Therefore,  the  results  do  not  support  describing  GMM  as  the  universally
strongest model in the experiment. Instead, GMM demonstrates the value of a probabilistic modeling
perspective: it was particularly effective at ranking observations according to their conformity with
the learned behavioral distribution, while Isolation Forest provided stronger performance under the
selected fixed operating point and precision‐recall evaluation.

• 

• 

• 

• 

Iconic Research and Engineering Journals Vol. 10, Issue 4, October 2026

https://doi.org/10.64388/IREV10I4-1723814 ISSN 2456-8880 Paper ID: 1723814 | Page 1137



The GMM therefore contributes an important complementary perspective to the overall experimental
framework by demonstrating how  probabilistic density estimation can identify behavioral ob‐
servations that are less consistent with the learned distribution of enterprise security activity.

4 Results and discussion

4.1 Statistical analysis results

The statistical and temporal analysis provided an initial assessment of the behavioral characteristics
represented by the engineered security‐event features. The analysis showed that the feature space
contains meaningful variation between routine activity and observations exhibiting unusual behavi‐
oral characteristics.

Distribution analysis indicated that several important variables, particularly risk_score, session dura‐
tion,  and login‐frequency measures,  do  not  follow simple  uniform distributions.  The presence of
skewness and extended tails indicates that a relatively small proportion of observations exhibit sub‐
stantially different behavioral characteristics from the majority of the dataset.

The distribution of the composite risk_score was particularly informative. Most observations were
concentrated within a relatively low‐risk region, while a smaller number of observations produced
substantially higher values. This pattern indicates that the composite score successfully combines
several behavioral indicators into a single interpretable measure of behavioral risk.

Figure 1. Distribution of the composite risk_score across the synthetic dataset.

Feature‐level inspection further showed that elevated risk values were frequently associated with in‐
creased  failed  authentication  activity,  unusual  session  behavior,  and  other  behavioral  deviations.
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These observations support the use of derived features rather than relying exclusively on raw event
attributes.

The temporal analysis provided additional insight into how behavioral deviations develop over time.
Moving‐average analysis reduced short‐term fluctuations and made larger changes in variables such
as risk score and login frequency easier to examine. Similarly, five‐minute time‐window aggregation
provided a  compact  representation of  activity  intensity  and made short  bursts  of  authentication
activity more visible.

Seasonal decomposition indicated comparatively weak periodic structure within the analyzed signals.
Although trend and residual components were observable, the seasonal component was limited. This
suggests that the behavioral anomalies represented in the synthetic dataset are predominantly epis‐
odic or burst‐driven rather than consistently periodic.

Figure 2. Seasonal decomposition of risk_score into trend, seasonal, and residual components.

Overall, the statistical and temporal analysis demonstrates that the engineered features provide use‐
ful behavioral information for subsequent machine‐learning analysis. However, the analysis also in‐
dicates that not all attack scenarios are equally well represented by the current feature space. Au‐
thentication‐focused attacks produce more pronounced changes in the available features, whereas at‐
tacks involving privilege relationships or multi‐resource movement may require richer contextual
features.

4.2 Model performance evaluation

The machine‐learning evaluation was performed using the synthetic ground‐truth labels that were
retained exclusively for post hoc assessment. Although all five models were trained without using the
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attack labels, the known labels enabled quantitative evaluation of their ability to identify the injected
attack observations.

The final experiment evaluated five unsupervised approaches: Isolation Forest, Local Outlier Factor
(LOF), One‐Class SVM, Autoencoder, and Gaussian Mixture Model (GMM). All models operated on the
same six engineered numerical features, providing a consistent basis for comparison.

The  evaluation  considered  fixed‐threshold  classification  performance  using  precision,  recall,  F1‐
score, and accuracy, together with threshold‐independent ROC‐AUC and PR‐AUC measures.

Table 3. Comparative Model Performance.

Model Precision Recall F1-score Accuracy ROC-AUC PR-AUC

Isolation Forest 0.4824 0.4081 0.4422 0.9390 0.7574 0.4608

GMM 0.4696 0.3973 0.4305 0.9377 0.8227 0.3712

One‐Class SVM 0.2716 0.2297 0.2489 0.9178 0.6484 0.2209

Autoencoder 0.1917 0.1622 0.1757 0.9098 0.7385 0.1712

LOF 0.0671 0.0568 0.0615 0.8973 0.5622 0.1028

The results demonstrate substantial differences between the five approaches.

Isolation Forest achieved the strongest fixed‐threshold performance, producing the highest pre‐
cision,  recall,  F1‐score,  and  accuracy.  Its  F1‐score  of  0.4422  represents  the  strongest  balance
between precision and recall at the selected operating point.

GMM produced a closely competitive fixed‐threshold result, with an F1‐score of  0.4305.  However,
GMM  achieved  the  highest  ROC‐AUC  of  0.8227,  indicating  that  its  continuous  anomaly  scores
provided the strongest  ranking performance across  varying thresholds according to  the ROC cri‐
terion.

One‐Class SVM produced intermediate performance,  with an F1‐score of  0.2489  and ROC‐AUC of
0.6484.

The Autoencoder achieved a ROC‐AUC of  0.7385, indicating meaningful threshold‐independent dis‐
crimination. However, its fixed‐threshold F1‐score of  0.1757  and PR‐AUC of  0.1712  were substan‐
tially lower than those of Isolation Forest and GMM.

LOF produced the weakest overall results, with an F1‐score of 0.0615, ROC‐AUC of 0.5622, and PR‐
AUC of 0.1028.
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Figure 3. Comparative performance of the five unsupervised anomaly‐detection models (F1‐score, ROC‐AUC, and PR‐
AUC).

These results demonstrate that no single algorithm dominates across every evaluation criterion. In‐
stead, model performance depends on the metric and operating condition used for assessment.

4.3 Confusion matrix analysis

Confusion matrices were used to examine how each model’s fixed operating point translated into cor‐
rectly and incorrectly classified observations.

Isolation Forest produced TP = 151, TN = 5,712, FP = 162, and FN = 219. GMM produced TP = 147, TN
= 5,708, FP = 166, and FN = 223. One‐Class SVM produced TP = 85, TN = 5,646, FP = 228, and FN =
285. The Autoencoder produced TP = 60, TN = 5,621, FP = 253, and FN = 310. LOF produced TP = 21,
TN = 5,582, FP = 292, and FN = 349.

The confusion matrices show that Isolation Forest detected the largest number of attack observations
at the selected operating point while also producing fewer false positives than GMM, One‐Class SVM,
Autoencoder, and LOF.

GMM produced a very similar classification profile, detecting 147 attack observations compared with
151 for Isolation Forest.

The relatively large number of false negatives across all models demonstrates that many injected at‐
tack observations were not sufficiently distinguishable from normal activity within the current fea‐
ture representation.

The false‐positive results are also important. Legitimate observations can exhibit unusual behavioral
characteristics, meaning that statistical or model‐based unusualness does not necessarily imply mali‐
cious activity.
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Figure 4. Comparative confusion matrices of the five unsupervised anomaly‐detection models.

4.4 ROC-AUC analysis

ROC‐AUC analysis was used to evaluate the continuous anomaly scores produced by the five models
across different decision thresholds.

The anomaly scores were transformed where necessary so that higher values consistently represen‐
ted greater anomalousness. This enabled the models to be evaluated using a common ROC framework
despite differences in their native scoring conventions.

The  results  were:  GMM,  0.8227;  Isolation  Forest,  0.7574;  Autoencoder,  0.7385;  One‐Class  SVM,
0.6484; and LOF, 0.5622.

GMM achieved the highest ROC‐AUC, indicating that its continuous probability‐based anomaly score
provided the strongest overall ranking of attack observations relative to normal observations accord‐
ing to the ROC criterion.

Isolation Forest ranked second with a ROC‐AUC of 0.7574, demonstrating strong score‐based discrim‐
ination.

The Autoencoder achieved a ROC‐AUC of 0.7385. This indicates that reconstruction error contained
meaningful information about the distinction between normal and attack observations, despite the
model’s weaker fixed‐threshold F1 performance.

One‐Class SVM achieved 0.6484, indicating moderate ranking capability.  LOF produced the lowest
ROC‐AUC at 0.5622, indicating comparatively weak separation between attack and normal observa‐
tions.
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Figure 5. ROC curve comparison across the five evaluated models.

These results differ from the fixed‐threshold F1 ranking. Isolation Forest achieved the highest F1‐
score, whereas GMM achieved the highest ROC‐AUC. This difference demonstrates that the choice of
evaluation metric can influence the apparent ranking of anomaly‐detection methods.

4.5 Precision-recall analysis

Because the dataset contains substantially more normal observations than attack observations, preci‐
sion‐recall analysis provides an important complementary evaluation of model performance.

The PR‐AUC results were: Isolation Forest,  0.4608; GMM, 0.3712; One‐Class SVM, 0.2209; Autoen‐
coder, 0.1712; and LOF, 0.1028.

Isolation Forest  achieved the  highest  PR‐AUC of  0.4608,  indicating  the  strongest  precision‐recall
ranking performance across different thresholds.

GMM ranked second with a PR‐AUC of 0.3712. Although GMM produced the highest ROC‐AUC, its PR‐
AUC was lower than Isolation Forest’s.

This distinction is important because ROC‐AUC and PR‐AUC measure different aspects of ranking per‐
formance. The ROC‐AUC result favors GMM, while the precision‐recall analysis favors Isolation Forest.

One‐Class SVM achieved a PR‐AUC of 0.2209, while the Autoencoder achieved 0.1712. LOF recorded
the lowest PR‐AUC at 0.1028.
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Figure 6. Precision‐recall curve comparison across the five evaluated models.

The results therefore reinforce the conclusion that Isolation Forest provides the strongest overall
precision‐recall  behavior in the current experiment,  while  GMM provides the strongest  ROC‐
based ranking.

4.6 Visualization-based analysis

To complement the numerical evaluation, visualization techniques were used to examine how anom‐
alous observations were distributed across time, users, and the engineered feature space. These visu‐
alizations provide contextual information that cannot be obtained from aggregate evaluation metrics
alone.

4.6.1 Temporal anomaly distribution

Temporal  visualization  was  used  to  examine  how  anomalous  observations  and  anomaly  scores
changed over the observation period.

The results indicate that unusual activity is not uniformly distributed across time. Instead, elevated
behavioral activity appears in localized periods or bursts.
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Figure 7. Temporal distribution of anomaly scores across the five models.

This pattern is consistent with the synthetic attack design, particularly scenarios involving repeated
authentication attempts and rapid sequences of activity.

However, temporal concentration should not automatically be interpreted as evidence of malicious
behavior because legitimate activity can also occur in bursts. The temporal visualizations therefore
provide contextual information rather than definitive attack classification.

4.7 User-based anomaly patterns

User‐level  aggregation  was  used  to  examine  whether  anomalous  activity  was  distributed  evenly
across the simulated user population or concentrated among particular accounts.

The analysis provides a higher‐level view of behavioral irregularity by aggregating observations asso‐
ciated with individual users.
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Figure 8. Isolation Forest anomaly‐score heatmap (user vs. day).

Figure 9. GMM anomaly‐score heatmap (user vs. day).

Where  concentrations  of  elevated  anomaly  scores  occur,  these  observations  may  indicate  users
whose activity differs substantially from the broader behavioral population.

However, such patterns should be interpreted cautiously because a high anomaly score does not ne‐
cessarily indicate compromise. A legitimate user may naturally exhibit unusual activity because of
their role, working schedule, or access requirements.
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The user‐level analysis therefore demonstrates the value of contextual behavioral analysis while also
highlighting the importance of distinguishing statistical unusualness from confirmed malicious activ‐
ity.

4.8 Feature-space visualization

Dimensionality reduction was used to visualize the structure of the six‐dimensional engineered fea‐
ture space in two dimensions. The purpose of this analysis was not to establish formal cluster mem‐
bership but to provide an intuitive representation of the relationships among observations.

The resulting projection indicates that the dataset contains overlapping behavioral regions rather
than perfectly separated normal and attack clusters. This is consistent with the quantitative results,
which show that all five models miss a substantial proportion of attack observations.

Figure 10. t‐SNE projection of the engineered feature space showing model predictions and ground truth.

The overlap also demonstrates why behavioral anomaly detection is challenging. Some attack obser‐
vations exhibit sufficiently unusual characteristics to be identified, while others occupy regions of the
feature space that resemble legitimate activity.

The visualization therefore supports the conclusion that the attack scenarios are not uniformly separ‐
able using the current six‐feature representation.

Model predictions can also be visualized on the projected feature space to examine where each al‐
gorithm tends to classify observations as anomalous. Such visualizations should be interpreted as
projections rather than direct representations of the full six‐dimensional model space.

4.9 Interpretation of visualization results

The combined visualizations reveal several characteristics of the synthetic security‐event dataset.
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First, anomalous activity tends to occur in localized periods rather than being uniformly distributed
across the observation period.

Second, some users exhibit higher concentrations of unusual activity than others, demonstrating the
importance of user‐level behavioral context.

Third, the feature‐space projection shows substantial overlap between normal and anomalous obser‐
vations. This indicates that not all attacks are represented as clearly isolated points in the engineered
feature space.

These observations help explain the differences in model performance. Algorithms that are effective
at identifying strong global deviations may perform well when attack observations occupy unusual
regions, while methods based on local density or learned boundaries may respond differently when
normal and attack observations overlap.

The visual analysis therefore complements rather than replaces the quantitative evaluation.

4.10 Silhouette score analysis

Silhouette analysis was used as a supplementary measure of the separation produced by the model‐
predicted normal and anomalous groups.

The silhouette coefficient ranges from −1 to 1. Higher values generally indicate that observations are
more strongly separated from observations assigned to other groups, while values near zero indicate
substantial overlap.

Table 4. Silhouette Scores of Model‐Predicted Groups.

Model Silhouette Score

Isolation Forest 0.6516

GMM 0.6502

One‐Class SVM 0.4867

LOF 0.4221

Autoencoder 0.3254

Isolation Forest  produced the highest silhouette score of  0.6516,  closely followed by  GMM  with 
0.6502. This indicates that the normal and anomalous observations produced by these two models
exhibited comparatively stronger geometric separation in the engineered feature space.

One‐Class SVM  achieved a silhouette score of  0.4867, indicating a moderate degree of separation.
LOF produced a lower score of 0.4221, while the Autoencoder recorded the lowest silhouette score
at 0.3254, suggesting greater overlap between its predicted normal and anomalous groups.
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Figure 11. Silhouette score comparison across the five models.

The close silhouette scores of  Isolation Forest  and GMM are particularly notable.  Although  GMM
achieved  the  highest  ROC‐AUC  (0.8227),  Isolation  Forest  produced  a  slightly  higher  silhouette
score. This demonstrates that geometric separation in feature space and threshold‐independent de‐
tection performance do not necessarily produce identical model rankings.

However, silhouette scores should be interpreted cautiously in this study because the normal/anom‐
alous labels used for the calculation are model‐generated predictions rather than independently
established clusters.  Consequently,  silhouette analysis provides information about the geometric
separation associated with each model’s predictions, but it should not be treated as a direct meas‐
ure of anomaly‐detection accuracy The results should therefore be considered supplementary to
the precision, recall, F1‐score, ROC‐AUC, and PR‐AUC evaluations.

4.11 Sensitivity analysis

Sensitivity analysis was used to examine how changes in the assumed anomaly proportion affect
model performance.

The  contamination  parameter  influences  the  number  of  observations  that  an  anomaly‐detection
model classifies as anomalous. Varying this parameter therefore provides insight into how model be‐
havior changes under different assumptions about anomaly prevalence.

F1‐score and recall were selected as the principal measures because they provide complementary in‐
formation about detection effectiveness. Recall measures the proportion of injected attacks detected,
while F1‐score balances precision and recall.

4.11.1 F1-score sensitivity

The F1‐score sensitivity analysis demonstrates that model performance varies with the selected con‐
tamination level and that increasing the proportion of observations classified as anomalous does not
necessarily improve the balance between precision and recall.

Isolation Forest  showed the strongest F1‐score performance across the evaluated contamination
levels. Its F1‐score increased from approximately 0.30 at 1% contamination to a peak of approxim‐
ately 0.53 at 3%, before declining as the contamination level increased further. This indicates that al‐
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though higher contamination continued to produce a slight increase in recall, the additional observa‐
tions classified as anomalous also increased false‐positive effects, reducing the overall F1‐score.

Figure 12. F1‐score versus contamination level for the five evaluated models.

GMM demonstrated a similar pattern but reached its highest F1‐score at approximately 5% contam‐
ination, with an F1‐score of about  0.43. Its performance declined slightly at higher contamination
levels, although it remained the second strongest model across the evaluated settings.

One‐Class SVM  reached its highest F1‐score at approximately  3% contamination,  after which its
F1‐score gradually declined. Autoencoder, in contrast, showed a generally increasing F1‐score as the
contamination level increased, reaching approximately 0.30 at 10% contamination. Despite this im‐
provement,  its  F1‐score remained below those of  Isolation Forest and GMM across the evaluated
range.

LOF  remained comparatively  weak throughout  the  sensitivity  analysis,  with  F1‐scores  remaining
close to the lower end of the observed range. This is consistent with its weak performance in the ca‐
nonical fixed‐threshold evaluation.

Overall, the results demonstrate that the contamination level can materially influence the apparent
effectiveness of an anomaly‐detection model. The relationship is not uniformly monotonic: increasing
contamination  may  improve  recall,  but  it  can  also  introduce  additional  false  positives  and  con‐
sequently reduce F1‐score. Therefore, the contamination level should be considered an important op‐
erating parameter when interpreting unsupervised anomaly‐detection performance.

4.12 Recall sensitivity

The recall sensitivity analysis shows that increasing the contamination level generally increases the
proportion of injected attack observations detected by the models.

Isolation Forest  achieved the highest recall across most of the evaluated contamination levels, in‐
creasing from approximately 0.17 at 1% contamination to approximately 0.42 at 10%. Its recall in‐
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creased rapidly at lower contamination levels before approaching a relatively stable range at higher
levels.

Figure 13. Recall versus contamination level for the five evaluated models.

GMM also demonstrated a consistent increase in recall, rising from approximately 0.11 at 1% con‐
tamination to approximately 0.49 at 10%. At the highest contamination level evaluated, GMM pro‐
duced the highest recall among the five models.

One‐Class SVM  showed a gradual improvement in recall as contamination increased, reaching ap‐
proximately  0.29 at 10%.  The  Autoencoder  exhibited a particularly noticeable increase at higher
contamination levels, rising from approximately 0.04 at 1% to approximately 0.41 at 10%.

LOF remained the weakest model in terms of recall throughout the sensitivity analysis. Its recall in‐
creased only modestly, reaching approximately 0.11 at 10% contamination.

These results demonstrate the trade‐off between contamination level and detection sensitivity. In‐
creasing contamination generally allows more observations to be classified as anomalous, which can
increase recall. However, the corresponding increase in false positives can prevent F1‐score from im‐
proving proportionally. This explains why the contamination level that produces the highest recall is
not necessarily the contamination level that produces the highest F1‐score.

4.13 Overall interpretation of results

The combined results demonstrate that the five unsupervised approaches exhibit different strengths
within the synthetic enterprise security environment.  Model performance varied according to the
evaluation criterion, decision threshold, and contamination level used during analysis.

Isolation Forest produced the strongest fixed‐threshold classification results, achieving the highest
precision, recall, F1‐score, and accuracy. It also achieved the highest  PR‐AUC of 0.4608, indicating
strong precision‐recall ranking performance across different thresholds. Its sensitivity analysis fur‐
ther showed that F1‐score reached its highest observed value at approximately 3% contamination,

Iconic Research and Engineering Journals Vol. 10, Issue 4, October 2026

https://doi.org/10.64388/IREV10I4-1723814 ISSN 2456-8880 Paper ID: 1723814 | Page 1151



while recall continued to increase at higher contamination levels.  This demonstrates the trade‐off
between increasing detection sensitivity and maintaining a favorable balance between precision and
recall.

GMM produced the highest ROC‐AUC of 0.8227, demonstrating the strongest threshold‐independent
ranking performance according to the ROC criterion. Its fixed‐threshold F1‐score of 0.4305 was also
close to that of Isolation Forest. GMM additionally achieved a high silhouette score of 0.6502, closely
following Isolation Forest at 0.6516, indicating comparatively strong geometric separation between
its predicted normal and anomalous groups in the engineered feature space.

One‐Class SVM  provided moderate detection capability but remained below Isolation Forest and
GMM across the major evaluation measures. Its ROC‐AUC of 0.6484 and F1‐score of 0.2489 indicate
that the learned normal‐behavior boundary captured some anomalous observations but provided
weaker overall discrimination than the leading models.

The Autoencoder demonstrated useful ROC‐based discrimination, with a ROC‐AUC of 0.7385, but its
fixed‐threshold F1‐score of  0.1757  and PR‐AUC of  0.1712  were considerably lower. Its silhouette
score of  0.3254 was also the lowest among the five models. These results indicate that reconstruc‐
tion error captured some behavioral differences but did not translate into strong precision‐recall or
geometric separation at the selected operating point.

LOF produced the weakest overall results. Its ROC‐AUC of 0.5622, PR‐AUC of 0.1028, and F1‐score of
0.0615 indicate that local‐density relationships were poorly aligned with the attack patterns repres‐
ented in the current feature space. Its silhouette score of 0.4221 was also lower than those of Isola‐
tion Forest, GMM, and One‐Class SVM.

The contamination sensitivity  analysis  further  demonstrates  that  increasing the contamination
level generally increases recall but does not necessarily improve F1‐score. This indicates that
classifying more observations as anomalous can increase the number of detected attacks while simul‐
taneously increasing false‐positive effects. Consequently, the contamination level represents an im‐
portant operating parameter rather than simply a setting in which higher values produce better de‐
tection.

The results therefore do not support a universal ranking in which one algorithm is superior under
every criterion. Instead, the experiment demonstrates distinct strengths:

Isolation Forest provided the strongest fixed‐threshold classification and PR‐AUC performance. 

GMM provided the strongest ROC‐AUC performance. 

Isolation Forest and GMM produced the strongest silhouette separation. 

One‐Class SVM provided intermediate performance. 

Autoencoder demonstrated useful ROC‐based discrimination but weaker fixed‐threshold and PR‐
AUC performance. 

LOF produced the weakest overall detection performance. 

This distinction is one of the most important findings of the experiment. Isolation Forest provided
the strongest performance at the selected operating point and under precision‐recall analysis,
whereas GMM provided the strongest threshold‐independent ROC ranking performance.  The
sensitivity and silhouette analyses further demonstrate that anomaly‐detection performance depends
not only on the selected algorithm but also on the contamination level and the geometric character‐
istics of the resulting predictions.

• 

• 

• 

• 

• 

• 
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5 Conclusion and future work

This study presented a reproducible framework for behavioral anomaly detection within synthetic
enterprise security event logs using unsupervised machine learning. The experimental pipeline integ‐
rated synthetic enterprise log generation, adversarial attack injection, behavioral and temporal fea‐
ture engineering, statistical analysis,  unsupervised anomaly detection, and multi‐model evaluation
within a controlled experimental environment.

The final dataset contained 6,244 security events, comprising 5,874 normal observations and 370
injected attack observations. The attack scenarios represented credential stuffing, privilege misuse,
abnormal session duration, and lateral movement. Five unsupervised anomaly‐detection approaches
were evaluated:  Isolation Forest, Local Outlier Factor (LOF), One‐Class SVM, Autoencoder, and
Gaussian Mixture Model (GMM). The attack labels were excluded from model training and retained
only for post hoc evaluation.

The experimental findings provide empirical support for the alternative hypothesis (H₁) that unsu‐
pervised machine learning models can identify meaningful behavioral anomalies within synthetic en‐
terprise security event logs.  However,  the strength of this support varied substantially across the
evaluated models and performance criteria. The results demonstrate that the models were capable of
identifying a measurable proportion of injected attack observations, although none achieved com‐
plete separation between malicious and normal behavior.

Isolation Forest produced the strongest fixed‐threshold classification performance, achieving a preci‐
sion of  0.4824,  recall  of  0.4081,  F1‐score of  0.4422,  and accuracy of  0.9390.  It  also achieved the
highest PR‐AUC of 0.4608, indicating the strongest precision‐recall ranking performance among the
evaluated approaches. These results establish Isolation Forest as the strongest‐performing model un‐
der the selected operating point and precision‐recall evaluation.

GMM demonstrated a different strength, achieving the highest ROC‐AUC of 0.8227. Its fixed‐threshold
F1‐score of 0.4305 was also close to the Isolation Forest result. This indicates that GMM provided
strong threshold‐independent ranking performance even though Isolation Forest achieved slightly
better performance at the selected operating point. GMM also produced a silhouette score of 0.6502,
closely following Isolation Forest at 0.6516, indicating comparatively strong geometric separation of
the model‐predicted groups in the engineered feature space.

The remaining models demonstrated comparatively weaker performance.  One‐Class SVM achieved
an F1‐score of 0.2489 and ROC‐AUC of 0.6484, indicating moderate‐to‐low detection capability. The
Autoencoder achieved a ROC‐AUC of 0.7385, demonstrating that reconstruction error captured use‐
ful behavioral differences; however, its F1‐score of 0.1757 and PR‐AUC of 0.1712 were considerably
lower.  LOF  produced  the  weakest  overall  performance,  with  an  F1‐score  of  0.0615,  ROC‐AUC  of
0.5622, and PR‐AUC of 0.1028.

These results suggest that local‐density relationships were less aligned with the simulated attack pat‐
terns within the selected feature space.

The sensitivity analysis further demonstrated that model performance depends on the selected con‐
tamination level. Increasing the contamination level generally increased recall because a greater pro‐
portion of observations were classified as anomalous. However, higher contamination did not neces‐
sarily improve F1‐score, as additional anomaly predictions can introduce more false positives. This
finding demonstrates the importance of selecting an appropriate operating point when applying un‐
supervised anomaly‐detection techniques.
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The silhouette analysis provided additional information about the geometric separation associated
with the model  predictions.  Isolation Forest  and GMM produced the highest  silhouette scores,  at
0.6516 and 0.6502, respectively. However, because silhouette scores were calculated from model‐gen‐
erated normal/anomaly assignments rather than independently established clusters,  these results
should  be  interpreted  as  supplementary  evidence  of  feature‐space  separation  rather  than  direct
measures of detection accuracy.

Taken together, the findings support H₁ at the level of empirical model performance, demonstrating
that the evaluated unsupervised approaches can extract meaningful anomaly signals from engineered
behavioral features. However, the study does not provide sufficient evidence to claim a statistically
significant superiority over a random or non‐informative anomaly‐scoring process because no formal
statistical significance test against such a baseline was performed. Consequently, the results support‐
ing the usefulness of unsupervised anomaly detection rather than as a formal statistical rejection of
H₀.

Overall, the study demonstrates that  model effectiveness is strongly dependent on algorithmic
approach,  feature  representation,  contamination  level,  and  evaluation  criterion.  No  single
model was universally superior across all measures. Isolation Forest provided the strongest fixed‐
threshold and precision‐recall performance, whereas GMM provided the strongest ROC‐AUC perform‐
ance. This distinction highlights the importance of evaluating unsupervised anomaly‐detection sys‐
tems using multiple complementary metrics rather than relying on a single measure of performance.
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