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Abstract

Smart Grid (SG) provides a highly diverse and complex service environment by incorporating the
traditional physical infrastructure for electrical power distribution into communication systems with SG
applications. All these services need to be managed simultaneously within this complex environment.
Software defined networking (SDN) has the potential to meet such diverse requirements by decoupling
the network control from packet forwarding along with the programmable management over these
services. In this critical narrative review, we evaluate and assess existing accessible literature relevant to
SG communication protocols, controller architecture, resource allocation, failure recovery, interoperabil-
ity, and evaluation techniques. We differentiate the specific evidence of direct SG usage from general
network research and distinguish design and implementation proposals from simulation, emulation, and
experimental results. The synthesis supports programmable routing, traffic differentiation, and
communication recovery under specified conditions; it does not establish universal reductions in latency
or cost, or universal improvements in electrical reliability. Benefits depend on workload, baseline,
controller placement, forwarding resources, state coordination, and application requirements. The study
establishes an application-oriented taxonomy and a measurement-to-outcome framework to connect
network behavior to application and electrical outcomes. Related literature suggests packet level
improvements cannot provide evidence of improved operation of SG. Therefore, priorities need to be
established including deadline aware orchestration, coordinated communication/computing resources,
application aware slicing, reproducible benchmarks, and staged migration. Limitations exist due to
selective data collection/incomplete full-text availability /heterogeneous evaluation frameworks limiting
our ability to perform pooled performance comparisons. Therefore, SDN-SG should be viewed as a
coupled power - communication system rather than as inherently better networking technology.

Keywords: smart grid (SG); software-defined networking; communication architecture; IEC 61850;
traffic engineering; controller placement; SDN-SG; distributed energy resources

1 Introduction

1.1 Traditional electric grid

Conventional electrical network models have traditionally managed physical power flow along with
informational support for the operation of that physical flow. Large power generation sources
produce electricity which is supplied over the transmission/distribution network to customers. The
SG development will be an extension of the current configuration with distributed measurements,
bidirectional data flows, automation, and interaction from DERs. This will therefore be dual
modification in terms of the electrical infrastructure and the associated ICT architecture.
Traditionally the term “grid” represented all the four major components of the electric power system
such as the: power system generation; power system transmission; power system distribution; and
power system control [1] (Figure 1).
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A drawback of a typical configuration is the limited ability of operators to monitor operating
conditions (visibility) and coordinate efforts near the edges of a network. Changing how devices
communicate with one another can require significant amounts of time to implement when changes
occur due to variations in traffic flow, endpoint numbers, and priorities of services. It does not mean
there are no forms of automation present in all traditional grids. Instead, it is about transitioning to
broader levels of monitoring, more distributed involvement of participants, and coordinating by
using communication among elements of the electric power system [2, 3].
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Figure 1. Conventional electric-grid arrangement [4].

1.2 Significance of SDN for SG

Smart grid applications share communication infrastructure while having different requirements.
There may be many endpoints for metering systems, and periodic reporting from these systems, but
protection and closed-loop control require timely delivery of data with predictable behavior.

Therefore, routing policies that are optimized only for total throughput will not provide an optimal
solution to services that have a specific deadline. In addition, operating personnel need to update
connectivity and resource assignment without repeatedly configuring each forwarding device in isol-
ation [5]. The programmable network control introduced by SDN provides a unifying principle for
operating on the network. All forwarding devices implement rules, and a logically centralized control
function maintains network information and translates application policy into forwarding behavior.

This review validates the ongoing importance of this approach for Smart-grid communications and
identifies unresolved integration and scalability issues [6]. SDN is relevant because it provides ability
to manage communication services; presence of SDN does not demonstrate better electrical opera-

tion.

1.3 Review contributions
This review examines four specific questions:

*RQ1: To determine communication necessities, first we must know how the traditional grid
evolves into a SG.

* RQ2: How SDN's planes, interfaces, controllers, and routing mechanisms address the above-
mentioned requirements.

¢ RQ3: Evidence for SDN's advantages and under what conditions they were realized.

¢ RQ4: To figure out architectural and operational gaps which need to be filled before we can

realize SDN's benefits.
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This paper represents a synthesis of application-driven elements including grid service attributes,
traffic attributes, SDN mechanisms, and boundary definitions for evaluating evidence. The comparis-
on of the reviewed controller arrangements enables a distinction to be made regarding whether the
architectural features demonstrated within this literature were realized in the form of measurable
results. Measurement-to-outcome framework - packet delivery, controller action, application
behavior, electrical response - this is an interpretive framework not a valid table scoring tool. An
algorithm development, prototype creation, experimental data collection, or demonstrable
improvements to performance with respect to measured values was not claimed.

Other recent review papers have covered applications for SDN-SGs and their associated integration
issues [6], integrated power-communication modeling [7], general SDN resource allocation [8]; IEC
61850 applications beyond substations [9]. This review does not contend that these topics or their
combined study is novel. Instead, it presents a focus on the extent to which application requirements,
network mechanisms and validity boundaries restrict the interpretations that may be derived from
the collected body of evidence.

Section 2 describes the method used in the survey. Sections 3 and 4 describe the smart-grid structure
and communications aspects. Sections 5 and 6 detail SDN and its integration with smart-grid
operations. Sections 7 and 8 detail benefits of SDN and the supporting evidence. Sections 9 and 10
detail challenges of deploying SDN and methods for evaluating SDN. Section 11 details potential
future work, followed by the conclusion.

2 Review approach and analytical framework

2.1 Review design and scope

This article reviews SDN based communication systems that support Smart Grids. The work is limited
to an examination of SDN architecture, controller design, resource management, interoperability, and
evaluation. The analysis is based upon the prior survey [4], which described the fundamental archi-
tecture for SDNs, and a subsequent targeted update to current publications. The articles reviewed do
not examine threats associated with this type of system nor mitigate techniques. The search for
relevant articles was selective (not systematic), so it does not attempt to be a comprehensive review
and therefore does not comply with PRISMA guidelines.

2.2 Supplementary search and bibliography audit

A targeted web search for supplementary information was conducted on July 3, 2026, 5 September
2026 and October 2, 2026, with the expressions "Software-Defined Networking" "Smart Grid" Review
2024 2025 2026; "Smart Grid"; "Co-Simulation" (Aslam); and "Software Defined" "Smart Grid"
Failover (Dorsch). The purpose of these searches was to support source identification/verification
rather than exhaustive retrieval. The searches were not direct searches of Scopus, Web of Science, or
IEEE Xplore and therefore no database-level retrieval or screening totals were recorded.

The review includes 48 articles. The dated entries ranged from 2011 through 2026. Two protocol
web pages had date-access instead of publication year information. A duplicate title check during the
revision stage was performed by comparing normalized titles of references and explicit DOI strings
where they existed. There were no duplicate titles nor any duplicate explicit DOI strings.
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2.3 Analytical scope and evidence classification

Smart-grid communications architectures and protocols, SDN controllers and forwarders, SDN-based
traffic control mechanisms, non-adversary smart-grid communications restoration and coupled
power/communications evaluations are the focus of this study's synthesis. Methodological contexts
are provided by most studies that are focused on SDNs, but there is no direct evidence that supports
the feasibility of using SDNs to support SG. Applications of SDNs include building networks, vehicle
networks, energy storage systems and microgrids. They are only included as part of an applications-
based research context that has examined them. The use of the SDN application area studies does not
help to determine whether a specific implementation will be beneficial when applied to a SG.

The analysis presented in this paper makes clear what differentiates studies of smart-grid applica-
tions from studies of SDN applications. These differences include the type of grid application studied,
the scope of both the network and the controller involved with each study, how each study uses SDNs,
the configuration of the environments where each study was conducted, the results of each study, and
what limits exist to generalize each result (see Table 1). Architectural concepts are provided by con-
ceptual proposals. Findings resulting from simulation, emulation and experimentation are con-
sidered solely in relation to the specific configuration reported in each study. Different metrics are
used to evaluate performance in incompatible ways and therefore they are not combined. The
comparative analyses at the level of individual studies in Section 8 and the use of the proposed
framework as an application in Section 10 clearly identify these distinctions.

Table 1. Analytical dimensions used to compare SDN-SG research.

Dimension Questions used in the synthesis

Grid application What electrical service uses communication to support metering, monitoring, control,
protection, demand response, or aggregation?

Network and control ~ Which domains and endpoints are included? Where are controllers placed, and how is
scope state coordinated?

Mechanism Which routing, prioritization, reservation, recovery, virtualization, or rule-installation
mechanism is assessed?

Evidence Is the evidence conceptual, analytical, simulated, emulated, co-simulated, hardware-based,
or operational?

Outcome and What is measured, under which workload and baseline, and which conditions remain
boundary untested?

2.4 Source access and limitations

Source access is distinguished based on how the evidence is interpreted. Full texts provide sufficient
data for extracting detailed methodologies and assessments (where available); however, only the
contents of abstracts and bibliographic records provide the specific data contained within them. Data
missing from an abstract will be labeled "not established" using the material that was studied. The
Evidence Matrix presented in Section 8 uses incomplete verification instead of making inferences
about what value should have been found or assessing the quality of the findings.

There were three limitations to our synthesis:

1. Selection was limited to the same subset of studies identified in the source survey and selected
for inclusion in the updated set. This may result in an overemphasis upon certain areas or research

organizations since it is not all-encompassing.
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2. Incomplete full-text availability prevented independent verification of assumptions used in
experiments, baseline conditions, and reproducibility. Use of bibliographic verification did not
overcome this issue.

3. Differences among study topologies, traffic patterns, controller strategies, electric modeling
schemes, and baseline conditions limit direct comparison across studies. For qualitative
comparisons we compared based upon research problems; for quantitative results we could not
compare across studies to produce a single ranking.

3 Smart-grid architecture transformation

3.1 Bidirectional information and distributed architecture

Operational structure for SG depends on a bi-directional flow of information between producers of
energy and consumers that includes end-users as active participants in the operational activities
within the grid [1]. SG is expected to enhance both sensing capabilities and actuating capabilities
(which can provide data collection, information sharing and control) between the different elements
of the grid. This will enable the data collection and the use of control to occur using an improved,
dependable, and stable communication architecture capable of providing real time communications
to support timely monitoring and command & control of the SG [1, 10, 11].

Bidirectional communication is critical functionally because the data collected enables decision-
making regarding how to operate; and sends control signals or service requests to and from devices,
equipment, and customers. Distributed generation, distributed energy storage systems, flexible
demand management (demand response), electric vehicle charging stations and other new types of
distributed resources are expected to create multiple forms of diverse endpoints engaged in
operating a SG. Therefore, these endpoints will have the ability to modify who has access to the data
originating from the endpoint, who requires that data, and how often their network policy needs to
be updated. To view SG as a process comprised of electrical processes and informational processes it
is important that the interactions between those processes are recognized [12-13].

3.2 Integration of power, communication, and application layers

SG provides a multi-layered structure as illustrated in Figure 2. Each layer corresponds to a specific
function of the power supply chain:

1. Electric power layer, containing the physical electrical equipment:

Generation, consisting of electricity generators located at electric power plants.

Transmission, providing long-distance transportation of electricity produced by remote power
plants to Distribution Stations.

Distribution, distributing generated electricity to final consumers via local grids.

Consumption, representing all types of premises where people live, work and/or run their
businesses, i.e. households, industries, offices etc. [1].

2. Communication layer represents the information exchange network enabling communication
between Physical Equipment and Applications:

Consumer Area Network (CAN): comprising HAN (Home Area Network), BAN (Building Area
Network), and IAN (Industrial Area Network). This layer allows connection between devices on-site
of the consumers. While HAN connects residential customers, BAN and IAN connect building and
industrial environments, respectively.
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Neighborhood Area Network (NAN) / Field Area Network (FAN): Collecting Data from
Consumers (CAN) and sending them to Electric Utility for analysis/processing. Services provided
through NAN/FAN include Smart Metering, Real Time Pricing, and Distribution Automation.
Wide-Area Network (WAN): Enables Wide-Area Monitoring, Wide-Area Control and Wide-Area
Protection of SG. WAN receives aggregated data from all NANs related to each other and provides a
Global View of SG.

3. Application layer is composed of various applications used by utilities to manage and
coordinate the functions of the physical equipment. These include SCADA, AMI, Demand Response,
Energy Management Systems, Distributed Resource Coordination, and others. [14, 15, 16].

SG applications
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Figure 2. Electrical, communication and application layers of the SG [4].

Information Flow

3.3 What changes when the grid becomes defined

The Smart Grid and the SDN based Smart Grid are two sides to the same coin. One will allow for
enhanced coordination about the services provided by the electrical system; the other will create a
new method of controlling the communications network that supports that electrical system. Smart
Grid Networking has all the functionalities needed to support priority treatment of traffic (i.e., Quality
of Service or QoS), redundant paths for service delivery and the ability to remotely manage and
monitor network performance. SDN provides programmable network architecture that may be im-
plemented using open-source or proprietary platforms that allow these capabilities to be made
available as needed to reduce fragmentation in configuration, and to enable simultaneous policy
changes across multiple networks [19]. Table 2 compares architectural characteristics without imply-
ing that any configuration is universally superior.
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4 Communication protocols and service requirements

4.1 Separate information models from network-control mechanisms

A detailed comparison is required to differentiate the purposes of each standard or protocol. The
primary function of application-oriented protocols is to define how the representation of measure-
ments and commands are exchanged. Ethernet provides a physical layer connection, and Internet
Protocol (IP) enables delivery at the network layer. Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) support transport services; and Multiprotocol Label Switching (MPLS)
facilitates label-based forwarding. Conversely, routing protocols provide reachability information,
whereas an SDN southbound interface facilitates network-control instructions. These functions can
coexist as well. It's unlikely that simply substituting one method of controlling forwarding would
necessitate the replacement of the entire information model used by an intelligent electronic device
(IED).

The International Electrotechnical Commission (IEC) has defined Information Models, Communica-
tion Services, Mappings for Power Utility Automation through IEC 61850. IEC 61850-8-1 maps
services to Manufacturing Message Specification (MMS) and defines mapping of those services to
Ethernet Frames [20]; IEC 61850-9-2 describes sampled-value transmission using ISO/IEC 8802-3
[21] with their timing constraints applicable based on the appropriate case. Distributed Network
Protocol Version 3 (DNP3) supports Data Exchange among Utility Systems and Field Devices [22].
Modbus specifies Function Code Based Messaging Among Devices and Provides Implementation
Guidance for Serial and TCP/IP [23]. The continued relevance of any of the above protocols depends
upon both existing installed equipment, and the needs of the specific application. Table 3 differenti-

ates Grid Application Protocols from Transport Mechanisms, and SDN Control Mechanisms.

Table 2. Architectural progression from conventional grids to SG to SDN-SG.

Aspect Conventional grid Smart grid SDN-based SG
Electrical Centralized generation Greater sensing, Same electrical functions:
operation and hierarchical delivery distributed resources, and programmable communication
coordinated services supports their coordination
Information Operational telemetry Broader two-way exchange  Traffic governed through software-
exchange and control with limited among devices and based network policies
edge participation applications
Network Device- and technology- Management across Controller-based abstraction and
management specific configuration heterogeneous coordinated rule deployment
communication domains
Service Depends on installed Multiple application classes = Programmable routes, queues, and
differentiation network capabilities share or partition resource assignments where
infrastructure devices support them
Operational Changes may require More frequent changes in Policies can be revised through
change coordinated manual endpoints and services control applications; execution still
engineering requires validation
Main Visibility, integration, and  Interoperability and Controller behavior, consistency,
engineering equipment limitations service requirements resource limits, and migration as
burden across domains well as existing requirements
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Mechanism

Primary role

Implication for SDN-SG

IEC 61850 [20]

DNP3 [22]

Modbus [23]

IEC 60870-5-104
[24]

IP routing and MPLS
[25]

SDN southbound

Power-utility information and
communication services

Telecontrol exchange among utility
systems and field devices

Function-code-based device data
exchange

Telecontrol using network transport
profiles

Reachability, forwarding, and traffic
transport

Controller-to-forwarding-device

Preserve service semantics and message timing
when changing paths or priorities

Manage transport paths while maintaining
endpoint and application interoperability

Gateways and device mappings may remain
necessary; SDN does not infer data meaning

Assess the operational effects of path changes and
session behavior

Provide comparison baselines and coexistence
with programmable domains

Installs network behavior; does not replace

interface [5] interaction electrical application protocols

These functions are complementary. An SDN controller can configure the forwarding path for utility
messages while endpoints retain their application semantics. Compatibility therefore requires both
correct message interpretation and suitable transport behavior. Acceptance of a forwarding rule by a
switch does not demonstrate interoperability between grid applications.

4.2 Topology, transmission media, and operational domains

The structure of the communication system defines both the number of paths to reach a destination
(path diversity), where data is aggregated (aggregation points) and how many other devices will be
affected by a failure in either a link or a node. Star configurations offer an easily accessible way to
aggregate data but rely on all peripheral nodes being connected to the central node. Ring configura-
tions can facilitate two-way communications provided there is adequate redundancy or switching
capability in place. Mesh configurations can also provide alternate route options for a node to send
data but do so at the expense of increased administration. Regardless of what the needs of an
application require, or what an organization's approach to implementing the system requires, these
choices are always present.

SDN can select an alternate path through the physical layer, which may include paths that have never
been utilized for forwarding packets. However, SDN cannot create separate and distinct paths for
communication that did not exist [3, 5].

Additional issues arise due to the physical nature of wire vs. wireless communication. Wired
connections from substations or backbones to a substation can be connected to wireless connections
to fields within the same architecture. Due to this fact, however, they introduce quite different
engineering aspects. As a result, assumptions made during modeling for switched-wireless networks
are different than those made for switched-wired networks. Thus, the selection of locations for
controllers and the determination of routing policies must consider these differences rather than
treating all links equally based on their bandwidth and latency [10, 18].

4.3 Application-specific performance requirements

Latency is defined by how long it takes to travel from one endpoint (defined) to another. Jitter defines
variations of latency. The availability metric refers to how available an application is during a given
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period. The scalability metrics refer to how an application performs with increasing amounts of
either traffic, control, or end points. Capacity of links are defined by maximum theoretical throughput
in bits/second. Throughput is measured by the amount of actual data transferred over a certain time.
Goodput measures the actual data that was received after re-transmitting lost packets. Table 4 relates
the main applications to their communication concerns and potential SDN mechanisms.

e Interoperability - SG communications must operate in a diversified environment across different
vendors and networks such as HAN, NAN, FAN, and WANs and they also need to be able to absorb
recent technologies like hybrid electric vehicles and cloud technologies.

e Automation - In SG, automation techniques that reduce error-prone human involvement are
required to reconfigure and reroute traffic dynamically depending on the underlying
characteristics and conditions of the network.

Table 4. Application taxonomy of communication requirements and SDN.

Application Communication concern Potential SDN mechanism Required evidence

AMI and metering  Endpoint scale, reporting Traffic classification and Delivery completeness and
bursts, aggregation aggregation-aware latency under representative

routing reporting patterns
SCADA and Continuity, freshness, and Policy-based paths and Measurement age, delay
monitoring dependable access coordinated recovery distribution, and service
interruption

Protection and Deadlines, timing Preinstalled rules and End-to-end timing during normal

fast control variation, and path engineered recovery operation and transitions
continuity paths

Demand response  Timely commands and Priority assignment and Communication performance and
aggregate response resource scheduling achieved application response

DER and Distributed endpoints and ~ Domain control and Control behavior during topology

microgrid changing operating modes  coordinated policy and operating-mode changes

coordination changes

Virtual power Multi-site service demand  Dynamic communication Quality of service, decision time,

plant and operating cost scheduling and cost under changing demand

Communication value is also affected by the applications used. Neal et al. researched how low-voltage
islanded microgrids, i.e., "bit rates", Latencies, and "economic communication costs", influence each
other [26], and support the concept of assessing communication in conjunction with additional
benefits derived from Metering/Coordination; not merely cost reduction of Network. The results
reported by Neal et al. were based on the case studies conducted by Neal et al. and thus cannot be
applied as a universally applicable Service Level.

5 Software-defined networking fundamentals

5.1 Functional planes and logical centralization

In SDN the network controller is responsible for providing an application or program with a view of
the physical infrastructure. Once it has provided this view of the physical infrastructure, the
controller will configure the forwarding capability of each device as needed (as depicted in Figure 3)
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[5]. While many current devices perform both functions within one box (and can be configured from
an outside source), SDN splits these functions into two.

e Data Plane: contains forwarding devices that route the traffic following rules defined by the
control plane.
¢ Control Plane defines routing flow rules and implements policies defined by the application layer.

e Application Plane: allows the development and implementation of networking applications and

policies.

Logical centralization is an attribute of the control abstraction; it is not a prerequisite for
implementing that abstraction on a single physical server. A given abstraction could have a single
controller, a redundant set of controllers (cluster), or multiple controllers working together. Likewise,
application-level centralization does not mean all packets will need to go through the controller. After
installing a forwarding rule, the data plane can manage traffic that matches that rule. This difference
is critical when considering how to analyze latency, as well as how much controller resources are
needed.

5.2 Northbound, southbound, and inter-controller interfaces

e Southbound Interface: A communication protocol enabling the interaction between the SDN
controller and forwarding elements in the data plane. This application programming interface
(API) pushes the flow rules and network configurations to the switches to define paths to route
the data.

* Northbound Interface: The ability of SDN to support SDN applications is enabled by this interface
as it connects the control and application plane. It provides information about underlying
network elements to the application developers for network abstraction required for the
development of applications. Moreover, this API also implements network policies in the control
plane and the controller then executes those policies.

[ Traditional N k: Embeded distributed | ] [ Software Define Network: D pled logically d | ]
@ — [[ e ]]
N APPLICATION
Forwarding Forwarding PLANE
devices with devices with

Embedded control decoupled control ‘

CONTROL PLANE

3 i i i i i ] EMBEDDED DATA AND CONTROL 3 i i i i i ]

Figure 3. Control and forwarding functions in conventional networking and SDN [4].

o Inter-Controller Interfaces: These are used to share data or to synchronize action amongst
different controllers. The "east-bound" and "west-bound" names for these inter-controller
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exchanges are based on an architecture that can be viewed as a consistent way of presenting this
type of system (see Figure 4). However, the actual names used for this interface and how they are
implemented will differ from platform to platform. Operationally what is important is the data
being shared amongst the controllers, the level of authority each controller has over the decision-
making process, and the degree of synchronization that needs to exist amongst all controllers
prior to applying a new policy.

Despite allowing for programmable northbound access (i.e., an external entity providing a service
request), there still exists the need to clearly outline application requirements. An example is when a
request is made that states "to prioritize control traffic." The requirements for creating this are still
undefined and therefore would remain so in terms of the traffic classifier, resource reservations,
maximum acceptable delays, and how it will behave during times of overloading. Therefore, the
controller must convert the service with the intent of an application into switch operations. As a

result, the southbound protocol compatibility with the forwarding devices (switches) also limits what
can be programmed.

Applications Applications

v

APPLICATION
PLANE

Northbound
Interface

- [ o

East / West bound
Interface

A

>

SDN
% — Controller

Southbound R
Interface

|;J> CONTROL PLANE

" Switches

0
0

DATA PLANE

Figure 4. Interfaces between applications, network control and forwarding elements [4].

5.3 Reactive, proactive, and hybrid forwarding

Reactive forwarding installs or modifies rules in response to network events, for example when an
unmatched packet triggers controller interaction according to the configured table-miss behavior.
Proactive forwarding installs rules before the associated traffic arrives, reducing controller
interaction during flow setup while consuming forwarding-table resources.

Hybrid approaches combine proactive handling of selected services with reactive handling of other
traffic or network changes. Suitability depends on application deadlines, traffic predictability,
controller capacity, and rule space. Figure 5 illustrates one reactive forwarding sequence.
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5.4 Control channel organization

In-band control shares network infrastructure with data traffic, whereas out-of-band control uses a
separate controller-switch communication network. Separation can reduce common-path depend-
ence but does not eliminate dependencies on shared equipment, power, or controller resources. The
design must specify reachability, bootstrapping, recovery, and resource requirements.

In addition to performance considerations related to how quickly you can install new rules on
switches and/or routers, another important consideration in designing the control channel is how
the initial connection is made. In many cases, a switch or router cannot install new rules until it has
received instructions from a controller. Furthermore, the controller may not know where to send
those instructions until it knows how packets are currently routed through the network. Thus,
deploying a complete architecture should define exactly how connectivity between devices is
established, maintained, and restored. These processes are part of the overall system design and
therefore should be addressed during that process; they are not simply configuration details.

6 Integrating SDN with the SG

6.1 Distinguishing the electrical and network control loops

Electrical controllers determine power-system setpoints and operating actions; SDN controllers
manage the communication paths supporting those actions. Separating these responsibilities does
not eliminate their interaction. SDN does not replace electrical protection or power-system control.
Communication policies must be evaluated against the timing and coordination requirements of the
electrical functions they support [5, 27].

One way to describe the integration process is to define the Grid Service being integrated with the
communication needs of the service endpoints, develop a network policy which satisfies these needs,
apply this policy to create a configuration on one or both sides of a boundary between domains, test if
the integrated service continues to meet user defined performance criteria, and repeat as necessary
until the performance meets user expectations. This sequence represents a logical integration design
process that has been derived from the described architecture, rather than representing a new
validated algorithm.
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Figure 5. Illustrative reactive forwarding sequence when an unmatched packet is configured to trigger controller

interaction [4].

6.2 Centralized, distributed, and hierarchical arrangements

Centralized architecture provides a single point of reference for viewing network states and
coordinating policies in a defined scope. As geography expands and workload increases so does the
influence on controller to host distance, controller resource utilization, and continuous services
availability. Decentralizing control allows multiple controllers to share decision making responsibilit-
ies; however, decentralization also requires that the controllers' state be exchanged as well as the
mechanisms for cross-domain coordination. Hierarchy creates separate domains for localized
decisions (e.g. routing) from global orchestration. Table 5 compares controller arrangements and

their principal operational constraints.

Table 5. Controller arrangements and their principal trade-offs [5, 8].

Arrangement Architectural advantage  Operational constraint Appropriate evaluation focus

Single control Unified policy and Controller and control- Processing load, response time, and

domain topology view path dependence continuity during maintenance or
faults

Distributed peer Local control and State exchange and cross- Update delay, conflicting state, and

domains partitioned workload domain agreement inter-domain path changes

Hierarchical Local reaction with Division of authority and Local autonomy, escalation time, and

domains broader coordination abstraction quality consistency of policy
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Arrangement Architectural advantage  Operational constraint Appropriate evaluation focus
Hybrid legacy Staged adoption with Different configuration and  Boundary behavior, end-to-end
and SDN retained equipment recovery mechanisms service, and rollback

In both cases the control boundary of a system requires it to be explicitly addressed. The need for
explicit consideration is demonstrated by microgrids. Operation of electrical systems can occur at a
local level; however, this does not preclude coordination of actions among multiple microgrids or
with other entities within the larger electric utility domain. It is not necessary for every microgrid to
have its own SDN (Software Defined Network) controller. It is up to the designer to decide what
policy operates on a local basis, what policies require agreement over domains, and what communic-
ation occurs between inter-domain entities when there is disruption to the communications network
between them [12].

6.3 Resource allocation as an operational function

Resource allocation encompasses not just path selection, but also bandwidth allocation, traffic
control, placement of controllers, and sharing of distributed network infrastructure among multiple
services. Chen et al., in their 2026 general review of resource allocation for SDNs [8] define an integ-
rated approach to these dimensions. Thus, the design considerations for SDN-SG are to identify how
path choice interacts with controller load and service placement. While Chen et al. present a broader
network environment, they have no evidence to suggest that the methodologies presented achieve
time deadlines for electric service.

Prior to the current research, numerous examples of utilizing dynamic traffic management and multi-
class routing to provide programmable communication allocations in grid environments existed [28,
29], and the success of those types of schemes depends on whether the controller can detect what
service class is being used and if the forwarding devices support the desired action. For instance,
changing paths does nothing to reduce congestion if it merely moves the congestion from one
location to another without providing sufficient downstream throughput and/or appropriate queuing
behavior.

Li et al. use both offline scheduling support and online decision-making techniques that incorporate
quality-of-service (QoS) and communication costs to allocate communications within a large-scale
software defined virtual power plant (SD-VPP) [30]. These authors relate network allocation to vari-
able multi-site demand. A key contribution of Li et al’s research is demonstrating that communica-
tion scheduling should be considered as an operational function. Thus, while Li et al.'s methodology
demonstrates potential cost/time savings associated with implementing an SDN-based SG architec-
ture, the authors' results do not necessarily indicate that all implementations of SDN-SG will yield

similar benefits.

6.4 Migration and coexistence with installed infrastructure

A transitional route does not have to replace the entire utility network. Programmable control can be
added to a designated area or service within the existing infrastructure and policies and then
continue to utilize the old protocols and hardware.

To achieve coexistence between programmable control and legacy systems, there needs to be clearly
defined authority and scope for each type of system, consistent address space, routing rules, etc.,
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along with a method to undo any changes made by programmable control if the desired new service
was not established.

Technical feasibility in an experimental environment will not indicate that the same is true for
deployment feasibility. To migrate, equipment replacement cycles, validation of operations and effort
required to integrate with existing systems, could limit migration.

Although prior studies examining MPLS and OpenFlow in comparison to transmission operations are
somewhat relevant to this study, as prior studies compared different alternatives to transmit data
over a grid-based communications infrastructure [25], the present study examines the issue of
whether a legacy network (i.e. MPLS), must be removed from service entirely in order to implement
new policy, or if legacy networks based on MPLS may continue to operate simultaneously with
networks based on SDN

7 Improvements and benefits of SDN-SG

7.1 Programmability and coordinated management

SDN has explicit ways in which one may modify a network’s communication policies with software.
SDNs provide the ability for coordinated route selection and policy deployment that automatically
alter configurations as needed. The process does reduce or remove much of the redundant configura-
tion activities associated with manual programming of each device in a network, however defining
and implementing changes to services based on what has been configured will be dependent upon
the amount of information about the networks’ current state that measurement tools and topology
discovery methods can provide. It will also be dependent upon the extent to which applications have
been built to utilize such functions. Finally, it will be dependent upon the accuracy of translation from
policy definition by the SDN Controller into the actual forwarding behavior [28].

Therefore, flexibility should be measured about specific operational activities such as adding a
service, adjusting traffic priority, allowing access to a new endpoint, or diverting traffic due to
planned or unplanned network maintenance. Specific indicators that would measure the degree of
success regarding each of these activities could be the amount of time required to complete them,
whether there were any errors made in configuring these services, any temporary disruptions
experienced by users accessing these services, and the amount of effort expended by operators to
configure these services. Showing that a controller can apply a rule to create a forwarding decision
does demonstrate programmability, however, it does not provide evidence of the above-mentioned
benefits related to operation.

7.2 Differentiated service and resource allocation

SDN allows for differentiating traffic streams which can have multiple different routing options and
treatments assigned to them. In addition to allowing for co-existence of "normal" operational data
gathering and more time-sensitive communication utilizing the same infrastructure. Research into
Quality of Service has been conducted for both High-Priority Smart-Grid Communication and charac-
terization of IP-based communications to provide good benchmarks for assessing performance of
SDN [31, 32]. The main design consideration within SDN is not whether the overall amount of
throughput will increase but whether each class of traffic receives the necessary level of service while
competing with other traffic classes for use of the same bandwidth. However, giving higher priority to
one or more traffic classes also means that there will be less resources available to support other
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traffic classes. Therefore, resource allocation must consider acceptable levels of loading for lower-
priority traffic and how it behaves when a requested service cannot be satisfied. An evaluation of SDN
Traffic Prioritization should be able to differentiate between allocating higher priority to certain
classes of traffic vs. ensuring deadlines for such classes. Hard Deadline Guarantee (HDG) requires a
worst case bound that can only be justified by explicitly stated assumptions. Testing via experimental
and/or simulations may demonstrate compliance under the evaluated test cases; however, neither
method provides adequate validation for an HDG across all possible valid operating conditions.

7.3 Communication recovery and service continuity

Communication self-recovery is based either on using existing pre-installed local backup systems or
by a re-configuration that is controlled centrally. Self-recovery with local options does not require a
new decision by the central controller, however it depends on the availability of redundant paths in
the network and pre-existing configuration rules. On the other hand, self-recovery that is mediated by
a controller requires that there be adequate resources (e.g., bandwidth) in the network at the time of
failure, as well as additional time for detection, signaling, processing, and installing configuration
rules. Studies conducted to evaluate fast fail-over [33] and synchronous measurements [34], examine
the trade-offs associated with each of these two methods of self-recovery when implemented under a
defined set of conditions.

Self-recovery of communication systems must also be distinguished from self-restoration of electric
power. Restoring an electrical path through which information can pass is insufficient to automatic-
ally restore electrical power to failed electrical equipment, synchronize a micro-grid or to restore lost
electrical load. This will occur depending on the operational status of the electrical equipment, as
well as the control strategies being employed. For example, "self-healing" should specifically indicate
what type of recovery was demonstrated (i.e., recovering network connectivity, an application
service, or recovering the physical power system) [35, 36].

7.4 Virtualization and service organization

Network virtualization makes use of physical network resources to create logical resources (or
services). Multiple class routing in combination with cloud SDN and slicing research provide methods
to organize network resources while accounting for cost associated with each service [29, 37, 38].
This is possible because multi-class routing provides multiple traffic classes (or administrative
domains) as well as logically separating these domains from one another. However, logical separation
by itself will ensure that services are isolated based on their performance.

To have a network slice there must be defined resource entitlements, service objectives, and lifecycle
behaviors. The definition of a VLAN ID, Queue, or Path does not define the necessary characteristics
(resource entitlements, service objectives, and lifecycle behaviors) required to perform all functions
of a network slice. Therefore, even though services may be logically separated they may still contend
with each other for access to bandwidth at a point of contention (bottleneck), or through common
management controller(s), which would cause them to remain coupled and therefore require
evaluation to include consideration of both contention and management overhead.

7.5 What evidence does and does not establish

The evidence presented collectively supports the practicality of programmable routing, differentiat-
ing traffic flow, and recovering communications within the contexts of previously examined smart-
grid networks. However, it also demonstrates that the broader assertion that SDNs inherently reduce
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all delays; increase every form of reliability; and lower overall costs for a network cannot be
supported. These three aspects depend upon the reference point (baseline), controller architecture,
failure event(s), and type(s); and the nature of the workload being applied to the applications.
Therefore, the correct conclusion is: SDN provides capabilities which may positively impact on a
specific service when the resources and time-sensitive requirements associated with those
capabilities have been properly engineered and validated.

8 Critical analysis of literature

8.1 Architectural feasibility and coupled service evaluation

The papers examine distinct issues, comparing technologies, distinguishing traffic, recovering from
failures, and supporting communication to control electrically [25, 27, 28]. Table 6 provides an organ-
ized listing of the study inventory in the original paper that distinguishes mechanisms from
evaluation evidence and findings and verification limitations. It is NOT intended as a performance
assessment (i.e., it does not combine packet delay with recovery times or controller usage to produce
a single "reliability” number) since these are separate metrics that require justification to relate them

through a model.

Table 6. Study-level evidence and verification boundaries.

Study Problem and Setup and baseline Finding or measured Evidence boundary
mechanism outcome
Dorsch et al. SDN-SG applications Detailed setup and Original inventory Metadata checked;

(2014) [39]

Dorsch et al.
(2016) [33]

Kurtz et al.
(2017) [34]

Dalhues et al.

(2018) [27]

Rinaldi et al.
(2018) [32]

and communication
architecture

Link failure; local fast
failover, controller
recovery, and hybrid
optimization

Failure
measurement;
synchronized
physical link
interruption

Communication for
distributed power-
flow control

SDN bridges and IP
communication
including power-line
links

https://doi.org/10.64388/ire1724798

baseline not
independently
established

SDN testbed; substation

and wide-area traffic;
alternative recovery
strategies

Substation ring testbed:

controller, heartbeat,
and local detection/
recovery compared

Detailed setup and
comparator not
independently
established

Experimental
characterization:
comparator not
established from
inspected abstract

ISSN 2456-8880

identifies service
data-rate and
latency
requirements

Local recovery
reduces
interruption;
controller
optimization
addresses path
quality

Separates detection,
signaling, and traffic-
recovery delays

Original inventory
identifies priority,
data rate, and delay

Round-trip time,
packet loss ratio, and
IP throughput

Paper ID: 1724798 |

metric definitions
require primary-text
verification

Full text inspected;
recovery time differs
from data rate; no
inferred electrical
restoration

Full text inspected;
results depend on
detection settings and
physical failure
method

Metadata checked;
full-text verification
needed before
detailed outcome
claims

Institutional abstract
inspected; packet size
is an input variable;
electrical effect not
established
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Study Problem and Setup and baseline Finding or measured Evidence boundary
mechanism outcome
Aydeger etal.  Resilient active- Detailed setup and Original inventory Metadata checked;
(2016) [35] distribution comparator not identifies delay and loss count versus
communication independently packet loss ratio and
established measurement
endpoints remain
unverified
Dorsch et al. Multi-agent control; Power-system Traffic treatment Full text inspected;

(2016) [36]

Alharbi and
Fei (2016)
[31]

Jitnukulsiri
and Aswakul
(2019) [40]

Zhang et al.
(2016) [41]

northbound requests
and queue priorities

Critical-flow routing
using monitored
network state

IEC 61850 packet-
delay evaluation

SDN resilience and
resource demand

simulation with SDN
testbed; differing
priorities and
reservation conditions

Floodlight
implementation;
shortest-path routing
comparator

Mininet and ONOS
identified in source
title; validation
comparator unverified

Detailed setup and
comparator not
independently
established

responds to control
demands; evaluates
delay, rate, and setup
behavior

Institutional abstract
reports higher
critical-flow
throughput

Original inventory
identifies packet
delay

Original inventory
identifies controller
CPU use and end-to-
end delay

coupled application
context does not
justify a universal
electrical benefit

Abstract inspected;
detailed loads and
electrical outcomes
not established

Metadata checked;
full-text validation
and delay definition
remain unverified

Metadata checked;
primary-text
verification needed
for quantitative
interpretation

8.2 Recent developments in 2024-2026

Recent research has widened the conversation to include resource allocation, application economics,
and combined model development. In an examination of integrated control-communication simula-
tions, Aslam et al. reviewed the CSMO (co-simulation of MATLAB and OMNeT++) study that combined
MATLAB and OMNeT++ [7] and [42]; these studies provide empirical data to evaluate the interaction
between communication and electrical controls. Their results were contingent upon the choice of
models used as well as the assumed synchronization protocols. See Table 7 for summaries of current
research studies along with their focus areas.

In another example, Lu et al. investigated using graph-based reinforcement learning for SDN
(Software Defined Network) based traffic engineering [43]. While this represents a body of know-
ledge from a broader networking perspective, its applicability to SG (Smart Grids) would need to be
evaluated through domain specific testing of time, resources, and electrical control behaviors; the
referenced findings represent no grid service guarantee.

As part of a review in 2026, Younis, Al-Ismail and Hussain examined the architecture of the IEC 61850
standard (IEC 61850 - Standard for Substation Automation Systems) outside of substation automa-
tion, focusing on applications such as wide area monitoring, distributed resources, microgrids and
EVCS (Electric Vehicle Charging Station) Infrastructure [9]. One key architectural issue identified was
that once service behavior has been defined within a local domain, this does not necessarily mean
that the same applies when working across wide-area domains or across multiple domains. There-
fore, timing, lifecycle and validation parameters must be provided should one wish to extend the
application domain.
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Study

Focus and evidence type

Contribution to this review

Boundary of interpretation

Velasquez et al.
(2024) [6]

Aslam et al.
(2024) [7]

Aslam et al.
(2025) [42]

Neal et al.
(2025) [26]

Lietal. (2025)
[30]

Luetal. (2025)
[43]

Chen et al.
(2026) [8]

Younis et al.
(2026) [9]

Review of SDN in SG

Review of integrated
simulation

MATLAB-OMNeT++ co-
simulation

Microgrid communication
economics

Software-defined VPP
scheduling

Graph-based learning for
SDN traffic engineering

Review of SDN resource
allocation

IEC 61850 application
review

Updated architectural context
and integration challenges

Framework selection and
coupling of communication
with control

Concrete integration approach
for coupled analysis

Connects communication
requirements with service value

Links changing demand, service
quality, and communication cost

Candidate adaptive routing
methodology

Connects routing, bandwidth,
controller resources, and slicing

Extends architectural
discussion beyond local
substations

Review is not a common
experimental benchmark

Platform capabilities do not
establish deployment
performance

Conclusions depend on model
and synchronization
assumptions

Microgrid-specific evidence; not
direct validation of SDN

Transfer depends on workload
and scheduling assumptions

General networking evidence:
grid-control validation needed

General SDN scope rather than
grid-specific proof

Cross-domain use requires
context-specific timing
evidence

8.3 Cross-study findings

The assessed studies support a problem-specific interpretation. Studies focused on recovery
compared behaviors resulting in interrupted service (rerouted) versus behaviors that result in
continued service while managing interruptions (traffic management). As such, these results are
complementary but not directly comparable. While the reviewed literature supporting rapid fast fail
over identified a tradeoff for achieving rapid localized recovery with subsequent route optimizations;
it does not address electrical restoration. Furthermore, improved service as a direct result of a
priority flow should be considered in conjunction with the resources available to other competing
flows [31, 36].

The reviewed literature did not identify a universal absence of electrical evidence related to
networked systems. Network control studies demonstrated how coupled communication can relate
to utility grid applications [27, 36] and provided tools for investigating these relationships via co-sim-
ulations [42]. However, the reviewed literature did not consistently demonstrate a clear and
comparative chain from a network-based function/mechanism to application response, which leads
to quantifiable electrical outcomes. Reducing average packet delay is insufficient to prove deadlines
were met; restoring connectivity is insufficient to prove application recoverability.

The second gap identified is that of transitions in operation. Most claims regarding architecture are
easier to make after the network has converged. Deployment also entails acceptable performance
during periods when rules are being installed, controllers are being reassigned, links are recovering,
and when the electrical operating mode is changed. During these intervals, the architecture
supporting a particular service can be either successful or unsuccessful. Therefore, duration,
resource utilization, and implications for applications should be explicitly reported.
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9 Architectural, operational, and deployment challenges

9.1 Controller dependence and capacity

Separate control from forwarding creates dependency upon controllers to modify traffic that is not
defined within current policy. The loss of a controller does not necessarily mean that existing
forwarding will cease. Adaptation and the effect on new flows will rely on established rules, timers,
and local operation. Multiple controllers require explicit definitions of responsibility, state transfer
mechanisms, and recovery processes. Process failure, network partitioning (lost connection), planned
outage/maintenance, and restart performance should all be considered when evaluating scalability.
Scalability can be measured based on the number of devices; however, it includes many other items
such as the rate at which new flows are created, how frequently a device's topology changes through
addition or removal of links/devices, how frequently each device has its statistical data requested,
the workload associated with an application running across the network, and how much information
is stored regarding the state of the network. While measuring the network periodically may increase
visibility /observability into the network, this periodic measurement requires increased bandwidth
consumption and therefore consumes increasing amounts of processing capacity in the control plane.
Consequently, evaluation of control-plane usage should occur in conjunction with evaluations of
response time distributions of these metrics and the applications/workload(s) responsible for
generating these metrics [41].

9.2 Controller placement, synchronization, and distributed state

Controller placement influences communication distance to switches, access to alternate routes and
how workload is distributed across switches. Therefore, locating controllers that reduce the average
distance between controllers and switches may still leave important services poorly served.
Placement also interacts with domain boundaries and redundancy. Any optimization must state both
objective(s) and constraint(s), rather than using network distance as a complete substitute for grid-
service performance.

Regardless of location requirements, shared state must be sufficiently coherent so that all controllers
make compatible decisions. Stronger coordination can delay updates, while weaker coordination
exposes controllers to temporarily different views of state. What level of consistency required will
depend on the nature of the decision; background statistics may tolerate staleness when coordinated
forwarding changes cannot. The goal then is to classify state and operations by their consequences,
design synchronization handling accordingly. It is incorrect to assume every strong-consistency
implementation waits for all controllers before each operation.

9.3 End-to-end timing and transient behavior

Application timing incorporates all possible processing times (sensor/application) as well as delays
associated with obtaining access to the network, transmitting data over the network, queuing data in
routers/switches, routing data through networks, receiving the data, and then processing the
received data by the destination node. In addition, if a controller has made a decision that requires
interaction between controllers, the time spent communicating, computing, and installing rules may
be additional factors influencing overall delay. Therefore, measuring any of these factors individually
will not provide a complete picture of total delay. The evaluation needs to identify both the start and
stop points for each timing factor measured.
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Additionally, the process of deploying new versions of rules can generate "transitional" behavior
during which the forwarding path is constantly being updated. The update to multiple nodes does not
occur simultaneously. All deployments need to consider the fact that updates are not instantaneous;
paths may vary; and some applications are in an active session while the changes are occurring. For
mission-critical services, what matters most is whether the application continues to meet its
requirements from start to finish of this transition period, rather than only meeting them before and
after.

9.4 Interoperability

Interoperability can occur on multiple levels of abstraction, including physical data (electrical)
models; logical services (application); and higher-level services (network), in addition to specific
interfaces between controllers, and capabilities that are implementation dependent. In no case is
compliance to a named standard at one layer a guarantor of compatibility with another. The
forwarding device has its own limits regarding the number of rules it can contain, queue resources
available, the set of actions it supports, and the rate of updates to which it may adhere. Thus, when
translating an application's policy into code running on a controller, it must be aware of these con-
straints.

Docquier et al. provide an overview of evaluation methods used by researchers for evaluating the
performance of substation communications based upon IEC 61850 [44]. Conformity testing estab-
lishes whether the correct format of messages is being sent while Performance testing determines if
the timing requirements of an application are satisfied.

9.5 Lifecycle engineering and economic assessment

Utility deployments require configuration management, maintenance plans, training for operators,
versions of the same product compatible with one another, and a mutual agreement between commu-
nication team and power system team. SDN's programmability allows us to do these things differ-
ently, but they will never go away. An expressed policy that is simple to state yet hard to verify or
maintain will add to lifecycle complexities.

In evaluating economic aspects, all the costs of your equipment, controllers (in case you are utilizing
one central controller), licensing (for example if you purchase a system), integrations, training,
operations for the additional technology added, and validation/verification. All comparisons to
evaluate two different options (a typical network or a programmable network) will be compared at
some time in the future; using a base year that can be realistically used to evaluate these alternatives.
The authors of other research papers have identified cost as an applicable design criteria for both the
feasibility of SDN and slicing economics as well as the economics of cloud-SDN services as they relate
to decentralization [37, 38], but no author has stated that it is economically feasible to use SDN
instead of traditional networks.

10 Evaluation methods and evidence quality

10.1 Simulation, emulation, and co-simulation

Evaluating SDN-SG has two parts - you must represent both the electrical behavior and the commu-
nication behavior. There are examples of each including ns-3-MATLAB co-simulations [45] as well as
emulating SDN communications [46] and DSSnet’s combination of simulating a distribution system
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as well as emulating an SDN [47]. They are separate approaches - therefore do not refer to them
collectively as ns-3 integration methods.

Simulation represents a model of the behavior of a system in general using virtual time. A Network
emulator runs real applications and/or protocols in a controlled representation of the network’s
conditions. Co-simulation brings together domain specific models and Hardware-In-The-Loop simula-
tions connect the physical equipment into a simulated environment. Each one has different assump-
tions that affect their timing and no single one can emulate an operational field deployment.

DSSnet offers a framework for modeling the coupled operation of Power-Distribution systems and
SDNs [47]. The overall architecture of SDN-SG and the larger body of literature regarding testing SDN
testbeds offer additional implementation context [38, 48]; furthermore, ScorePlus provides a Feder-
ated Smart Grid Experiment Environment by combining software and hardware [49]. Using an IEEE
Bus Test Case, as an example of an electrical model, does not make it a Physical Test Bed.

The synchronization of Electrical and Communication components requires explicit synchronization
between the electrical component(s) and the communication component(s). Most often, software
emulates wall clock execution whereas many Simulators operate at virtual times. In addition to the
type of implementation used, there are real-time simulators available, thus differences are
determined by how you implement your Sim/Emu solution [47].

There needs to be some synchronization mechanism (i.e.,, exchanging data), for Network Events and
Electrical States to ensure that the delay between the Electrical State and the Network Event is
neither suppressed nor magnified. Thus, Reports should include information about how the Time
Advance was implemented, what events were passed from one component to another, and any Over-
head that occurred when those events were passed from one component to another as well as any
other real-time processing constraints [7, 42].

10.2 Service-oriented evaluation framework

Table 8. Evaluation dimensions for a coupled SDN-SG assessment.

Dimension Measurements to report Interpretation requirement
Packet delivery Delay distribution, jitter, loss, throughput Define traffic class, offered load, and
measurement endpoints

Control Flow setup, rule installation, controller Separate installed-rule forwarding from

responsiveness response, and utilization controller-dependent operation

Recovery Detection, switching, service interruption,  State failure type and distinguish route
restoration recovery from application recovery

Scalability Endpoints, flows, event rate, state size, Increase meaningful workload dimensions
resource demand rather than topology size alone

Application Measurement age, command completion,  Trace each quantity to the service requirement

behavior missed deadlines

Electrical outcome

Lifecycle and cost

Relevant control or operating response

Configuration effort, migration needs,
resource, and operating cost

Use a suitable electrical model and avoid
inferring benefit from packets alone

Compare equivalent service levels and state the
accounting boundary
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The evaluation dimensions of the proposed framework are listed in Table 8. When applied to relevant
research, the framework has three distinct levels of evidence.

The authors of reference [32] use round-trip times, packet-loss ratios, and throughput to describe
how IP communications are characterized by SDN-bridges; however, because this is only an abstract,
it does not show a measured electrical effect.

Kurtz et al,, in their referenced work on a substation-communication testbed, break down physical-
link interruptions, detection, controller-signaling, and traffic-recovery into four separate areas and
report that they have successfully restored communication but did not restore electrical supply [34].

Dorsch et al. coupled a north-bound SDN interface to multi-agent-power system-control and
evaluated traffic-priorities and set-up-behavior. While Dorsch et al. connect network-policy to
demand-for control (i.e., the two are connected), the authors' findings focus on communicating-
measurements rather than comparing these to a similar electrical-effect measurement. Therefore, the
proposed framework indicates a difference in evidential-scope without assigning scores or implying
that electrical-evaluation was missing in prior literature.

Therefore, an experiment to examine the behavior of networks will require evaluating at least one or
more different configurations that meet the same service requirements as well as include a
description of the experiment's base-line configuration including rationale for why the chosen
configuration was selected.

Workloads can include one or more traffic-source(s), reporting-pattern(s), flow-size(s) when
applicable, and time-of-event for all events(s). The failure or planned-outage scenario used in an
experiment must also be repeatable. If there were multiple trials conducted in an experiment, then
results should indicate some level of variability/uncertainty in the analysis vs. only indicating the

mean.

10.3 Reporting and reproducibility

In order to achieve reproducibility with a simulation or controller it is required that recommenda-
tions are made regarding other items such as the versions of software used, network topologies and
forwarding capability, queues, location of controllers within the network topology, rules strategies
(e.g., packet by packet) for controlling traffic, schemes for generating traffic and the electric models
used in reporting. In addition, when co-simulations are involved, recommendations should be
provided to detail how synchronization and data exchange will occur. When hardware-based experi-
ments are conducted, timing and equipment should be detailed since both can impact the ability to
interpret results.

Evidence should progress through stages that are complementary: conceptual justification, analytical
or simulated evaluation, implementation testing, coupled evaluation, operational validation where
practical. This process is not an acceptance criterion for application developments. Its purpose is to
determine which assumptions remain viable as each subsequent level of realism in implementation is
achieved and which require redirection.
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11 Research gaps and future opportunities

11.1 Deadline-aware joint design

Network orchestration is closely tied to meeting an application's deadlines. The decision of which
queues to allocate resources from, what rule strategies to use for each queue, where controllers
should run (and therefore what type of decisions they will make), and how routes are selected for
each queue should all be made together when those decisions impact the same deadline.

Rather than simply minimizing the average latency, the research question focuses on ensuring that
applications meet their required services through changes in load and reconfigurations.

Statistical models of effective capacity describe the service capabilities under certain traffic, channel,
and delay conditions [50], and may provide useful information about an application's performance if
it fits within the model's assumptions. However, such models cannot establish a deterministic
deadline, nor can they validate the behavior of network controllers.

11.2 Edge computing and communication—computation coordination

While localizing some processing can reduce dependency on remote processing, this may create
additional decisions with respect to the placement of functions and how they maintain state. There
are opportunities in SDN-SG for joint allocation of communication and computing resources:
although using a shorter route to an over-loaded processor may improve service at that point, it does
not guarantee better overall end-to-end service.

There are prior decentralized cloud-SDNs studies which provide comparisons and architectures [37]
for future studies on all three (localized, regionalized, central) placements of an application's
requirements under the same constraints. Future studies need to investigate and analyze issues like
processing time delay, network time delay, migration of services from node to node, and operational
issues where one part of the system is disconnected.

11.3 Application-aware slicing and large endpoint populations

Resource sharing in network slicing enables an organization of network slices to share resources
such as meters, monitors, controllers, and coordinators [38]. However, there is currently no method
for validating how shared resources (such as links and controllers) will be utilized for each slice in
each deployment. Admission control, resource reclaiming, and concurrent demands are all potential
issues when a new demand is placed on a shared resource. The data collected here does not provide
sufficient information regarding whether this problem has been resolved in the whole body of literat-
ure.

11.4 Adaptive orchestration with verifiable constraints

A real-time adaptive traffic management system may need to adjust its actions or decisions based on
changes that occur at various times. Within limits, then, a traffic management system which adjusts
actions or decisions based on changing conditions should be able to learn from experiences. The term
"learning” traffic management system can apply here; but regardless of how well a traffic manage-
ment system learns from experience, there is always a limit to what any traffic management system
can do given limitations in resource availability and application domain. One way to manage these
limitations is by using the graph-based methods described in Section 8. Graph-based methods
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represent just one way to create a learning-based traffic management system; but they cannot
provide a grid service level agreement [43]. Such a system should report its behaviour for:

1. Unseen topologies or loads;
2. Decision time;

3. Constraint violations;

4

Defined fallback behavior when the learned policy is unsuitable.

11.5 Benchmarks, interoperability profiles, and migration evidence

Comparable benchmarking requires equivalent electrical enclosures, communication structures,
service categories, loads, and operating conditions. The evaluation for each benchmark should
include long-term performance (steady state) and transient behavior associated with routine events
such as maintenance activities, controller redistribution, and changes in available resources.
Utilization of comparable baseline specifications and presentation formats will enhance the
comparison of results while still allowing each test to utilize a different simulation tool and/or con-
troller.

Following this, interoperability profiles need to outline the exact services, interfaces and capabilities
needed from the respective devices to allow for a specific use case. It is much easier to identify the
actual services, interfaces, and capabilities than to say that the solution or system supports SDN or
IEC 61850.

The next stage of development includes staged-deployment studies that document the parts of the
existing architecture that may be left unchanged, those that must be modified and the methods used
to validate the new service(s) throughout the transition phase. This type of documentation will assist
in linking theoretical architectural research to the practical decision-making processes currently
occurring at utilities. Table 9 consolidates the research questions and the evidence required to
investigate them.

Table 9. Research agenda expressed as questions and required evidence.

Research direction

Unresolved question

Evidence needed

Joint timing design
Distributed
orchestration
Edge integration
Dynamic slicing

Adaptive control

Deployment

How should routing, queues, and controller
interaction share an application deadline?

Which decisions require cross-domain
agreement, and which can remain local?

When does moving computation improve the
total service time?

Can service objectives be maintained when
shared demand changes?

Do learned decisions remain feasible outside
training conditions?

Which migration paths preserve operational
service with acceptable effort?

End-to-end timing under load and
policy transitions

State-staleness, update, and application-
response measurements

Joint communication and processing
assessment

Admission, resource contention, and
per-service results

Constraint checks, generalization tests,
and fallback evaluation

Interoperability testing, transition
behavior, and lifecycle cost
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12 Conclusion

SG extends the area of smart grid communications beyond the limited application of telemetry
(monitoring) and supervision (remote control) to include a comprehensive sensing-coordination-
participation framework for the numerous Distributed Resources in a Smart Grid. A third level has
been added to this framework by SDN - an application-programmable management plane through
the implementation of three core characteristics: separation of forwarding and control functions,
abstraction of control via controllers and provision of Application Policy Interfaces (APIs) between
the APIs and Applications. The most significant advantage of SDN is its capability to enable
coordinated decision-making about communication behavior across devices and to adjust that
behavior based upon changes in service requirements.

Flexibility, discrimination among various forms of network traffic, organization of network resources,
and recovery of communication were identified within the literature as significant benefits. However,
each of these benefits can be applied differently depending on the form of services the grid uses to
employ them. They also depend on whether one or multiple controllers are employed. Also, they
depend on the available forwarding resources, and how they are utilized at the time of operation.
Consequently, trade-offs must be considered when developing systems that balance centralization of
visibility against dependence on controllers; local decision making against costs associated with
coordinating; pre-installing rules against limits on capacity in forwarding tables; relating recovery
mechanisms for communication loss and optimization of networks to electric service it is intended to
support.

The best way forward is service centered design, supported by coupled evaluations. Recently
developed studies on simulations of entire systems, economic analyses of microgrid communications,
software defined virtual power plants, and adaptive management of resources provide new tools and
methods, however they do not eliminate the requirement for application specific proof-of-concept.
The success of future efforts should be measured by demonstrating reproducibility that maintains
necessary behaviors both in steady-state operations and during transitions, while clearly demon-
strating interoperability and lifecycle costs. This review paper views SDN-SG as an engineering
methodology for coordinating power and communication systems, as opposed to an automated
means to improve SG performance.

Abbreviations

Table 10 lists the principal abbreviations used in the review.

Table 10. Abbreviations used in the review.

Term Meaning Term Meaning

AMI Advanced metering infrastructure CAN Consumer area network

DER Distributed energy resource FAN Field area network

HAN Home area network ICT Information and communication technology
IED Intelligent electronic device MMS  Manufacturing Message Specification

MPLS Multiprotocol label switching NAN  Neighborhood area network

SCADA Supervisory control and data acquisition SDN Software-defined networking

SDN-SG ~ SDN-based SG SG Smart grid
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Term Meaning Term Meaning

VPP Virtual power plant WAN  Wide-area network
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